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Abstract.  The notion of on-line/o®-line signature schemeswas intro-

duced in 1990 by Even, Goldreich and Micali. They preserted a general
method for converting any signature scheme into an on-line/o®-line sig-
nature scheme, but their method is not very practical as it increases
the length of eadh signature by a quadratic factor. In this paper we use
the recertly intro duced notion of a trap door hash function to develop a
new paradigm called hash-sign-switch, which can convert any signature
schemeinto a highly excient on-line/o®-line signature scheme:In its rec-
ommendedimplementation, the on-line complexity is equivalent to about
0:1 modular multiplications, and the size of each signature increasesonly
by a factor of two. In addition, the new paradigm enhancesthe security of
the original signature schemesinceit is only usedto sign random strings
chosen o®-line by the signer. This makes the converted scheme secure
against adaptive chosen messageattacks even if the original scheme is
secure only against generic chosen messageattacks or against random
messageattacks.
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1 Intro duction

Digital signature schemesare among the most fundamertal and useful inven-
tions of modern cryptography. In such schemes,eadh user generatesa (priv ate)
signing key and a (public) veri cation key. A usersignsa messagausing his pri-
vate signing key, and anyone can authenticate the signerand verify the message
by using the signer's public veri cation key. A signature scheme is considered
to be secureif signatures on new messagesannot be forged by any attacker
who knows the user's public key but not his private key. Many constructions of
signature schemesappear in the literature, but most of these schemeshave un-
proven security, and the few schemesthat are provably secure(under standard
cryptographic assumptions)are not fast enoughfor many practical applications.
Signature schemesthat are excient and provably secureare interesting both
from a practical and a theoretical point of view.

In this paper, we introduce a generalmethod for simultaneously improving
both the security and the real-time exciency of any signature scheme by con-
verting it into an excient on-line/o®-line signature scheme This notion was rst



introduced by Even, Goldreich and Micali [1]. The idea is to perform the sig-
nature generating procedurein two phases.The rst phaseis performed o®-line
(beforethe messageo be signedis given) and the secondphaseis performed on-
line (after the messageo be signedis given). On-line/o®-line signature schemes
are useful, sincein many applications the signerhasa very limited responsetime

oncethe messages preserted, but he cancarry out costly computations between
consecutie signing requests.On-line/o®-line signature schemesare particularly

useful in smart card applications: The o®-line phaseis implemented either dur-
ing the card manufacturing processor as a background computation wheneer
the card is connectedto power, and the on-line phaseusesthe stored result of
the o®-line phaseto sign actual messagesThe on-line phaseis typically very
fast, and hencecan be executedezciently even on a weak processor.

Some signature schemescan be naturally partitioned into o®-line and on-
line phases.For example, the rst step in the Fiat-Shamir, Schnorr, El-Gamal
and DSS signature schemesdoes not depend on the given message,and can
thus be carried out o®-line. However, these are particular schemeswith special
structure and speci ¢ security assumptionsrather than a generaland provably
securecorversion technique for arbitrary signature schemes.

Even, Goldreich and Micali preseried a general method for corverting any
signature schemeinto an on-line/o®-line signature scheme. Their method usesa
one-time signature scheme, i.e., a schemewhich can securelysign only a single
messageThe essencedf their method is to apply (o®-line) the ordinary signing
algorithm to authenticate a fresh one-time veri cation key, and then to apply
(on-line) the one-time signing algorithm, which is typically very fast. In the basic
[1] construction of a one-time bit-oriented signature scheme, the size of eadh
signature is k? (where k is the size of the messageand the security parameter).
Additional constructions were proposedin [1], but they o®era very inetcient
tradeo®betweenthe size of the keysand the complexity of the one-time signing
algorithm. In this paper, we presert a method that increasesthe length of the
signaturesby an additiv e (rather than multiplicativ e) factor of k bits.

Our method usesa special type of hash functions, called trapdoor hashfunc-
tions. Thesefunctions wererecertly introducedby Krawczyk and Rabin [3], who
usedthem to construct chamel®n signatures Chameleonsignatures are signa-
tures that commit the signerto the contents of the signed message(as regular
signatures do) but do not allow the recipient of the signature to cornvince third
parties that a particular messagewas signed, sincethe recipient can changethe
sighedmessageo any other messageof his choice.

A trapdoor hash function is assaiated with a public key and a private key,
referredto asthe hashkey HK and the trap door key TK , respectively. Loosely
speaking, a trap door hash function is a probabilistic function h, suc that colli-
sionsare dixcult to generatewhenonly HK is known, but easyto generatewhen
TK is alsoknown. More formally, givenonly HK , it is hard to nd two messages
m; m° and two auxiliary numbersr;r°suc that h(m;r) = h(m®r9, but given
(HK;TK) and m;m%rC it is easyto nd r such that h(m;r) = h(m%r9. Note
that this requiremert is weaker than the requiremert of trap door permutations,



and thus it may be easierto nd ezcient trapdoor hash functions than to "nd
excient signature schemesbasedon trap door permutations.

The essenceof our method is to hash the given messageusing a trap door
hashfunction (rather than a regular hashfunction) and then to signthe hashed
value using the given signature scheme. The resultant signature schemecan be
implemerted asan on-line/o®-line signature schemeasfollows: The o®-linephase
usesthe original signature schemeto sign the hashvalue h(m%r9 of a random
messagem® and a random auxiliary number r% Given an actual messagem,
the on-line phaseusesthe sameprecomputed signature of the randomly chosen
m° as a signature of the given messagem, by using the trap door key to nd
a collision of the form h(m%r% = h(m;r). The signature of m consists of the
new auxiliary number r and the precomputed signature of h(m© r9. We call this
paradigm a hash-sign-switchscheme Notice that the on-line phaseis completely
independert of the original signature scheme, and consists only of "'nding a
collision of the trapdoor hash function. In particular, we describe a trap door
hash function in which collisions can be found with time complexity equivalert
to about 0:1 modular multiplications. Hence,for any signature scheme, its on-
line/o®-line versioncanbe implemented sud that the on-line phaserequiresonly
this negligible time complexity, and the size of the signature is only increased
by adding r to the original signature.

For any signature scheme, we prove that our on-line/o®-line version is at
least as secureasthe original scheme, provided that the trap door hash family is
secure.In fact, we prove that the converted schemeis even more securethan the
original scheme, since the original scheme s only applied to random messages
chosenexclusiwely by the signer. In particular, we can show that the on-line/o®-
line signature scheme is secureagainst adaptive chosen messageattacks even
if the original signature scheme is secureonly against generic chosen message
attacks or random messageattacks. Note for example,that the Rabin signature
scheme [5] and the RSA signature scheme [6] are not secureagainst adaptive
chosenmessageattacks, but are believed to be secureagainst random message
attacks, and hencewe believe that our method enhancesthe security of these
schemes.

2 De nitions and Constructions

In this section,weintro ducethe basicnotations and de nitions usedin this paper
and presert someconstructions of trap door hashfunctions. For any binary string
X, we denote by jxj the length of x. For any nite setV, the notation x 2r V
implies that x is uniformly distributed in V.

We considerthe following typesof attacks:

{ Randommessagattack: The attacker hasaccesgo an oraclethat signs(with
the unknown signing key SK') random messagechosenby the oracle.

{ Genericchosenmessageattack: The attacker is given signaturesfor a list of
messagef his choice. Howewer, this list should be produced before any
signature is given, and should be independert of the veri cation key VK.



{ Adaptive chosenmessageattack: The attacker has accessto an oracle that
signs any queried messagem. In particular, the choice of eadh query m
can depend on the veri cation key VK and on the signature produced for
previous messages.

{ Q-adaptivechosenmessagettack: An adaptive chosenmessagettack where
the attacker can query the oracle at most Q times.

In this work, a signature scheme is consideredto be secure(against a certain
type of attack) if there does not exist a probabilistic polynomial-time forger
that generatesa pair consisting of somenew messagegthat was not previously
preseried to the oracle) and a valid signature, with a probability which is not
negligible. This property was called existential unforgeability in [2].

In the remaining part of this section, we concerrate on the notion of a
trap door hash function [3]. A trapdoor hash function is a special type of hash
function, whose collision resistancedepends on the user's state of knowledge.
Every trap door hashfunction is assaiated with a pair of public key and private
key, referred to asthe hashkey HK and the trapdoor key TK , respectively:

De nition 1. (trap door hashfamily) A trapdoor hashfamily consists of a pair
(I ;H) suchthat:

{ I is a prokabilistic polynomial-time key geneation algorithm that on input
1% outputs a pair (HK ; TK), suchthat the sizesof HK ; TK are polynomially
related to k.

{ H is a family of randomizal hash functions. Every hash function in H is
assaiated with a hashkey HK , and is applied to a messagefrom a space
M and a random element from a nite space R. The output of the hash
function hyx doesnot dependon TK.

A trapdoor hashfamily (I ;H) hasthe following properties:

1. Exciency: Given a hashkeyHK and a pair (m;r)2 M £ R, hyx (m;r) is
computablein polynomial time.

2. Collision resistance: There is no prolabilistic polynomial-time algorithm A
that on input HK outputs, with a prokability which is not negligible, two
pairs (my;r1);(mz;r2) 2 M £ R that satisfy my 6 m, and hyk (my;ry) =
hrk (M2;r2) (the probability is over HK , where (HK;TK) A [ (1), and
over the random coin tossesof algorithm A). !

3. Trapdoor collisions: There exists a prokabilistic polynomial time algorithm
that given a pair (HK;TK) A | (1%), a pair (m1;r1) 2 M £ R, and an
additional messagem, 2 M , outputs a valuer, 2 R suchthat:

{ huk (M1;r1) = hyk (M2;r2).
{ If ry is uniformly distributed in R then the distribution of r, is compu-
tational ly indistinguishable from uniform in R.

! Note that it is not required that given one collision it remains hard to nd new
collisions. Indeed, all the constructions that we presert have the property that given
ahashkey HK and givenasingle collision of hy « , one can easily compute a trap door
key TK such that the pair (HK;TK) is in the range of I (1¥).



Wereferto every menmber of a trap door hashfamily asa trap door hashfunction.
We now presen three constructions of trapdoor hash families. The rst two
constructions were presered in [3], and the third construction is a new one.

1. A trap door hash function based on the Factoring assumption.
{ The key generationalgaithm | : Choose at random two primes p;q 2
f0;1g“7? such that p~ 3 (mod 8) and g~ 7 (mod 8), and compute
n = pg The public hash key is n and the private trap door key is (p;Q).
{ The hashfamily H: For a hash key n, hyk is a function from M £
QRn, where M is any sutx free subsetof f0;1g” and QR ef £y 2
Z;‘j(%) = (%) = 1g. Given a messagem = m[1]Jm[2]:::m[jmj] and a

random value r 2r QR,, hyg (m;r) def fmpg £fmpy £06C£F 1 mip(r),

where fo(x) dg x? (mod n) and f(x) %" 4x2 (mod n). (Note that
h(m;r) = 4"r2™" (mod n)).

Remark 1. The functions f¢ and f; wereintroducedin [2], who proved that
they are claw free permutations, and used this property to construct an
(inexcient) provably securesignature scheme.

Lemma 1. The pair (I ;H) is a trapdoor hash family, under the Factoring
Assumption.

A proof of this lemma appearsin Appendix A. This trap door hash function
hasthe following additional property: There existsa probabilistic polynomial-
time algorithm that givena pair (HK; TK) (of hashkey and trap door key),
amessagen 2 M and any value c in the image of hy « , outputs r 2 R such
that:
{ hux(m;r) =c
{ If cisuniformly distributed (in the imageof hy ) then the distribution
of r is computationally indistinguishable from uniform (in R).
Note that this inversion property is stronger than the ability to generate
collisions. We will useit to corvert any signature schemewhich is provably
secureonly against random messageattacks into a signature scheme which
is provably secureagainst adaptive chosenmessageattacks.
2. A trap door hash family based on the Discrete Log Assumption
{ The key generationalgaithm | . Choose at random a safe prime p 2
f0;1g (i.e., a prime p sud that g % p'Tl is prime) and an elemen
g2 Z; of order g. Choose a random element ® 2r Z; and compute
y = ¢g® (mod p). The public hashkey is (p;g;y) and the private trap door
key is ®.
{ The hashfamilyH. For HK = (p;9;y), huk 1 Zq£ Zqi! Zj isde ned

asfollows: hy k (m;r) def g"y" (mod p).

Lemma 2. The pair (I ;H) is a trapdoor hash family, under the Discrete
Log Assumption.



A proof of this lemma appearsin Appendix B.
3. A new trap door hash family based on the Factoring Assumption.

{ The keygenerationAlgarithm | . Chooseat random two safeprimes p;q 2
f0; 162 (i.e., primes such that p° %' Bit and ® €' 9.2 are primes) and
compute n = pg. Chooseat random an element g 2 Z; of order , (n)
(, (n) def lem(pi 1;9i 1) = 2p%". The public hashkey is (n; g) and the
private trap door key is (p; Q).

{ The hashfamily H. For HK = (n;0), hyk : Zn £ Z () i! Z7is

de ned asfollows: hy x (M;r) def g™*" (mod n) (where m+r denotesthe

concatenation of m and r).

Lemma 3. The pair (I ;H) is a trapdoor hashfamily, under the Factoring
Assumption.

A proof of this lemma appearsin Appendix C.

We summarize the exciency analysis of these three constructions of trap door
hash families in the following table . We assumethat the messagesn M and
the random seedsin R are of size¥ k:

|Construction|Computing hy « [Finding collisions Inversion prop.| Assumption |

1 k mult. Y45 exp. YES Factoring
2 1 exp. Y21 mult. NO Discrete Log
3 1 exp. %, 0:1 mult. NO Factoring

Remark 2. The complexity of collision nding in construction 3 is equivalert to
about onetenth of a regular modular multiplication, sincefor 1024bit keysand
160 bit (hashed) messagesit requiresonly two additions/subtractions and one
reduction of a 1184 bit number modulo a 1024 bit number. SeeAppendix C for
further details.

Remark 3. The relaxed security conditions of trap door hash functions may lead
to new types of signature schemeswhose hash functions are based on multi-
variate polynomials. Most of the multiv ariate signature schemesproposedso far
were broken by attacking their hidden inversionstructure. In the new paradigm,
there is no needto invert h(m;r) = ¢, and thus they may be more resistart to
cryptanalytic attacks.

3 The Hash-Sign-Switc h Paradigm

We now introduce our generalmethod for combining any trap door hash family
(I ;H) and any signature scheme (G;S; V) to get an on-line/o®-line signature
scheme. For a security parameter k, we construct an on-line/o®-line scheme
(G%S% V9, asfollows.

{ The Key Generation Algorithm G°



1. Generatea pair (SK; VK) of signing key and veri cation key, by apply-
ing G to the input 1% (where G is the key generation algorithm of the
original scheme).

2. Generatea pair (HK; TK) of hashkey and trap door key, by applying |
to the input 1% (where | is the key generationalgorithm of the trap door
hash family).

The signing key is (SK;HK ; TK ) and the veri cation keyis (VK;HK).

{ The Signing Algorithm S° Givena signingkey (SK;HK; TK), the sign-
ing algorithm operatesas follows.
1. O®-line phase:

2 Chooseat random (m%r% 2z M £ R, and compute hyx (m%r9
(using HK).

2 Run the signing algorithm S with the signing key SK to sign the
messagehy x (M%r9. Denote the output Sk (hyk (M%r9%) by §.

2 Store the pair (m%r9, the hash value hyx (m%r9, and the signa-
ture § . (The hashvalue hyx (m%r9 is stored only to avoid its re-
computation in the on-line phase).

2. On-line phase:Givena messagen, the on-line phaseproceedsasfollows.

2 Retrieve from memory the pair (m%r9), the hashvalue hy k (Mm% r9,
and the signature § .

2 Find r 2 R suc that hyk (m;r) = hyk (M%r9.

2 Send(r;§) 2 asa signature of m.

{ The Verication Algorithm VO To verify that the pair (r;§) is indeeda
signature of the messagem, with respect to the veri cation key (VK;HK),
compute hyk (m;r) and use the veri cation algorithm V (of the original
signature scheme) to ched that § is indeed a signature of the hash value
hy k (m;r) with the veri cation key VK.

We now analyze the security and the exciency of the resultant on-line/o®-line
signature scheme.

3.1 Ezciency

The o®-line phase of the signing algorithm consists of one evaluation of the
trap door hash function and one invocation of the original signing algorithm.
The veri cation algorithm of the on-line/o®-line signature scheme consists of
one evaluation of the trapdoor hash function and one invocation of the origi-
nal veri cation algorithm. Hence,the additional overheadof the o®-line signing
phaseand the veri cation algorithm is a single evaluation of the trap door hash
function. The on-line phase consists of a single collision "nding computation.
Using the third type of trapdoor hash function preseried in Section 2, evalu-
ation requires one modular exponertiation, and collision "nding requires about

2 Note that the signature (r;§) has the property that the distribution of r is com-
putationally indistinguishable from uniform in R, and that the distribution of § is
identical to the distribution of Ssk (hnk (M;T)).



0:1 modular multiplications. The length of the keys and the length of the sig-
natures increaseonly by a factor of two, which is much better than in previous
proposals.

3.2 Security

The general conversion technique proposedin this paper presenesthe security
of the original signature scheme,and evenimprovesit in somerespectssincethe
opponert cannot control the random strings it is asked to sign during the o®-
line phase.We canthus prove that our on-line/o®-line signature schemeis secure
against adaptive chosenmessageattacks, even if the original signature schemeis
secureonly againstgenericchosenmessageattacks. Due to the practical emphasis
of this work, we focus on exact security, rather than on asymptotic security.

Lemma 4. Let (G;S;V) be a signature schemeand let (I ;H) be a trapdoor
hash family. Let (G%S% V9 be the resultant on-line/o®-line signature scheme.
Supmsethat (G%S% V9 is existentially forgeable by a Q-adaptive chosenmes-
sageattack in time T with suaessprobability 2. Then one of the following cases
holds:

1. There exists a probabilistic algorithm that given a hashkey HK, 'nds col-

lisions of hyk in time T + Tg + Q(Ty + Ts) with suaessprokability , 5
(where Tg is the running time of G, Ty is the running time required to
compute functions in H, and Ts is the running time of S).

2. The original signature scheme(G; S;V) is existentially forgeableby a generic
Q-chosenmessageattack in time T+ Q(Ty + TcoL )+ T, with sucessproba-
bility | % (where TcoL is the time required to nd collisions of the trapdoor
hashfunction giventhe hashkey and the trapdoor key, and T, is the running
time of algorithm I).

Proof. Supposethat Fis a probabilistic algorithm that given a veri cation key
(HK;VK), forgesa signature with respect to the signature scheme (G% S% V9
by a Q-chosenmessageattack in time T with successprobability 2. Let fmigiQ:l
denote the Q queries that the forger F° sendsto the signing oracle, and let
f(ri;8 i)ginl denote the corresponding signatures produced by the oracle. Let
m; (r; 8 ) denote the output of FC Sincewith probability , 2, (r;8) is a valid
signature of the messagam (with respectto the on-line/o®-line signature scheme
(G%S%V9), it follows that

PriWwk (hpk (m;r);8) = 1], =
Hence,one of the following casesholds:

1. PriVwk (huk (M;r);8) = 1 & 9i s.t. hyk (Mi;ri) = hyx (M;1)], 3.
2. PriVw (hak (M;r);8) = 1 & 8i; hyw (Mi;ri) 6 hyw (m;n)], 3.

If casel holds, then we de ne a probabilistic algorithm A that given a hashkey
HK "nds collisions of the hash function hyk , as follows.



1. Generatea pair (SK;VK) of signing key and veri cation key, by applying
G to the input 1% (where G is the key generation algorithm of the original
signature scheme).

2. Simulate the forger F° on the input (VK;HK), such that whenewer F°
queriesthe signing oracle S° with a query m;, algorithm A operates as fol-
lows:

{ Chooseat random r; 2g R and compute hy « (m;;r;).

{ Generatea valid signature of hy« (m;;r;) (with respect to the original
signature scheme(G; S; V)), by usingthe known signing key SK . Denote
the generatedsignature of hy x (mj;r;) by §;.

{ Proceedin the simulation of F °asif the signature obtained by the signing
oracle S®was (ri;§;).

Note that the distribution of the simulated oracleis identical to the distribution
of the real oracle, and hencewith probability . % A succeedsn obtaining a
messagem and a pair (r;8), suc that for every i, m 6 m;, and there exists i
suc that hyk (m;r) = hy (m;i;r;). Hence,A succeedsn nding collisions to
the hash function hy x with probability | % intime T+ Tg + Q(Ty + Ts).

If case2 holds, we de ne a probabilistic algorithm F that forgesa signature
with respect to (G; S;V) by a generic Q-chosenmessageattack, as follows.

1. Generatea pair (HK; TK) of hash key and trap door key, by applying | to
the input 1% (where | is the key generation algorithm of the trap door hash
family).

2. Chooseat random Q pairs (m%r?% 2gr M £ R and compute hyk (mf;r9).
The setfhyk (m%r9g2, will be the set of queriesto the signing oracle S.

Given a veri cation key VK and given a set of signaturesf § iginl (where §;
is a signature of hy x (m;;r;) with respect to the veri cation key VK), F simu-
lates the forger F % on input (VK :HK) as follows. When F © queriesthe oracle
with a messagem;, F "nds r; 2 R sud that hy (m;i;r;) = hyx (m%r? and
proceedsasif the signature obtained by the signing oracle S°was(r;; § ). Recall
that r; can be chosensud that if r is uniformly distributed in R then r; is
computationally indistinguishable from uniform in R. Hence, the distribution

of the output of the simulated oracle is computationally indistinguishable from
the distribution of the output of the real oracle. Thus, with probability , F

obtains a messageam and a pair (r; 8 ) suc that:

{ hHK(m r)@ hHK(mO,r%fore\/eryl_l ..... Q
{ 8 isavalid signature of hy (m;r) (with respect to the original signature
stheme).

2
2

HenceF succeedsn forging a new signature with probability , % in time T +
Ti + Q(Tw + TcoL)- t

Recalling the de nitions of security, we get:

Theorem 1. The resulting on-line/o®-line signature schemeis secure against
adaptive chosen messageattacks, provided that the original schemeis secure
against generic chosenmessageattacks.



Our technique can be usedto enhancethe security of signature schemeseven
further. In particular, our corversion method can be usedto corvert any signa-
ture schemewhich is secureonly againstrandom messageattacksinto a signature
schemewhich is secureagainst adaptive chosenmessageattacks. Recall that in
the proof of Lemma 4, the signing oracle S°with a given query m; was simulated
as follows: Retrieve from memory the signature §; of hy« (m?;r? (obtained by
the oracle), nd an elemert r; sud that hy (m;;ri) = hyk (M2 r?), and output
(ri; &) asa signature of m;. If the original schemeis only secureagainst random
messageattacks, then the forger F has accessto an oracle that outputs pairs
(c; &), wherec; is arandom messagdgeneratedby the oracle)and § is a valid
signature of ¢;. Hence, using the sametechnique, to simulate the signing oracle
SPwith a given query m; oneneedsto nd r; suc that hy g (m;i;r;) = ¢. Thus,
we needthe trap door hashfamily to have the following inversion property: given
apair (HK;TK), amessagan 2 M, and an elemen c in the image of hyk , it
is easyto nd r 2 R suc that:

{ huk(mir)=c:

{ The distribution of r is computationally indistinguishable from uniform in
R, provided that for every m the distribution of ¢ is computationally in-
distinguishable from the distribution of hyk (m;r), where r is uniformly
distributed in R. 3

By applying our on-line/o®-line corversionmethod with such a trap door hash
family, we can modify the proof of Lemma 4 to prove that the signature scheme
obtained is secureagainst adaptive chosen messageattacks, provided that the
original schemeis secureagainst random messageattacks.
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A Proof of Lemma 1

Proof. 1. Exciency: Clearly, givena hashkeyn and apair (m;r) 2 M £ QR,,,
the function h(m;r) = 4™r2™" (mod n) can be computed in polynomial
time.

2. Collision resistan@: Assumeto the cortrary, that there exists a probabilis-
tic polynomial time algorithm that given a hash key n outputs two pairs
(mg;r1);(mz;r) 2 M £ QR such that my 6 m, and hyg (mg;ry) =
hy k (Mm2;r2), with a probability which is not negligible. Let i be the smallest
index of a bit wheremj and m, di®er (i.e., m1[i] 6 my[i] and my[j]= my[j]
forall j < i). Such a bit existsdueto the suxx-free property of M . Sincewe
assumethat the result of the hash function on (my;ri) and (mz;r;) is the
sameand that m1[j]= my[j] for all j < i, and sincef;f; are permutations,
it follows that

fml[i] i¢¢¢ifm1“m1j](r1) = fmz[i] i¢¢¢ifm2[jm2]‘](r2):

Thus, we found a pair of valuesr? and r? for which f y,,(i1(r9) = fm,p1(r9). As
provenin [2], the existenceof such clawsfor (f o; f 1) cortradicts the Factoring
Assumption.

3. Trapdoor collisions: Given a pair (mq;r;) 2 M £ QR,, and any additional
messagem, 2 M, avaluer; 2 QR,, such that hyk (mq1;r1) = hyk (m2;r2)
is given by

rp= (fr‘nzlm if;nzlm i¢¢¢ifrinzl[jm2j](h|.| k (M1;r1))):
Given the trapdoor key TK = (p;q), the functions f *;fi * are computable
in polynomial time, and therefore the value of r is alsocomputable in poly-
nomial time. It remainsto note that sincefq;f; are permutations on QRj,
it follows that if rq is uniformly distributed in QR then r, is alsouniformly
distributed in QRy.
u

B Proof of Lemma 2

Proof. 1. Exciency: Clearly, given a hash key HK = (p;g;y) and a pair
(m;r) 2 Zg£ Zg, the function hyk (m;r) = g™y" (mod p) is computable in
polynomial time.

2. Collision resistan@: Assumeto the contrary, that there exists a probabilistic
polynomial time algorithm that given a hashkey HK = (p;g;y), outputs
two pairs (mq;r1); (ma;r2) 2 Zq£ Zg sudh that my & my and hyk (My;ry) =
hy k (m2;ry), with a probability which is not negligible. The discrete log of
y with respect to the basisg can be calculated in polynomial time from the
output, asfollows. Let ® denote the discrete log of y. Then

mi+ ®4,=my+ @r, (mod Q):



The fact that m; 6 m, (mod q) impliesthat r; 6 r, (mod ), andthusrij r;
is invertible modulo the prime g. Hence,® can be computed in polynomial
time asfollows.

®= (rpj r1)i Y(myi ms) (mod q):

This cortradicts the Discrete Log Assumption.

3. Trapdoor collisions: Assume that we are given a hash key (p;g;y) and a
corresponding trap door key ®. Given any pair (m1;r1) 2 Zq £ Z4 and any
additional messagem; 2 Z4, wewant to nd r, 2 Z4 suc that

gmty"™ = g"?y" (mod p):
The value of r, can be calculated in polynomial time as follows.
r; = ® (myj mpy)+ ry (modo):

It remains to note that if ry is uniformly distributed in Z4 then r, is also
uniformly distributed in Z,,.
u

C Proof of Lemma 3

Proof. 1. Exciency: Clearly, givenahashkeyHK = (n; g) and a pair (m;r) 2
Zy £ Z_ (n), the function hyx (m;r) = g™*" (mod n) is computable in poly-
nomial time.

2. Collision resistan®: Assumeto the contrary, that there exists a probabilis-
tic polynomial time algorithm that on input HK = (n; g) outputs two pairs
(my;r1);(Ma;r2) 2 Zy £ Z () such that gm+*'* = gM2*2 (mod n), with a

probability which is not negligible. Denote by x et my+ry i myxry (this

equality is over Z). x 6 0 sincem; 6 m,. The fact that g* = 1 (mod n) im-
pliesthat , (n) divides x. Thus, A(n) divides 2x (SinceA(n) = (pj 1)(gj 1) =
4p%P = 2, (n)). Hence, there exists a probabilistic polynomial time algo-
rithm, that on input (n;g) outputs a multiple of A(n). It is known [4] that
from any multiple of A(n) the factorization of n can be e+ciently computed.
So we found a probabilistic polynomial time algorithm that solvesthe Fac-
toring Problem with a probability which is not negligible. This cortradicts
the Factoring Assumption.

3. Trapdoor collisions: Given a hashkey HK = (n;g), a pair (mq;r;) 2 Z, £
Z (n, and an additional messagam, 2 Z,, wewant to nd r, 2 Z () suc
that gM*'* = gM2*2 (mod n). Namely, we want to nd r; 2 Z () suc
that 2m;+ r; = 2my+ r, mod , (n). Giventhe trapdoor key TK = (p;q),
, (n) can be computed in polynomial time, and hencer, can be computed
in polynomial time as follows.

rp = 25(myj my)+ry (mod, (n)):



It remainsto note that if ry is uniformly distributed in Z () then r is also

uniformly distributed in Z ;)
u

Remark 4. Eacdhr is uniformly distributed in Z ,), and thus a polynomial num-
ber of signaturesreveal a logarithmic number of the most signi cant bits in the
secret, (n). Howewer, this is not dangeroussince the known n and the secret
A(n) = 2, (n) have the samebits in their top halves.

Remark 5. The equation usedto nd collisions in the secondand third trap-

door hash families look similar, but are basedon di®erern security assumptions
(discrete log vs. factoring). This di®erencemakesit possibleto replacethe multi-

plication operation ® *(myj m,) by the simpler left shift operation 2¢(myj m,),

which savesabout half the total time. In addition, when the size of the modulus
is 1024 bits and the size of the (hashed) (m1 i m,) is 160 bits, the reduction of
the 1184bit result modulo a 1024bit modulus is about 6 times faster than a stan-
dard reduction of a 2048bit product modulo a 1024bit modulus. Consequetly,
we estimate that software implementations of the collision nding procedurewiill

be about ten times faster than performing a single modular multiplication of two
1024 bit numbers.



