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Abstract. We propose the rst forward-secure signature scheme for
which both signing and verifying are as excient as for one of the most
excient ordinary signature schemes (Guillou-Quisquater [GQ88]), eath
requiring just two modular exponertiations with a short exponert. All
previously proposedforward-secure signature schemestook signi cantly
longer to sign and verify than ordinary signature schemes.

Our scheme requires only fractional increasesto the sizesof keys and
sighatures, and no additional public storage. Lik e the underlying [GQ88]
scheme, our scheme is provably securein the random oracle model.

1 Intro duction

The Purpose of Forward Security. Ordinary digital signatures have a
fundamental limitation: if the secret key of a signer is compromised, all the
signatures (past and future) of that signer becomeworthless. This limitation

undermines, in particular, the non-repudiation property that digital signatures
are often intended to provide. Indeed, one of the easiestways for Alice to re-
pudiate her signaturesis to post her secretkey anornymously somewhereon the
Internet and claim to be a victim of a computer break-in. In principle, various
revocation techniques can be usedto prevent usersfrom accepting signatures
with compromisedkeys. Howewer, even with thesetechniquesin place,the users
who had acceptedsignatures before the keys were compromisedare now left at
the mercy of the signer,who could (and, if honest,would) re-issuethe signatures
with new keys.

Forward-secure signature schemes, rst proposedby Anderson in [And97]
and formalized by Bellare and Miner in [BM99], are intended to addressthis
limitation. Namely, the goal of a forward-securesignature schemeis to presene
the validity of past signatures even if the current secretkey has been compro-
mised. This is accomplishedby dividing the total time that given public key is



valid into T time periods, and using a di®eren secretkey in ead time period
(while the public key remains xed). Each subsequeh secretkey is computed
from the current secretkey via a key update algorithm. The time period during
which a messages signedbecomespart of the signature. Forward security prop-
erty meansthat ewven if the current secretkey is compromised,a forger cannot
forge signaturesfor past time periods.

Prior Schemes. Prior forward-securesignature schemescan be divided into
two categoriesithosethat usearbitrary signature schemesin a black-box manner,
and those that modify speci ¢ signature scheme.

In the “rst category, the schemesusesomemethod in which a master public
key is usedto certify (perhapsvia a chain of certi cates) the current public key
for a particular time period. Usually, these schemesrequire increasesin storage
spaceby noticeable factors in order to maintain the current (public) certi cates
and the (secret) keys for issuing future certi cates. They also require longer
veri cation times than ordinary signaturesdo, becausethe veri er needsto verify
the entire certi cate chain in addition to verifying the actual signature on the
message.There is, in fact, a trade-o® between storage spaceand veri cation
time. The two best such schemesare the tree-basedschemeof Bellare and Miner
[BM99]* (requiring storageof about log, T secretkeysand non-secretcerti cates,
and veri cation of about log, T ordinary signatures)and the schemeof Krawczyk
[Kra00] (requiring storageof T non-secretcerti cates, and veri cation of only 2
ordinary signatures).

In the secondcategory, there have beentwo schemesproposedso far (both
in the random oracle model): the scheme of Bellare and Miner [BM99] basedon
the Fiat-Shamir scheme [FS8€, and the scheme of Abdalla and Reyzin [AROQ]
basedthe 2'-th root scheme[0088,0S90Mic94]. While needinglessspacethan
the schemesin the “rst category, both [BM99] and [AROQ] require signing and
veri cation times that are linear in T.

Our Resul ts. We proposea schemein the secondcategory, basedon oneof the
most excient ordinary signature schemes,due to Guillou-Quisquater [GQ88]. It
usesjust two modular exponertiations with short exponerts for both signing
and verifying.

Ours is the “rst forward-secureschemewhere both signing and verifying are
asezcient asthe underlying ordinary signature scheme Moreover, in our scheme
the space requirements for keysand signatures are nearly the same as those in
the underlying signature scheme(for realistic parameter values, lessthan 50%
more).

The price of suc excient signing and verifying and storageis in the running
times of our key generation and update routines: both are linear in T (however,
sois the key generation and non-secretstoragein the schemeof [Kra00]; as well
as the key generation, signing and verifying in the Fiat-Shamir-based scheme
of [BM99] and the scheme of [AROQ]). However, key generation and update are

! Someimprovemerts to tree-based scheme of [BM99] (not a®ecting this discussion)
have been proposedin [AROO] and [MI].



(presumably) performed much less frequertly than signing and verifying, and
can be performed o®-line as long in advance as necessary Moreover, we show
that, if we are willing to tolerate secret storage of 1+ log, T values, we can
reduce the running time of the key update algorithm to be logarithmic in T
without a®ectingthe other componerts (this, rather unexpectedly, involves an
interesting application of pebbling). For realistic parameter values, the total
storagerequiremerts, even with theseadditional secrets,are still lessthan in all
prior schemesithe only exceptionis the [AR00] scheme,which hasvery inexcient
signing and verifying.

Our schemeis provably securein the random oracle model basedon a variant
of the strong RSA assumption (precisely de ned in Section 2.2).

2 Background

2.1 De nitions

This sectioncloselyfollowsthe “rst formal de nition of forward-securesignatures
proposedby Bellare and Miner [BM99]. Their de nition, in turn, is basedon
the Goldwasser, Micali and Rivest's [GMR88] de nition of (ordinary) digital
signatures secureagainst adaptive chosenmessageattacks.

Key Evolution.  The approac taken by forward-secureschemesis to change
the secretkey periodically (and require the owner to properly destroy the old
secretkey?). Thus we considertime to be divided into time periods; at the end
of eadh time period, a new secretkey is produced and the old oneis destroyed.
The number of the time period when a signature was generatedis part of the
signature and is input to the veri cation algorithm; signatures with incorrect
time periods should not verify.

Of course,while modifying the secretkey, one would like to keepthe public
key xed. This can, for example, be achieved by use of a \master" public key,
which is somehav usedto certify a temporary public key for the current time
period (note however, than one needsto be careful not to keep around the
corresponding \master" secret key|its presencewould defeat the purpose of
forward security) . The “rst simple incarnation of this approach was proposed
by [And97]; a very elegan tree-basedsolution was proposedby [BM99]; another
approad, basedon generatingall of the certi cates in advance,was put forward
by [Kra00]. Howewer, in general, one can conceiwe of schemeswhere the public

2 Obviously, if the key owner does not properly destroy her old keys, an attacker
can obtain them and thus forge the \old" signatures. Moreover, if the key owner
does not detect that the current key was leaked, the attacker may hold on to the
compromised key for a few time periods, and forge \old" signatures then. Indeed,
proper deletion of the old keys and proper intrusion detection are non-trivial tasks.
However, it is reasonableto insist that the key owner perform such deletion and
intrusion detection|certainly more reasonablethan insisting that sheguarantee the
secrecyof her active keys through resistanceto any intrusion attack.



key stays xed but no such certi cates of per-period public keysare preser (and,
indeed, such schemesare proposedin [BM99,AR00], aswell asin this paper).

The notion of a key-evolvingsignature scheme captures, in full generality,
the idea of a schemewith a xed public key and a varying secretkey. It is, es-
sertially, a regular signature schemewith the additions of time periods and the
key update algorithm. Note that this notion is purely functional: security is ad-
dressedseparately in the de nition of forward security (which is the appropriate
security notion for key-ewlving signature schemes).

Thus, a key-evolvingdigital signature schemeis a quadruple of algorithms,
FSIG= (FSIGkey, FSIGsign FSIGver, FSIGupdate), where:

{ FSIGkey, the key geneation algorithm, is a probabilistic algorithm which
takes as input a security parameter k 2 N (given in unary as 1¥) and the
total number of periods T and returns a pair (SK1; PK), the initial secret
key and the public key;

{ FSIGsign the (possibly probabilistic) signing algorithm, takesas input the
secretkey SKj= hS;;j; Ti for the time period j - T and the messageM to
be signedand returns the signature hj; signi of M for time period j ;

{ FSIGuver, the (deterministic) veri c ation algorithm, takesasinput the public
key PK, a messageM , and a candidate signature i ;signi, and returns 1
if hj;signi is a valid signature of M or O, otherwise. It is required that
FSIGver(PK ;M ; FSIGsignSK;;M)) = 1 for every messageM and time
period j .

{ FSIGupdate, the (possibly probabilistic) secret key update algorithm, takes
as input the secretkey SK; for the current period j < T and returns the
new secretkey SK;.; for the next period j + 1.

We adopt the corvertion that SK 1.1 isthe empty string and FSIGupdate(SK 1)
returns SK 141 .

When we work in the random oracle model, all the above-menioned algo-
rithms would have an additional security parameter, 1', and oracle accessto a
public hash function H : f0;1g° ! 0;1g', which is assumedto be random in
the security analysis.

For ward Security. Forward security captures the notion that it should be
computationally infeasible for any adversary to forge a signature for any past
time period even in the event of exposure of the current secretkey. Of course,
sincethe update algorithm is public, nothing can be donewith respect to future
secretkeys, except for revoking the public key (thus invalidating all signatures
for the time period of the break-in and thereafter). To de ne forward security
formally, the notion of a securedigital signature of [GMR88] is extended in
[BM99] to take into accourt the ability of the adversary to obtain a key by
meansof a break-in.

Intuitiv ely, in this new model, the forger “rst conducts an adaptive chosen
messageattack (cma), requesting signatures on messagesof its choice for as
many time periods as he desires.Whenewer he chooses,he \breaks in": requests
the secretkey SKy, for the current time period b and then outputs an (alleged)



signature on a messageM of his choice for a time period j < b. The forger is
consideredto be successfulf the signature is valid and the pair (M;j) was not
queried during cma

Formally, let the forger F = hF:cma F:forge . For a key pair (PK ;SK) A

break-in time period and CM is a set of adaptively chosen message-priod

pairs (the set of signatures sign(CM) of the current set CM is available to

F at all times, including during the construction of CM )3. Finally, F:forge out-

puts hM ;j;sigi A F:forgg{CM ;sign(CM);SK ). We say that F is successful
if M;ji 62CM;j < b;and FSIGverk (M;h;sigi) = 1. (Note: formally, the

componerts of F can communicate all the necessaryinformation, including T

and b, viaCM.)

Dene Succ™s9 (FSIGk; T];F) to be the probability (over coin tossesof F
and FSIQ that F is successfulLet the function InSec ™9 (FSIGK; T]; t; gsig) (the
insecurity function) be the maximum, over all algorithms F that are restricted
to running time t and gy Signature queries,of Succ™s? (FSIGk; T]; F).

The insecurity function above follows the \concrete security" paradigm and
givesus a measureof how secureor insecurethe schemereally is. Therefore, we
want its value to be as small as possible.Our goal in a security proof will be to
‘nd an upper bound for it.

The above de nition canbetranslated to the random oracle model in a stan-
dard way [BR93]: by introducing an additional security parameter 1', allowing
all algorithms the accesgo the random oracleH : f0;1g° ! f0;1g', and consid-
ering thash, the number of queriesto the random oracle, as one more parameter
for the forger.

2.2 Assumption

We use a variant of the strong RSA assumption (to the best of our knowledge,
“rst introducedindependertly in [BP97] and [FO97]), which postulatesthat it is
to compute any root of a xed value modulo a composite integer. More precisely
the strong RSA assumptionstatesthat it is intractable, givenn that is a product
of two primes and avalue®in ZZ,to nd = 2 Z7 andr > 1such that " = ®.

However, we modify the assumptionin two ways. First, we restrict ourselves
to the moduli that are products of so-called\safe" primes (a safeprime is one
of the form 2q+ 1, where q itself is a prime). Note that, assumingsafe primes

% Note that the [BM99] de nition, which captures what F can do in practice, allows
the messages-priod pairs to be added to CM only in the order of increasing time
periods and without knowledge of any secret keys. However, allowing the forger to
construct CM in arbitrary order, and even to obtain SK in the middle of the CM
construction (sothat somemessagede constructed by the forger with the knowledge
of SK) would not a®ectour (and their) results. Similarly, the forger can be allowed
to obtain more than one secretkey | we only care about the earliest period b for
which the secret key is given to the forger. So, the forger may adaptively select
somemessagesvhich are signedfor him, then request someperiod's secretkey; then
adaptiv ely select more messagesand again request a key, etc.



are frequert, this restriction does not strengthen the assumption. Second, we
upperbound the permissiblevaluesor r by 2'*1 | wherel is a security parameter
for our scheme (in an implementation, | will be signi cantly shorter than the
length k of the modulus n).

More formally, let A be an algorithm. Consider the following experimert.

Exp erimen t Break-Strong-RSA(k;|; A)
Randomly choosetwo primes qu and ¢, of length dk=2ej 1 ead
sud that 2y + 1 and 2¢p + 1 are both prime.
pLA 2+ 1;p2 A 200+ 1;n A pip2
Randomly choose®2 Z;.
(51 A A(n; ®)
If 1<r- 2% and™" "~ ® (mod n) then return 1else return 0

Let SucdA; k;1) = Pr[Breakj Strongi RSA(k;I;A) = 1]. Let InSec SR54 (k; I; 1)
be the maximum of SucdA,; k;|) over all the adversariesA who run in time
at most t. Our assumption is that InSec S®5A (k;1;t), for t polynomial in k, is
negligible in k. The smaller the value of |, of course,the weaker the assumption.

In fact, for a suxciently smalll, our assumptionfollows from a variant of the
“xed-exponent RSA assumption. Namely, assumethat there exists a constart 2
such that, for ewery r, the probability of computing, in time t, an r-th root of
a random integer modulo a k-bit product of two safe primes, is at most 2i k
Then, InSec SRSA (k;1;t) < 2*1i K which is negligible if | = o(k’).

2.3 Mathematical Tools

The following two simple statemerts will be helpful later. They wererst pointed
out by Shamir [Sha83 in the context of generation of pseudorandomsequences
basedon the RSA function.

Prop osition 1. LetG beagroup. Supmsee;;e; 2 Z are suchthat gcd(e;; e;) =
1. Given a;b2 G suchthat and a® = b*2, one can compute ¢ suchthat c® = a
in O(log(e; + &2)) group and arithmetic operations.

Proof. Using Euclid's extendedgcd algorithm, within O(log(e; + &,)) arithmetic
operations compute f 1; f», such that e;f; + exf, = 1. Compute c= a2b't, with
O(log(f1 + f5)) = O(log(e1 + &)) group operations. Then ¢ = a®f2pf2f1 =
a®2fagaifi = g t

Lemma 1. Let G be a nite group. Supmsee; 2 Z and e, 2 Z are such that
gcd(er; &) = g and ged(g; jGj) = 1. Given a;b2 G; suchthat a® = b2, one can
compute ¢ suchthat c®279 = a in O(log el;%) group and arithmetic operations.

Proof. Since gcd(g;|Gj) = 1 (zg =1)) (z=1) for any z 2 G. Let & =
e=g € = e=g Then (ael th)g = 1,s0a% = b, sowe can apply and
Proposition 1 to get ¢ such that % = a. t



2.4 The Guillou-Quisquater  Signature Scheme

In [GQ88], Guillou and Quisquater proposethe following three-round identi -
cation scheme, summarized in Figure 1. Let k and | be two security parame-
ters. The prover's secret key consists of a k-bit modulus n (a product of two
random primes pi1;p2), an (I + 1)-bit exponert e that is relatively prime to
A(n) = (p1i 1L)(p2i 1), and arandom s 2 Z2. The public key consistsof n; e
andv wherev ™ 1=s°* (mod n).

In the rst round, the prover generatesa random r 2 Z7, computes the
commitment y = r® (mod n) and sendsy to the the veri er. In the second
round, the veri er sendsa random I-bit challenge %to the prover. In the third
round, the prover computes and sendsto the verier z = rs* To chedk, the
veri er computesy®= z®v” and cheksif y = y®(and y 6°0 (mod n)).

The scheme'ssecurity is basedon the assumptionthat computing roots mod-
ulo composite n is infeasiblewithout knowledgeof its factors (the preciseassump-
tion varies depending on how e is chosen), and can be proven using Lemma 1.
Informally, if the prover cananswer two di®erer challenges,¥and ¢, for the same
y, then it can provide zy, and z, such that z§y* = z8v¢. Hence,v¥ ¢ = (zy77,)°.
Note that eis | + 1-bits long, hencee > j%j ¢j, henceg = gcd(3%4j ¢;€) < e, so
r = e=g> 1. By Lemma 1, knowing v; ¥ ¢,;zy=z, and e allows oneto exciently
compute the r-th root of v (to apply the lemma, we needto have g relatively
prime with the order A(n) of the multiplicativ e group ZZ, which is the caseby
construction, becausee is picked to be relatively prime with A(n)). Thus, the
prover must know at least someroot of v (in fact, if e is picked to be prime, then
the prover must know precisely the e-th root of v, becauseg = 1 andr = e).
Note that it is crucial to the proof that e > 2' and e is relatively prime with
A(n).

The standard transformation of [FS86 can be applied to this identi cation
schemeto comeup with the GQ signature scheme,preseried in Figure 1. Essen-
tially, the interactive veri er's |I-bit challenge¥ais now computed using a random
oracle (hash function) H : f0;1g° ! f0;1g- applied to the messageM and the
commitment .

3 Our Forward-Secure Scheme

3.1 Main ideas for forw ard securit y

The main ideafor our forward-secureschemeis to combine the GQ schemewith
Shamir's obsenation (Lemma 1). Namely, let e;;e;:::;er bedistinct integers,
all greater than 2', all pairwise relatively prime and relatively prime with A(n).
Let s1;Sy;:::; ST besud that siei " 1=v (modn)forl- i- T.In time period
i, the signer will simply usethe GQ scheme with the secretkey (n;s;;¢g) and
the veri er will usethe GQ schemewith the public key (n;v; g). Intuitiv ely, this
will be forward-securebecauseof the relative primality of the g's: if the forger
breaks-in during time period b and learns the e,-th, ey.1 -th, :::;er-th roots of



algorithm  GQkey(k; ) algorithm  GQ:sign(M ; (n; s; €))
Generate random dk=2e-bit rR ze
primes ps; p2 yA r®modn
nA pipz %A H(yiM)
sA z:2 zA rs¥modn
el [2;2") return  (z;%)
s.t. ged(e;A(n)) = 1
v A 1=s°* mod n algorithm ~ GQwver(M; (n; v; €); (z; %))
SK A (n;s;e) if z° 0 (modn)then return 0
PK A (n;v;e) y°A z°v*mod n
return (SK; PK) if %= H(y%M) then return 1
else return 0

Fig. 1. The GQ Signature Scheme

v, this will not help it compute g -th root of v for j < b (nor, more generally,
the r-th root of v, whererjeg;).

This idea s quite simple. However, we still needto addressthe following two
issues:(i) how the signercomputesthe s;'s, and (i) how both the signerand the
veri er obtain the g's.

Computing s;'s. Notice that if the signerwererequiredto storeall the s;'s, this
scheme would require secretstoragethat is linear in T. However, this Problem
can be easily resohed. Let f; = g ¢g4; ¢::: Cer. Let t; be suct that t;' ©= 1=v
(mod n). During the j-th time period, the signer storess; and tj+; . At update
time, the signer computes sj+1 = tJTL*f modn and tj+, = tf";f mod n. This
allows secret storage that is independert of T: only two values modulo n are
stored at any time (the f; and g values are not stored|see below). It does,
howewver, require computation linear in T at ead update, becauseof the high
cost of computing sj+1 from tj.q .

We can reducethe computation at ead update to be only logarithmic in T
by properly utilizing precomputed powersof t; .1 . This will require us, howeer,
to store 1+ log, T secretsinstead of just two. This optimization concernsonly
the exciency of the update algorithm and a®ectsneither the other componens
of the schemenor the proof of security, and is therefore preseried separatelyin
Section4.2.

Obt aining ¢'s. In order for the schemeto be secure,the g's needto be
relatively prime with ead other* and with A(n), and greaterthan 2'. The signer
can therefore generatethe g's simply as distinct (I + 1)-bit primes. Of course,

4 In fact, this requirement can be relaxed. We can allow the s not to be pairwise

that e be relatively prime with A(n) and ej=gcd(e;;fi+1 ) > 2'. However, we seeno
advantagesin allowing this more general case;the disadvantage is that the e;'s will



to store all the e's would require linear in T (albeit public) storage.Howevwer,
the signer needonly store g for the current time period j, and generateanew
the other g's for i > j during key update. This works aslong asthe signeruses
a deterministic algorithm for generating primes: either pseudorandomseard or
sequettial seart from "xed starting points. The fact that g's are not stored but
rather recomputed ead time slows down the update algorithm only (and, aswe
show in Section 3.3, not by much). Note that the way we currently described
the update algorithm, for the update at time period j the signer will needto

most log, T of the g's will needto be computed at ead update.

We have not yet addressedthe issue of how the veri er gets the g's. Of
course,it could simply generatethem the sameway that the signer doesduring
ead key update. However, this will slow down veri cation, which is undesirable.
The solution is perhaps surprising: the veri er need not know the \true" eg's
at alll The value of g can be simply included by the signerin every signature
for time period j. Of course,a forger is under no obligation to include the true
g . Therefore, to avoid ambiguity, we will denote by e the value included in a
signature. It may or may not actually equale; .

For the security of the scheme,we require that e satisfy the following require-
merts:

1. e should be included as an argumert to the hash function H, so that the
forger cannot decideon e after seeingthe challenge %

2. e should be greater than 2', for the samereasonsasin the GQ sdeme;

3. e should be relatively prime with A(n), for the samereasonsas in the GQ
scheme;and

4. e should berelatively prime with the ey;:::;er (wherebis the break-in time
period), sothat the knowledge of the root of v of degreee, ¢eyi; ¢::: Cey
doesnot help the forger compute any root of v of degreerje.

The rst two conditions canbe easily enforcedby the veri er. The third condition
canbe enforcedby having n be a product of two \safe" primes (primes ps; p. that
are of the form p; = 2g + 1, where g is prime). Then the veri er simply needs
to ched that e is odd (then it must be relatively prime with A(n)|otherwise,

it would be divisible by q;, ¢ or q1 @, which would imply that the forger could

factor n).
It is the fourth condition that preseris ditculties. How canthe veri er chedk
the that e is relatively prime with ey;:::;er without knowing b and the actual

2 and 2'*! into T consecuti\e buckets of size 2'=T ead, and having eadh e
be a prime from the i-th bucket. Then the veri er knows that the actual values

g+1;:::;er are all at least 2/(1 + j=T) and prime. Thus, as long as e in the
signature for time period j is lessthan 2!'(1+j =T), it is guaranteedto berelatively
prime with g+1;:::;er, and hencewith e,;:::;er (becauseb> j).

have to be longer to satisfy the last requirement, and thus the scheme will be less
etcient.



Thus, to enforcethe above four conditions, the veri er needsto ched is that
eis odd, is between2' and 2'(1+ j=T) and is included in the hash computation.

3.2 The scheme

Our scheme (denoted IR) basedon the above ideasis preseried in Figure 2. As
in the GQ scheme,let H : f0;1g° ! f0;1g be a hashfunction.

3.3 Ezciency

Signing and Verifying. The distinghuishing feature of our schemeis the
exciency of the signing and veri cation algorithms. Both are the sameas the
already e+cient ordinary GQ sdeme (verifying has the additional, negligible
componert of testing whether e is in the right range and odd). Namely, they
ead take two modular exponertiations, one modular multiplication and an ap-
plication of H, for a total time of O(k?l) plus the time required to evaluate H.
(Note that, just likethe GQ scheme,one of the two modular exponertiations for
signing can be done o®-line, before the messagds known; also, one of the two
modular exponertiations for verifying is of a xed basev, and can bene't from
precomputation.)

Key Genera tion. We needto make strong assumptionson the distributions
of primesin order to estimate etciency of key generation. First, we assumethat
at least onein O(k) dk=2e-bit numbersis a prime, and that at leastonein O(k)
of those s of the form 2q+ 1, where g is prime. Then, generating n takes O(k?)
primalit y tests. Each primalit y test can be donein O(k?®) bit operations [BS94.
Thus, the modulus n is generatedin O(k®) bit operations (a factor k slower than
an RSA modulus, becauseof the needfor safeprimes). Similarly, we will assume
that at least onein O(l) integersin ead bucket [2'(1 + (i j 1)=T);2'(1 + i=T))
is a prime, so generating ead g takesO(I*) bit operations.

In addition to generating n and the g's, key generation needsto compute
the product of the g's modulo A(n), which takes O(Tkl) bit operations, and
three modular exponertiations, ead taking O(k?l) bit operations. Therefore,
key generationtakes O(k® + 14T + k2| + kIT)) bit operations.

Note that, similarly to the GQ scheme, n and e's may be shared among
usersif n is generatedby a trusted party, becauseeat user neednot know the
factors of n. Each user can simply generateits own t; and v.

Key Update. Key update cannot multiply all the relevant e 's modulo A(n), be-
causeA(n) is not available (otherwise, the schemewould not be forward-secure).
Therefore, it hasto perform O(T) modular exponertiations separately in addi-
tion to regeneratingall the g's. Thus, it takesO(k?IT + 14T) bit operations.
Note that the I*T componert is presert in the running time for the update
algorithm becauseof the needto regeneratethe e's ead time. Howewer, for
practical valuesof | (on the order of 100) and k (on the order of 1000), I*T is
roughly the sameask?IT, sothis only slovs down the key update algorithm by



algorithm  IR:key(k;I; T)

Generate random (dk=2ej 1)-bit primes qi; s.t. pi = 2g + 1 are both prime

nA pip:

t, A z2

Generate primes & s.t. 2(1+ (ij 1)=T)- e < 2(1+i=T) fori= 1;2;:::;T.
(This generation is done either deterministically or using a small seedsexd
and H as a pseudorandom function.)

fo A e ¢::: ¢er mod A(n), where A(n) = 41 p

s1 A tf2 modn

v A 1=s* mod n

t2 A 15! mod n

SK1 A (1;T;n;s1;t2; e1; seed)

PK A (n;v;T)

return (SKq; PK)

algorithm  IR:update(SK;)
Let SKj = (J; T;n;sj;tj+1 ;6 ;s6d)
if j=Tthen return 2
Regenerateej+1 ;:::;er using sed
s A 25" modn; e At modn
return  SKj+1 = (j + 1;T;N; Sj+1;tj+2 5 g +1; Sed)

algorithm  IR:sign(SK; ;M)
Let SK; = (j; T;n; s ;tj+1 ;6 ; seed)
rR ze
y A r®% modn
%A H(j; g;y;M)
zA rs*modn
return  (z;%j; )

algorithm  IR:ver(PK ; M ; (z; %j; €))
Let PK = (n;v)
if e, 2@+ j=T)ore< 2 or eiseventhen return 0
if z° 0 (mod n) then return O
y°A z°v*mod n
if %= H(j; e;y%M) then return 1else return 0

Fig. 2. Our forward-secure signature scheme (without ezxciency improvemerts)




a small constart factor. Moreover, in Section4.1 we shov how to reducethe 4T
componert in both key generationand update to (12 + log* T)T (at a very slight
expenseto signing and verifying).

Finally, as shavn in Section 4.2, if we are willing to increasesecret storage
from 2k bits (for s; andt;+1) to (1+ log, T)k bits, then we canreplacethe factor
of T in the cost of update by the factor of log, T, to get update at the cost of
O((I* + k?) logT) (or, if optimization of Section 4.1 is additionally applied,
O((k2l + 12 + log* T) log T)).

Sizes. All the key and signature sizesare comparableto those in the ordinary
GQ sceme.

The public key hasl + 1 fewer bits than the GQ public key, and the signatures
have | + 1 more bits, becausee is included in the signature rather than in the
public key. In addition, both the public key and the signature have log, T more
bits in order to accommadate T in the public key and the current time period in
the signature (this is necessaryin any forward-securescheme). Thus, the total
public key length is 2k + log, T bits, and signature length isk+ 2l + 1+ log, T
bits. Optimization of Section 4.1 shortensthe signaturesslightly, replacing | + 1
of the signature bits with about log, T bits.

The secretkey is k + 2log, T + jseadj bits longer than in the GQ schemein
order to accommalate the current time period j, the total time periods T, the
valuet;j+; necessaryto compute future keysand the seednecessaryto regenerate
the g'sfori > j. Thus, the total secretkeylengthis 3k+ |+ 1+ jseedj+ 2log, T
bits (note that only 2k of thesebits needto be kept secret). If the optimization
of Section 4.2 is used, then the secretcontains an additional k(log, T j 1) bits,
all of which needto be kept secret.

3.4 Security

The exact security of our scheme (in the random oracle model) is closeto the
exact security of the schemesof [BM99,AR00]. The proofis alsosimilar: it closely
follows the onein [AROO], combining ideasfrom [PS96BM99,MR99].

First, we state the following theorem that will allow us to upper-bound the
insecurity function. The full proof of the theorem is very similar to the one in
[AROO] and is cortained in Appendix A.

Theorem 1. Given aforger F for IR[k;I; T] that runs in time at mostt, asking
Ghash hashqueriesand gsq signing queries, suchthat Succ™ (IR[k; I; T]; F) , ™,
we can construct an algorithm A that, on input n (a product of two safe primes),
®2 Z7 and |, runs in time t° and outputs (;r) suchthat 1 < r - 2'*! and
"7 ® (mod n) with prokability "°, where

%= 2t + O(IT(I1?°T2 + k?))
i, . 2, .
w0 — i 22i kosig(chash +1) . i 22 kqsig(chash +1).

- T2(Ghash + 1) ' 27




Proof Outline. A will use F as a subroutine. (Note that A gets to provide
the public key for F and to answer its signing and hashing queries.) A basesthe
public key v on ® asfollows: it randomly guesse$ betweenl and T, hoping that

just like the real signer, setstj+; = ® and computesv asv = 1:tj-f"+*11 mod n,
where, as above, fj+1 = g+1 ¢:::Cer.

Then A runs F. Answering F's hashand signature queriesis easy becauseA
fully cortrols the random oracleH . If A's guessfor j wascorrect, and F indeed
will output a forgery for the j-th time period, then F's break-in query will be
for the secret of a time period b > j. A can compute the answer as follows:
they = tJf,++11 =y _ ®F1%:® gng Sp = t:)bﬂ. = @Fi1 Gt 10y Gty (the other
componerts of SK, are not secret,anyway). SupposeA's guesswas correct, and
in the end F outputs a signature (z; %] ; €) on somemessageM . We will assume
that F asked a hash query on (j;e;y;M) wherey = z®v**mod n (F can always
be modi ed to do so.)

Then, A runs F the secondtime with the samerandom tape, giving the same
answersto all the oracle queriesbeforethe query (j;e;y;M). For (j;e;y;M), A
gives a new answer ¢. If F again forges a signature (z%¢;j;€) using the same
hash query, we will have that y~ z8v*~ z®v¢ (mod n), so(z=29¢ " veéi %~
®i+ (%i ¢) (mod n). Note that becausee is guararteed to be relatively prime
with fj+1, and %j ¢ has at least one fewer bit than e, gcd(fj+1 (34i ¢);€) =
gcd(#i ¢;€) < e(aslong as %6 ¢). Thus,r = e=ged(fj+1 (¢i ¥);€) > 1 and,
by Lemma 1, A will be able to exciently compute the r-th root of ®.

Pleaserefer to Appendix A for further details. t

This allows us to state the following theorem about the insecurity function
of our scheme.

Theorem 2. For any t, Gsig, and Ghash,

InSeg fwsig (IR[K;I; TT; t; QSig;Chash) :
T (Ghash + 1)InSec S (k; 1,19 + 20 "1 T (Chash + 1) + 22 ¥ Ogig (Ghash + 1) ;
where t°= 2t + O(IT(12T2 + k2)).

Proof. To compute the insecurity function, simply solve for (" 22 kqsig(th +
1))=T the quadratic equation in Theorem 1 that expresses °in terms of " to get

(” i 22i kqsig(ansh + 1)):T
=2 I(%ash + 1)+ 20 2(Ghash + 1)2 + "YChash + 1)
.  —A—— p__
2! I(%ash + 1)+ 20 2(Ghash + 1)+ "YChash + 1)

) P ——
2i " (Ghash + 1)+ "YChash + 1);

and then solve the resulting inequality for ". t



4  Further Impro ving Ezciency

4.1 Finding the e;'s faster

Finding g 's takestime becausethey needto be | + 1-bit primes. If we were able
to use small primes instead, we could seard signi cantly faster, both because
small primes are more frequert and becauseprimalit y tests are faster for shorter
lengths >

We cannot usesmall primes directly becauseasalready pointed out, the e;'s
must have at least | + 1 bits. Howewer, we can use powers of small primes that
are at least| + 1 bits. That is, we let 2; be a small prime, ¥{2;) be suc that
2:/“(2‘) >2 ande = 2:/‘(2‘). As long as ¥4is a deterministic function of its input
2 (for example, ¥{?) = I=blog, 2c), we can replace e in the signature by 2, and
have the veri cation algorithm compute e = 2%4*),

Of course,the veri cation algorithm still needsto ensurethat e is relatively

asbefore:we divide a spaceof small integersinto T consecutiwe buckets of some
size S ead, and have ead 2; come from the i-th bucket: 2, 2 [(i | 1)S;iS).
Then, when verifying a signature for time period |, it will sutce to ched that 2
is odd and comesfrom a bucket no greater than the j-th: 2 < jS. It will bethen

When we used large primes, we simply partitioned the spaceof (I + 1)-bit
integersinto large buckets, of size2' =T ead. We could have usedsmaller buckets,
but this o®eredno advantages. However, now that we are using small primes, it
is advantageousto make the bucket size S as small as possible,sothat even the
largest prime (about TS) is still small.

Thus, to seehow much this optimization speedsup the seard for the g's, we
needto upper-bound S. S needsto be picked sothat there is at least one prime
in eadh interval [(i j 1)S;iS) for 1- i - T. It is reasonableto conjecture that
the distance betweentwo consecutive primes P, and P,+1 is at most (In2 Pn)
[BS9q. Therefore, becausethe largest prime we are looking for is smaller than
TS, S should be such that S > In?TS. It is easyto seethat S = 4In®T
will work for T | 75. (As a practical matter, computation shows that, for any
reasonablevalue of T, the value of S will be quite small: S = 34 will work for
T = 1000, becausethe largest gap betweenthe “rst 1000 primes is 34; by the
samereasoning,S = 72 will work for T = 10*, S = 114 will work for T = 1P,
and S = 154 will work for T = 10°.) Thus, the 2;'s are all lessthan 4T In°T,
and therefore the size of ead 2; is O(log T) bits. Thus, nding and testing the
primality of the 2;'s and then computing the e's takes O(T (log* T + 12)) time,
as opposedto O(TI4) without this optimization.

The resulting schemewill slightly increaseveri cation time: the veri er needs
to compute e from 2. This takestime O(I?) (exponertiating any quartity to

5 In fact, when a table of small primes is readily available (asit often is for reasonably
small T), no searding or primalit y tests are required at all.



obtain an (I+ 1)-bit quartit y takestime O(12)), which is lower order than O(k?I)
veri cation time. Moreover, it will be impossibleto get e to be exactly | + 1
bits (it will be, on average,about | + (log, T)=2 bits). This will slow down both
veri cation and signing, albeit by small amounts. Therefore, whether to usethe
optimization in practice depends on the relative importance of the speeds of
signing and verifying vs. the speedsof key generation and update.

4.2 Optimizing key up date

The key update in our schemerequirescomputing s; such that s = 1=vmod n.
Knowledgeof s;; 1, sudh that siei“ll " 1=vmod n, doesnot help, becausee; and
e; 1 are relatively prime. The easiestway to compute s; requires knowledge
of A(n): s; A 1=v=& mod AN mod n. However, the signer cannot store A(n)|
otherwisethe forger would obtain it during a break-in, and thus be ableto factor
n and producethe past periods' secrets(and signatures). The value of A(n) can
be usedonly during the initial key generationsstage, after which it should be
securelydeleted.

To enable generation of current and future s;'s without compromising the
past ones, we had de ned (in Section 3) a secrett; for time period i, from
which it was possibleto derive all future periods' secretss; ;. The update of
ti to tj+1 can be implemented exciently (1 exponertiation). Howewer, in this
approac the computation of ead s; from t; requires£ (T j i) exponertiations.
This computation canbereduceddramatically if the storageis increasedslightly .

Speci cally, in this sectionwe demonstrate how replacing the single secrett;
with log, T secretscan reducethe complexity of the update algorithm to only
log, T exponertiations.

Abstra cting the Problem. Considerall subsetsof sz f1,2;:::;Tg. Let
eat sud subsetS correspond to the secretvalue ts = t; '*® ® . For example,

empty set, and ead s; correspondsto the singleton set fig. Raising somesecret
value ts to power g correspondsto dropping i from S.

Thus, instead of secretsand the exponertiation operation, we can consider
sets and the operation of removing an elemen. Our problem, then, can be re-
formulated as follows: designan algorithm that, givenZt, outputs (one-hby-one,
in order) the singletonsetsfigfor 1- i - T. The only way to create new setsis
to remove elemeris from known sets. The algorithm should minimize the num-
ber of elemen-removal operations (becausethey correspond to the expensiwe
exponertiation operations).

Fairly elemenary analysis quickly demonstratesthat the most excient so-
lution for this problem (at least for T that is a power of 2) is the following
divide-and-conqueralgorithm:

Input: An ordered non-empty setA.
Output:  Singleton setsfxg, for x 2 A, in order.
Steps: If A hasoneelemen, output A and return.



Remove the secondhalf of A's elemeris to get B.
Recurseon B.

Remove the rst half of A's elemernts to get C.
Recurseon C.

This algorithm takesexactly T log, T elemen-removal operations to output
all the singletons. Moreover, the recursiondepth is 1+ log, T, soonly 1+ log, T
setsneedto be stored at any time (eac setis just a consecutiwe interval, sothe
bookkeepingabout what ead set actually contains is simple).

This recursive algorithm can essetially be the update algorithm for our
scheme:at every call to update, we run the recursive algorithm a little further,
until it producesthe next output. We then stop the recursive algorithm, save
its stack (we needto save only log, T secrets,becausethe remaining oneis the
output of the algorithm), and run it again at the next call to update. A little
more care needsto be taken to ensureforward security: none of the sets stored
at time period i should cortain elemeris lessthan i. This can be done by simply
removing i from all setsthat still contain in (and that are still needed)during
the i-th update. The total amourt of work still doesnot change.

Becausethere are T callsto update (if we include the initial key generation),
the amortized amournt of work per update is exactly log, T exponertiations.
However, someupdateswill be more expensive than others, and update will still
cost£ (T) exponertiations in the worst case. Wethuswant to improve the worst-
caserunning time of our solution without increasingthe (already optimal) total
running time. This can be done through pebbling techniques, described below.

Pebbling. Let eat subsetof Z1 correspond to a node in a graph. Connect
two setsby a directed edgeif the destination can be obtained from the sourceby
dropping a single elemen. The resulting graph is the T-dimensional hypercube,
with directions on the edges(going from higher-weight nodesto lower-weight
nodes). We can traversethe graph in the direction given by the edges.We start
at the node corresponding to Z1, and needto get to all the nodescorresponding
to the singleton setsfig.

One way to accomplishthis task is given by the above recursive algorithm,
which hasthe minimal total number of steps.However, we would like to minimize
not only the total number of steps, but alsothe number of stepstaken between
any two \consecutive" nodesfig and fi + 1g, while keepingthe memory usage
low. We will do this by properly arranging di®erent branches of the recursive
algorithm to run in parallel.

To help visualize the algorithm, we will represen ead set stored asa pebble
at the corresponding node in a graph. Then removing an elemern from a set cor-
responds to moving the corresponding pebble down the corresponding directed
edge.The original set may be presened, in which casea \clone" of a pebbleis
left at the original node, or it may be discarded, in which caseno suc cloneis
left. Our goal can be reformulated asfollows in terms of pebbles: 'nd a pebbling
strategy that, starting at the node Z1, reaches every node fig in order, while
minimizing the number of pebblesusedat any given time (this corresponds to



total secretstorageneeded),the total number of pebble moves(this corresponds
to total number of exponentiations needed),and the number of pebble movesbe-
tweenany two consecutie hits of a singleton (this correspondsto the worst-case
cost of the update algorithm).

The Pebbling Algorithm. We shall assumethat T > 1 is a power of 2. The

following strategy usesat most 1+ log, T pebbles,takes T log, T total moves

(which is the minimum possible),and requiresat most log, T movesper update.
Each pebble hasthe following information assaiated with it:

1. its current position, represetted by a setP p Z1 (P will always be a set of

consecutiwe integersf Pmin ;:::; Pmax 9);

2. its \responsibility," represerted by a setR u P (R will also always be a
set of consecutive integersf Rmin ;:::; Rmax 9; moreover jRj will always be a
power of 2).

Each pebble'sgoal is to ensurethat it (together with its clones,their clones,
etc.) reaches every singletonin its set P. If R ( P, then the pebble can move
towards this goal by removing an elemen from P. If, howewver, R = P, then
the pebble has to clone (unlessjPj = jRj = 1, in which caseit has reaced
its singleton, and can be removed from the graph). Namely, it createsa new
pebble with the same P, and responsibility set R® cortaining only the second
half of R. It then changesits own R to R | R (thus dividing its responsibility
evenly betweenitself and its clone). Now both the pebbleand the clone can move
towards their disjoint setsof singletons.

We start with a single pebblewith P = R = Z1. The above rules for moving
and cloning ensurethat the combined movesof all the pebbleswill bethe sameas
in the recursive algorithm. Thus, the stepsof the pebblesare already determined.
We now have to specify the timing rules: namely, when the pebblestake their
steps. A careful speci cation is important: if a pebble movestoo fast, then it
can produce more clonesthan necessarythus increasing the total memorys; if
a pebble moves too slowly, then it may take longer to read its destination
singletons, thus increasingthe worst-casecost of update.

In order to specify the timing rules, we will imagine having a clock. The clock
\tic ks" consecutiwe integer values, starting with j T=2+ 1. After ead clock tick,
ead pebble will decide whether to move and, if so, for how many moves, as
follows:

1. The original pebble always makestwo movesper clock tick, until it reaches
the singleton f1g. After reaching the singleton it stops, and then removes
itself from the graph on the next clock tick.

2. After anewpebbleis clonedwith responsibility setR, it staysstill for djRj=2e
clock ticks. After djRj=2e-th clock-tick following its birth, it starts moving
at one move per clock tick. After jRj such moves, it starts moving a two
moves per clock tick, until it reachesits leftmost singleton. After reacing
the singleton it stops, and then removesitself from the graph on the next
clock tick.



We remark that the above rules may seema bit complex. Indeed, simpler
rules can be ervisioned: for example, allowing ead pebble at most one move
per clock tick, and specifying that ead pebblesmoves following a given clock
tick only if it absolutely hasto move in order to reac its leftmost singleton on
time. However, this set of rules will require (log, T) i 2 pebbles(even though
at most log, T of them will be moving at any given time). Having pebblesmove
at variable speedsallows us to delay their cloning, and thus reducesthe total
number of pebbles,as shavn by the following theorem.

Theorem 3. SupmseT > 1 is a power of two. If i is the value most recently
ticked by the clock, then the total number of pebblesunder the alove rules never
exeeds 1+ blog,(T i i)c (if i , 0) or (log, T)i blog,jic (if i T < i< 0).
The number of movesoccurring immediately following the clock tick i also never
exeeds this quantity. For eachi, 1- i - T, a pebblereachesthe singletoni + 1
immediately before the clock ticks the valuei + 1, and is removel before the clock
ticks i + 2.

Proof. The proof is by induction on log, T.

For T = 2, we start with asinglepebblewith P = R = f1;2g. After the clock
ticks 0, this pebble clonesthe pebble with R°= 2, and itself movesto P = f 1g.
The clone waits for one clock tick and then, after the clock ticks 1, the clone
movesto P = f2g.

Supposethe statemert is true for someT that is a power of two. We will
now prove it for T® = 2T. After clock tick j T + 1, we have two pebbles:one

next T=2j 1 clock ticks, the rst pebblewill move at two stepsper tick, and the
secondonewill stay put (thus, the number of movesdoesnot exceedthe number
of pebbles). After the clock ticks | T=2, the rst pebble will arrive at position

ticks T=2. Thus, again, after the clock ticks 1, the inductiv e hypothesis applies
to all the pebblesthat will cover the secondhalf of the singletons, except that
time is shifted forward by T. That is, if 1- i < T, then the number of pebbles
in the secondhalf doesnot exceed(log, T) i blog,(T i i)c, andif t, T, then
the number of pebblesin the secondhalf doesnot exceedl + blog,(2T j i)c.

The key to "nishing the proofis to realizethat the “rst half will losea pebble
just as the secondhalf gains one. To be precise, we can consider the following
four cases.

{ For i T < i< 0,wehave (log, T) j blog,i ic pebblesin the "rst half (by
the inductiv e hypothesis), and one pebble in the secondhalf, so we have a
total of (log, 2T) i blog, i ic pebbles,asrequired.

{ Fori = 0, wehave 1+ log, T = log, 2T pebblesin the "rst half (by the
inductiv e hypothesis), and one pebble in the secondhalf, for a total of 1+
log, 2T pebbles,as required.



{ ForO< i - T, wehave 1+ blog,(T i i)c pebblesin the rst half and
(log, T) i blog,(T i i)c pebblesin the secondhalf (both by the inductive
hypothesis),for atotal of 1+ log, T = 1+ blog,(2T i i)c pebbles,asrequired.

{ Fori> T, we have no pebblesin the rst half and blog,(2T j i)c pebblesin
the secondhalf (by the inductiv e hypothesis), as required.

It is easyto seethat in ead of the above four cases,the number of moves
doesnot exceedthe number of pebbles(becausefor every pebble moving at two
stepsper clock tick, there exists a pebblethat is standing stilljnamely , its most
recen clone). tl

Security. It is, of course,crucial to ensurethat the above changesto the update
algorithm do not compromisethe security of our scheme.It sutcesto prove that
every secretstored following the clock tick i can be derived in polynomial time
from t;.1 . In other words, it suxcesto prove that, following the clock tick i, no
pebble'sposition P satis esi 2 P. This can be easily done by induction, aslong
asead pebble movestowards its goal by removing the smallest possibleelement
from its position P (the inductive step is proved as follows: if 2T is the total
number of time periods, then the single pebble responsible for the secondhalf
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A Details of the Pro of of Theorem 1

First, we assumethat if F outputs (z; %j;€) asa forgery, then the hashingoracle
has beenqueried on (j; e;y; M), wherey = z®v”*mod n (any adversary can be
modi ed to do that; this may raise the number of hash queriesto ghash + 1.)



We will alsoassumethat F performs the necessarybookkeepingand does not
ask the samehash query twice® Note that F may ask the samesignature query
twice, becausethe answerswill most likely be di®eren.

Recall that A's job, given® and n, isto nd (with F's help) ~ andr > 1
suchthat "~ ® (mod n). First, A hasto guessthe time period for which F
will output the forgery: it randomly selectsj, 1< j - T (sometimesA may also
succeedif the forgery is for a time period i < j, but this not necessaryfor our
argumert). A then generatese;;:::;er just like the real signer, setstj,; = ®
and computesv asv = 1=tjf‘”+*l1 mod n, where, asabove, fj+1 = g4 ¢:::Cer.

A then comesup with a random tape for F, remenbersit, and runs F on
that tape and the input public key (n;v;T). If F breaksin at time period b,
then A can provide F with the secretkey aslong asb> j: knowing tj.; will
allow A to compute s, and tp.1 . If b- j, then A aborts (because,n particular,
F's forgery cannot be for time period j in that case).

To answer F's signature and hashqueries,A maintains two tables: a signature
query table and a hash query table.

Signature queriescan be answered almost at random, becauseA controls the
hash oracle. In order to answer a signature query number s on a messageM ¢
during time period js, A selectsa random zs 2 Z7 and ¥ 2 f0;1g', computes
ys = zs%sv”  and cheds its signature query table to seeif a signature query on
M during time period j 5 hasalready beenasked and if ys usedin answering it.
If so,A changeszs and % to the z and %that wereusedin answering that query.
Then A addsthe ertry (s;js; € ,;Ys; ¥;Zs; Ms) to its signature query table and
outputs (zs;%;js;&)-

Hash queries are also answered at random. To answer the t-th hash query
(2ehyi MY, A rst cheds its signature query table to seeif there is an entry
(Siis; €4 Ys; ¥a:2s; Ms) sudh that (js; &, ;Ys;Ms) = (1€ yEMD. If so,it just
outputs ¥. Otherwise, it picks a random % 2 f0; 1¢', recordsin its hash query
table the tuple (t; y%M2j% e 39) and outputs 4.

Assumenow the break-in query occursduring time period b> j, and the valid
forgery (z; %i; e) is output for atime periodi - j (if not, or if no valid forgery is
output, A fails). Let y = z®v*. Becausewe modi ed F to rst aska hashquery
on (i; ;y; M), we have that, for someh, (h;y;M;i; e;% = (h;y2;M%j2;€;9R)
in the hash query table (it can't comefrom the signature query table, because
F is not allowed to forge a signature on a messagedor which it asked a signature
guery). A 'nds such an h in its table and rememnbersit.

A now resetsF with the samerandom tape as the rst time, and runs it
again, giving the exact same answers to all F's queries before the h-th hash
query (it can do sobecauseit hasall the answersrecordedin the tables). Note
that this meansthat F will be asking the sameh-th hash query (i; e;y; M) as
the rst time. As soon as F asksthe h-th hash query, however, A stops giving
the answers from the tables and comesup with new answers at random, in the

5 This may slightly increasethe running time of F, but we will ignore costs of simple
table look-up for the purp osesof this analysis.



samemanner asthe rst time. Let ¢ be the new answer given to the h-th hash
query, and assumeg, 6 ¥

Assume again the break-in query occurs during time period b> j, and the
valid forgery (z% %#:i% €9 is output for a time period i®- j. A again computes
y0= Z®’ysigma®, by the samereasoningas before,F had to ask a hash query on
(i%e%y%MO9. Let hObe the number of that query. A nds h®and fails if h°6 h.
If, however, h® = h, then (i; e;y;M) = (i%e%y% M9, simply becausethe h-th
hash query had to be the samein both runs of F. Also then 3= ;. Therefore,
z28v*" z%vé so(z=29¢ " vei % @i (i Y (mod N).

Note that becausee is guaranteed to be relatively prime with f;.; (aslong
asi - j), and %j ¢ has at least one fewer bit than e, gcd(fj+1 (%i ¢);€) =
gcd(#i ¢;€) < e(aslong as %6 ¢). Thus, r = e=ged(fj+1 (%i ¢);€) > 1 and,
by Lemma 1, A will be able to exciently compute the r-th root of ®.

Running Time Anal ysis. A runs F twice. Preparing the public key and
answering hashing and signing queriestakes A no longer than it would take the
real oracles.To nd the hashingquery corresponding to the forgery and to apply
Lemma 1 takesO(IT(1T?2 + k?)) bit operations.

Pr obability  Anal ysis. We will needthe following lemma in our analysis.

P
Lemma 2. Let aj;ap;:::;a bereal numkers. Leta= ;_; a, andlet s =
2
i @.Thens, 2,

P P
Proof. Let b= a=, andb = bj a.Then ;_ b = bj ;_; a = 0.Hence

- a=,
iqa?= i (bib)?= b2 2b i b+ B, b2=: w

First, consider the probability that A's answers to F's oracle queries are
distributed as those of the true oraclesthat F expects. This is the caseunless,
for some signature query, the hash value that A needsto de ne has already
beende ned through a previous answer to a hash query (call this \ A's failure to
pretend"). Becausez is picked at random from Z,g, z8v” is a random elemen
of Z,. The probability of its collision with a value from a hashquery in the same
execution of F is at most (ghash + 1)5Z ] thus, the probability (taken over only
the random choicesof A) of A's failure to pretend is at most Gsig (Ghash + 1)5Z5] -
Obig (Chash + 1)221 X (becausgZ.lj = 4quqp > 241 2). This is exactly the amount by
which F's probability of successs reducedbecauseof interaction with A rather
than the real signer.Let =" Gsig(Chash + 1)2%1 K.

Let "y be the probability that F producesa succ,gssfulforgery and that its
break-in query occursin time period b. Clearly, += = [ %' ", (if b= 1, then F
cannot forge for any time period). Assumenow that A pickedj = bj 1 for some
“xed b. The probability of that is 1=T.

We will now calculate the probability of the evert that F outputs a valid
forgery basedon the samehash query both times and that the hash query was
answered di®ererly the secondtime and that the break-in query was b both
times. Let pnp be the probability that, in onerun, F producesa valid forgery



basedon hash query number h after break-in query in time period b. Clearly,

On3p +1
"p = Ph:b
h=1
Let ph.p.s (for a suxciently long binary string S of length m) be the probability
that, in onerun, F producesa valid forgery basedon hash query number h after
break-in query in time period b, given that the string S was usedto determine
the random tape of F and the responsesto all the oracle queriesof F until (and
not including) the h-th hash query. We have that
X

2" pnp = Phib;s -

S2f 0;1g™
Givensud a xed string S, the probability that F producesa valid forgery based
on the hashquery number h after break-in query in time period bin both runsis
pﬁ;b;s (becausethe “rst forgery is now independert of the secondforgery). The
additional requiremert that the answer to the hash query in the secondrun be
di®erert reducesthis probability t0 phps (Phps i 2 '). Thus, the probability
Ohb that F producesa valid forgery basedon the hash query number h in both
runs and that the answer to the hash query is di®erert in the secondrun and
that the break-in query wasb in both runs is

X

Chb = 2" "phps (Pripis | 2 l)
Saf 0;6@1"‘ 1
' X . X
2im @ Phps i 2 Phip:s A
S2f 0;1gm S2f 0;1gm
2™ (pnp2m)°
5 2m

i 2 'prp = Phpi 2 ' Pro

(by Lemma 2).

The probability that F outputs a valid forgery basedon the samehash query
both times and that the hash query was answered di®ererily in the secondrun
and that the break-in query occurred in time period i is now

Gha +1 On3 +1 Oy +1 w2
2 . il b . iln
Ghp . Phib i 2 php, —— =i 2"
h=1 h=1 h=1 Chash + 1
(by Lemma 2).

Note that if this happens,then the forgery occursin time periodi < b=j+1
(becausethe forgery hasto occur before the break-in query), so A will be able
to take a root of ®.

Finally, we again use Lemma 2 to remove the assumption that A picked
j = bj 1 asthe time period to get the probability of A's success:

1H 1
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