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Abstract. The OAEP encryption scheme was introduced by Bellare
and Rogaway at Eurocrypt '94. It converts any trap door permutation
schemeinto a public-k ey encryption scheme. OAEP is widely believed to
provide resistance against adaptive chosen ciphertext attack. The main
justi cation for this belief is a supposed proof of security in the random
oracle model, assuming the underlying trap door permutation scheme is
one way.

This paper shows conclusively that this justi cation is invalid. First, it
obsenesthat there appearsto be a non-trivial gapin the OAEP security
proof. Second, it provesthat this gap cannot be Tled, in the sensethat
there can be no standard \blac k box" security reduction for OAEP. This
is done by proving that there exists an oraclerelativ e to which the general
OAEP schemeis insecure.

The paper also preserts a new scheme OAEP+, along with a complete
proof of security in the random oracle model. OAEP+ is essetiially just
as excient as OAEP, and even has a tighter security reduction.

It should be stressedthat these results do not imply that a particular
instantiation of OAEP, such as RSA-OAEP, is insecure. They simply
undermine the original justi cation for its security. In fact, it turns out|
essetially by accidert, rather than by design|that RSA-OAEP is secure
in the random oracle model; however, this fact relies on special algebraic
properties of the RSA function, and not on the security of the general
OAEP scheme.

1 Intro duction

It is generally agreedthat the \righ t" de nition of security for a public key en-
cryption schemeis security against adaptive chosenciphertext attack, asde ned
in [RS91]. This notion of security is equivalent to other useful notions, sudc as
the notion of non-malleability, as de ned in [DDN91,DDNOQ].

[DDN91] proposeda schemethat is provably securein this sensebasedon
standard intractabilit y assumptions. While this schemeis useful as a proof of
concept,it is quite impractical. [RS91] alsoproposea schemethat is alsoprovably
secure; howewer, it too is also quite impractical, and moreover, it has special
\public key infrastructure" requiremerts.

In 1993,Bellare and Rogaway proposeda method for converting any trap door
permutation schemeinto an encryption scheme [BR93]. They proved that this



schemeis secureagainst adaptive chosenciphertext attack in the random oracle
model, provided the underlying trap door permutation schemeis one way.

In the random oracle model, one analyzesthe security of the scheme by
pretendingthat a cryptographic hash function is really a random oracle

The encryption schemein [BR93] is very excient from the point of view of
computation time. Howewer, it has a \messageexpansionrate” that is not as
good as someother encryption schemes.

In 1994, Bellare and Rogawvay proposedanother method for corverting any
trap door permutation schemeinto an encryption scheme [BR94]. This scheme
goeshy the name OAEP. The schemewhen instantiated with the RSA function
[RSAT78] goes by the name RSA-OAEP, and is the industry-wide standard for
RSA encryption (PK CS#1 version2, IEEE P1363).1t is just asexcient compu-
tationally asthe schemein [BR93], but it has a better messageexpansionrate.
With RSA-OAEP, one can encrypt messagesvhose bit-length is up to just a
few hundred bits lessthan the number of bits in the RSA modulus, yielding a
ciphertext whosesizeis the sameasthat of the RSA modulus.

Besidesits exciency in terms of both time and messageexpansion,and its
compatibilit y with moretraditional implementations of RSA encryption, perhaps
one of the reasonsthat OAEP is so popular is the widespread kelief that the
schemeis provably securein the random oracle model, provided the underlying
trap door permutation schemeis one way.

In this paper we argue that this belief is unjusti ed. Speci cally, we argue
that in fact, no complete proof of the general OAEP method has ever appeared
in the literature. Moreover, we prove that no proof is attainable using standard
\black box" reductions (evenin the random oracle model). Speci cally, we shav
that there existsan oraclerelativeto which the general OAEP schemeis insecure.
We then preser a variation, OAEP+, and a complete proof of security in the
random oracle model. OAEP+ is essetially just asezcient as OAEP.

There is one more twist to this story: we obsene that RSA-OAEP with
encryption exponert 3 actually is provably securein the random oracle model;
the proof, of course,is not a\black box" reduction, but exploits special algebraic
properties of the RSA function. Theseobsenations were subsequetly extended
in [FOPSOQFOPSO0] to RSA-OAEP with arbitrary encryption exponert.

Note that although the precisespeci cation of standards (PK CS#1 version
2, |[EEE P1363)di®erin afew minor points from the schemedescribedin [BR94],
none of theseminor changesa®ectthe argumerts we make here.

1.1 A missing pro of of securit y

[BR94] contains a valid proof that OAEP satis es a certain technical property
which they call \plain text awareness."Let us call this property PA1. However,
it is claimed without proof that PAL implies security against chosenciphertext
attack and non-malleability. Moreover, it is not even clear if the authors mean
adaptive chosenciphertext attack (asin [RS91]) or indi®erent (a.k.a. lunchtime)
chosenciphertext attack (asin [NY90]).



Later, in [BDPR98], a new de nition of \plain text awareness"is given. Let
us call this property PA2. It is claimed in [BDPR98] that OAEP is \plain text
aware." It is not clear if the authors meanto say that OAEP is PA1 or PA2; in
any even, they certainly do not prove anything new about OAEP in [BDPR98].
Furthermore, [BDPR98] contains a valid proof that PA2 implies security against
adaptive chosenciphertext attack.

Notice that nowherein this chain of reasoningis a proof that OAEP is secure
against adaptive chosenciphertext attack. What is missingis a proof that either
OAEP is PA2, or that PAL implies security against adaptive chosenciphertext
attack.

We should point out, however, that PAL is trivially seento imply security
against indi®erent chosenciphertext attack, and thus OAEP is secureagainst
indi®erert chosenciphertext attack. Howewer, this is a strictly weaker and much
less useful notion of security than security against adaptive chosen ciphertext
attack.

1.2 Our contributions

In x4, we give a rather informal argumert that there is a non-trivial obstruction
to obtaining a complete proof of security for OAEP against adaptive chosen
ciphertext attack (in the random oracle model).

In x5, we give more formal and compelling evidencefor this. Speci cally, we
prove that if one-way trapdoor permutation schemeswith an additional special
property exist, then OAEP wheninstantiated with such a one-way trap door per-
mutation schemeis in fact insecure. We do not know how to prove the existence
of such special one-way trap door permutation schemes(assuming,say, that one-
way trapdoor permutation schemesexist at all). Howewver, we prove that there
exists an oracle, relative to which such special one-way trap door permutation
sthemesexists. It follows that relative to an oracle, the OAEP construction is
not secure.

Actually, our proofsimply something slightly stronger: relative to an oracle,
OAEP is malleablewith respectto a chosenplaintext attack.

Of course,such relativized results do not necessarilyimply anything about the
ordinary, unrelativized security of OAEP. But they do imply that standard proof
techniques, in which the adversary and the trap door permutation are treated
as \black boxes," cannot possibly yield a proof of security, since they would
relativize. Certainly, all of the argumerts in [BR94] and [BDPR98] involve only
\black box" reductions, and sothey cannot possibly be modi ed to yield a proof
of security.

In x6, we presen a new scheme,called OAEP+. This is a variation of OAEP
that is essetially just as excient in all respects as OAEP, but for which we
provide a complete, detailed proof of security against adaptive chosenciphertext
attack. Moreover, the security reduction for OAEP+ is somewhattighter than
for OAEP.

We concludethe paper in X7 on a rather ironic note. After consideringother
variations of OAEP, we sketch a proof that RSA-OAEP with encryption expo-



nent 3 actually is securein the random oracle model. This fact, however, makes
essetial use of Coppersmith's algorithm [Cop9€ for solving low-degree mod-
ular equations. This proof of security does not generalizeto large encryption
exponerts, and in particular, it doesnot cover the popular encryption exponernt
216 + 1,

Part of the irony of this obsenation is that Coppersmith viewed his own
result as a reasonnot to use exponert 3, while here, it ostensibly gives one
reasonwhy one perhapsshould use exponert 3.

It is also worth noting here that by using Coppersmith's algorithm, one
gets a fairly tight security reduction for exponert-3 RSA-OAEP, and an even
tighter reduction for exponent-3 RSA-OAEP+. Thesereductions are much more
excient than either the (incorrect) reduction for OAEP in [BR94], or our general
reduction for OAEP+. Indeed, these general reductions are so inexcient that
they fail to provide any truly meaningful security guarantees for, say, 1024-bit
RSA, whereaswith the useof Coppersmith's algorithm, the security guarantees
are much more meaningful.

Subsequento the distribution of the original version of this paper [Sho0Q, it
wasshown in [FOPS0(Q that RSA-OAEP with an arbitrary encryption exponert
is indeed secureagainst adaptive chosenciphertext attack in the random oracle
model. We remark, however, that the reduction in [FOPSO0(Q is signi cantly
lessexcient than our generalreduction for OAEP+, and soit provides a less
meaningful security guarartee for typical choicesof security parameters. This
may be a reasonto considerusing RSA-OAEP+ instead of RSA-OAEP.

We alsomerntion the subsequehwork of [Bon01], which considersOAEP-lik e
variations of RSA aswell as Rabin encryption.

Let us be clear about the implications of our results. They do not imply an
attack on RSA-OAEP. They only imply that the original justi ¢ ation for the
kelief that OAEP in generalland henceRSA-OAEP in particular]is resistant
against adaptive chosenciphertext attack wasinvalid. As it turns out, our obser-
vations on exponent-3 RSA-OAEP, and the more generalresults of [FOPS0(Q on
arbitrary-exp onernt RSA-OAEP, imply that RSA-OAEP is indeed secureagainst
adaptive chosenciphertext attack in the random oracle model. However, the se-
curity of RSA-OAEP doesnot follow from the security of OAEP in general, but
rather, relies on speci ¢ algebraic properties of the RSA function.

Before moving ahead,we recall somede nitions in x2, and the OAEP scheme
itself in x3.

2 Preliminaries

2.1 Securit y against chosen ciphertext attac k

We recall the de nition of security against adaptive chosenciphertext attack.
We begin by describing the attack scenario.



Stage 1 The key generation algorithm is run, generating the public key and
private key for the cryptosystem. The adversary, of course,obtains the public
key, but not the private key.

Stage 2 The adversary makesa seriesof arbitrary queriesto a decryption oracle.
Each query is a ciphertext y that is decrypted by the decryption oracle,
making useof the private key of the cryptosystem. The resulting decryption
is given to the adversary. The adversary is free to construct the ciphertexts
in an arbitrary way|it is certainly not required to compute them using the
encryption algorithm.

Stage 3 The adversary preparestwo messages<p;Xi, and gives these to an
encryption oracle. The encryption oracle choosesb 2 f0; 1g at random, en-
crypts Xy, and gives the resulting \target" ciphertext y® to the adversary:.
The adversary is freeto choosexy and x; in an arbitrary way, exceptthat if
messagdengths are not “xed by the cryptosystem, then thesetwo messages
must neverthelessbe of the samelength.

Stage 4 The adversary continues to submit ciphertexts y to the decryption
oracle, subject only to the restriction that y 6 y”.

Stage 5 The adversary outputs B2 f0; 1g, represeting its \guess" of b.

That completesthe description of the attack scenario.

The adversary's advantagein this attack scenariois de ned to bej Pr[ﬁ =
b 1=2.

A cryptosystem is de ned to be secure against adaptive chosen ciphertext
attack if for any excient adversary, its advantage is negligible.

Of course,this is a complexity-theoretic de nition, and the above description
suppressesnany details, e.g.,there is an implicit security parameter which tends
to in nit y, and the terms \excient" and \negligible" are technical terms, de ned
in the usual way. Also, we shall work in a uniform model of computation (i.e.,
Turing machines).

The de nition of security we have preseried here is from [RS91]]. It is called
IND-CCA2 in [BDPR98]. It is known to be equivalert to other notions, suc
as non-malleability [DDN91,BDPR98,DDNO00], which is called NM-CCA2 in
[BDPR93].

It is fairly well understood and acceptedthat this notion of security is the
\right" one, in the sensethat a general-purpose cryptosystem that is to be
deployed in a wide range of applications should satisfy this property. Indeed,
with this property, one cantypically establishthe security of larger systemsthat
use sud a cryptosystem as a componert.

There are other, wealker notions of security against chosenciphertext attack.
For example, [NY90] de ne a notion that is sometimescalled security against
indi®erent chosenciphertext attack, or security against lunchtime attack. This
de nition of security is exactly the sameas the one above, exceptthat Stage4
is omitted|that s, the adversary doesnot have accesdo the decryption oracle
after it obtains the target ciphertext. While this notion of security may seem
natural, it is actually not sutcient in many applications. This notion is called
IND-CCA1 in [BDPR98].



2.2 One-w ay trap door perm utations

We recall the notion of a trap door permutation scheme. This consistsof a prob-
abilistic permutation geneator algorithm that outputs (descriptions of) two al-
gorithms f and g, such that the function computed by f is a permutation on
the set of k-bit strings, and the function computed by g is its inverse.

An attack on a trap door permutation scheme proceedsas follows. First the
generatoris run, yielding f and g. The adversaryis givenf , but not g. Addition-
ally, the adversary is given a randomy 2 f0; 1g¢. The adversary then computes
and outputs a string w 2 0; 1g¥.

The adversary's suacessprobability is de ned to Pr[f (w) = y].

The schemeis called a one-waytrap door permutation schemeif for any ex-
cient adversary, its succesprobability is negligible. As above, this is a complexity
theoretic de nition, and we have suppresseda number of details, including a se-
curity parameter, which is input to the permutation generator; the parameter
k, aswell asthe running times of f and g, should be bounded by a polynomial
in this security parameter.

2.3 The random oracle model

The random oracle model was intro duced in [BR93] as a meansof heuristically
analyzing a cryptographic primitiv e or protocol. In this approad, one equips
all of the algorithms assaiated with the primitiv e or protocol (including the
adversary's algorithms) with oracle accessto one or more functions. Each of
thesefunctions is a map from f0; 1g? to f0; 1g°, for somespeci ed valuesa and
b. One then reformulates the de nition of security so that in the attack game,
ead of thesefunctions is chosenat random from the set of all functions mapping
f0; 1g2 to fO; 1g°.

In an actual implementation, onetypically instantiates theserandom oracles
as cryptographic hash functions.

Now, a proof of security in the random oracle model does not necessarily
imply anything about security in the \real world" where actual computation
takes place (see [CGH98]). Nevertheless,it seemsthat designing a scheme so
that it is provably securein the random oracle model is a good engineering
principle, at least when all known schemesthat are provably securewithout the
random oracle heuristic are too impractical. Subsequen to [BR93], many other
papers have proposedand analyzedcryptographic schemesin the random oracle
model.

3 OAEP

We now describe the OAEP encryption sdheme, as described in x6 of [BR94].
The general scheme makes use of a one-way trapdoor permutation. Let f

be the permutation, acting on k-bit strings, and g its inverse.The scheme also

makes use of two parameters ko and k;, which should satisfy kg + k; < k. It



should alsobe the casethat 21 ko and 2i X1 are negligible quartities. The scheme
encrypts messagex 2 f0;1g", wheren = ki ko Ki.

The scheme also makes use of two functions, G : f0; 1g¢ | f0;1g"* ¥, and
H : f0o;1g"*kr | f0;1g*: These two functions will be modeled as random
oraclesin the security analysis.

We describe the key generation, encryption, and decryption algorithms of the
stheme.

Key generation This simply runs the generatorfor the one-way trap door per-
mutation scheme, obtaining f and g. The public key is f, and the private
key is g.

Encryption Given a plaintext x, the encryption algorithm randomly chooses
r 2 f0;1g*°, and then computes

s2f0;1g"**; t 2 fO;1g*°; w2 f0;1g*; y 2 f0; 1gF

as follows:
s= G(r) © (xk0); 1)
t=H(s)Or; 2
w = skt; )
y = f(w): (4)

The ciphertext isy.
Decryption  Given a ciphertext y, the decryption algorithm computes
w2 f0;1g¥; s2 f0;1g"*k1; t 2 f0; 1g*e; r 2 f0; 1g*°;
z2f0;1g"**1; x 2 f0;1g"; c2 f0; 1g«

as follows:
w = g(y); (5)
s=w[0:::n+ kg 1]; (6)
t=w[n+ kg:::K]; @)
r=H(s)Oot; (8)
z=G(r)Os; (9)
x=2z[0:::nj 1] (20)
c=zn:::n+ kyj 1] (12)

If ¢ = 01, then the algorithm outputs the cleartext x; otherwise, the algo-
rithm rejects the ciphertext, and doesnot output a cleartext.

4 An informal argument that OAEP cannot be proven
secure

In this section, we discussthe gapin the proof in [BR94]. The reader may safely
chooseto skip this sectionupon rst reading.



We rst recall the main ideasof the proof in [BR94] that OAEP is \plain text
aware" in the random oracle model, where G and H are modeled as random
oracles.

The argumert shovs how a simulator that has accessto a table of in-
put/output valuesfor the points at which G and H were queried can simulate
the decryption oraclewithout knowing the private key. As we shall see,one must
distinguish betweenrandom oracle queriesmade by the adversary and random
oracle queries made by the encryption oracle. This is a subtle point, but the
failure to make this distinction is really at the heart of the “awed reasoningin
[BR94].

To make our argumers clearer, we introduce some notational cornven-
tions. First, any ciphertext y implicitly de nes values w;s;t; r;z;x; c via the
decryption equations (5)-(11). Let y" denote the target ciphertext, and let
w";s%;t%;r"; z%; x"; ¢ bethe correspnding implicitly de ned valuesfor y°. Note
that x® = xp, and ¢® = 0Kt.

Let Sg the set of valuesr at which G was queried by the adversary. Also,
let Sy bethe setof valuess at which H was queried by the adversary. Further,
let Sg = Sg [ frigand S = Sy [ fs°g, wherer®;s” are the valuesimplicitly
de ned by y°, as described above. We view these sets as growing incremertally
as the adversary's attack proceeds|elements are added to these only when a
random oracle is queried by the adversary or by the encryption oracle.

Supposethe simulator is given a ciphertext y to decrypt. One can shaw that
if r 2 Sg, then with overwhelming probability the actual decryption algorithm
would reject y; this is becausen this case,s and G(r) areindependert, and sothe
probability that ¢ = 0 is 2i X+, Moreover, if s 2 Sj;, then with overwhelming
probability, r 2 Sg; this is becausen this case,t and H (s) areindependert, and
sor is independert of the adversary's view. From this argumert, it follows that
the actual decryption algorithm would reject with overwhelming probability,
unlessr 2 Sg ands 2 S.

If the decryption oracle simulator (a.k.a., plaintext extractor) has accessto
Sg and S;, as well as the corresponding outputs of G and H, then it can
e®ectiely simulate the decryption without knowing the secretkey, asfollows. It
simply enumeratesall r°2 Sg and s°2 Sf, and for ead of these computes

t°= H(S) ©r% wl= s%t% yOo= f (w9:

If yis equalto y, then it computesthe corresponding x° and c° values, via the
equations (10) and (11); if c®= 0%, it outputs x% and otherwise rejects. If no y°
equalsy, then it simply outputs reject.

Given the above argumerts, it is easyto seethat this simulated decryption
oracle behaves exactly like the actual decryption oracle, except with negligible
probability. Certainly, if somey®= vy, the simulator's responseis correct, and if
noy®=y, then the above argumerts imply that the real decryption oraclewould
have rejected y with overwhelming probability.

From this, one would like to conclude that the decryption oracle does not
help the adversary But this reasoningis invalid. Indeed, the adversary in the



actual attack has accessto Sg and Sy, along with the corresponding outputs
of G and H, but doesnot have direct accessto r®; G(r%);s";H(s"). Thus, the
above decryption simulator has more power than doesthe adversary Moreover,
if we give the decryption simulator accesso r?; G(r?);s”; H(s"), then the proof
that x” is well hidden, unlessthe adversary caninvert f , is doomedto failure: if
the simulator needsto \know" r® and s”, then it must already \know" w*, and
soone can not hope usethe adversary to compute something that the simulator
did not already know.

On closerobsenation, it is clear that the decryption simulator doesnot need
to know s”; G(s%): if s = s”, then it must be the casethat t 6 t°, which implies
that r 6 r°, and soc= 0kt with negligible probability. Thus, it is safeto reject
all ciphertexts y such that s = s°.

If onecould make an analogousargumert that the decryption simulator does
not needto know r®; G(r%), we would be done. This is unfortunately not the
case,asthe following exampleillustrates.

The argumerts in [BR94] simply do not take into account the random oracle
queriesmade by the decryption oracle. All these argumerts really show is that
OAEP is secureagainstindi®erert chosenciphertext attack.

4.1 An example

Supposethat we have an algorithm that actually can invert f. Now of course,
in this case,we will not be able to construct a courter-example to the security
of OAEP, but we will argue that the proof technique fails. In particular, we
show how to build an adversary that usesthe f -inverting algorithm to break the
cryptosystem, but it doessoin such a way that no simulator given black box
accesdo the adversary and its random oracle queriescan use our adversary to
compute f i 1(y®) for a given value of y®°.

We now describe adversary Upon obtaining the target ciphertext y®°, the
adversary computesw”® using the algorithm for inverting f, and then extracts
the corresponding values s® and t°. The adversary then choosesan arbitrary,
non-zero¢ 2 f0;1g", and computes:

s=s"0O(¢ k0); t=t"OH(s") OH(s); w= skt; y=f(w):

It is easilyveri ed that y is a valid encryption of x = x°© ¢ , and clearlyy 6 y®.
Soif the adversary submits y to the decryption oracle, he obtains x, from which
he can then easily compute x°.

This adversary clearly breaks the cryptosystem|in fact, its advantage is
1=2. Howevwer, note in this attack, the adversary only queriesthe oracle H at
the points s and s”. It never queriesthe oracle G at all. In fact r = r”, and the
attack succeedgust wherethe gap in the proof wasidenti ed above.

What information hasa simulator learned by interacting with the adversary
as a black box? It hasonly learneds® and s (and hence¢ ). Soit has learned
the “rst n + k; bits of the pre-image of y°, but the last ko remain a complete
mystery to the simulator, and in general, they will not be easily computable



from the “rst n + k;y bits. The simulator also has seenthe value y submitted to
the decryption oracle, but it doesnot seemlikely that this can be usedby the
simulator to any useful e®ect.

5 Formal evidence that the OAEP construction is not
sound

In this section, we presen strong evidencethat the OAEP construction is not
sound. First, we show that if a special type of one-way trap door permutation f g
exists, then in fact, we can construct another one-way trap door permutation f
such that OAEP using f is insecure. Although we do not know how to explicitly
construct suc a special f g, we can show that there is an oraclerelative to which
one exists. Thus, there is an oracle relative to which OAEP is insecure.This in
turn implies that there is no standard \black box" security reduction for OAEP.

De nition 1. We call a permutation geneator XOR-malleable if the follow-
ing property holds. There exists an e+cient algorithm U, suchthat for in nitely
many values of the security parameter, U(fo;fo(t);1) = fo(t © £) with non-
negligible prokability. Here, the prokability is taken over the random bits of the
permutation geneator, and random bit strings t and * in the domain f0; 1g*c of
the geneated permutation f.

Theorem 1. If there exists an XOR-malleable one-way trapdoor permutation
scheme then there existsa one-waytrapdoor permutation schemesuchthat when
OAEP is instantiated with this scheme,the resulting encryption schemeis inse-
cure (in the random oracle model).

We now prove this theorem, which is basedon the examplepreseried in x4.1.

Let fo be the given XOR-malleable one-way trapdoor permutation on ko-
bit strings. Let U be the algorithm that computesfo(t © +) from (fo;fo(t); 3).
Choosen > 0,k; > 0,and setk = n+ ko+ k;. Let f bethe permutation on k-bit
strings de ned as follows: for s 2 f0; 1g"***;t 2 f0; 1g*°, let f (skt) = skfg(t).

It is clearthat f is a one-way trap door permutation.

Now considerthe OAEP sceme that usesthis f asits one-way trap door
permutation, and usesthe parametersk;n; kq; k; for the padding scheme.

Recall our notational corventions: any ciphertext y implicitly de-
‘nes values w;s;t; r;z;x;c, and the target ciphertext y® implicity de nes
wo; st r"; 2% x"; e

We now describe the adversary. Upon obtaining the target ciphertext y®, the
adversary decomppsesy” as y® = s° kfo(t?). The adversary then choosesan
arbitrary, non-zero¢ 2 f0;1g", and computes:

s=s"© (¢ k0K); v=U(fo;fo(t’);H(S) ©H(S)); y = skv:

It is easily veri ed that y is a valid encryption of x = x" © ¢, provided v =
fo(t® © H(s”) © H(s)), which by our assumption of XOR-malleability occurs
with non-negligible probability. Indeed, we have



t=t"©H(s") ©OH(s);
r=H(s)©t=H(s") Ot =r"
z=G(r)©s= G(r’)©s°© (¢ k0*) = (x"© ¢ ) k0*:

Soif the adversary submits y to the decryption oracle, he obtains x, from which
he can then easily compute x”.

This adversary clearly breaksthe cryptosystem. That completesthe proof of
the theorem.

Note that in the above attack, r = r® and the adversary never explicitly
queried G at r, but was able to \hijac k" G(r) from the encryption oracle|this
is the essenceof the problem with OAEP.

Note that this also attack shows that the schemeis malleable with respect
to chosenplaintext attack.

Of course, one might ask if it is at all reasonableto believe that XOR-
malleable one-way trap door permutations exist at all. First of all, note that the
standard RSA function is a one-way trapdoor permutation that is not XOR-
malleable, but is still malleable in a very similar way: given ® = (a® mod N)
and (bmod N ), we can compute ((ab)® mod N) as (® ¢(b° mod N)). Thus, we
canview the RSA function itself asa kind of malleable one-way trap door permu-
tation, but where XOR is replacedby multiplication mod N. In fact, one could
modify the OAEP schemesothat t; H(s) andr are numbersmod N, and instead
of the relation t = H(s) © r, we would usethe relation t = H(s) ¢r mod N. It
would seemthat if there were a proof of security for OAEP, then it should go
through for this variant of OAEP aswell. But yet, this variant of OAEP is clearly
insecure, even though the underlying trap door permutation is presumably one
way.

Another exampleis exponertiation in a nite abelian group. For a group ele-
mert g, the function mapping a to g? is malleablewith respect to both addition
and multiplication modulo the order of g. Although for appropriate choices of
groupsthis function is a reasonablecandidate for a one-way permutation, it does
not have a trap door.

Beyond this, we prove a relativized result.

Theorem 2. There exists an oracle, relative to which XOR-malleable one-way
trapdoor permutations exist.

This theorem provides someevidencethat the notion of an XOR-malleable
one-way trap door permutation schemeis not a priori vacuous.
Also, Theorems1 and 2 imply the following.

Corollary 1. There exists an oracle, relative to which the OAEP construction
is insecure.



We should stressthe implications of this corollary.

Normally, to prove the security of a cryptographic system,one provesthis via
a\black box" security reduction from solving the underlying \hard" problem to
breaking the cryptographic system. Brie°y, such a reduction for a cryptosystem
basedon a generaltrapdoor permutation schemewould be an excient, proba-
bilistic algorithm that inverts a permutation f on a random point, given oracle
accesdo an adversary that successfullybreaks cryptosystem (instantiated with
f) and the permutation f. It should work for all adversariesand all permuta-
tions, even onesthat are not exciently computable, or even computable at all.
Whatever the adversary'sadvantage is in breaking the cryptosystem, the success
probability of the inversion algorithm should not be too much smaller.

We do not attempt to make a more formal or precisede nition of a black-box
security reduction, but it should be clear that any sud reduction would imply
security relative to any oracle. So Corollary 1 implies that there is no black-box
security reduction for OAEP.

For lack of space,we do not presert the proof of Theorem 2 in this extended
abstract. The readeris referred to the full-length version of this paper [Sho0Q.

6 OAEP+

We now describe the OAEP+ encryption scheme, which is just a slight modi -
cation of the OAEP scheme.

The general scheme makes use of a one-way trapdoor permutation. Let f
be the permutation, acting on k-bit strings, and g its inverse.The scheme also
makes use of two parameters kg and ki, which should satisfy kg + k; < k. It
should alsobe the casethat 2i ko and 2i X1 are negligible quartities. The scheme
encrypts messagex 2 f0;1g", wheren = kj kgi ki.

The sthemealso makes use of three functions:

G:f0; g ! f0;1g"; HO:f0;1g" ke 1 f0;1g*; H :f0;1g"* kK 1 f0; 1gke:

These three functions will be modeled as independert random oraclesin the
security analysis.

We describe the key generation, encryption, and decryption algorithms of the
stheme.

Key generation This simply runs the generatorfor the one-way trap door per-
mutation scheme, obtaining f and g. The public key is f, and the private
key is g.

Encryption Given a plaintext x, the encryption algorithm randomly chooses
r 2 0;1g*°, and then computes

s2f0;1g"**; t 2 f0;1gk°; w2 f0;1g; y 2 f0; 1g¢



as follows:

s= (G(r) ©x) kHYr kx); (12)
t=H(s)Or; (13)
w = skt; (14)
y = f(w): (15)

The ciphertext isy.
Decryption  Given a ciphertext y, the decryption algorithm computes

w2 f0;1g¢; s2 fo;1g" K tr 2 f0;1g5°; x 2 f0;1g"; ¢ 2 fO; 1g“

as follows:
w = g(y); (16)
s=w0:::n+ kyj 1J; (17)
t = wn+ kq:::k]; (18)
r=H(s)Oft; (19)
x=G(r)©s[0:::nj 1] (20)
c=s[n:::n+kyi 1] (21)

If c= HYr kx), then the algorithm outputs the cleartext x; otherwise, the
algorithm rejects the ciphertext, and doesnot output a cleartext.

Theorem 3. If the underlying trapdoor permutation schemeis one way, then
OAEP + is secure againstadaptive chosenciphertext attack in the random oracle
model.

We start with somenotations and corvertions.

Let A be an adversary, and let G be the original attack game.Let b and b
be asdened in x2.1, and let Sy be the evert that b= f.

Let gs, gu, and g4o bound the number of queriesmade by A to the oracles
G, H, and H° respectively, and let gp bound the number of decryption oracle
queries.

We assumewithout lossof generality that whenewer A makesa query of the
form HYr kx), for any r 2 f0;1gk°;x 2 f0; 1g", then A has previously made the
query G(r).

We shall shaw that

JPriSoli 1=2j - InVAdV(A) + (Gio+ 0p)=2 + (0p + 1)gs=2°;  (22)

where InvAdv(A9 is the succesgprobability that a particular adversary A° has
in breaking the one-way trap door permutation schemeon k-bit inputs. The time
and spacerequiremerts of A° are related to those of A as follows:

Time (A% = O(Time(A) + ge1 Tr + (0o + Guo+ G4 + gp)K);  (23)
Space(A%) = O(Space(A) + (G + o+ G )K): (24)



Here, T; is the time required to compute f, and spaceis measuredin bits of
storage. These complexity estimatesassumea standard random-accesanodel of
computation.

Any ciphertext y implicitly denes values w;s;t;r;x;c via the decryp-
tion equations (16)-(21). Let y° denote the target ciphertext, and let
w?;s%;t%;r";x"; ¢ be the corresponding implicitly de ned values for y®. Note
that x® = xp and ¢ = HYr*kx").

We de ne setsSg and Sy, asin x4, as follows. Let Sg be the set of values
r at which G was queried by A. Also, let Sy be the set of valuess at which H
was queried by A. Additionally , de ne Syo to be the set of pairs (r; x) suc that
H 9 was queried at r kx by A. We view these sets as growing incremertally as
A's attack proceeds|elements are addedto theseonly when a random oracleis
queried by A.

We alsode ne A's view as the sequenceof random variables

where X o consistsof A's coin tossesand the public key of the encryption scheme,
and where eath X; for i , 1 consistsof a responseto either a random oracle
query, a decryption oracle query, or the encryption oracle query. The ith suc

of View. At any xed point in time, A has made somenumber, say m, queries,
and we de ne

operate on the sameunderlying probability space.In particular, the public key
and private key of the cryptosystem, the coin tossesof A, the values of the
random oraclesG; H%H, and the hidden bit b take on identical values across
all games.Only someof the rules de ning how the view is computed di®er from

gameto game.Forany 1- i - 5, welet S; bethe evert that b= Hin gameG;.
Our strategy is to shaw that for 1 - i - 5, the quantity jPr[S;; 1]i Pr[Si]j is
negligible. Also, it will be evidert from the de nition of gameGs that Pr[Ss] =

1=2, which will imply that jPr[Se]i 1=2j is negligible.

In gamesG,, G,, and G3, we incremertally modify the decryption oracle,
sothat in game G 3, the modi ed decryption oracle operateswithout using the
trapdoor for f at all. In gamesG 4 and G5, we modify the encryption oracle, so
that in gameGs, the hidden bit bis completely independert of View.

To make a rigorous and precise proof, we state following very simple, but
useful lemma, which we leave to the readerto verify.

Lemma 1. LetE, E® and F be eventsde ned on a probability space suchthat
Pr[E ~ : F]= Pr[E®~ : F]. Then we havejPr[E]i Pr[EYj - Pr[F]:

Game G;. Now we modify gameG, to de ne a new gameG.



We modify the decryption oracle as follows. Given a ciphertext y, the new
decryption oracle computesw; s;t; r;x; ¢ as usual. If the old decryption oracle
rejects, sodoesthe new one.But the new decryption oraclealsorejectsif (r;x) 2
Sy o. More precisely if the new decryption oracle computesr via equation (19),
and nds that r 2 Sg, then it rejects right away, without ever querying G(r);
if r 2 Sg, then x is computed, but if (r;x) 2 Syo, it rejects without querying
HYr kx). Recall that by corwvertion, if A queried HYr kx), it already queried
G(r). One seeghat in gameG 1, the decryption oracle never queriesG or H° at
points other than those at which A did.

Let F; bethe event that a ciphertext is rejected in G that would not have
beenrejected under the rules of gameGy.

Consider a ciphertext y 6 y® submitted to the decryption oracle. If r = r®
and x = x°, then we must have ¢ 6 c”; in this case,howewver, we will surely
reject under the rules of game Gy. Sowe assumethat r 6 r” or x 6 x”. Now,
the encryption oracle has made the query HY(r® kx®), but not HYr kx), since
(r;x) 6 (r®;x"). Soif A hasnot madethe query H 4r kx), the valueof Hqr kx) is
independert of CurrentView, and hence,is independert of ¢, which is a function
of CurrentView and H. Therefore, the probability that c¢= HYr kx) is 1=2"1.

From the above, it follows that Pr[Fi] - op=2X'. Moreover, it is clear by
construction that Pr[Sg * : F1] = Pr[S; ” : F1], since the two gamesproceed
identically unlessthe evert F; occurs;that is, the value of View is the samein
both games,provided F; doesnot occur. Soapplying Lemma 1 with (Sp; S1;F1),
we have

jPriSoli Pr[Sij - op=2: (25)

Game G;,. Now we modify game G, to obtain a new game G». In this new
game,we modify the decryption oracle yet again. Given a ciphertext y, the new
decryption oracle computesw;s;t; r;x; ¢ as usual. If the old decryption oracle
rejects, sodoesthe newone.But the newdecryption oraclealsorejectsif s 2 Sy .
More precisely if the new decryption oracle computess via equation (17), and
‘nds that s 2 Sy, then it rejectsright away, without ever querying H (s). Thus,
in game G,, the decryption oracle never queriesG, H® or H at points other
than those at which A did.

Let F, bethe event that a ciphertext is rejectedin G, that would not have
beenrejected under the rules of gameG ;.

Consideraciphertext y 6 y° with s 2 S,; submitted to the decryption oracle.
We considertwo cases.

Casel:s= s". Now, s= s" andy 6 y° impliest 6 t°. Moreover, s = s and
t 6 t” impliesthat r 6 r”. If this ciphertext is rejectedin gameG , but would not
be under the rulesin gameG 1, it must be the casethat HY(r® kx®) = HYr kx).
The probability that sucd a collision can be found over the courseof the attack is
o 0=2%1. Note that r® is xed by the encryption oracle,and so\birthda y attacks"
are not possible.

Case2: s 6 s°. In this case,the oracle H was never queried at s by either
A, the encryption oracle, or the decryption oracle. Sincet = H(s) ©r, the value
r is independert of CurrentView. It follows that the probability that r 2 Sg is



at most g =2¢. Over the courseof the ertire attack, these probabilities sum to
0o G =2¢.

It followsthat Pr[F5] - g 0=2%1+ gp g =2X°. Moreover, it is clear by construc-
tion that Pr[S; » : F2] = Pr[S; ~ : F;], sincethe two gamesproceedidentically
unlessF, occurs. So applying Lemma 1 with (S1; Sz; F2), we have

jPr[Sili Pr[Sali - Gqo=2** + op gg=2%: (26)

Game Gj3;. Now we modify game G, to obtain an equivalent game G3. We
modify the decryption oracle sothat it doesnot make use of the trap door for f
at all.

Conceptually, this new decryption oracle iterates through all pairs (r%x% 2
Sho. For ead of these, it does the following. First, it sets s = (G(r%) ©
x9) kH%r%x9%. Note that both G and H° have already been queried at the
given points. Second,if s°2 Sy, it then computes

t°= H(s) ©r% wl= s%kt% yo= f (wO:

If yOis equalto y, it stopsand outputs x°.

If the above iteration terminates without having found somey®= vy, then the
new decryption oracle simply rejects.

It is clear that gamesG 3 and G are identical, and so

Pr[Ss] = Pr[Sz]: (27)

To actually implemert this idea, onewould build up a table, with one erntry
for eadh (r%x% 2 Syo. Each entry in the table would cortain the corresponding
value s® alongwith yOif sCis currently in Sy . If s%is currently not in Sy , we place
y%in the table entry if and when A evertually queriesH (s%. When a ciphertext
y is submitted to the decryption oracle, we simply perform a table lookup to see
if there is ay®in the table that is equalto y. Thesetables canall be implemented
using standard data structures and algorithms. Using seard tries to implemert
the table lookup, the total running time of the simulated decryption oracle over
the courseof gameG3 is

O(Min(guo; o )T + (Os + Ono+ Oy + b )K):
Note alsothat the spaceneededis essetially linear: O((gg + gqo + g4 )k) bits.

Remark. Let us summarizethe modi cations made so far. We have modi ed
the decryption oracle sothat it doesnot make use of the trapdoor for f at all;
moreover, the decryption oracle never queriesG, HC or H at points other than
those at which A did.

Game G4. In this game,we modify the random oraclesand slightly modify the
encryption oracle. The resulting game G4 is equivalent to game G 3; however,
this rather technical \bridging" step will facilitate the analysis of more drastic
modi cations of the encryption oraclein gamesGs and G2 below.



We introduce random bit strings r* 2 f0;1g* and g* 2 f0;1g". We also
intro duce a new random oracle

h* :f0;1g" ! f0;1g*:

Game G4 is the sameasgameG 3, exceptthat we apply the following special
rules.

R1: In the encryption oracle, we compute
y* = f(s"k(H(s") ©r"));

where
r*=r" and s” = (g" ©xp) kh* (xp):

R2: Whenewer the random oracle G is queried at r*, we respond with the value
g', instead of G(r*).

R3: Whenewer the random oracle H ° is queried at a point r* kx for somex 2
f0; 19", we respond with the value h* (x), instead of HYr* kx).

That completesthe description of game G4. It is a simple matter to verify
that the the random variable hView; bi hasthe samedistribution in both games
G3 and Gy, since we have simply replaced one set of random variables by a
di®eren, but identically distributed, set of random variables. In particular,

Pr[Ss] = Pr[Ss]: (28)

Game Gs. This gameis identical to game G4, except that we drop rules R2
and R3, while retaining rule R1.

In gameGs, it will not in generalhold that x® = xp or that H (r® kx®) = c”.
Moreover, sincethe value g* is not used anywhere elsein game G 5 other than
to \mask" xp in the encryption oracle, we have

Pr[Ss] = 1=2: (29)

Despite the above di®erencesgamesG,4 and Gs proceedidentically unless

A queriesG at r® or HO at r®kx for somex 2 f0;1g". Recall that by our

cornvertion, whenewer A queriesH? at r® kx for somex 2 f0;1g", then G has

already beenqueried at r°. Let Fs be the evert that in game G5, A queriesG

at r”. We have Pr[S; ™ : Fs] = Pr[Ss ~ : Fs], and so by Lemma 1 applied to
(S4; Ss; Fs),

JPr[Ss]i Pr[Ss]j - Pr[Fs]: (30)

Game G2. We introduce an auxiliary game G2 in order to bound Pr[Fs]. In
game G2, we modify the encryption oracle once again. Let y* 2 f0;1g* be a
random bit string. Then in the encryption oracle,we simply sety® = y* , ignoring
the encryption algorithm altogether.

It is not too hard to seethat the random variable hView;r®i hasthe same
distribution in both gamesGs and G2. Indeed, the distribution of hView;r®i



in gameG 5 clearly remainsthe sameif we instead chooser” and s” at random,
and compute y* = f (s"k(H (s") © r®)). Simply choosingy® at random clearly
inducesthe samedistribution on hView;r®i. In particular, if we de ne F2to be
the evert that in game G2 A queriesG at r®, then

Pr[Fs] = Pr[FJ: (31)

Soour goal now is to bound Pr[FJ]. To this end, let FQ°be the evert that A
queriesH at s” in gameG2. Then we have

PriFJ = PRI~ FQ3+ PriFd~ : FY: (32)
First, we claim that
PIF2~ FY9 - InvAdv(AY; (33)

where InvAdv(A9) is the succesgrobability of an inverting algorithm A° whose
time and spacerequiremerts are boundedasin (23) and (24). To seethis, obsene
that if A queriesG at r” and H at s”, then we can easily corvert the attack into
an algorithm A°that computesfi 1(y*) oninput y*. A®simply runs A against
gameG2. When A terminates, A° enumeratesall r°2 Sg and s°2 Sy, and for
ead of thesecomputes

0= H(sH ©r% wo= s%t% yo= f(wd:

If yOis equalto y*, then A° outputs w° and terminates.

Although game G2 is de ned with respect to random oracles, there are no
random oraclesin A To implement A% one simulates the random oraclesthat
appearin gameGY in the \natural" way. That is, whenewer A queriesa random
oracleat a new point, A° generatesan output for the oracle at random and puts
this into a lookup table keyed by the input to the oracle. If A has previously
queried the oracle at a point, A°takesthe output value from the lookup table.
Again, using standard algorithms and data structures, sudc as seard tries, the
running time and spacecomplexity of A®are easily seento be boundedasclaimed
in (23) and (24).

Unfortunately, the running time of A®is much worse than that of the sim-
ulated decryption oracle described in game G 3. But at least the spaceremains
essetially linear in the total number of oracle queries.

We also claim that
PrIFI~ : F9Y - gg=2k0: (34)

To seethis, considera query of G at r, prior to which H has not beenqueried
at s”. Sincet” = H(s") ©r", the value r” is independert of CurrentView, and
soPr[r = r®] = 1=2%o, The bound (34) now follows.

Equations (32)-(34) together imply

PIIFY - InvAdv(AY + gg=2"°: (35)



Equations (25), (26), (27), (28), (29), (30), (31), and (35) together imply
(22).
That completesthe proof of Theorem 3.

Remark. Our reduction from inverting f to breaking OAEP+ is tighter than
the corresponding reduction for OAEP in [BR94]. In particular, the OAEP+
construction facilitates a much more excient \plain text extractor" than the
OAEP construction. The latter apparertly requires either

{ time proportional to gogsgy and space linear in the number of oracle
queries, or

{ time proportional to gp + gz g4 and spaceproportional to gz g4 (if onebuilds
a look-up table).

For OAEP+, the total time and spacecomplexity of the plaintext extractor in
game G is linear in the number of oracle queries. Unfortunately, our inversion
algorithm for OAEP+ in game G still requires time proportional to gg Oy,
although its spacecomplexity is linear in the number of oraclequeries.We should
remark that asthings now stand, the reductionsfor OAEP+ are not tight enough
to actually imply that an algorithm that breaks,say, 1024-bit RSA-OAEP+ in a
\reasonable" amourt of time implies an algorithm that solvesthe RSA problem
in time faster than the bestknown factoring algorithms. However, aswe shall see
in X7.2, for exponernt-3 RSA-OAEP+, onecanin fact get a very tight reduction.
An interesting open problem is to get atighter reduction for OAEP+ or a variant
thereof.

7 Further Observ ations

7.1 Other variations of OAEP

Instead of modifying OAEP as we did, one could also modify OAEP so that
instead of adding the data-independert redundancy 0“* in (1), one added the
data-dependert redundancy H °{x), where H “is a hash function mapping n-bit
strings to ki-bit strings. This variant of OAEP|call it OAEPYsu®ers from
the sameproblem from which OAEP su®ers.Indeed, Theorem 1 holds also for
OAEP?C.

7.2 RSA-O AEP with exponent 3 is provably secure

Consider RSA-OAEP. Let N be the modulus and e the encryption exponert.
Then this schemeactually is securein the random oracle model, provided kg -
log, N=e This condition is satis ed by typical implementations of RSA-OAEP
with e= 3.

We sketch very brie°y why this is so.

We rst remind the reader of the attempted proof of security of OAEP in x4,
and we adopt all the notation speci ed there.



Suppose an adversary submits a ciphertext y to the decryption oracle. We
obsened in x4 that if the adversary never explicitly queried H (s), then with
overwhelming probability, the actual decryption oracle would reject. The only
problem was, we could not always say the samething about G(r) (speci cally,
whenr = r?),

For a bit string v, let I (v) denote the unique integer such that v is a binary
represertation of | (v).

If a simulated decryption oracle knows s (it will be one of the adversary's
H -queries),then X = I (1) is a solution to the equation

(X + 2%1(s))®” y (mod N):

To nd I(t), we can apply Coppersmith's algorithm [Cop9§. This algorithm
works provided | (t) < N =€, which is guaranteed by our assumption that kg -
log, N=e

More precisely for all s°2 Sy, the simulated decryption oracletries to nd a
corresponding solution t° using Coppersmith's algorithm. If all of theseattempts
fail, then the simulator rejectsy. Otherwise, knowing s and t, it decryptsy in
the usual way.

We can alsoapply Coppersmith's algorithm in the step of the proof wherewe
usethe adversaryto help usto extract a challengeinstance of the RSA problem.

Not only does this prove security, but we get a more excient reduction|
the implied inverting algorithm has a running time roughly equal to that of
the adversary, plus O(gp 0y Tc), where T is the running time of Coppersmith's
algorithm.

We can alsousethe sameobsenation to speedup the reduction for exponert-
3 RSA-OAEP+. The total running time of the implied inversionalgorithm would
be roughly equalto that of the adversary, plus O(gy T¢); that is, a factor of gp
faster than the inversion algorithm implied by RSA-OAEP. Unlike the generic
security reduction for OAEP+, this security reduction is essetially tight, and
soit hasmuch more meaningful implications for the security of the schemewhen
usedwith a typical, say, 1024-bit RSA modulus.

7.3 RSA-O AEP with large exponent

In our examplein x4.1, as well asin our proof of Theorem 1, the adversary is
able to create a valid ciphertext y without ewver querying G(r). Howewer, this
adversary queries both H(s) and H(s"). As we already noted, the adversary
must query H (s). But it turns out that if the adversary avoids querying G(r),
he must query H (s®). This obsenation wasmadeby [FOPS0(, who then further
obsened that this implies the security of RSA-OAEP with arbitrary encryption
exponert in the random oracle model. We remark, however, that the reduction
in [FOPSO0(Q is signi cantly lessexcient than our generalreduction for OAEP+.

In particular, their reduction only implies that if an adversary hasadvantage? in
breaking RSA-OAEP, then there is an algorithm that solvesthe RSA inversion
problem with probability about 22. Moreover, their inversion algorithm is even



somewhatslower than that of the (incorrect) inversion algorithm for OAEP in
[BR94]. There is still the possibility, howewver, that a more excient reduction for
RSA-OAEP can be found.
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