Self Protecting Pirates and Black-Bo x Traitor
Tracing

AggelosKiayias® and Moti Yung?

! Graduate Center, CUNY, NY USA,
akiayias@gc.cuny.edu
2 CertCo, NY USA
moti@cs.columbia.edu

Abstract. We presert a new generic black-box traitor tracing model
in which the pirate-decoder employs a self-protection technique. This

mechanism is simple, easyto implement in any (software or hardware)
device and is a natural way by which a pirate (an adversary) which is
black-box accessiblemay try to evade detection. We presert a necessary
combinatorial condition for black-box traitor tracing of self-protecting

devices. We constructiv ely prove that any system that fails this condi-
tion, is incapable of tracing pirate-decoders that contain keys basedon
a superlogarithmic number of traitor keys. We then combine the above
condition with speci ¢ properties of concrete systems. We show that the
Boneh-Franklin (BF) sdeme as well as the Kurosawa-Desmedt scheme
have no black-box tracing capability in the self-protecting model when
the number of traitors is superlogarithmic, unlessthe ciphertext sizeis
aslarge asin atrivial system, namely linear in the number of users. This

partially settlesin the negative the open problem of Boneh and Franklin

regarding the general black-box traceability of the BF scheme: at least
for the caseof superlogarithmic traitors. Our negative result doesnot ap-
ply to the Chor-Fiat-Naor (CFN) scheme (which, in fact, allows tracing

in our self-protecting model); this separatesCFN black-box traceability
from that of BF. We also investigate a weaker form of black-box trac-

ing called single-query \blac k-box con rmation." We show that, when
suspicion is modeled as a con dence weight (which biasesthe uniform

distribution of traitors), such single-query con rmation is essetially not
possibleagainst a self-protecting pirate-decoder that contains keysbased
on a superlogarithmic number of traitor keys.

1 Intro duction.

The problem of Traitor Tracing can be understood best in the context of Pay-
TV. In such a systemthere are n subscribers, ead one possessinga decryption
box (decoder). The authority scranbles digital data and broadcastsit to all
subscribers,who usetheir decryption boxesto descranble the data. It is possible
for some of the usersto collude and produce a pirate decader: a device not
registered with the authority that can decrypt the scranbled digital content.
The goal of Traitor Tracing is to provide a method sothat the authority, given
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a pirate decaler, is able to recover the identity of someof the legitimate users
that participated in the construction of the decader (traitors). In sud a system
piracy would be reduceddue to the fear of exposure.

A standard assumption is that ead user's decader is \op en” (to the user)
sothat the decryption key is recoverable. A set of userscan combine their keys
in order to construct a pirate decader. It is immediately clear that ead user
should have a distinct private key, otherwise distinguishing traitors from non-
traitors would beimpossible.Giventhe contents of a pirate decader the authority
should be able to recover one of the traitors' keys. A sthemethat allows this,
is called a Traitor Tracing Stcheme(TTS). A standard measureof the exciency
of a TTS is the size of the ciphertexts. Constructing a TTS with linear (in the
number of users)ciphertexts is trivial; asa result the focusis on how to achieve
traitor tracing when the ciphertext sizeis sublinear in the number of users.An
additional requiremert for TTSs is black-box traitor tracing, namely, a system
wheretracing is done using only black-box accesgo the pirate decader (namely,
only an input/ output accesss allowed). To keeptracing cheap, it is extremely
desirablethat the tracing algorithm is black-box.

Previous W ork.
Let us rst reviewthe work of the various notions of traitor tracing. Traitor Trac-
ing wasintroducedin [CFN94,CFNPO0O], with the presenation of a genericTTS.
Explicit constructions basedon conmbinatorial designswere given in [SW98H].
A useful variation of the [CFN94] scheme was preserted in [NP98]. Public
key Traitor Tracing Schemesbasedon ElGamal encryption were presered in
[KD98,BF99]. In most settings (here also) it is assumedthat the tracing au-
thority is trusted (i.e. the authority does not needto obtain a proof that a
certain useris a traitor); the casewherethe authority is not trusted was consid-
eredin [P 96,PS96PW97]. An online approac to tracing, targeting pirate re-
broadcasting(called dynamic traitor tracing) waspresened in [FT99]. A method
of discouragingusersfrom sharing their decryption keyswith other parties, called
self-enforcemety was introduced in [DLN96]. A traitor tracing scheme along
the lines of [KD98,BF99] combining self-enforcemen and revocation capabilities
was preserted in [NPOQ]. Further combinatorial constructions of traitor tracing
schemesin combination with revocation methods were discussedin [GSY99].
Previous work on black-box traitor tracing is as follows: a black-box traitor
tracing schemesuccessfubgainstany resettable! pirate decader was preseried in
[CFN94,CFNPOQ]. In [BF99], a black-box traitor tracing scheme was preserned
against a restricted model called \single-key pirates": the pirate-decader uses
a single key for decryption without any other side computation (note that this
single key could have beena combination of many traitors' keys). In the same
paper, a weaker form of black-box traitor tracing was preseried: \black-box con-
“rmation.” In this setting the tracer hasa setof suspectsand it wants to con rm
that the traitors that constructed the pirate decaler are indeed included in the
set of suspects. The work in [BF99] preseried a single-query black-box con r-

L A pirate decoder is called resettable if the tracer has a meansof resetting the device
to its initial state for ead trial.
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mation method: using a single query to the pirate decader the tracer solvesthe
problem; multiple queriesmay be usedto increasecon dence. Black-box con r-
mation can be used for generaltracing by trying all possible subsets.However
the resulting traitor tracing algorithm needsexponertial time (unlessthe num-
ber of traitors is a constart). In [P"96], a piracy prevention behavior was noted,
dealingwith the possibility of pirate decadersshutting down whene\er an invalid
ciphertext (used for tracing, perhaps) is detected. In [BF01] a combination of
black-box con rmation and tracing appeared: extending the methods of [BF99]
it was shovn how one can trace within the suspect set (which is assumedto
include all traitors) and recover one of the traitors. In addition, a new mode of
black box tracing was consideredin [BF01] called minimal accesslack box trac-
ing: for any query to the pirate decaler, the tracer doesnot obtain the plaintext
but merely whether the pirate-decoder can decrypt the ciphertext and \play" it
or not (e.g. the caseof a pirate cable-box incorporating a TV-set).

Our Results.

The Model: Our perspective on black-box traitor tracing is as follows: under
normal operation all usersdecrypt the samemessagewe sa that in this case
all usersare colored in the sameway. As we will see,in order to trace a pirate
decder in a black-box manner we have to disrupt this uniformity: color the
usersusing more than one color. A ciphertext that inducessuc a coloring over
the user population, will be called an \in valid" ciphertext. Tracing algorithms
will have to probe with invalid ciphertexts (we assumeour tracing methods
to be aware of this fact). We consider a simple self-protection mecanism that
can be usedby any pirate decader in order to detect tracing: before decrypting,
the pirate decoder computesthe projection of the induced coloring onto the set
of traitor keys (for some systemsthe stored keys can actually be combinations
of traitor keys). If the traitor keysare colored by two colors or more, then the
decoder knows that it is probed by the tracer, and can take actions to protect
itself. Computing the projection of the coloring onto the traitor keysis typically
not a time-consuming operation and can be implemented within any software
or hardware pirate decader: prior to giving output the pirate decader decrypts
the giveninput with all available traitor keys(or combinations thereof) that are
stored in its code. Sincethe decaler is black-box accessiblethe presenceof the
keysinternally, doesnot reduceits evasion power.

Necessar y Combinatorial Condition and Negative Results: By
adding the above simple self-protecting medanism to the capabilities of pirate
decalers together with an appropriate reaction mecanism we presen a condi-
tion that hasto be satis ed by any TTS in order to be able to black-box trace
a pirate decaler that contains ! (log n) traitor keys.Namely, the condition that
most users should be colored in the sameway. If this is not the case,we presen
a strategy that can be followed by a pirate decaler of any type (involving the
previously stated self-protection medanism) that defeatsany black-box tracing
method with high probability, assumingrandomly chosentraitors.

Necessar y Condition and Negative Results for Confirma tion: The
assumption above which underlies our negative result is that the choice of keys
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available to the pirate is randomly distributed over the keys of the user popula-
tion, i.e. the tracer hasno a-priori idea about the identities of the traitors. In the
context of black-box con"rmation the situation is di®erert becauseit is assumed
that the tracer has a set of suspects, that are traitors with higher probability
compared to a user chosen at random. We formalize this setting (di®erertly

from [BFO01]) by assigninga \con dence level" function to the set of suspects
that measuresthe ampli cation of the probability that a useris a traitor given
that he belongsto the suspect set. Using this formalization we show that single-
guery black-box con rmation fails against any pirate-decader, provided that the
decader contains a superlogarithmic number of traitor keys, and the con dence
level of the tracer is below a certain (explicitely de ned) threshold. We note that

the con dence level exhibits a trade-o® with the size of the suspect set, i.e. for

small suspect sets, the con denceof the tracer should be very high in order to be
successfuln black-box con"rmation. An immediate corollary of our result is that

single-queryblack-box con rmation can be successfuhgainst decadersincluding

a superlogarithmic number of traitor keysonly in the casethat the con dence
level of the tracer is so high that the probability that a user is a suspect given
that it is a traitor is arbitrarily closeto 1. Note that in this case,con rmation

becomesquite localized (the tracer knows already that the suspect set contains

all traitors with very high probability; this type of con rmation is covered in

[BFO1]).

Appl ying the Results to Concrete Systems: We continue by conmbin-
ing our negative results with speci ¢ properties of concrete schemeswhich we
analyze. First, we considerthe Boneh-Fanklin scheme [BF99] which possesses
many attractiv e properties (basedon public key, small ciphertext size,determin-
istic tracing). We shaw that the schemeis incapable of black-box traitor tracing
when there are ! (logn) traitors in the self-protecting model, unlessthe scheme
becomedtrivial (i.e. with ciphertexts of sizelinear in the number of users). This
partially (for the ! (log n) traitor case)settlesin the negative the open problem
from [BF99] who asked whether [BF99] traceability can be extendedto the gen-
eral black-box traitor tracing model of [CFN94,CFNPO0Q] (i.e. black-box tracing
of any resettable pirate decaler). Note that this is not an inconsistencywith the
black-box traitor tracing methods of [BF99], sincethey apply tracing against pi-
rate decadersof an explicit construction or againsta constart number of traitors.
Similar negative results hold for the schemeof [KD98]. We note that our negative
results do not apply to the black-box tracing methods of [CFN94,CFNPQOQ] since
their schemeis proved to work against any resettable pirate-decoder by (obvi-
ously not coincidertally) using coloringsthat satisfy the condition we show to be
necessary(most usersare coloredin the sameway). Thus, our work can be seen
asretro tting a designcriterion for the early work of [CFN94] and it provides a
separationwith respectto black-box traceability between[CFN94,CFNPO00] and
[BF99,KD98]. Additionally , we show that black-box conrmation fails for both
[BF99,KD98] againsta superlogarithmic number of traitors unlessthe con dence
level of the tracer is extremely high. Note again that this is not an inconsistency
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with the black-box con rmation result of [BF99] which allows the di®ererily
modeled tracer's con denceto be quite large.

Organization. To state negative results, careful modeling is required. We
de ne Multicast Encryption Schemesand non-bladk-box traitor tracing in sec-
tion 2, whereasin section 3 we formalize the conceptsof black-box tracing and
coloring, and we provide the groundwork for the rest of the paper. In section 4
we prove the necessarycondition for black-box traitor tracing (section 4.1), and
we identify families of TTSs that are incapable for black-box tracing (section
4.2). Black-box con rmation is discussedin section 4.3. The negative results
regarding the black-box traceability of the [BF99] and [KD98] schemesin the
\self-protecting" pirate-decader model, are proven in section 5.1 and section 5.2
respectively.

2 Multicast Encryption Schemes
Any traitor tracing schemeis basedon a Multicast Encryption Scheme (MES)

the set of users.Let fG,, gw2in be somea family of sets of elemens of length
w (e.g. G, = f0;1g"). For a certain w, we x the following sets:the message
spaceM p Gy; the ciphertext-spaceC p Q; the user key-spaceD p GJ; v;u
expressthe dimension of ciphertext spaceand user key spacerespectively over
the messagespace.Without loss of generality we will assumethat u - vi.e.a
user key does not have to be \longer" than a ciphertext (this is justi ed by all
concrete MESs in the literature). Note that in a concrete MES M ; C;D may be
of slightly di®erert structure e.g.in the [BF99]-shemeM p Gq, Cp Gy but
DuZy 1 (seesection 5.1), but these di®erencesare of minor importance here.
A function ¥{n) will be called negligible if ¥{n) < ni ¢ for all ¢, for sutciently
large n. For brevity we make the assumptionthat 1% is polynomially related to
n. A Multicast Encryption Scheme (MES) is a triple (G;E;D) of probabilistic
polynomial time algorithms with the following properties:

+ Key Generation. On input 1% and n, G producesa pair (e;K) with
KuD,jKj=n.

+ Encryption. cA E(1¥;m;e); m2 M, e:(e;K) A G(1%;n), (c2 O.

+ Decryption. For any m 2 M ;(e;K) A G(1%;n), if c A E(1¥;m;e),
then the probabilities Prob [m°6 m : m°A D(1%;d;c)] and Prob [m°6
m%: mC A D(1¥;c;d);m° A D(1¥;c;d9] are negligible, for any keys
d;d°2 K. The rst probability statesthat incorrect decryption evert is
negligible whereasthe secondprobability statesthat all userkeysdecrypt
the sameword but with negligible error.

Note that the above scheme can be either public or secretkey. It is easyto
adapt the standard notions of semaric security or chosen-ciphertextsecurity for
MESs.

Let F be the set of functions of (IN'! IN) sit. f 2 F if and only if f is
non-decreasingand constructible (i.e., there is an algorithm M s.t. on input n,
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M outputs the string 0'("). Moreover, for any f;g 2 F it holds that either
(@) 9ng 8n, ng (f(n) = g(n)) (b) 9o 8n , no (f(n) > g(n)) (c) 9o 8n ,
no (f (n) < g(n)) (i.e. it is possibleto de ne a total order over F). Sincewe are
interested only in functions lessthan n, we assumethat 8f 2 F it holds that
8n(f (n) - n). Tofacilitate traitor tracing, someadditional security requiremerts
have to be imposed.

Non-T rivialit y of Decryption. For any probabilistic polynomial time al-
gorithm A the following probability is negligible for almost all messageam:
Prob[m = m°: m®A A(1%;c);c A E(1%:m;e)]. This property ensuresthat
there are no \shortcuts" in the decryption process.Namely, decryption with-
out accessto a key amourts to reversing a one-way function, thus for e®ective
decryption one needssomeor a combination of the designateduser keys.
Key-User corresp ondence. It should be guaranteed that ead user does not
divulge its own key; more generally that a user is responsible when its key
is being used for decryption. This should apply to collusions of usersas well.
More speci cally, givent 2 F, there should be no probabilistic polynomial-time
algorithm working with non-negligible succesgrobability that given the keys of

Non-Am biguit y of Collusions. The userkeysare drawn from a key-spaceD,
de ned for eadh encryption key €; i.e. De 4 G cortains all d that can be used
to invert e. Obviously D T K, if (e;K) A G(1";n). Then, the following holds:
Givent 2 F; let A; B be probabilistic polynomial algorithms. Given Ty; T, two
disjoint subsetsof K, of cardinality lessor equalto t(n). Let I 1;1, be all private
and public information available to T1; T, correspondingly. Then the following
probability is negligible Prob [d = d°~ (d 2 De) : d A A(Ty;11;1%);d° A
B(Tz2;12;1%)).

Non-ambiguity of collusions requires that two disjoint sets of users cannot
generate the same decryption key. It is an essetial property of any traitor-
tracing scheme, sinceif it fails it is immediately possibleto generateinstances
where tracing is impossibledue to ambiguity.

De nition 1. Traitor Tracing Scheme (non-blac k-b ox). Givent;f;v2 F,
a MES satisfying non-triviality of decryption, key-usercorrespndene for t(n),
non-ambiguity of collusions for t(n) and, in addition, haswv(n) ciphertext size,
is called a ht(n);f (n); v(n)i-Traitor Tracing Scheme(TTS) if there exists a
prokabilistic polynomial time algorithm B (tracing algorithm) s.t. for any set
Tu K, (,K) A G(1¥;n), with jTj - t(n) and any prokabilistic polynomial
time algorithm A that given T and all public information outputs d 2 De, it
holdsthat: Prob [¢,2 T : ¢ A B(d;K;1%);d A A(T;1V)], 1=f(n).

Becauseof key-user correspondence, the recovery of ¢ is equivalent to ex-
posing a traitor. Note that in the non-bladk-box setting it is assumedthat the
decdder is \op en" and becauseof the non-trivialit y of decryption a decryption
key is available to the tracer. Black-Box Traitor Tracing Schemeswherethe trac-
ing algorithm doesnot have accesgo keys(but only black box accesgo devices)
are discussedin the next section.
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3 Black-Box Traitor Tracing : Preliminaries

3.1 Colorings

Consider an MES with given w;(e;K). A coloring of the user population is
a partition [;C; of U. Let s 2 G, (an elemeri from the extended ciphertext
space)induces a coloring over U as follows: De ne a relation over K: d = d°
i® D(1¥;d;s) = D(1¥;d%s). Note that if D is deterministic then this is an
equivalencerelation. The coloring can be de ned asthe set of all the equivalence
classesof “ . If D is probabilistic (with negligible error) wedene~ asd” d%i®
Prob [D(1%;d;s) 8 D(1%;d%s)] is negligible.

If cA E(1%;m;e) for somem 2 M (i.e., cisa\real or valid ciphertext") then
it holds that for all d;d°2 K, D(1";d;c) = D(1¥;d%c) (with high probability
if D is probabilistic), therefore there is only one equivalenceclassinduced by c,
i.e. all usersare colored by the samecolor (we call such a coloring trivial ). Let
X1 be the subsetof @, s.t. 8s 2 X3, s inducesa trivial coloring (with negligible
error). Obviously the valid ciphertexts constitute a subsetof X;.

We say that an MES can induce a coloring [ ;C; if there is an algorithm
that producesa string s s.t. the string s inducesthe coloring [ ;C; over the user
population. Note that a decryption algorithm of somesort may not necessarily
return one of the \color labels" i.e. the elemers of the setfD(1%;d;s)jd2 Kg
(this can happen if the decryption algorithm operates with some\comp ound"
decryption key { that has been derived from combining more than one of the
users'keys).

3.2 Black-Bo x Traitor Tracing Schemes

The black-box tracing algorithm R and the pirate decader algorithm B are
probabilistic polynomial-time Turing machineswith communication and output
tapes.B incorporatesa correct decaling algorithm: i.e. givenavalid ciphertext it
decryptsit, by running the decryption algorithm D with somekey d that inverts
e (note that dis not necessarilyone of the userkeys,but it is an elemen of D¢ by
the non-trivialit y of decryption property; also note that d may changefrom one
decryption to the next). In the terminology of the previous section this means
that if all traitor keysare coloredin the sameway the pirate decader is bound to
decrypt properly. If B, on the other hand, nds that somethingis wrong with the
encryption it may take measuresto protect itself, e.g.it may return a random
word. The set of userkeysthat are employed in the construction of B is denoted
by T (due to key-usercorrespondencethe set T canbe alsode ned to be the set
of traitor users). The tracing algorithm R is allowed oracle accesgo B, hamely,
R can adaptively generateinput strings s (queries) for B and B, in response,
will return a value (which is a correct decryption if s is a valid ciphertext).
From now on we will usethe following notation: [ :‘:(Q)Ci” denotesa coloring
induced over the user population by somes of Gj;; ¢ (n) will denote the cardi-

this in mind we will use standard asymptotic notation to expressthe relation
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of these functions to n, e.g. k(n) = £(n) meansthat the number of colors is
linear in n etc. We make the assumption that the functions k(n); c;(n) that are
related to colorings produced by R are always in F. Note that occasionally we
may suppress\( n)" and write k instead of k(n) etc.

De nition 2. For t;f 2 F, we say that a polynomial-time (in n) prokabilistic
algorithm R is a ht(n);f (n)i-tracer if for any set of traitors T p U s.t. |Tj -
t(n) and for any polynomial-time pirate-decoder algorithm B that was created
using the keysof T, R given all user keys, outputs a user with non-negligible
prokability in n, whois in the traitor setwith probability at least 1=f (n).

In this paper we considertracers R which are non-ambiguous,i.e., whenthey
probe the decader they know that their queriesare valid ciphertexts or invalid
ones.

We will refer to the function f asthe uncertainty of the tracer. Obviously
obtaining a tracer with £ (n) uncertainty for any MES is very simple: merely
output any user at random achievesthat. The other extreme is a tracer with
uncertainty £ (1) (ideally uncertainty=1), that no matter how large is the user
population it returns a traitor with constart probability of success.

Remark 3. Consider the tracing approac of accusingany user at random. As
stated above this haslinear uncertainty and is obviously not usefulin any setting.
Supposenow that we have a lower bound on the number of traitors ! (tqn)); the
uncertainty of this tracing approac becomesn=tqn) which can be sublinear if
t%n) is not a constart. Neverthelessbecausewe would like to rule it out as a
way of tracing we say that the uncertainty is still linear | and therefore not
acceptable (but it is linear in n°®= n=tqn) instead of n); abusing the notation
we may cortinue to write that the uncertainty in this caseis £ (n)).

De nition 4. For somet; f;v 2 F, ah(n);f (n);v(n)i-Black-Box Traitor Trac-
ing Scheme(BBTTS), is an MES that (1) satis es key-usercorrespndene and
non-ambiguity of collusions for t(n), (2) satis es non-triviality of decryption,
(3) it hasv(n)w ciphertext size, and (4) there is an h(n);f (n)i-tracer so that
all colorings usal by the tracer can be induced by the MES.

We say that an MES is incapable of Black-Box Tracing collusions of sizet(n)
if any polynomial-time tracer R haslinear uncertainty (i.e., it is a ht(n); £ (n)i-
tracer).

The proof technique for establishing the fact that a BBTTS is incapable of
black-box traitor tracing is the following: for any tracer R that can be de ned
in the BBTTS there is another algorithm R®that operateswithout oracle access
to B sothat the outputs of R and R° are essetially identical (i.e. they can be
di®erert in at most a negligible fraction of all inputs). More speci cally the oracle
B can be simulated without knowing any information pertaining to B. In suc
a casewe will state that the tracer essetially operateswithout interacting with
the decader and as a result it will be immediate that it has linear uncertainty
(similar to the fact that any algorithm trying to guessa result of a coin °ip
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without interacting with any agerts which know the result of the coin cannot
have probability greater than 1/2). A preliminary result on tracing follows; we
show that strings that induce the trivial coloring over the user population are
uselesdor tracing:

Prop osition 5. Queries which are elementsof X; do not help in reducing the
uncertainty of a tracer.

Proof. If the R algorithm usesan elemen of X; for querying the pirate decader
then, the pirate decader decrypts normally. This answer can be simulated by
any decryption box. In particular, since the tracer is non-ambiguous it knows
that it can generatethe answer itself using any of the user keys (since it knows
all user keys). u

We will assumethat the number of traitors in any pirate decader is sublinear
in n, and asit is customary, we will give to the tracer the advantage of knowing
a (sublinear) upper bound on the number of traitors. Additionally we would
like to point out that our negative results on traitor tracing are not basedon
history-recording capabilities of the pirate decader (i.e. B as an oracle does not
have accessto the previously asked queries). As a result the tracer is allowed
to resetthe decaler in its initial state after ead query. In addition, our results
apply even when the tracer has accessto the randomnessused by the pirate
decdder.

4 Necessary Conditions for Black-Bo x Traitor Tracing

4.1 Com binatorial Condition

In this section we establish the fact that if the number of traitor keysis su-
perlogarithmic in the user population size, it is not possibleto trace without
the decaler noticing it, unlessqueries of a speci ¢ type are used. We denote
by [ :‘:(f)Ci“ # T the projection of a coloring onto the traitor keys. Any pirate
decader can easily compute [ C!" # T; this is done by merely applying the de-
cryption algorithm with ead traitor key onto the given elemen s. Since this
is a straightforward processwe assumethat any pirate decader implemerts it.
Obviously, if [ C" # T contains more than one color then the decader \under-
stands" it is being traced. In somesystems,rather than projecting on individual
traitor keys, one can project on combinations thereof (and thus reduce storage
and computation requiremerts).

Theorem 6. Supmsethat a pirate decoder containing t(n) = ! (logn) traitor
keys,randomly distributed over all user keys,is givena querys 2 G}, that induces
a non-trivial coloring [ :‘:(?)Ci“ over the user population. Supmsefurther, that the
coloring has the property : (9i ¢i(n) = nj o(n)). Then, the prokability that the
pirate decoder does not detect it is being queried by the tracer is negligible in n.
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Proof. (recall that jC”' = ¢(n) fori = 1;:::;k; ci(n) + :::+ c(n) = n) Since
t(n) and ¢i(n) fori = 1;:::;k are elemens of F, without loss of generality we
assumethat ¢(n) , t(n) for alli = 1;:::;" with - k, for sutciently large n.
Obviously if * = 0 the decaler detectsit is being traced.

Recallthat we occasionallywrite t instead of t(n) and ¢; instead of ¢;(n). The
total r&ymber of ways the pirate keysmay be distributed over the userpopulation

are ! . Similarly, the num(?er of ways in which the decader cannot detect that it
is belng tracedis _; ! p The probability that the decader cannot detect that
it is beingtraced is P := —ist () - (cl)”(n)“c )t ‘where(m)y = ml=(mj V).
For sutciently large n there WI|| beam2fl;:::;°gs.t cn(n), c(n) for all
i=1;::::k.

The probability P is then; (it zit(e)e - (em)e . Dm)t Therefore we only

n)t n) n)t

needto shaw that (cy(n))¢=(n); is( n)egligible irg r)l We c(o%sidertwo sub-cases:
() There exists a real number ® > 1 such that n , ®cy(n) for sutciently
large n. Then, (cn)i=(n); -+ (Cm)t=(®cy);. It holds that ®°Cmm—'l'| - & for any
i= 0 ;ti 1, (recall that ¢y, , t). Then (cyn)i=(n); - 1=® which obviously
is negI|g|bIe since® > 1 andt = ! (logn): in details, 1=& < 1=nd for any
constart d and suzciently large n; equivalertly n¢ < ®& or @9 " < @& or
t := t(n) > dlogg n, which is true sincet(n) = ! (logn).

(i) Thereis no ® > 1 with n , ®cy(n). Sincecy(n) - n though, there has
to be a function f(n) 2 F s.t. cn(n) = nj f(n). If f(n) = £(n) thereis a
0< ™ - 1stf(n), "n. The case = 1is not possiblesince we deal with
elemertis which induce coloring and ¢, = 0 is impossible.In the case” < 1 we
havethat nj f(n) - nj norequivalertly n, 1= j 1)¢cy,(n) therefore we
are in case(i) sincel=(" j 1) > 1 (i.e. ®:= 1=( j 1)). Finally if f (n) = o(n)
we fall into the caseexcludedby the theorem. t

The Theorem assertsthat a decader detects that it is being queried unless
most usersare colored in the sameway. Namely, the negation of the Theorem's
condition : (9i ¢(n) = nj o(n)) is that there is an i s.t. almost all usersare
colored in the sameway (ci(n) = nj o(n)). By \almost all" we mean that
¢G(n)=n! 1whenn! 1.

4.2 Negativ e Results

In this sectionwe discusshow a pirate decader can take advantage of Theorem 6
in order to protect itself. Speci cally we shaw that there is a deterministic self-
protecting strategy for any pirate decader: whenthe pirate decoder detects tracing
it returns \0" (a predetermined output). This strategy is successfufor decaders
containing enough traitor keys. The next Theorem assertsthat any BBTTS
whoseunderlying MES can only produce ciphertexts that are either valid or do
not color most usersin the sameway (as discussedin the previous section) has
£ (n) uncertainty for any pirate decader that incorporatest(n) = ! (logn) traitor
keys.
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Theorem 7. Given an h(n);f (n);v(n)i-BBTTS s.t. the underlying MES can
only induce colorings [ ikz(PCi" with the property (k(n) = 1) _: (9 ¢(n) = nj

o(n)) then it holdsthat if t(n) = ! (logn) then f (n) = £ (n).

Proof. Assumethat the decader employs t(n) traitor keys. The algorithm fol-
lowed by the decader is the following: before decrypting, it computes[ C" #T .
If all traitor keysare coloredin the sameway, it decrypts using any key. If there
is more than one color the decaler returns \0".

The coloring conditions on the MES assureghat an invalid ciphertext will be
detected by the pirate decader basedon Theorem 6. Consequetly the decader
on an invalid ciphertext will return \0" with overwhelming probability. On the
other hand, any elemen in X; will be properly decrypted. Since the tracer is
non-ambiguous, the oracle can be simulated with overwhelming probability. So
the tracer essetially operateswithout interacting with the decader. By remark
3 the uncertainty of the schemeis £ (n). t

The pirate decaler strategy usedin the proof above can be defeatedby a
tracer that is able to producecoloringss.t. nj o(n) usersare coloredin the same
way. This is achieved in the MES of [CFNPO0O], and a black-box traitor tracing
method which usessuc coloringsis preseried there.

4.3 Negativ e Results for Blac k-Bo x Con rmation

Black-Box Con rmation is an alternative form of revealing some information
about the keyshidden in the pirate decaler. Supposethat the tracer has some
information that traitors areincluded in a setof suspectsS and wants to con rm
this. The fact that the tracer hassomeinformation about the traitor keysmeans
that they are not randomly distributed over all users'keysand therefore Theorem
6 is not applicable (in fact, biasing the distribution of a potential adversary is,
at times, a way to model suspicion). Under such modeling, we can shaw a strong
negative result for single-queryblack-box con rmation, i.e. when a single query
is sert to the pirate-decader that inducesthe same color on the suspects and
di®erent color(s) on other users. If the pirate decaler returns the color label
assaiated to the suspect set then the suspicionis con rmed (note that this is
exactly the black-box con rmation method usedin [BF99]).

The changeof the distribution of the traitor keyscan be modeled as follows:
the probability Prob [i 2 Tji 2 S] = ®&n)Prob [i 2 T] where ®&n) > 1 for
suzciently large n; note that when the tracer has no information it holds that
®(n) = 1. Let us x t the sizeof the traitor set. We will denotethe distribution
of t-sets of potential traitor keysby Ds.e, and refer to ®n) as the advantage
of the tracer. For example, for t = 1 the probability of all T inside S is ®=n,
whereasthe probability of all other T's is ﬁ'n.®—§) As usual, we allow the tracer
to know an upper bound on the number of traitors' keysand thereforeSj , jT]j.

Lemma 8. Let S be a set of userssuchthat s(n) := jSj and an ®&n) 2 F such
that s(n)®) - cn for somec 2 (0;1). Supmsethat a pirate decoder employing
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t(n) = ! (logn) traitor keys, distributed according to Ds., iS given a query
that induces the following coloring over the user population: the usersin S are
colored in the sameway and the remaining usersin di®erent color(s). Then, the
probkability that the traitor setis included in the suspect setis negligible in n.

Proof. For simplicity we write s;® instead of s(n); ®n) respectively. We show
that the probability Prob [T p S], when T is distributed accordingto Dse, iS
negligible.

It is easyto seethat Prob [T] = @- A (when T is, d&stnl:&uted according
to Dse and T p S), and asa result Prob [T p S] = & 5 Th fa t that

s®- cnimplies ®ff'|') cforanyi > 0;asaresultit holdsthat @'s : t < c.

Since0< c< landt = ! (log n) the probability is negligible. t

Theorem 9. Single-Query Black-Box Con rmation with a susgct set S and
con dence ®n) is not possibleagainst any pirate-decoder which contains t(n) =
! (log n) traitor keys, provided that jSj®n) - cn for someconstant ¢ 2 (0;1).

Proof. Supposethat the pirate decader returns \0" when it detects an invalid
ciphertext. Then, by lemma 8 with overwhelming probability not all the traitors
are in the suspect set, thus the pirate decader will return the color label of the
suspect set with negligible probability in n. As a result single-query black-box
con rmation will fail. tl

Note the trade-o® betweenthe sizeof S and the advantage ®n). How large
should be the advantage of the tracer sothat single-queryblack-box con rmation
is possible?it should hold that ®&n)jSj = nj o(n). In this caseit holds that
Prob[i 2 Sji2 T]=Prob[(i 2 S)~ (i 2 T)]=Prob [i 2 T] = ®&n)Prob [(i 2
S)MN(i2T)]=Prob [i 2 Tji 2 S]= ®&n)Prob [i 2 S]! 1,whenn! 1 (under
the condition that ®&n)jSj = nj o(n)). This, together with the above Theorem
imply:

Corollary 10. Single-query Black-box con rmation is impossible against any
pirate decoder that includes t(n) = ! (logn) traitor keys, unlessthe probability
that a user is a suspect given that it is a traitor is arbitrarily closeto 1.

Someremarks should be placed herein: (1) Prob [i 2 Sji 2 T] is arbitrarily
closeto 1, meansthat the con dencelevel of the tracer is sohigh that it \forces"
T to be a subsetof S (for more discussionon con rmation in this caseand the
relation to the black-box con rmation results of [BF01] seesubsection5.1). (2)
We do not rule-out black-box con rmation with smaller con dence levels in
di®erert modelsor by multiple-queries that do not directly color the suspect set
in a single color and the remaining usersdi®erenly .

5 From Necessary Conditions to Concrete Systems

In this section, we apply our generic hecessarycondition results to concrete
systems.We actually analyze speci ¢ properties of the schemesof [BF99,KD98];
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thesepropertiesin combination with the genericresultsrevealinherent black-box

tracing limitations of these schemesin the self-protecting model. This demon-
strates that thesesdhemesare, in fact, sensitive to the self-protection property of
our model and the number of traitors. This shavsthe power of the self-protecting
pirate model, sincein more restricted pirate models (restricting the power of the

pirate decaler or the number of traitors) tracing was shavn possible, whereas
we get negative results for the more general model de ned here. We note that

below we will assumethat self-protection involves decryption with traitor keys.
Howewer, achieving self-protection using a linear conmbination of traitor keysis
possibleas well; in which casethe actual traitor keysare not necessarilystored
and the storageaswell asthe computation of the pirate can be reduced.

Our results canbe seenasa separationof the schemesof [BF99,KD98] and the
schemeof [CFN94,CFNPOQ] with respect to black-box traceability. In the latter
stheme our self-protection method fails to evade tracing, since the ciphertext
messagesnduce colorings which fall into the exception caseof Theorem 6 and
the tracing method, in fact, employs such ciphertexts.

5.1 The [BF99]-sc heme

Description. We presert the basic idea of the Boneh and Franklin sdheme
[BF99]. All base operations are done in a multiplicativ e group Gq in which
“nding discrete logsis presumedhard, whereasexponert operations are donein
Z4. Vectors (denoted in bold face) arein Zg and a ¢b denotesthe inner product
ofa and b. Givenasetj :=f°1;:::;°ngwhere®; is a vector of length v, and

that 8i r ¢d; = c, wheren is the number of users(i.e. we selecty; := c<r ¢°;)).
The vector °; is selectedasthe i-th row of an (n£ v)-matrix B wherethe columns
of B form a basefor the null spaceof A, whereA isan (nj v) £ n matrix where
the i-th row of A isthe vector i'; 2';::::nli,i=0;:::;nj vi 1.

tion of the resulting points, and then M is recoverable by division (cf. EIGamal
encryption). In [BF99] a tracing algorithm is preseried showing that the scheme
described above is a ht(n); 1;2t(n)i-TTS. It is also shown that their schemeis
black-box against pirate decaders of speci ¢ implementations (\single-key pi-
rate", \arbitrary pirates”). We next investigate further black-box capabilities of
the [BF99]-scheme.

Negativ e Results. Supposethat we want to induce a coloring [ :‘:(?)Ci” in the

decrypts as follows: C=¢f X1 (di)1* =+ rvxv(di)v  Thys, we can color useri by the
color label C=¢g" ¢ (the value of the decryption by the user) provided that we
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that z = ar for somea?2 Z, (and asaresult x; = ::: = xy = a).

Next we present a property of the Boneh-Fanklin scheme, shawing that an
invalid ciphertext (namely, a ciphertext which induces more than one color),
cannot color too many usersby the samecolor.

Theorem 11. In the [BF99]-MES, given a (possibly invalid) ciphertext that
induces a coloring over the user population so that v users are lakelled by the
samecolor then all usersare lakelled by the same color.

Proof. Supposethat the ciphertext hC;g'+*t;:::;g"v*vi colors useri by label
C=g"¢ to useri, and that v usersare colored by the samelabel. Let c? := r ¢,

independert (sincein this casesystem 1 is of full rank, and as a result it has
a unique solution). Sincez = ar it follows that x; = ::: = Xy = a, i.e. the
ciphertext hC; g'+*+;:::;g"v*vi is valid.

are linearly independert. Suppose,for the sake of contradiction, that °q;:::;°y
arelinearly dependert. Recallthat °; isthe i-th row of a(n£ v)j matrix B where
the columns of B constitute a baseof the null spaceof the (nj v) £ n-matrix
A. Let us construct another baseas follows: the null spaceof A cortains all n-

and solve the system Ax"™ = 0 (the systemis solvable sinceif we exclude any
v columns of A the matrix becomesthe transposeof a Vandermondematrix of
sizen j v; due to this fact the choice of the \'rst" v ° vectorsis without loss
of generality). Solving the system like this will generatea baseB? for the null
spaceof A sothat the st v rows of B? cortain the identity matrix of sizev.
But then it is easyto seethat there are vectorsin the span of B that do not

independert. The sameargumert holds for any other v vectorsof j . t

By theorem 7 we know that almost all users(n j o(n)) should be colored
in the sameway in order for the pirate-decader to be unable to detect tracing.
However, by the previous Theoremit holdsthat at mostvj 1 userscanbe colored
in the sameway (otherwise the coloring becomestrivial which meansthat the
ciphertext doesnot constitute a query which helpsin tracing by Proposition 5).
As aresult it should hold that v = nj o(n); note that in this casev=n! 1 if
n! 1 .As aresult we obtain the following corollary:
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Corollary 12. Let ht(n);f (n);v(n)i-BBTTS be a schemebased on the [BF99]-
MES. If t(n) = ! (logn) then it holds that either f (n) = £(n) or that v(n) =
ni o(n).

Essentially this means that the [BF99]-schemeis incapable of black-lox trac-
ing superlogarithmic self-protecting traitor collusions unlessthe ciphertext size
is linear in the number of users.

Regarding single-query black-box con rmation (introduced in [BF99]) we
showvedthat whensuspicionis modeledasbiasingthe uniform distribution, where
suspects are distinguished by increasing the probabilistic con dence in them
being traitors, then as a result of section4.3 it holds that:

Corollary 13. In the [BF99]-scheme, Single-query Black-tox con rmation is
impossibleagainst a pirate decoder which includest(n) = ! (logn) traitor keys,
unlessthe probability that a user is a suspect given that it is a traitor, is arbi-
trarily closeto 1.

Note: in [BFO1], a more sophisticated combination of black-box con rmation
with traitor tracing is presened. The schemeis a single-queryblack-box con'r-
mation in principle, but multiple queriesthat induce di®erer colorings within
the suspect set are employed, until a traitor is pinned down. Our negative re-
sults for black-box con rmation (in the self-protecting model variant) apply to
this setting aswell. The argumerts in [BFO1] are plausible in the \arbitrary pi-
rates” model (including self-protecting one). For the method to work, however,
they assume\compactness" (called con rmation requiremert), namely that it
is given that all traitors are within the suspect list. Our results point out that
without this compactnessrelying solely on likelihood (modeled as probabilit y),
successfulcon rmation is unlikely unlessthere is a very high con dence level
(which will enforcethe \compactnesscondition" almost always). Our results do
not dispute black-box con rmation under compactnessbut rather point to the
fact that obtaining (namely, biasing a uniform distribution to get) a \tigh t"
suspect set S which satis es compactnessat the sametime can be hard.

5.2 The [KD98 ]-scheme

Description. The sceme of Kurosawa and Desmedt is de ned as follows: a
random secret polynomial f (x) = ag + a;x + :::a,x" is chosenand the values
g?;:::; g are publicized (the public key of the system). Useri is givenf (i) as
its secretkey. A messages is encrypted asfollows: hg"; sg'20; g"3:;:: s g i, were
r is chosenat random. Useri decrypts asfollows: sgraeg'a:i:::g rayi —g”(') =s.
It is more corveniert to think of the secret key of useri as i (i);ii where
i == hL;i;i%;:::;iVi. In [KD98] it was proventhat their schemesatis es key-user
corresmndencefor collusionsof up to v usersprovided the discrete-logproblem
is hard. However non-ambiguity of collusionswas overlooked, something pointed
out in [SW984 and in [BF99].

The problem arises from the fact thap, the set of pos,§|ble keys used also

includeslinear combinations of userkeys:h fn =1 ®nf(im); =1 ®mimi where
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®n 2 Zg with :n 1 ®&y = 1andiy;:::;ip 2 f1;:::;,ng. This tuple can also be
usedfor decryption since:given hy';sg'2°; gral':::'gfaw one may compute

t
m =

sg g L ®n(im) g - ®n (im)v =g L @Onflim) = o
To achieve non-ambiguity of collusions we would like to shawv that given any
two subsetsof psersiy;:::;i; andjq;:::;j¢ it should hold that f tm —1 ®nim
®p;:: @\ f :n =1 ®njm j® i ®yg= ;. Somethingthat canbetrue only
if v, 2t i.e. v should be twice the S|zeof the blggesttraltor collusion allowed. In
the light of this, it is not known if it is possibleto trace traitors in this scheme
(evenin the non-bladk-box setting). The only known approad is the brute-force
\black-box con rmation" for all possible traitor subsetssuggestedin [BF99]
that needsexponertial time (unlessthe number of traitors is assumedto be a
constant). Despite this shortcoming the [KD98]-schemeis a very elegan public-
key MES that inspired further work as seenin the schemesof [BF99,NPOQ]. In
the rest of the section we show that the [KD98]-scheme has similar black-box
traitor tracing limitations asthe [BF99]-scheme.

Negativ e Results. Suppose we want to induce the coloring [ K, C" in the
[KD98]-MES. leena(possmlymvaﬁsd) ciphertext hg'; sg*°§; gxlal':::'ngaw

user i applies I (i);ii to obtain sg 1= @O = gq o CINAM g4

we can color eat user by a color-label sg%, if we nd az st z¢i =g for all
=100 ;N; given such a z we can compute the appropriate Xo;:::; X, values
to useln the ciphertext asfollows: x; = zj(g)i *+ r forj = 0;:::;v. The setof
all valid ciphertexts correspondsto the choicez = 0 (and in thls caseit follows
that xo = ::: = X;), neverthelessthe choice of z = ha;0;:::;0i also colors all
usersin the sameway although in this casethe decryption yields sg? (instead
of s).

Next we preser a property of the Kurosawa-Desmedtscheme, shaving that
aninvalid ciphertext (which inducesmore than onecolor), cannot color too many
usershy the samecolor.

Theorem 14. In the [KD98]-MES, given a (possibly invalid) ciphertext that
induces a coloring over the user population sothat v+ 1 usersare lakelled by the
same color then all usersare lakelled by the same color.

Proof. Supposethat the ciphertext hg"; sg¥c@o; g*1a1;:::; g*vai inducesa color-
label sg“ on useri sothat v + 1 usersare colored in the sameway. Without
loss of generality we assumethat ¢; = ::: = c+1. Dene z := (xj | r)a for
] =0 ;v. It followsthat i @&z = ¢ fori = 1;:::;n. Seenasa linear systemwith
z asthe unknown vector the equationsi ¢z = c. fori = 1;:::;n suggestthat z
corresponds to the coexcients of a polynomlal p(x) = zp+ zlx + :::zyxY sudc

that p(i) = ¢ fori = 1;:::;n. Becausep(l) = = p(v+ 1) and the degreeof p
is at most v it follows |mmed|ately that p has to be a constart polynomial, i.e.
z = hg;0;:::;0i with a= p(1) = ::: = p(v+ 1). (Any v+ 1 equalvalue points on

the polynomial will imply the above, which justi es the arbitrary choiceof users).
If follows immediately that useri receivesthe color label sg® = sg ® = sg? and
asa result all usersare labeled by the samecolor. t
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With similar arguments asin section 5.1 we conclude:

Corollary 15. Let ht(n);f (n);v(n)i-BBTTS be a schemehasal on the [KD98]-
MES. If t(n) = ! (logn) then it holds that either f (n) = £(n) or that v(n) =
ni o(n).

Essentially this means that the [KD98]-schemeis incapable of black-tox trac-
ing superlogarithmic self-protecting traitor collusions unlessthe ciphertext size
is linear in the number of users.

Corollary 16. In the [KD98]-scheme, Single-query Black-lbox con rmation is
impossibleagainst a pirate decoder which includest(n) = ! (logn) traitor keys,
unlessthe prokability that a useris a suspect given that it is a traitor, is arbi-
trarily closeto 1.
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