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Abstract. We deal with the problem of a certer sending a message
to a group of users such that some subset of the usersis considered
revoked and should not be able to obtain the content of the message.
We concertrate on the stateless receiver case, where the users do not

(necessarily) update their state from sessionto session.We presert a
framework called the Subset-Coverframework, which abstracts a variety

of revocation schemesincluding some previously known ones. We pro-

vide sutcient conditions that guarantees the security of a revocation

algorithm in this class.

We describe two explicit Subset-Cover revocation algorithms; these algo-
rithms are very °exible and work for any number of revoked users. The

schemesrequire storage at the receiver of logN and % log> N keysrespec-
tively (N is the total number of users), and in order to revoke r usersthe

required messagelengths are of r logN and 2r keysrespectively. We also
provide a generaltraitor tracing mechanism that can be integrated with

any Subset-Cover revocation scheme that satis es a \bifurcation prop-

erty". This mecdhanism does not need an a priori bound on the number
of traitors and does not expand the messagelength by much compared
to the revocation of the sameset of traitors.

The main improvemerts of these methods over previously suggested
methods, when adopted to the stateless scenario, are: (1) reducing the

messagedength to O(r) regardlessof the coalition size while maintaining

a single decryption at the user's end (2) provide a seamlessntegration

betweenthe revocation and tracing sothat the tracing mechanisms does
not require any changeto the revocation algorithm.

Keyw ords: BroadcastEncryption, Revocation scheme, Tracing scheme,Copy-
right Protection.
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1 Intro duction

The problem of a Center transmitting data to a large group of receivers so
that only a prede ned subsetis able to decrypt the data is at the heart of a
growing number of applications. Among them are pay-TV applications, multicast
communication, securedistribution of copyright-protected material (e.g. music)
and audio streaming. The area of BroadcastEncryption deals with methods to
exciently broadcastinformation to a dynamically changing group of userswho
are allowedto receiwe the data. It is often conveniert to think of it asa Revaation
Scheme which addresseshe casewhere somesubsetof the usersare excluded
from receiving the information. In suc scenariosit is also desirableto have a
Tracing Mechanism,which enablesthe ezxcient tracing of leakage, speci cally,
the sourceof keysusedby illegal devices,such as pirate decaders or clones.

One special caseis when the receiwvers are statelessIn such a scenario,a (le-
gitimate) receiwver is not capable of recording the past history of transmissions
and changeits state accordingly. Instead, its operation must be basedon the
current transmission and its initial con guration. Statelessreceivers are impor-
tant for the casewhere the receiwer is a device that is not constartly on-line,
such asa mediaplayer (e.g.a CD or DVD player wherethe \transmission" is the
current disc), a satellite receiver (GPS) and perhapsin multicast applications.
The statelessscenariois particularly relevant to the application of Copyright
Protection.

This paper intro ducesvery e+cient revocation schemeswhich are especially
suitable for statelessreceivers. Our approad is quite general.We de ne a frame-
work of such algorithms, called Subset-Coverlgaithms, and provide a suzcient
condition for an algorithm in this family to be secure.We suggesttwo particular
constructions of schemesin this family; the performance of the secondmethod
is substartially better than any previously known algorithm for this problem
(see Section 1.1). We also provide a general property ("bifurcation) of revoca-
tion algorithms in our framework that allows excient tracing methods, without
modifying the underlying revocation scheme.

Notation: Let N bethe total number of usersin the systemlet r be the sizeof
the revoked set R.

1.1 Related Work

Broadast Encryption. The areaof BroadcastEncryptionwas rst formally stud-
ied (and coined) by Fiat and Naor in [12] and hasreceived much attention since
then. To the bestof our knowledgethe scenarioof statelessreceivershasnot been
consideredexplicitly in the past in a sciertic paper. In principle any scheme
that works for the connectedmode, where receivers can remenber past commu-
nication, may be corverted to a schemefor statelessreceivers (such a corversion
may require to include with any transmission the entire “history' of revocation
evernts). Hence, when discussingpreviously proposed schemeswe will consider
their performanceas adapted to the statelessreceiver scenario.



A parameter that was often consideredis t, the upper bound on the size of
the coalition an adversary can assenble. The algorithms in this paper do not
require such a bound and we can think of t = r; on the other hand someprevi-
ously proposedscemesdepend on t but are independert of r. The Broadcast
Encryption method of [12] allows the removal of any number of usersaslong as
at most t of them collude; the messageength is O(t log?t), a user must store
a number of keys that is logarithmic in t and is required to perform O(r=t)
decryptions.

The logical-tree-hierarchy (LKH) stheme, suggestedindependertly by Wall-
ner et al. [29] and Wong et al. [30], is designedfor the connected mode for
multicast applications. If usedin the statelessscenarioit requiresto transmit
2r logN, store logN keys at ead user and perform r logN encryptions (these
bounds are somewhatimproved in [5,6,20]). The key assignmen of this scheme
and the key assignmen of our rst method are similar (see Sect. 3.1 for com-
parison).

Luby and Staddon [19] consideredthe information theoretic setting and de-
vised bounds for any revocation algorithms under this setting. Their \Or Pro-
tocol" "ts our Subset-Caver framework; our secondalgorithm (the Subset Dif-
ference method) which is not information theoretic, beats their lower bound
(Theorem 12in [19]). In Garay et al. [16] keys of compromiseddecaders are no
longer used and the schemeis adapted so as to maintain security for the good
users.The method of Kumar et. al. [18] enablesone-time revocation of up to r
userswith messagdengths of O(r logN) and O(r?). CPRM [10] is one of the
methods that explicitly considersthe statelessscenario.

Tracing Mechanisms. Tracing systems,introduced by Chor et al. [8] and later

re ned to the Threshold Traitor model [23], [9], distribute decryption keys to

the usersso as to allow the detection of at least one ‘idertity' of a key that

is used in a pirate box which was constructed using keys of at most t users.
Black-box tracing assumesthat only the outcome of the decaling box can be
examined. The construction of [23] guaranteestracing with high probability; it

required O(t logN ) keysat ead user, a singledecryption operation and message
length is 4t. The public key tracing schemeof Boneh and Franklin [3] provides a
number-theoretic deterministic method for tracing. Note that in all of the above
methods t is an a-priori bound. Another notion, the one of Content Tracing,

attempts to detect illegal userswho redistribute the cortent after it is decaled

(seel4,13,2,26]).

Integration of tracing and revaation. Broadcast encryption can be combined
with tracing schemesto yield trace-and-revoke schemes, a powerful approac
to prevert illegal leakage of keys (others include the legal approac [25] and the
self enforcementapproadc [11]). While Gafni et al. [15] and Stinson and Wei [28]
consider combinatorial constructions, the schemesin Naor and Pinkas [24] are
computational constructions and hencemore general. The previously bestknown

! However it is not the casethat every system which enablesrevocation and enables
tracing is a trace-and-revoke scheme.



trace-and-revoke algorithm of [24] can tolerate a coalition of at most t users. It
requires to store O(t) keys at ead user and to perform O(r) decryptions; the
messagdength is r keys, howewver thesekeys are elemeris in a group where the
Decisional Dize-Hellman problem is dixcult, and hencethese keys are longer
than symmetric ones.The tracing model of [24]is not a \pure" black-box model.
(Anzai et al. [1] employs a similar method for revocation, but without tracing
capabilities.)

1.2 Summary of Results

In this paper we de ne a genericframework encapsulatingseveral previously pro-
posedrevocation methods (e.g.the \Or Protocol" of [19]), called Subset-Coveal-
gorithms. Thesealgorithms are basedon the principle of covering all non-revoked
usersby disjoint subsetsfrom a prede ned collection, together with a method for
assigning(long-lived) keysto subsetsin the collection. We de ne the security of
a revocation schemeand provide a suzcient condition (key-indistinguishability)
for a revocation algorithm in the Subset-Cwer Framework to be secure.An im-
portant consequenc®f this framework is the separation betweenlong-lived keys
and short-term keys. The framework can be easily extendedto the public-key
scenario.

We provide two new instantiations of revocation schemesin the Subset-Cwer
Framework, with a di®eren performance tradeo® (summarized in Table 1.22).
Both instantiations are tree-based,namely the subsetsare derived from a vir-
tual tree structure imposedon all devicesin the systen?. The Tst requires a
messagelength of r logN and storage of logN keys at the receiver and con-
stitutes a moderate improvemern over previously proposedscemes;the second
exhibits a substartial improvemen: it requiresa messagdength of 2r j 1 (in the
worst case,or 1:38r in the averagecase)and storage of % log? N keysat the re-
ceiver. This improvemert is (provably) due to the fact that the key assignmen
is computational and not information theoretic (for the information theoretic
casethere exists a lower bound which exhibits its limits, see[21]). Furthermore,
these algorithms are r-°exible, namely they do not assumean upper bound of
the number of revoked receivers.

Thirdly , we present atracing medanismthat works in tandem with a Subset-
Cover revocation scheme.We identify the bifurcation property for a Subset-Cwer
scheme. Our two constructions of revocation schemespossesthis property. We
shaw that every schemethat satis es the bifurcation property can be combined
with the tracing medanismto yield a trace-and-rewvoke scheme. The integration

2 Note that the comparison in the processingtime between the two methods treats
an application of a pseudo-random generator and a lookup operation as having the
samecost, even though they might be quite di®erert. More explicitly , the processing
of both methods consists of O(log log N ) lookups; in addition, the Subset Di®erence
method requires at most logN applications of a pseudo-random generator.

% An alternativ e view is to map the receivers to points on a line and the subsetsas
segmerns.



of the two mechanismsis seamlessn the sensethat no changeis required for any
one of them. Moreover, no a-priori bound on the number of traitors is neededfor
our tracing scheme.In order to trace t illegal users,the “rst revocation method
requires a messagdength of t logN, and the secondrevocation method requires
a messagdength of 5t.

Main Contributions: the main improvemerts that our methods achieve over
previously suggestedmethods, when adopted to the statelessscenario,are:

{ Reducing the messagdength to linear in r regardlessof the coalition size,
while maintaining a single decryption at the user'send. This appliesalsoto
the casewhere public keysare used,without a substartial length increase.

{ The seamlesintegration betweenrevocation and tracing: the tracing meda-
nism doesnot require any changeof the revocation algorithm and no a priori
bound on the number of traitors, even when all traitors cooperate among
themseles.

{ The rigoroustreatment of the security of such schemes,identifying the e®ect
of parameter choice on the overall security of the scheme.

Method Messagel ength |Storage@Receier|Processingtime (decryptions
Complete Subtree r log ’\r‘— logN O(log logN) 1
Subset Di®erence| 2rjil % logZ N O(logN) 1

Fig. 1. Performance tradeo® for the Complete Subtree method and the Subset Di®er-
ence method

Organization of the paper. Section 2 describesthe framework for Subset-Coer
algorithms and a sketch of the main theorem characterizing the security of a
revocation algorithm in this family (the security is described in details in the
full version of the paper). Section 3 describes two speci ¢ implementations of
such algorithms. Section 3.3 gives an overview of few implemenrtation issues,
public-key methods and hierarchical revocation, as well as applications to copy
protection and securemulticast. Section 4 provides a traitors-tracing algorithm

that works for every revocation algorithm in the Subset-Cover framework and an
improvemert speci cally suited for the Subset-Di®erenceaevocation algorithm.

2 The Subset-Co ver Revocation Framew ork

2.1 Preliminaries - Problem De nition

Let N be the set of all users,jNj = N, and R 2 N beagroup of jRj = r
userswhose decryption privileges should be revoked. The goal of a revocation
algorithm is to allow a certer to transmit a messageM to all userssuc that
any useru 2 N nR can decrypt the messagecorrectly, while even a coalition



consisting of all members of R cannot decrypt it. The de nition of the latter is
provided in Sect.2.3.

A systemconsistsof three parts: (1) An initiation scheme,which is a method
for assigningthe receivers secretinformation that will allow them to decrypt. (2)
The broadcastalgorithm - givena messageM and the setR of usersthat should
be revoked outputs a ciphertext messageM © that is broadcastto all receivers.
(3) A decryption algorithm - a (non-revoked) user that receives ciphertext M ©
using its secretinformation should produce the original messageM . Since the
receivers are stateless, the output of the decryption should be based on the
current messageand the secretinformation only.

2.2 The Framew ork

We preseri aframework for algorithms which we call Subset-Coverln this frame-

set §; is assigned(perhaps implicitly) a long-lived key L;; ead member u of
S; should be able to deducel; from its secretinformation. Given a revoked set

R, the remaining ugersN nR are partitioned into disjoint subsetsS;,;:::;S;,
sothat N nR = jm:1 Si; and a sessionkey K is encrypted m times with
LijsiinsLiy,

Speci cally, an algorithm in the framework usestwo encryption schemes:

{ A method F¢ :f0;1g" 7! f0;1g° to encrypt the messagdtself. The key K
usedwill be chosenfresh for each messageM - a sessionkey - asa random
bit string. Fx should be a fast method and should not expandthe plaintext.
The simplestimplementation is to Xor the messageM with a stream cipher
generatedby K .

{ A method to deliver the sessionkey to the receiwers, for which we will em-
ploy an encryption stcheme. The keys L here are long-lived. The simplest
implemertation is to make E, :f0;1g 7! f0;1g a block cipher.

A discussionof the security requiremerts of theseprimitiv esis givenin Sect.2.3.
Suggestionsfor the implementation of Fx and E_ are outlined in Sect. 3.3 and
givenin [21]. The algorithm consistsof three componerts:

Scheme Initiation : Every receiver u is assignedprivate information 1. For all
1-i- wsudthatu?2 S, I, allowsu to deducethe keyL; corresponding to the
set S;. Note that the keysL; can be choseneither (i) uniformly at random and
independertly from ead other (which we call the information-the oretic case)or
(i) asa function of other (secret) information (which we call the computational
case),and thus may not be independert of eat other.

The Broadcast algorithm at the Center: The certer choosesa sessionencryp-



The portion in squarebrackets precedingFx (M) is calledthe headerand Fx (M)
is called the body.
The Decryption step at the receiver u, upon receiving a broadcast message

caseu 2 R the resultis null ). It then extracts the corresponding key L;; from I,
computesDLij (Cj)) to obtain K and computesDy (M 9 to obtain and output
M.

A particular implementation of such schemeis speci ed by (1) the collection

(3) a method to cover the non-revoked receiversN nR by disjoint subsetsfrom
this collection, and (4) A method that allows eact useru to nd its cover S
and compute its key Ls from I,. The algorithm is evaluated basedupon three
parameters:

1. Messagd_ength - the length of the headerthat is attachedto Fx (M), which
is proportional to m, the number of setsin the partition covering N nR.

2. Storagesizeat the receiver - how much private information (typically, keys)
does a receiver needto store. For instance, |, could simply consists of all
the keys S; sud that u 2 S;, or if the key assignmen is more sophisticated
it should allow the computation of all such keys.

3. Messageprocessingtime at receiver. We often distinguish between decryp-
tion and other typesof operations.

It isimportant to characterize the dependenceof the above three parameters
in both N and r. Speci cally, we say that a revocation schemeis °exible with
resgect to r if the storage at the receiwer is not a function of r. Note that the
exciency of setting up the scheme and computing the partition (given R) is
not taken into accourt in the algorithm's analysis. Howewer, for all schemes
preseried in this paper the computational requiremerts of the senderare rather
modest: nding the partition takestime linear in jRj logN and the encryption
is proportional to the number of subsetsin the partition. In this framework we
demonstrate the substartial gain that can be achieved by using a computational
key-assignmeh scheme as opposedto an information-theoretic one 4.

2.3 Securit y of the framew ork

The de nition of the Subset-Caer framework allows a rigorous treatment of the
security of any algorithm in this family. Unfortunately, due to lack of space,this
discussionmust be omitted and is included in the full version of the paper [21].
A summary of this analysis follows.

Our cortribution is twofold. We ‘rst de ne the notion of revacation-scheme
securit, namely specify the adversary's power in this scenarioand what is con-
sidered a successfulbreak. This roughly correspondsto an adversary that may
pool the secretinformation of seweral usersand may have somein°uence on the

4 Note that since the assumptions on the security of the encryption primitiv es are
computational, a computational key-assignmern method is a natural.



choice of messagencrypted in this scheme(chosenplaintext). Also it may cre-
ate bogusmessagesind seehow legitimate users(that will not be revoked) react.
Finally, to say that the adversary has broken the scheme meansthat when the
userswho have provided it their secretinformation are all revoked (otherwise
it is not possibleto protect the plaintext) the adversary can still learn some-
thing about the encrypted messageHere we de ne \learn" as distinguishing its
encryption from random (this is equivalent to semaric security).

Second, we state the security assumptions on the primitiv es used in the
scheme (these include the encryptions primitiv esE; and Fx and the key as-
signmert method in the subset-cwer algorithm.) We identify a critical property
that is required from the key-assignmen method: a subset-cwer algorithm sat-
is es the "key-indistinguishabilit" property if for every subsetS; its key L; is
indistinguishable from a random key given all the information of all usersthat
are not in S;. Note that any schemein which the keysto all subsetsare chosen
independertly (trivially) satis es this property. To obtain our security theorem,
we require two di®erert setsof properties from E| and Fg , sinceFg usesshort
lived keyswhereaskE | useslong-lived ones.Speci cally, E, is required to be se-
mantically secureagainst chosenciphertext attacks in the pre-processingmode,
and Fx to be chosen-plairtext, one-messagesemarically secure (see [21] for
details). We then proceedto show that if the subset-caoer algorithm satis es
the key-indistinguishability property and if E. and Fx satisfy their security
requiremerts, then the revocation schemeis secureunder the above de nition.

Theorem 1. Let A be a Subset-Coverrevaation algorithm where (i) the key
assignmentsatis es the key-indistinguishability property (i) E_ is semantially
secure against chosen ciphertext attacks in the pre-processing mode, and (iii)
Fx is chosen-plaintext, one-messagesemanticlly secure. Then A satis es the
notion of revaation schemesecurity de ned alove.

3 Two Subset-Co ver Revocation Algorithms

We describe two schemesin the Subset-Cover framework with a di®erert per-
formance tradeo®, as summarizedin table 1.2°. Each is de ned over a di®eren
collection of subsets.Both schemesare r-°exible, namely they work with any
number of revocations. In the rst scheme, the key assignmen is information-
theoretic whereasin the other scheme the key assignmei is computational.
While the "rst method is relatively simple, the secondmethod is more involved,
and exhibits a substantial improvementover previous methads.

In both schemesthe subsetsand the partitions are obtained by imagining the
receivers asthe leavesin arooted full binary tree with N leaves(assumethat N
is a power of 2). Such a tree contains 2N j 1 nodes(leavesplus internal nodes)
and forany 1- i - 2N j 1 we assumethat v; is a node in the tree. We denote

5 Recertly a method exhibiting various tradeo®s between the measures(bandwidth,
storage and processingtime) was proposed[22]. In particular it is possibleto reduce
the device storage down to log? n=log D by increasing processingtime to D logn.



by ST(R) the (directed) Steiner Tree induced by the set R of vertices and the
root, i.e. the minimal subtree of the full binary tree that connectsall the leaves
in R (ST(R) is unique). The systemsdi®er in the collections of subsetsthey
consider.

3.1 The Complete Subtree Metho d

plete subtreesin the full binary tree with N leaves. For any node v; in the full
binary tree (either an internal node or a leaf, 2N j 1 altogether) let the subset
Si be the collection of receivers u that correspond to the leaves of the subtree
rooted at node v;. The key assignmem method simply assignsan independert
and random key L; to every node v; in the completetree. Provide every receiver
u with the logN + 1 keys assaiated with the nodes along the path from the
root to leaf u.

of the original tree whoseroots are adjacert to nodesof outdegreel in ST(R),
but they are not in ST(R). It follows immediately that this collection coversall
nodesin N nR and only them. The cover sizeis at mostr log(N=r). This is also
the averagenumber of subsetsin the cover.

areceiwer u needsto nd whether any of its ancestorsis amongii;iz;:::im; note
that there can be only one such ancestor,sou may belongto at most one sub-
set. This lookup can be facilitated e+ciently by using hash-table lookups with
perfect hashfunctions.

The key assignmen in this method is information theoretic, that is keys
are assignedrandomly and independertly. Hencethe \k ey-indistinguishabilit y"
property of this method follows from the fact that nou 2 R is cortained in any
of the subsetsii;is;::iim.

Theorem 2. The Complete Subtree Revaation methal requires (i) message
length of at most r log ’;‘— keys (i) to store logN keys at a receiver and (iii)
O(loglogN) operations plus a single decryption operation to decrypt a message.
Moreover, the methal is secure in the senseof the de nition outlined in 2.3.

Comparison to the Logical Key Hierarchy (LKH) approach: Readersfamiliar
with the LKH method of [29,30] may nd it instructive to compareit to the
Complete Subtree Stheme. The main similarity lies in the key assignmen - an
independert label is assignedto ead node in the binary tree. Howewer, these
labelsare usedquite di®ererily - in the multicast re-keying LKH scdhemesomeof
theselabels changeat every revocation. In the Complete Subtree method labels
are static; what changesis a single sessionkey.

Consider an extension of the LKH sceme which we call the clumped re-
keying methad: here, r revocations are performed at a time. For a batch of r
revocations, no label is changed more than once,i.e. only the \latest" value is
transmitted and used. In this variant the number of encryptions is roughly the



sameasin the Complete Subtree method, but it requireslogN decryptions at
the user, (as opposedto a single decryption in our framework). An additional
advantage of the Complete Subtree method is the separation of the labels and
the sessionkey which has a consequenceon the messagdength; seediscussion
about Pre x-T runcation in [21].

3.2 The Subset Di®erence Metho d

The main disadvantage of the Complete Subtree method is that N nR may be
partitioned into a number of subsetsthat is too large. The goal is now to reduce
the partition size.We show an improved method that partitions the non-revoked
receiversinto at most 2r j 1 subsets(or 1:25 on average),thus getting rid of a
logN factor and e®ectiely reducing the messagdength accordingly. In return,
the number of keys stored by ead receiver increasesby a factor of % ¢logN.
The key characteristic of the Subset-Di®erencanethod, which essetially leads
to the reduction in messagdength, is that in this method any user belongsto
substantially more subsetsthan in the rst method (O(N) instead of logN).
The challengeis then to devisean etcient procedureto succinctly encade this
large set of keys at the user, which is achieved by using a computational key
assignmen.

The subset description As in the previous method, the receivers are viewed

by this algorithm corresponds to subsetsof the form \a group of receivers G,
minus another group G,", where G, ¥ G;. The two groups G;; G, correspond
to leavesin two full binary subtrees.Therefore a valid subsetS is represertied
by two nodesin the tree (vi;v;) sud that v; is an ancestor of v;. We denote
sudh subsetasS;; . A leafu isin S;; i®it isin the subtreerooted at v; but not
in the subtree rooted at v;, or in other wordsu 2 S;; i® v; is an ancestor of
u but v; is not. Figure 2 depicts S;; . Note that all subsetsfrom the Complete
Subtree Method are also subsetsof the Subset Di®erenceMethod; speci cally,
a subtree appears here as the di®erencebetweenits parent and its sibling. The
only exception is the full tree itself, and we will add a special subsetfor that.
We postpone the description of the key assignmen till later; for the time being
assumethat ead subsetS;; hasan assaiated key Lj; .

The Cover For asetR of revokedreceiwers, the following Cover algorithm "nds
a collection of disjoint subsetsS;,;,;Si,;,:::;Si,;j. Which partitions N nR.
The method builds the subsetscollection iterativ ely, maintaining a tree T which
is a subtree of ST(R) with the property that any u 2 N nR that is belov a
leaf of T hasbeencovered. We start by making T be equalto ST(R) and then
iterativ ely remove nodesfrom T (while adding subsetsto the collection) until T
consistsof just a single node:

1. Find two leavesv; and v; in T sudh that the least-common-ancestow of v;
and v; doesnot cortain any other leaf of T in its subtree. Let v and vi be



Fig. 2. The Subset Di®erence method: subset S;; contains all marked leaves (non-
black).

the two children of v sudh that v; a descendan of v; and v; a descendah of
V. (If there is only one leaf left, make vi = v; to the leaf, v to be the root
of Tandv, = vx = v.)

2. If vi 6" v; then add the subsetS;; to the collection; likewise,if v 6" v; add
the subsetS; to the collection.

3. Remove from T all the descendais of v and make it a leaf.

An alternativ e description of the cover algorithm is asfollows: considermax-
imal chains of nodeswith outdegreel in ST(R). More precisely ead suc chain
is of the form [v;,;Vvi,;:::vi.] where(i) all of vi ;vi,;:::vi., , have outdegreelin
ST(R) (ii) v;. is either a leaf or a node with outdegree?2 and (iii) the parert of
vi, is either a node of outdegree?2 or the root. For ead such chain where™ | 2
add a subsetsS;, .. to the cover. Note that all nodes of outdegreel in ST(R)
are menmbers of precisely one suc chain.

We state, without a proof, that a cover can contain at most 2r j 1 subsets
for any set of r revocations. Moreover, if the set of revoked leavesis random,
then average-caseanalysis bounds the cover size by 1:38r, whereassimulation
experimerts tighten the bound to 1:25r.

The next lemma is concernedwith covering more general sets than those
obtained by removing users.Rather it assumeghat we are removing a collection
of subsetsfrom the SubsetDi®erencecollection. It is applied later in Section4.2.

Lemma 1. LetS= S;,;S;,;:::S, be a collection of m disjoin t subsetsfrom
the underlying collection de ned by the SubsetDi®erence methad, and U =

[jm:1 Si;. Then the leavesin N nU can be covered by at most 3m j 1 subsets
from the underlying SubsetDi®erence collection.

Key assignment to the subsets We now de ne what information ead re-
ceiver must store. If we try and repeat the information-theoretic approadc of
the previous schemewhere ead receiver needsto store explicitly the keys of all
the subsetsit belongsto, the storagerequiremerts would expand tremendously:
consider a receiver u; for eadh complete subtree Ty it belongsto, u must store
a number of keys proportional to the number of nodesin the subtree Ty that



are not on the path from the root of Tx to u. There are logN suc trees, one
for each height 1- k - logN, yielding a total of = %" (2% | k) which is O(N)
keys. We therefore devise a key assignmen method that requires a receiwver to
store only O(logN) keys per subtree, for the total of O(log® N) keys.

While the total number of subsetsto which a useru belongsis O(N), these
can be grouped into logN clusters de ned by the rst subseti (from which
another subsetsis subtracted). The way we proceedwith the keys assignmem
is to choosefor eath 1 - i - N j 1 corresponding to an internal node in the
full binary tree a random and independent value LABEL ;. This value should
induce the keysfor all legitimate subsetsof the form S;; . The ideais to employ
the method usedby Goldreich, Goldwasserand Micali [17]to construct pseudo-
random functions, which wasalsousedby Fiat and Naor [12]for purposessimilar
to ours.

Let G be a (cryptographic) pseudo-randonmsequencegenerato (seede nition
below) that triples the input, i.e. whoseoutput length is three times the length
of the input; let G (S) denotethe left third of the output of G on seedS, Gg(S)
the right third and Gy (S) the middle third. We say that G : f0;1g" 7! f0; 1g*"
is a pseudo-random sequencegenerator if no polynomial-time adversary can
distinguish the output of G on arandomly chosenseedfrom atruly random string
of similar length. Let ", denote the bound on the distinguishing probabilit y.

Consider now the subtree T; (rooted at v;). We will usethe following top-
down labeling process:the root is assigneda label LABEL ;. Giventhat a parent
was labeled S, its two children are labeled G| (S) and Ggr(S) respectively. Let
LABEL ;; be the label of node v; derived in the subtree T; from LABEL ;. Fol-
lowing sudh a labeling, the key L;; assignedto setS;; is Gm of LABEL j; . Note
that eadh label inducesthree parts: G_ - the label for the left child, Gg - the
label for the right child, and Gy the key at the node. The processof generating
labels and keysfor a particular subtreeis depictedin Fig. 3. For such a labeling
process,given the label of a node it is possibleto compute the labels (and keys)
of all its descendats. On the other hand, without receiving the label of an an-
cestor of a node, its label is pseudo-randomand for a node j, given the labels
of all its descendats (but not including itself) the key L is pseudo-random
(LABEL j; , the label of v, is not pseudo-randomgiven this information simply
becauseone can ched for consistencyof the labels). It is important to note that
given LABEL ;, computing L;j requiresat most logN invocations of G.

We now describe the information |, that ead receiver u getsin order to
derive the key assignmen described above. For eact subtree T; such that u is a
leaf of T; the receiver u should be able to compute L;j i®j is not an ancestor
of u. Consider the path from v; to u and let v;,;vi,;:::v;, be the nodes just
\hanging o®" the path, i.e. they are adjacert to the path but not ancestorsof
u (seeFig. 3). Each j in T; that is not an ancestorof u is a descendah of one
of these nodes. Therefore if u receivesthe labels of vi ;vi,;:::v;, aspart of |,
then invoking G at most logN times su+cesto compute L;; for any j that is
not an ancestorof u.



Fig. 3. Key assignmert in the Subset Di®erencemethod. Left: generation of LABEL i;
and the key L;; . Right: leaf u receivesthe labelsof v;,;:::v;, that areinduced by the
label LABEL ; of vi.

As for the total number of keys (in fact, labels) stored by receiver u, eadh
tree T; of depth k that contains u cortributes k i 1 keys @Ius one key for

the casewhere there are no revocations), so the total is 1+ L"SlN Tki1=

1+ (o N*D1gN = 11062 N + LlogN + 1.

At decryption time, a receiver u rst nds the subsetS;; sud that u2 S;; ,
and computes the key corresponding to L;; . Using the techniques described
in the complete subtree method for table lookup structure, this subsetcan be
found in O(loglogN ). The evaluation of the subsetkey takesnow at most logN
applications of a pseudo-randomgenerator. After that, a single decryption is
needed.

Securit y In order to prove security we have to show that the key indistinguisha-
bility condition (outlined in Sect. 2.3) holds for this method, namely that ead
key is indistinguishable from a random key for all usersnot in the corresponding
subset.

Obsere rst that for any u 2 N, u newer receiwes keys that correspond
to subtreesto which it doesnot belong. Let S; denote the set of leavesin the
subtreeT; rooted at v;. For any setS;; the keyL;; is (information theoretically)
independert of all 1, for u 62S;. Therefore we have to consideronly the combined
secretinformation of all u 2 S;. This is speci ed by at most logN labels - those
hanging on the path from v; to v; plus the two children of v; - which are sutcient
to derive all other labels in the combined secretinformation. Note that these
labels are logN strings that were generatedindependertly by G, namely it is
never the casethat onestring is derived from another. Hence,a hybrid argument
implies that the probability of distinguishing L;; from random can be at most
"4=logN, where ", is the bound on distinguishing outputs of G from random
strings.



Theorem 3. The SubsetDi®erence methal requires (i) messagelength of at
most 2r j 1 keys(ii) to store % log>N + % logN + 1 keysat a receiver and (jii)
O(logN) operations plus a single decryption operation to decrypt a message.
Moreover, the metha is secure in the senseof de nition outlined in 2.3.

3.3 Further Discussions (Summary)

In [21] we discussa number of important issuesrelated to the above schemes,
their implementation and applications. Below is a short summary of the topics.

Implemen tation Issues: A key characteristic of the Subset-Cwer frame-
work is that it clearly separatesthe long-term keys from the short, one time,
key. This allows, if so desired,to chosean encryption F that might be weaker
(usesshorter keys) than the encryption chosenfor E and to reducethe message
length appropriately. We provide a\Pre x-T runcation" speci cation for E to im-
plemen suc a reduction without sacri cing the security of the long-lived keys.
Let Pre x;S denotethe rst i bits of a string S. chooseU to be a random string
whoselength is the length of the block of E| and let K be a relatively short key
for the cipher Fx (whose length is, say, 56 bits). Then, [Pre xx ;EL (U)] © K
provides an encryption that satis es the requiremerts of E, asdescribedin Sect.
2.3. The Pre x-T runcated headeris therefore:

Note that the length of the headeris reducedto about m £ jK | bits long (say
56m) instead of m £ jLj.

Hierarc hical Revocation: We point out that the schemesare well suited
to exciently support hierarchical revocations of large groups of clustered-users;
this is useful, for instance, to revoke all devicesof a certain manufacturer.

Public Key metho ds: A revocation schemethat is usedin a public key
mode is appropriate in scenarioswherethe the party that generatedthe cipher-
text is not necessarilytrustworthy. This calls for implemerting E with a public-
key cryptosystem; however, a number of ditculties arise such asthe public-key
generation processthe sizeof the public key Te and the headerreduction. As we
show, using a Dize-Hellman like scheme solves most of these problems (except
the public key Te size).

An interesting point is that pre x truncation is still applicable and we get
that the length of public-key encryption is hardly longer than the private-key
case.This can be done as follows: Let G be a group with a generator g, g”'
be the public key of subsetS;, and y;; the secretkey. Chooseh as a pairwise-
independert function h : G 7! f0;1gX}, thus elemens which are uniformly
distributed over G are mapped to uniformly distributed strings of the desired
length. The encryption E is doneby picking a newelemern x from G, publicizing
g*, and encrypting K as E., (K) = h(g¥i) © K. That is, the header now
becomes



In terms of the broadcastlength suc systemhardly increasesthe number of
bits in the headeras comparedwith a shared-ley system- the only di®erenceis
g* and the description of h. Therefore this di®erenceis xed and doesnot grow
with the number of revocations. Note however that the schemeas de ned above
is not immune to chosen-ciphertextattacks, but only to chosenplaintext ones.
Coming up with public-key schemeswhere pre x-truncation is possiblethat are
immune to chosenciphertext attacks of either kind is an interesting challengée®.

Copy Protection and CPRM Copy protection is a natural application for
trace-and-rewoke schemes, and the statelessscenariois especially appropriate
when cortent is distributed on pre-recorded media. CPRM/CPPM (Content
Protection for Recordable Media and Pre-RecordedMedia) is a technology de-
veloped and licensed by the \4C" group - IBM, Intel, MEI (Panasonic) and
Toshiba[10]. It de nes a method for protecting content on physical media such
asrecordableDVD, DVD Audio, SecureDigital Memory Card and SecureCom-
pactFlash. A licensing Entity (the Center) provides a unique set of secretdevice
keysto be included in ead device at manufacturing time. The licensing Entit y
also provides a Media Key Block (MKB) to be placed on eadh compliant media
(for example,on the DVD). The MKB is essetially the headerof the ciphertext
which encrypts the sessiorkey. It is assumedthat this headerresideson a write-
onceareaon the media, e.g.a Pre-enmbossedead-in areaon the recordableDVD.
When the compliant media is placed in a player/recorder device, it computes
the sessionkey from the header(MKB) using its secretkeys;the cortent is then
encrypted/decrypted using this sessionkey.

The algorithm employed by CPRM is essetially a Subset-Coer scheme.
Consider a table with A rows and C columns. Every device (receiver) is viewed
asa collection of C ertries from the table, exactly onefrom ead column, that is

that uy = r. Forevery0O- i - Aj land1l - j - C the stheme assaiates
a key denoted by L;; . The private information |, that is provided to a device

For a givensetR of revoked devices,the method partitions N nR asfollows:
Sij is in the cover i® S;; R = ;. While this partition guarartees that a
revoked device is never covered, there is a low probability that a non-revoked
deviceu 62R will not be covered aswell and therefore becomenon-functional”.

The CPRM method is a Subset-Caoser method with two exceptions: (1) the
subsetsin a cover are not necessarilydisjoint and (2) the cover is not always
perfect asa non-revoked devicemay be uncovered. Note that the CPRM method
is not r-°exible: the probability that a non-revoked device is uncovered grows

6 Both the scheme of Cramer and Shoup [7] and the random oracle based scheme [14]
require somespeci ¢ information for ead recipient; a possibleapproach with random
oraclesis to follow the lines of [27].

" This is similar to the scenario consideredin [16]



with r, hencein order to keepit small enoughthe number of revocations must
be bounded by A.

For the sake of comparing the performanceof CPRM with the two methods
suggestedin this paper, assumethat C = logN and A = r. Then, the message
is composedof r logN encryptions, the storageat the receiver consistsof logN
keys and the computation at the receiver requires a single decryption. These
bounds are similar to the Complete Subtree method; howewver, unlike CPRM,
the Complete Subtree method is r-°exible and achieves perfect coverage. The
advantage of the SubsetDi®erenceMethod is much more substartial: in addition
to the above, the messageconsistsof 1:25r encryptions on average,or of at most
2r j 1 encryptions, rather than r logN.

For example, in DVD Audio, the amount of storage that is dedicated for
its MKB (the header)is 3 MB. This constrains the maximum allowed message
length. Under a certain choice of parameters, such asthe total humber of man-
ufactured devicesand the number of distinct manufacturers, with the current
CPRM algorithm the systemcan revoke up to about 10,000devices.In cortrast,
for the sameset of parametersand the same3MB constraint, a Subset-Di®erence
algorithm achievesup to 250,000(!) revocations, a factor of 25improvemert over
the currently used method. This major improvemen is partly due to fact that
hierarchical revocation can be done very e®ectiwely, a property that the current
CPRM algorithm doesnot have.

Applications to Multicast The di®erencebetweenkey managemenm for the
scenarioconsideredin this paper and for the Logical Key Hierarchy for multicast
is that in the latter the users (i.e. receivers) may update their keys [30,29].
This update is referred to as a re-keying evernt and it requires all usersto be
connectedduring this event and changetheir internal state (keys) accordingly.
However, evenin the multicast scenarioit is not reasonableto assumethat all the
usersreceiwe all the messagesnd perform the required update. Therefore some
mechanism that allows individual update must be in place. Taking the stateless
approach getsrid of the need for such a medanism: simply add a header to
eah messagadenoting who are the legitimate recipients by revoking those who
should not receiw it. In casethe number of revocations is not too large this may
yield a more manageablesolution. This is especially relevant when there is a
single sourcefor the sendingmessage®r when public-keys are used.

Backward secrecy: Note that revocation in itself lacks badkward secrecyin the
following sensea constartly listening userthat hasbeenrevoked from the system
records all future transmission (which it can't decrypt anymore) and keepsall
ciphertexts. At a later point it gains a valid new key (by re-registering) which
allows decryption of all past communication. Hence,a newly acquired user-key
canbe usedto decrypt all past sessiorkeysand ciphertexts. The way that [30,29]
proposeto achieve backward secrecyis to perform re-keying when new usersare
addedto the group (such a re-keying may be reducedto only oneway chaining,
known as LKH+), thus making sudh operations non-trivial. We point out that
in the subset-carer framework and especially in the two methods we proposed
it may be easier:At any given point of the systeminclude in the set of revoked



receivers all identities that have not been assignedyet. As a result, a newly
assigneduser-key cannot help in decrypting an earlier ciphertext. Note that this
is feasiblesincewe assumethat new usersare assignedkeysin a consecutive order
of the leavesin the tree, sounassignedkeysare consecutie leavesin the complete
tree and can be covered by at most logN sets (of either type, the Complete-
Subtreemethod or the Subtree-Di®erencenethod). Hence,the unassignedeaves
can be treated with the hierarchical revocation technique, resulting in adding at
most logN revocations to the message.

4 Tracing Traitors

It is highly desirablethat a revocation medcanism could work in tandem with a
tracing medanismto yield a trace and revokescheme.We shaw a tracing method
that works for many schemesin the subset-cover framework. The method is quite
excient. The goal of a tracing algorithm is to nd the identities of those that
cortributed their keysto an illicit decryption box® and revoke them; short of
identifying them we should render the box uselessby 'nding a \pattern" that
does not allow decryption using the box, but still allows broadcasting to the
legitimate users. Note that this is a slight relaxation of the requiremert of a
tracing medanism, say in [23] (which requires an identi cation of the traitor's
identit y) and in particular it lacks self enforcement[11]. However asa medanism
that works in conjunction with the revocation schemeit is a powerful tool to
conbat piracy.

The model Supposethat we have found an illegal decryption-box (decader,

known asthe \traitors".

We are interested in \black-box" tracing, i.e. one that does not take the
decaer apart but by providing it with an encrypted messageand observingits
output (the decrypted messagelries to gure out who leaked the keys.A pirate
decdler is of interest if it correctly decaleswith probability p which is at least
somethreshold g, say q> 0:5. We assumethat the box hasa \reset button", i.e.
that its internal state may beretrievedto someinitial con guration. In particular
this excludesa \lo cking" strategy on the part of the decader which says that in
caseit detectsthat it is under test, it should refuseto decale further. Clearly
software-basedsystemscan be simulated and therefore have the reset property.

The result of a tracing algorithm is either a subset consisting of traitors or
a partition into subsetsthat rendersthe box uselessi.e. given an encryption
with the given partition it decrypts with probability smaller than the threshold
g while all good userscan still decrypt.

In particular, a \subsets based" tracing algorithm devisesa sequenceof
querieswhich, given a black-box that decadeswith probability above the thresh-
old g, producesthe results mertioned above. It is basedon constructing useful

8 Qur algorithm also works for more than one box.



sets of revoked devicesR which will ultimately allow the detection of the re-
ceiver's identity or the con guration that makesthe decaler uselessA tracing
algorithm is evaluated basedon (i) the level of performancedowngradeit imposes
on the revocation scheme (i) number of queriesneeded.

4.1 The Tracing Algorithm

Subsettracing: An important procedurein our tracing mechanism is one that
given a partition S = S;,;S;,;:::S;, and an illegal box outputs one of two
possibleoutputs: either (1) that the box cannot decrypt with probability greater
than the threshold when the encryption is done with partition S or (ii) Finds
a subsetS;; sud that S;; corntains a traitor. Sudh a procedureis called subset
tracing and is described below.

Bifur cation property: Given a subset-tracing procedure, we describe a tracing
strategy that works for many Subset-Caer revocation schemes.The property
that the revocation algorithm should satisfy is that for any subsetS;;1- i - w,
it is possibleto partition S; into two (or constart) roughly equal sets, i.e. that
thereexists1l- ij;i> - wsudthat S; = S, [ S, andjS;,]j is roughly the same
asjS;,j. For a SubsetCover scheme,let the bifurcation value be the relative size
of the largest subsetin suc a split.

Both the Complete Subtree and the Subtree Di®erencemethods satisfy this
requiremert: in the caseof the Complete Subtree Method ead subset, which
is a complete subtree, can be split into exactly two equal parts, corresponding
to the left and right subtrees.Therefore the bifurcation value is 1=2. As for the
Subtree Di®erenceMethod, Each subsetS;; can be split into two subsetsead
cortaining betweenonethird and two thirds of the elemerts. Here, again, this is
doneusing the left and right subtreesof nodei. SeeFig. 4. The only exceptionis
wheni isaparent of j, in which casethe subsetis the complete subtreerooted at
the other child; sudch subsetscan be perfectly split. The worst caseof (1=3; 2=3)
occurswheni is the grandparert of j. Therefore the bifurcation value is 2=3.

The Tracing Algorithm: We now describe the generaltracing algorithm, assum-
ing that we have a good subsettracing procedure. The algorithm maintains a
partition S;,;S;,;:::S;,, . At eat phaseone of the subsetsis partitioned, and
the goalis to partition a subsetonly if it contains a traitor.

Each phaseinitially applies the subset-tracing procedure with the current
partition S = §;S;,;:::S;,, . If the procedure outputs that the box cannot
decrypt with S then we are done, in the sensethat we have found a way to
disable the box without hurting any legitimate user. Otherwise, let S;; be the
set output by the procedure,namely S;; contains the a traitor.

If Si; contains only one possible candidate - it must be a traitor and we
permanertly revoke this user;this doesn't hurt a legitimate user. Otherwise we
split S;; into two roughly equal subsetsand cortin ue with the new partitioning.
The existenceof suc a split is assuredby the bifurcation property.
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Fig. 4. Bifurcating a SubsetDi®erenceset S;; , depicted in the left. The black triangle
indicates the excluded subtree. L and R are the left and the right children of vi. The
resulting setsS;; and S;. are depicted to the right.

Analysis: Since a partition can occur only in a subsetthat has a traitor and
contains more than one elemen, it follows that the number of iterations can be
at most tlog, N, where a is the inverseof the bifurcation value (a more re ned
expressionis t(log, N j logt), the number of edgesin a binary tree with t leaves
and depth log, N .)

The Subset Tracing Pro cedure The Subset Tracing procedure rst tests
whether the box decalesa messagewith the partition S = §;,;S;,;:::S;,, with
suxcient probability greater than the threshold, say > 0:5. If not, then it con-
cludes (and outputs) that the box cannot decrypt with S. Otherwise, it needs
to nd asubsetS ; that cortains a traitor.

Let p; be the probability that the box decalesthe ciphertext

where Rk is a random string of the samelength as the key K. That is, p; is
the probability of decading whenthe rst j subsetsare noisy and the remaining
subsetsencrypt the correct key. Note that pp = p and p, = 0, hencethere must
be someO < j - m for which jpj; 1i Bjj, &. It canbe shown that if p;; 1 is
di®erert from p; by more than ", where" is an upper bound on the sum of the
probabilities of breaking the encryption schemeE and key assignmemn method,
then the set S;; must contain a traitor. It also provides a binary-seard-like

i B,

4.2 Impro ving the Tracing Algorithm

The basic traitors tracing algorithm described above requires t log(N=t) itera-
tions. Furthermore, sinceat ead iteration the number of subsetsin the partition
increasesby one, tracing t traitors may result with up to tlog(N=t) subsetsand



hencein message®»f length tlog(N=t). This bound holds for any Subset-Cwer
method satisfying the Bifur cation property, and both the Complete Subtree and
the SubsetDi®erencemethods satisfy this property. What is the bound on the
number of traitors that the algorithm can trace?

Recall that the messagelength required by the Complete Subtree method
is r log(N=r) for r revocations, hencethe tracing algorithm can trace up to r
traitors if it usesthe Complete Subtree method. Howewer, since the message
length of the Subset Di®erencemethod is at most 2r | 1, only lo%’,i\lir traitors
can be traced if SubsetDi®erenceis used. We now describe an improvemert on
the basic tracing algorithm that reducesthe number of subsetsin the partition
to 5t i 1 for the Subset Di®erencemethod (although the number of iterations
remains t log(N=t)). With this improvemern the algorithm can trace up to r=5
traitors.

Note that among the tlogN=t subsetsgeneratedby the basic tracing algo-
rithm, only t actually contain a traitor. The idea is to repeatedly merge those
subsetswhich are not known to cortain a traitor. ° Speci cally, we maintain at
ead iteration a frontier of at most 2t subsetsplus 3t j 1 additional subsets.In
the following iteration a subsetthat contains a traitor is further partitioned; as
a result, a new frontier is de ned and the remaining subsetsare re-grouped.

Frontier subsets:Let S;,;S;,;:::S;, bethe partition at the current iteration. A
pair of subsets(S;;,;S;,,) is said to be in the frontier if S;;, and S;,, resulted
from a split-up of a single subsetat an earlier iteration. Also neither (S;;, nor
Si,,) was singled out by the subset tracing procedure so far. This de nition
implies that the frontier is composedof k disjoint pairs of buddy subsets Since
buddy-subsetsare disjoint and since ead pair originated from a single subset
that cortained a traitor (and therefore has beensplit) k - t.

We can now describe the improved tracing algorithm which proceedsin it-
erations. Every iteration starts with a partiton S = §;;;S;,;:::S;,, . Denote by
F ¥ S the frontier of S. An iteration consistsof the following steps, by the end
of which a new partition S°and a new frontier Fis de ned.

{ As before,usethe SubsetTracing procedureto nd asubsetS;; that cortains
a traitor. If the tracing procedureoutputs that the box can not decrypt with
S then we are done. Otherwise, split S;; into S;;, and §;;,.

{ FO=F] Si;.[ Sij, (Si;, and §;;, arenow in the frontier). Furthermore, if S;,
wasin the frontier F and S, wasits buddy-subsetin F then F°= FOnS;,
(remove S;, from the frontier).

{ Compute a cover C for all receiwers that are not covered by F° Dene the
new partition S°asthe union of Cand F°

To seethat the processdescribed above corverges,obsenethat at ead itera-
tion the number of new small frontier setsalways increasesby at least one. More

® This ideais similar to the secondschemeof [13], Sect. 3:3. However, in [13] the merge
is straightforward as their model allows any subset. In our model only members
from the Subset Di®erence are allowed, hence a merge which produces subsets of
this particular type is non-trivial.



precisely at the end of ead iteration construct a vector of length N describing
how many setsof sizei, 1- i - N, constitute the frontier. It is easyto seethat
these vectors are lexicographically increasing. The processmust stop when or
beforeall setsin the frontier are singletons.

By de nition, the number of subsetsin a frontier can be at most 2t. Further-
more, they are paired into at most t disjoint buddy subsets.As for non-frontier
subsets(C), Lemma 1 shaws that covering the remaining elemens can be done
by at most jFj - 3t 1 subsets(note that we apply the lemma so asto cover
all elemens that are not covered by the buddy subsets,and there are at most
t of them). Hencethe partition at ead iteration is composedof at most 5t 1
subsets.
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