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Abstract. We deal with the problem of a center sending a message
to a group of users such that some subset of the users is considered
revoked and should not be able to obtain the content of the message.
We concentrate on the stateless receiver case, where the users do not
(necessarily) update their state from session to session.We present a
framework called the Subset-Coverframework, which abstracts a variety
of revocation schemes including some previously known ones. We pro-
vide su±cient conditions that guarantees the security of a revocation
algorithm in this class.
We describe two explicit Subset-Cover revocation algorithms; thesealgo-
rithms are very °exible and work for any number of revoked users. The
schemesrequire storageat the receiver of log N and 1

2 log2 N keysrespec-
tiv ely (N is the total number of users), and in order to revoke r usersthe
required messagelengths are of r log N and 2r keys respectively. We also
provide a general traitor tracing mechanism that can be integrated with
any Subset-Cover revocation scheme that satis¯es a \bifurcation prop-
erty". This mechanism does not need an a priori bound on the number
of traitors and does not expand the messagelength by much compared
to the revocation of the sameset of traitors.
The main improvements of these methods over previously suggested
methods, when adopted to the stateless scenario, are: (1) reducing the
messagelength to O(r ) regardlessof the coalition sizewhile maintaining
a single decryption at the user's end (2) provide a seamlessintegration
betweenthe revocation and tracing so that the tracing mechanisms does
not require any change to the revocation algorithm.
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1 In tro duction

The problem of a Center transmitting data to a large group of receivers so
that only a prede¯ned subset is able to decrypt the data is at the heart of a
growing number of applications. Among them arepay-TV applications, multicast
communication, securedistribution of copyright-protected material (e.g. music)
and audio streaming. The area of BroadcastEncryption deals with methods to
e±ciently broadcast information to a dynamically changing group of userswho
areallowed to receive the data. It is often convenient to think of it asa Revocation
Scheme, which addressesthe casewhere somesubset of the usersare excluded
from receiving the information. In such scenariosit is also desirable to have a
Tracing Mechanism,which enablesthe e±cient tracing of leakage, speci¯cally,
the sourceof keys usedby illegal devices,such as pirate decoders or clones.

One special caseis when the receivers are stateless. In such a scenario,a (le-
gitimate) receiver is not capable of recording the past history of transmissions
and change its state accordingly. Instead, its operation must be based on the
current transmission and its initial con¯guration. Statelessreceivers are impor-
tant for the casewhere the receiver is a device that is not constantly on-line,
such asa media player (e.g. a CD or DVD player wherethe \transmission" is the
current disc), a satellite receiver (GPS) and perhaps in multicast applications.
The statelessscenario is particularly relevant to the application of Copyright
Protection.

This paper intro ducesvery e±cient revocation schemeswhich are especially
suitable for statelessreceivers.Our approach is quite general.We de¯ne a frame-
work of such algorithms, called Subset-Coveralgorithms, and provide a su±cient
condition for an algorithm in this family to be secure.We suggesttwo particular
constructions of schemesin this family; the performanceof the secondmethod
is substantially better than any previously known algorithm for this problem
(seeSection 1.1). We also provide a general property (`bifurcation') of revoca-
tion algorithms in our framework that allows e±cient tracing methods, without
modifying the underlying revocation scheme.
Notation: Let N be the total number of usersin the systemlet r be the sizeof
the revoked set R.

1.1 Related W ork

Broadcast Encryption. The areaof BroadcastEncryptionwas ¯rst formally stud-
ied (and coined) by Fiat and Naor in [12] and has received much attention since
then. To the bestof our knowledgethe scenarioof statelessreceivershasnot been
consideredexplicitly in the past in a scienti¯c paper. In principle any scheme
that works for the connectedmode, where receivers can remember past commu-
nication, may be converted to a schemefor statelessreceivers (such a conversion
may require to include with any transmission the entire `history' of revocation
events). Hence, when discussingpreviously proposedschemeswe will consider
their performanceas adapted to the statelessreceiver scenario.



A parameter that was often consideredis t, the upper bound on the size of
the coalition an adversary can assemble. The algorithms in this paper do not
require such a bound and we can think of t = r ; on the other hand someprevi-
ously proposedschemesdepend on t but are independent of r . The Broadcast
Encryption method of [12] allows the removal of any number of usersas long as
at most t of them collude; the messagelength is O(t log2 t), a user must store
a number of keys that is logarithmic in t and is required to perform ~O(r =t)
decryptions.

The logical-tree-hierarchy (LKH) scheme,suggestedindependently by Wall-
ner et al. [29] and Wong et al. [30], is designed for the connected mode for
multicast applications. If used in the statelessscenario it requires to transmit
2r logN , store logN keys at each user and perform r logN encryptions (these
bounds are somewhatimproved in [5,6,20]). The key assignment of this scheme
and the key assignment of our ¯rst method are similar (seeSect. 3.1 for com-
parison).

Luby and Staddon [19] consideredthe information theoretic setting and de-
vised bounds for any revocation algorithms under this setting. Their \Or Pro-
tocol" ¯ts our Subset-Cover framework; our secondalgorithm (the Subset Dif-
ference method) which is not information theoretic, beats their lower bound
(Theorem 12 in [19]). In Garay et al. [16] keys of compromiseddecoders are no
longer used and the scheme is adapted so as to maintain security for the good
users.The method of Kumar et. al. [18] enablesone-time revocation of up to r
userswith messagelengths of O(r logN ) and O(r 2). CPRM [10] is one of the
methods that explicitly considersthe statelessscenario.

Tracing Mechanisms. Tracing systems,intro duced by Chor et al. [8] and later
re¯ned to the Threshold Traitor model [23], [9], distribute decryption keys to
the users so as to allow the detection of at least one `identit y' of a key that
is used in a pirate box which was constructed using keys of at most t users.
Black-box tracing assumesthat only the outcome of the decoding box can be
examined. The construction of [23] guarantees tracing with high probabilit y; it
required O(t logN ) keysat each user,a singledecryption operation and message
length is 4t. The public key tracing schemeof Boneh and Franklin [3] provides a
number-theoretic deterministic method for tracing. Note that in all of the above
methods t is an a-priori bound. Another notion, the one of Content Tracing,
attempts to detect illegal userswho redistribute the content after it is decoded
(see[4,13,2,26]).

Integration of tracing and revocation. Broadcast encryption can be combined
with tracing schemesto yield trace-and-revoke schemes1, a powerful approach
to prevent illegal leakageof keys (others include the legal approach [25] and the
self enforcementapproach [11]). While Gafni et al. [15] and Stinson and Wei [28]
consider combinatorial constructions, the schemesin Naor and Pinkas [24] are
computational constructionsand hencemoregeneral.The previously best known
1 However it is not the casethat every system which enables revocation and enables

tracing is a trace-and-revoke scheme.



trace-and-revoke algorithm of [24] can tolerate a coalition of at most t users.It
requires to store O(t) keys at each user and to perform O(r ) decryptions; the
messagelength is r keys, however thesekeys are elements in a group where the
Decisional Di±e-Hellman problem is di±cult, and hencethese keys are longer
than symmetric ones.The tracing model of [24] is not a \pure" black-box model.
(Anzai et al. [1] employs a similar method for revocation, but without tracing
capabilities.)

1.2 Summary of Results

In this paper wede¯ne a genericframework encapsulatingseveral previously pro-
posedrevocation methods (e.g. the \Or Protocol" of [19]), calledSubset-Coveral-
gorithms. Thesealgorithms arebasedon the principle of covering all non-revoked
usersby disjoint subsetsfrom a prede¯ned collection, together with a method for
assigning(long-lived) keys to subsetsin the collection. We de¯ne the security of
a revocation schemeand provide a su±cient condition (key-indistinguishabilit y)
for a revocation algorithm in the Subset-Cover Framework to be secure.An im-
portant consequenceof this framework is the separationbetweenlong-lived keys
and short-term keys. The framework can be easily extended to the public-key
scenario.

We provide two new instantiations of revocation schemesin the Subset-Cover
Framework, with a di®erent performance tradeo® (summarized in Table 1.22).
Both instantiations are tree-based,namely the subsetsare derived from a vir-
tual tree structure imposedon all devicesin the system3. The ¯rst requires a
messagelength of r logN and storage of logN keys at the receiver and con-
stitutes a moderate improvement over previously proposedschemes;the second
exhibits a substantial improvement: it requiresa messagelength of 2r ¡ 1 (in the
worst case,or 1:38r in the averagecase)and storageof 1

2 log2 N keys at the re-
ceiver. This improvement is (provably) due to the fact that the key assignment
is computational and not information theoretic (for the information theoretic
casethere exists a lower bound which exhibits its limits, see[21]). Furthermore,
these algorithms are r-°exible, namely they do not assumean upper bound of
the number of revoked receivers.

Thirdly , wepresent a tracing mechanismthat works in tandem with a Subset-
Cover revocation scheme.We identify the bifurcation property for a Subset-Cover
scheme. Our two constructions of revocation schemespossesthis property. We
show that every schemethat satis¯es the bifurcation property can be combined
with the tracing mechanism to yield a trace-and-revoke scheme.The integration

2 Note that the comparison in the processingtime between the two methods treats
an application of a pseudo-random generator and a lookup operation as having the
samecost, even though they might be quite di®erent. More explicitly , the processing
of both methods consists of O(log log N ) lookups; in addition, the Subset Di®erence
method requires at most log N applications of a pseudo-random generator.

3 An alternativ e view is to map the receivers to points on a line and the subsets as
segments.



of the two mechanismsis seamlessin the sensethat no changeis required for any
oneof them. Moreover, no a-priori bound on the number of traitors is neededfor
our tracing scheme.In order to trace t illegal users,the ¯rst revocation method
requiresa messagelength of t logN , and the secondrevocation method requires
a messagelength of 5t.

Main Contributions: the main improvements that our methods achieve over
previously suggestedmethods, when adopted to the statelessscenario,are:

{ Reducing the messagelength to linear in r regardlessof the coalition size,
while maintaining a single decryption at the user's end. This applies also to
the casewhere public keys are used,without a substantial length increase.

{ The seamlessintegrationbetweenrevocation and tracing: the tracing mecha-
nism doesnot require any changeof the revocation algorithm and no a priori
bound on the number of traitors, even when all traitors cooperate among
themselves.

{ The rigorous treatment of the security of such schemes,identifying the e®ect
of parameter choice on the overall security of the scheme.

Method MessageLength Storage@Receiver Processingtime decryptions

Complete Subtree r log N
r log N O(log log N ) 1

Subset Di®erence 2r ¡ 1 1
2 log2 N O(log N ) 1

Fig. 1. Performance tradeo® for the Complete Subtree method and the Subset Di®er-
encemethod

Organization of the paper. Section 2 describes the framework for Subset-Cover
algorithms and a sketch of the main theorem characterizing the security of a
revocation algorithm in this family (the security is described in details in the
full version of the paper). Section 3 describes two speci¯c implementations of
such algorithms. Section 3.3 gives an overview of few implementation issues,
public-key methods and hierarchical revocation, as well as applications to copy
protection and securemulticast. Section 4 provides a traitors-tracing algorithm
that works for every revocation algorithm in the Subset-Cover framework and an
improvement speci¯cally suited for the Subset-Di®erencerevocation algorithm.

2 The Subset-Co ver Revocation Framew ork

2.1 Preliminaries - Problem De¯nition

Let N be the set of all users, jN j = N , and R ½ N be a group of jRj = r
userswhosedecryption privileges should be revoked. The goal of a revocation
algorithm is to allow a center to transmit a messageM to all userssuch that
any user u 2 N n R can decrypt the messagecorrectly, while even a coalition



consisting of all members of R cannot decrypt it. The de¯nition of the latter is
provided in Sect. 2.3.

A systemconsistsof three parts: (1) An initiation scheme,which is a method
for assigningthe receiverssecretinformation that will allow them to decrypt. (2)
The broadcastalgorithm - given a messageM and the set R of usersthat should
be revoked outputs a ciphertext messageM 0 that is broadcast to all receivers.
(3) A decryption algorithm - a (non-revoked) user that receives ciphertext M 0

using its secret information should produce the original messageM . Since the
receivers are stateless, the output of the decryption should be based on the
current messageand the secret information only.

2.2 The Framew ork

Wepresent a framework for algorithms which wecall Subset-Cover. In this frame-
work an algorithm de¯nes a collection of subsetsS1; : : : ; Sw , Sj µ N . Each sub-
set Sj is assigned(perhaps implicitly) a long-lived key L j ; each member u of
Sj should be able to deduceL j from its secret information. Given a revoked set
R, the remaining usersN n R are partitioned into disjoint subsetsSi 1 ; : : : ; Si m

so that N n R =
S m

j =1 Si j and a sessionkey K is encrypted m times with
L i 1 ; : : : ; L i m .

Speci¯cally, an algorithm in the framework usestwo encryption schemes:

{ A method FK : f 0; 1g¤ 7! f 0; 1g¤ to encrypt the messageitself. The key K
usedwill be chosenfresh for each messageM - a sessionkey - as a random
bit string. FK should be a fast method and should not expand the plaintext.
The simplest implementation is to Xor the messageM with a stream cipher
generatedby K .

{ A method to deliver the sessionkey to the receivers, for which we will em-
ploy an encryption scheme. The keys L here are long-lived. The simplest
implementation is to make EL : f 0; 1g` 7! f 0; 1g` a block cipher.

A discussionof the security requirements of theseprimitiv esis given in Sect.2.3.
Suggestionsfor the implementation of FK and EL are outlined in Sect. 3.3 and
given in [21]. The algorithm consistsof three components:
Scheme Initiation : Every receiver u is assignedprivate information I u . For all
1 · i · w such that u 2 Si , I u allowsu to deducethe key L i corresponding to the
set Si . Note that the keys L i can be choseneither (i) uniformly at random and
independently from each other (which we call the information-theoretic case)or
(ii) as a function of other (secret) information (which we call the computational
case),and thus may not be independent of each other.
The Broadcast algorithm at the Center: The center choosesa sessionencryp-
tion key K . Given a set R of revoked receivers, it ¯nds a partition Si 1 ; : : : ; Si m

covering all usersin N nR. Let L i 1 ; : : : ; L i m be the keysassociated with the above
subsets.The center encrypts K with keysL i 1 ; : : : ; L i m and sendsthe ciphertext

h[i 1; i 2; : : : ; i m ; EL i 1
(K ); EL i 2

(K ); : : : ; EL i m
(K )]; FK (M )i



The portion in squarebracketsprecedingFK (M ) is called the headerand FK (M )
is called the body.
The Decryption step at the receiver u, upon receiving a broadcast message
h[i 1; i 2; : : : ; i m ; C1; C2; : : : ; Cm ]; M 0i : the receiver ¯nds i j such that u 2 Si j (in
caseu 2 R the result is null ). It then extracts the corresponding key L i j from I u ,
computesDL i j

(Cj )) to obtain K and computesDK (M 0) to obtain and output
M .

A particular implementation of such schemeis speci¯ed by (1) the collection
of subsetsS1; : : : ; Sw (2) the key assignment to each subset in the collection
(3) a method to cover the non-revoked receivers N n R by disjoint subsetsfrom
this collection, and (4) A method that allows each user u to ¯nd its cover S
and compute its key L S from I u . The algorithm is evaluated basedupon three
parameters:

1. MessageLength - the length of the headerthat is attached to FK (M ), which
is proportional to m, the number of sets in the partition covering N n R.

2. Storagesizeat the receiver - how much private information (t ypically, keys)
does a receiver need to store. For instance, I u could simply consists of all
the keys Si such that u 2 Si , or if the key assignment is more sophisticated
it should allow the computation of all such keys.

3. Messageprocessingtime at receiver. We often distinguish between decryp-
tion and other typesof operations.

It is important to characterize the dependenceof the above three parameters
in both N and r . Speci¯cally, we say that a revocation scheme is °exible with
respect to r if the storage at the receiver is not a function of r . Note that the
e±ciency of setting up the scheme and computing the partition (given R) is
not taken into account in the algorithm's analysis. However, for all schemes
presented in this paper the computational requirements of the senderare rather
modest: ¯nding the partition takes time linear in jRj logN and the encryption
is proportional to the number of subsetsin the partition. In this framework we
demonstrate the substantial gain that can be achieved by using a computational
key-assignment schemeas opposedto an information-theoretic one 4.

2.3 Securit y of the framew ork

The de¯nition of the Subset-Cover framework allows a rigorous treatment of the
security of any algorithm in this family. Unfortunately, due to lack of space,this
discussionmust be omitted and is included in the full version of the paper [21].
A summary of this analysis follows.

Our contribution is twofold. We ¯rst de¯ne the notion of revocation-scheme
security, namely specify the adversary's power in this scenarioand what is con-
sidered a successfulbreak. This roughly corresponds to an adversary that may
pool the secret information of several usersand may have somein°uence on the
4 Note that since the assumptions on the security of the encryption primitiv es are

computational, a computational key-assignment method is a natural.



choiceof messagesencrypted in this scheme(chosenplaintext). Also it may cre-
ate bogusmessagesand seehow legitimate users(that will not be revoked) react.
Finally, to say that the adversary has broken the schememeansthat when the
userswho have provided it their secret information are all revoked (otherwise
it is not possible to protect the plaintext) the adversary can still learn some-
thing about the encrypted message.Here we de¯ne \learn" as distinguishing its
encryption from random (this is equivalent to semantic security).

Second, we state the security assumptions on the primitiv es used in the
scheme (these include the encryptions primitiv es EL and FK and the key as-
signment method in the subset-cover algorithm.) We identify a critical property
that is required from the key-assignment method: a subset-cover algorithm sat-
is¯es the "key-indistinguishability" property if for every subset Si its key L i is
indistinguishable from a random key given all the information of all usersthat
are not in Si . Note that any schemein which the keys to all subsetsare chosen
independently (trivially) satis¯es this property. To obtain our security theorem,
we require two di®erent setsof properties from EL and FK , sinceFK usesshort
lived keyswhereasEL useslong-lived ones.Speci¯cally, EL is required to be se-
mantically secureagainst chosenciphertext attacks in the pre-processingmode,
and FK to be chosen-plaintext, one-messagesemantically secure (see [21] for
details). We then proceed to show that if the subset-cover algorithm satis¯es
the key-indistinguishabilit y property and if EL and FK satisfy their security
requirements, then the revocation schemeis secureunder the above de¯nition.

Theorem 1. Let A be a Subset-Coverrevocation algorithm where (i) the key
assignmentsatis¯es the key-indistinguishability property (ii) EL is semantically
secure against chosen ciphertext attacks in the pre-processing mode, and (iii)
FK is chosen-plaintext, one-messagesemantically secure. Then A satis¯es the
notion of revocation schemesecurity de¯ned above.

3 Tw o Subset-Co ver Revocation Algorithms

We describe two schemesin the Subset-Cover framework with a di®erent per-
formance tradeo®,as summarized in table 1.25. Each is de¯ned over a di®erent
collection of subsets.Both schemesare r -°exible, namely they work with any
number of revocations. In the ¯rst scheme, the key assignment is information-
theoretic whereas in the other scheme the key assignment is computational.
While the ¯rst method is relatively simple, the secondmethod is more involved,
and exhibits a substantial improvementover previous methods.

In both schemesthe subsetsand the partitions are obtained by imagining the
receivers as the leavesin a rooted full binary tree with N leaves(assumethat N
is a power of 2). Such a tree contains 2N ¡ 1 nodes(leavesplus internal nodes)
and for any 1 · i · 2N ¡ 1 we assumethat vi is a node in the tree. We denote
5 Recently a method exhibiting various tradeo®s between the measures(bandwidth,

storage and processingtime) was proposed[22]. In particular it is possible to reduce
the device storage down to log2 n= log D by increasing processingtime to D log n.



by ST(R) the (directed) Steiner Tree induced by the set R of vertices and the
root, i.e. the minimal subtree of the full binary tree that connectsall the leaves
in R (ST(R) is unique). The systemsdi®er in the collections of subsetsthey
consider.

3.1 The Complete Subtree Metho d

The collection of subsetsS1; : : : ; Sw in our ¯rst schemecorresponds to all com-
plete subtreesin the full binary tree with N leaves.For any node vi in the full
binary tree (either an internal node or a leaf, 2N ¡ 1 altogether) let the subset
Si be the collection of receivers u that correspond to the leaves of the subtree
rooted at node vi . The key assignment method simply assignsan independent
and random key L i to every node vi in the complete tree. Provide every receiver
u with the logN + 1 keys associated with the nodes along the path from the
root to leaf u.

For a given set R of revoked receivers, let Si 1 ; : : : ; Si m be all the subtrees
of the original tree whoseroots are adjacent to nodesof outdegree1 in ST(R),
but they are not in ST(R). It follows immediately that this collection covers all
nodesin N nR and only them. The cover sizeis at most r log(N=r). This is also
the averagenumber of subsetsin the cover.

At decryption, givena messageh[i 1; : : : ; i m ; EL i 1
(K ); : : : ; EL i m

(K )]; FK (M )]i
a receiver u needsto ¯nd whether any of its ancestorsis amongi 1; i 2; : : : i m ; note
that there can be only one such ancestor, so u may belong to at most one sub-
set. This lookup can be facilitated e±ciently by using hash-table lookups with
perfect hash functions.

The key assignment in this method is information theoretic, that is keys
are assignedrandomly and independently . Hencethe \k ey-indistinguishabilit y"
property of this method follows from the fact that no u 2 R is contained in any
of the subsetsi 1; i 2; : : : i m .

Theorem 2. The Complete Subtree Revocation method requires (i) message
length of at most r log N

r keys (ii) to store logN keys at a receiver and (iii)
O(log logN ) operations plus a single decryption operation to decrypt a message.
Moreover, the method is secure in the senseof the de¯nition outlined in 2.3.

Comparison to the Logical Key Hierarchy (LKH) approach: Readers familiar
with the LKH method of [29,30] may ¯nd it instructiv e to compare it to the
Complete Subtree Scheme.The main similarit y lies in the key assignment - an
independent label is assignedto each node in the binary tree. However, these
labelsare usedquite di®erently - in the multicast re-keying LKH schemesomeof
theselabels changeat every revocation. In the Complete Subtree method labels
are static; what changesis a single sessionkey.

Consider an extension of the LKH scheme which we call the clumped re-
keying method: here, r revocations are performed at a time. For a batch of r
revocations, no label is changed more than once, i.e. only the \latest" value is
transmitted and used. In this variant the number of encryptions is roughly the



sameas in the Complete Subtree method, but it requires logN decryptions at
the user, (as opposedto a single decryption in our framework). An additional
advantage of the Complete Subtree method is the separation of the labels and
the sessionkey which has a consequenceon the messagelength; seediscussion
about Pre¯x-T runcation in [21].

3.2 The Subset Di®erence Metho d

The main disadvantage of the Complete Subtree method is that N n R may be
partitioned into a number of subsetsthat is too large. The goal is now to reduce
the partition size.We show an improved method that partitions the non-revoked
receivers into at most 2r ¡ 1 subsets(or 1:25r on average), thus getting rid of a
logN factor and e®ectively reducing the messagelength accordingly. In return,
the number of keys stored by each receiver increasesby a factor of 1

2 ¢logN .
The key characteristic of the Subset-Di®erencemethod, which essentially leads
to the reduction in messagelength, is that in this method any user belongsto
substantially more subsets than in the ¯rst method (O(N ) instead of logN ).
The challenge is then to devisean e±cient procedure to succinctly encode this
large set of keys at the user, which is achieved by using a computational key
assignment.

The subset description As in the previous method, the receivers are viewed
as leavesin a complete binary tree. The collection of subsetsS1; : : : ; Sw de¯ned
by this algorithm corresponds to subsetsof the form \a group of receivers G1

minus another group G2", where G2 ½ G1. The two groups G1; G2 correspond
to leaves in two full binary subtrees.Therefore a valid subset S is represented
by two nodes in the tree (vi ; vj ) such that vi is an ancestor of vj . We denote
such subsetas Si;j . A leaf u is in Si;j i® it is in the subtree rooted at vi but not
in the subtree rooted at vj , or in other words u 2 Si;j i® vi is an ancestor of
u but vj is not. Figure 2 depicts Si;j . Note that all subsetsfrom the Complete
Subtree Method are also subsetsof the Subset Di®erenceMethod; speci¯cally,
a subtree appearshere as the di®erencebetween its parent and its sibling. The
only exception is the full tree itself, and we will add a special subset for that.
We postpone the description of the key assignment till later; for the time being
assumethat each subsetSi;j has an associated key L i;j .

The Cover For a set R of revoked receivers,the following Cover algorithm ¯nds
a collection of disjoint subsetsSi 1 ;j 1 ; Si 2 ;j 2 : : : ; Si m ;j m which partitions N n R.
The method builds the subsetscollection iterativ ely, maintaining a tree T which
is a subtree of ST(R) with the property that any u 2 N n R that is below a
leaf of T has beencovered. We start by making T be equal to ST(R) and then
iterativ ely remove nodesfrom T (while adding subsetsto the collection) until T
consistsof just a single node:

1. Find two leavesvi and vj in T such that the least-common-ancestorv of vi

and vj doesnot contain any other leaf of T in its subtree. Let vl and vk be
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Fig. 2. The Subset Di®erence method: subset Si;j contains all marked leaves (non-
black).

the two children of v such that vi a descendant of vl and vj a descendant of
vk . (If there is only one leaf left, make vi = vj to the leaf, v to be the root
of T and vl = vk = v.)

2. If vl 6´ vi then add the subsetSl ;i to the collection; likewise,if vk 6´ vj add
the subsetSk ;j to the collection.

3. Remove from T all the descendants of v and make it a leaf.

An alternativ e description of the cover algorithm is as follows: considermax-
imal chains of nodeswith outdegree1 in ST(R). More precisely, each such chain
is of the form [vi 1 ; vi 2 ; : : : vi ` ] where(i) all of vi 1 ; vi 2 ; : : : vi ` ¡ 1 have outdegree1 in
ST(R) (ii) vi ` is either a leaf or a node with outdegree2 and (iii) the parent of
vi 1 is either a node of outdegree2 or the root. For each such chain where ` ¸ 2
add a subsetsSi 1 ;i ` to the cover. Note that all nodes of outdegree1 in ST(R)
are members of precisely one such chain.

We state, without a proof, that a cover can contain at most 2r ¡ 1 subsets
for any set of r revocations. Moreover, if the set of revoked leaves is random,
then average-caseanalysis bounds the cover size by 1:38r , whereassimulation
experiments tighten the bound to 1:25r .

The next lemma is concernedwith covering more general sets than those
obtained by removing users.Rather it assumesthat we are removing a collection
of subsetsfrom the SubsetDi®erencecollection. It is applied later in Section4.2.

Lemma 1. Let S = Si 1 ; Si 2 ; : : : Si m be a collection of m disjoin t subsetsfrom
the underlying collection de¯ned by the Subset Di®erence method, and U =
[ m

j =1 Si j . Then the leaves in N n U can be covered by at most 3m ¡ 1 subsets
from the underlying SubsetDi®erence collection.

Key assignmen t to the subsets We now de¯ne what information each re-
ceiver must store. If we try and repeat the information-theoretic approach of
the previous schemewhere each receiver needsto store explicitly the keys of all
the subsetsit belongsto, the storagerequirements would expand tremendously:
consider a receiver u; for each complete subtree Tk it belongsto, u must store
a number of keys proportional to the number of nodes in the subtree Tk that



are not on the path from the root of Tk to u. There are logN such trees, one
for each height 1 · k · logN , yielding a total of

P log N
k=1 (2k ¡ k) which is O(N )

keys. We therefore devisea key assignment method that requires a receiver to
store only O(log N ) keys per subtree, for the total of O(log2 N ) keys.

While the total number of subsetsto which a user u belongsis O(N ), these
can be grouped into logN clusters de¯ned by the ¯rst subset i (from which
another subsetsis subtracted). The way we proceedwith the keys assignment
is to choose for each 1 · i · N ¡ 1 corresponding to an internal node in the
full binary tree a random and independent value LABEL i . This value should
induce the keys for all legitimate subsetsof the form Si;j . The idea is to employ
the method usedby Goldreich, Goldwasserand Micali [17] to construct pseudo-
random functions, which wasalsousedby Fiat and Naor [12] for purposessimilar
to ours.

Let G be a (cryptographic)pseudo-randomsequencegenerator (seede¯nition
below) that triples the input, i.e. whoseoutput length is three times the length
of the input; let GL (S) denotethe left third of the output of G on seedS, GR (S)
the right third and GM (S) the middle third. We say that G : f 0; 1gn 7! f 0; 1g3n

is a pseudo-random sequencegenerator if no polynomial-time adversary can
distinguish the output of G on a randomly chosenseedfrom a truly random string
of similar length. Let " 4 denote the bound on the distinguishing probabilit y.

Consider now the subtree Ti (rooted at vi ). We will use the following top-
down labeling process:the root is assigneda label LABEL i . Given that a parent
was labeled S, its two children are labeled GL (S) and GR (S) respectively. Let
LABEL i;j be the label of node vj derived in the subtree Ti from LABEL i . Fol-
lowing such a labeling, the key L i;j assignedto set Si;j is GM of LABEL i;j . Note
that each label induces three parts: GL - the label for the left child, GR - the
label for the right child, and GM the key at the node. The processof generating
labels and keys for a particular subtree is depicted in Fig. 3. For such a labeling
process,given the label of a node it is possibleto compute the labels (and keys)
of all its descendants. On the other hand, without receiving the label of an an-
cestor of a node, its label is pseudo-randomand for a node j , given the labels
of all its descendants (but not including itself ) the key L i;j is pseudo-random
(LABEL i;j , the label of vj , is not pseudo-randomgiven this information simply
becauseonecan check for consistencyof the labels). It is important to note that
given LABEL i , computing L i;j requires at most logN invocations of G.

We now describe the information I u that each receiver u gets in order to
derive the key assignment described above. For each subtree Ti such that u is a
leaf of Ti the receiver u should be able to compute L i;j i® j is not an ancestor
of u. Consider the path from vi to u and let vi 1 ; vi 2 ; : : : vi k be the nodes just
\hanging o®" the path, i.e. they are adjacent to the path but not ancestorsof
u (seeFig. 3). Each j in Ti that is not an ancestor of u is a descendant of one
of thesenodes.Therefore if u receives the labels of vi 1 ; vi 2 ; : : : vi k as part of I u ,
then invoking G at most logN times su±ces to compute L i;j for any j that is
not an ancestorof u.



Fig. 3. Key assignment in the Subset Di®erencemethod. Left: generation of LABEL i;j

and the key L i;j . Right: leaf u receives the labels of vi 1 ; : : : vi k that are induced by the
label LABEL i of vi .

As for the total number of keys (in fact, labels) stored by receiver u, each
tree Ti of depth k that contains u contributes k ¡ 1 keys (plus one key for
the casewhere there are no revocations), so the total is 1 +

P log N +1
k=1 k ¡ 1 =

1 + (log N +1) log N
2 = 1

2 log2 N + 1
2 logN + 1.

At decryption time, a receiver u ¯rst ¯nds the subsetSi;j such that u 2 Si;j ,
and computes the key corresponding to L i;j . Using the techniques described
in the complete subtree method for table lookup structure, this subset can be
found in O(log logN ). The evaluation of the subsetkey takesnow at most logN
applications of a pseudo-randomgenerator. After that, a single decryption is
needed.

Securit y In order to prove security we have to show that the key indistinguisha-
bilit y condition (outlined in Sect. 2.3) holds for this method, namely that each
key is indistinguishable from a random key for all usersnot in the corresponding
subset.

Observe ¯rst that for any u 2 N , u never receives keys that correspond
to subtrees to which it does not belong. Let Si denote the set of leaves in the
subtreeTi rooted at vi . For any set Si;j the key L i;j is (information theoretically)
independent of all I u for u 62Si . Thereforewehave to consideronly the combined
secretinformation of all u 2 Sj . This is speci¯ed by at most logN labels - those
hangingon the path from vi to vj plus the two children of vj - which aresu±cient
to derive all other labels in the combined secret information. Note that these
labels are logN strings that were generated independently by G, namely it is
never the casethat onestring is derived from another. Hence,a hybrid argument
implies that the probabilit y of distinguishing L i;j from random can be at most
"4=logN , where "4 is the bound on distinguishing outputs of G from random
strings.



Theorem 3. The SubsetDi®erence method requires (i) messagelength of at
most 2r ¡ 1 keys(ii) to store 1

2 log2 N + 1
2 logN + 1 keysat a receiver and (iii)

O(log N ) operations plus a single decryption operation to decrypt a message.
Moreover, the method is secure in the senseof de¯nition outlined in 2.3.

3.3 Further Discussions (Summary)

In [21] we discussa number of important issuesrelated to the above schemes,
their implementation and applications. Below is a short summary of the topics.

Implemen tation Issues: A key characteristic of the Subset-Cover frame-
work is that it clearly separatesthe long-term keys from the short, one time,
key. This allows, if so desired, to chosean encryption F that might be weaker
(usesshorter keys) than the encryption chosenfor E and to reducethe message
length appropriately. Weprovide a \Pre¯x-T runcation" speci¯cation for E to im-
plement such a reduction without sacri¯cing the security of the long-lived keys.
Let Pre¯x i S denote the ¯rst i bits of a string S. chooseU to be a random string
whoselength is the length of the block of EL and let K be a relatively short key
for the cipher FK (whose length is, say, 56 bits). Then, [Pre¯x jK j EL (U)] © K
provides an encryption that satis¯es the requirements of E , asdescribed in Sect.
2.3. The Pre¯x-T runcated header is therefore:

h[ i 1; : : : ; i m ; U; [Pre¯x jK j EL i 1
(U)] © K ; : : : ; [Pre¯x jK j EL i m

(U)] © K ]; FK (M )i

Note that the length of the header is reduced to about m £ jK j bits long (say
56m) instead of m £ jL j.

Hierarc hical Rev ocation: We point out that the schemesare well suited
to e±ciently support hierarchical revocations of large groups of clustered-users;
this is useful, for instance, to revoke all devicesof a certain manufacturer.

Public Key metho ds: A revocation scheme that is used in a public key
mode is appropriate in scenarioswhere the the party that generatedthe cipher-
text is not necessarilytrust worthy. This calls for implementing E with a public-
key cryptosystem; however, a number of di±culties arise such as the public-key
generationprocess,the sizeof the public key ¯le and the headerreduction. As we
show, using a Di±e-Hellman like schemesolvesmost of theseproblems (except
the public key ¯le size).

An interesting point is that pre¯x truncation is still applicable and we get
that the length of public-key encryption is hardly longer than the private-key
case.This can be done as follows: Let G be a group with a generator g, gy i j

be the public key of subset Si j and yi j the secret key. Chooseh as a pairwise-
independent function h : G 7! f 0; 1gjK j , thus elements which are uniformly
distributed over G are mapped to uniformly distributed strings of the desired
length. The encryption E is doneby picking a new element x from G, publicizing
gx , and encrypting K as EL i j

(K ) = h(gxy i j ) © K . That is, the header now
becomes

h[ i 1; i 2; : : : ; i m ; gx ; h; h(gxy i 1 ) © K ; : : : ; h(gxy i m ) © K ]; FK (M )i



In terms of the broadcast length such systemhardly increasesthe number of
bits in the headeras comparedwith a shared-key system- the only di®erenceis
gx and the description of h. Therefore this di®erenceis ¯xed and doesnot grow
with the number of revocations. Note however that the schemeas de¯ned above
is not immune to chosen-ciphertext attacks, but only to chosenplaintext ones.
Coming up with public-key schemeswhere pre¯x-truncation is possiblethat are
immune to chosenciphertext attacks of either kind is an interesting challenge6.

Cop y Protection and CPRM Copy protection is a natural application for
trace-and-revoke schemes,and the statelessscenario is especially appropriate
when content is distributed on pre-recorded media. CPRM/CPPM (Content
Protection for RecordableMedia and Pre-RecordedMedia) is a technology de-
veloped and licensed by the \4C" group - IBM, Intel, MEI (Panasonic) and
Toshiba [10]. It de¯nes a method for protecting content on physical media such
asrecordableDVD, DVD Audio, SecureDigital Memory Card and SecureCom-
pactFlash. A licensingEntit y (the Center) provides a unique set of secretdevice
keys to be included in each device at manufacturing time. The licensing Entit y
also provides a Media Key Block (MKB) to be placed on each compliant media
(for example,on the DVD). The MKB is essentially the headerof the ciphertext
which encrypts the sessionkey. It is assumedthat this headerresideson a write-
onceareaon the media, e.g.a Pre-embossedlead-in areaon the recordableDVD.
When the compliant media is placed in a player/recorder device, it computes
the sessionkey from the header(MKB) using its secretkeys; the content is then
encrypted/decrypted using this sessionkey.

The algorithm employed by CPRM is essentially a Subset-Cover scheme.
Consider a table with A rows and C columns. Every device (receiver) is viewed
asa collection of C entries from the table, exactly onefrom each column, that is
u = [u1; : : : ; uC ] whereui 2 f 0; 1; : : : ; A ¡ 1g. The collection of subsetsS1; : : : ; Sw

de¯ned by this algorithm correspond to subsetsof receivers that sharethe same
entry at a given column, namely Sr ;i contains all receivers u = [u1; : : : ; uC ] such
that ui = r . For every 0 · i · A ¡ 1 and 1 · j · C the scheme associates
a key denoted by L i;j . The private information I u that is provided to a device
u = [u1; : : : ; uC ] consistsof C keys L u1 ;1; L u2 ;2; : : : ; L uC ;C .

For a given set R of revoked devices,the method partitions N nR as follows:
Si;j is in the cover i® Si;j

T
R = ; . While this partition guarantees that a

revoked device is never covered, there is a low probabilit y that a non-revoked
deviceu 62R will not be covered as well and therefore becomenon-functional7.

The CPRM method is a Subset-Cover method with two exceptions:(1) the
subsetsin a cover are not necessarilydisjoint and (2) the cover is not always
perfect asa non-revoked devicemay be uncovered.Note that the CPRM method
is not r-°exible: the probabilit y that a non-revoked device is uncovered grows
6 Both the scheme of Cramer and Shoup [7] and the random oracle basedscheme [14]

require somespeci¯c information for each recipient; a possibleapproach with random
oracles is to follow the lines of [27].

7 This is similar to the scenario considered in [16]



with r , hencein order to keep it small enough the number of revocations must
be bounded by A.

For the sake of comparing the performanceof CPRM with the two methods
suggestedin this paper, assumethat C = logN and A = r . Then, the message
is composedof r logN encryptions, the storageat the receiver consistsof logN
keys and the computation at the receiver requires a single decryption. These
bounds are similar to the Complete Subtree method; however, unlike CPRM,
the Complete Subtree method is r -°exible and achieves perfect coverage.The
advantage of the SubsetDi®erenceMethod is much more substantial: in addition
to the above, the messageconsistsof 1:25r encryptions on average,or of at most
2r ¡ 1 encryptions, rather than r logN .

For example, in DVD Audio, the amount of storage that is dedicated for
its MKB (the header) is 3 MB. This constrains the maximum allowed message
length. Under a certain choice of parameters,such as the total number of man-
ufactured devicesand the number of distinct manufacturers, with the current
CPRM algorithm the systemcan revoke up to about 10,000devices.In contrast,
for the sameset of parametersand the same3MB constraint, a Subset-Di®erence
algorithm achievesup to 250,000(!) revocations, a factor of 25 improvement over
the currently used method. This major improvement is partly due to fact that
hierarchical revocation can be done very e®ectively, a property that the current
CPRM algorithm doesnot have.

Applications to Multicast The di®erencebetween key management for the
scenarioconsideredin this paper and for the Logical Key Hierarchy for multicast
is that in the latter the users (i.e. receivers) may update their keys [30,29].
This update is referred to as a re-keying event and it requires all users to be
connectedduring this event and change their internal state (keys) accordingly.
However, even in the multicast scenarioit is not reasonableto assumethat all the
usersreceive all the messagesand perform the required update. Therefore some
mechanism that allows individual update must be in place. Taking the stateless
approach gets rid of the need for such a mechanism: simply add a header to
each messagedenoting who are the legitimate recipients by revoking those who
should not receive it. In casethe number of revocations is not too large this may
yield a more manageablesolution. This is especially relevant when there is a
single sourcefor the sendingmessagesor when public-keys are used.
Backward secrecy: Note that revocation in itself lacks backward secrecyin the
following sense:a constantly listening userthat hasbeenrevokedfrom the system
records all future transmission (which it can't decrypt anymore) and keepsall
ciphertexts. At a later point it gains a valid new key (by re-registering) which
allows decryption of all past communication. Hence,a newly acquired user-key
canbeusedto decrypt all past sessionkeysand ciphertexts. The way that [30,29]
proposeto achieve backward secrecyis to perform re-keying when new usersare
added to the group (such a re-keying may be reducedto only one way chaining,
known as LKH+), thus making such operations non-trivial. We point out that
in the subset-cover framework and especially in the two methods we proposed
it may be easier:At any given point of the system include in the set of revoked



receivers all identities that have not been assignedyet. As a result, a newly
assigneduser-key cannot help in decrypting an earlier ciphertext. Note that this
is feasiblesinceweassumethat newusersareassignedkeysin a consecutiveorder
of the leavesin the tree, sounassignedkeysareconsecutive leavesin the complete
tree and can be covered by at most logN sets (of either type, the Complete-
Subtreemethod or the Subtree-Di®erencemethod). Hence,the unassignedleaves
can be treated with the hierarchical revocation technique, resulting in adding at
most logN revocations to the message.

4 Tracing Traitors

It is highly desirablethat a revocation mechanism could work in tandem with a
tracing mechanismto yield a trace and revokescheme.Weshow a tracing method
that works for many schemesin the subset-cover framework. The method is quite
e±cient. The goal of a tracing algorithm is to ¯nd the identities of those that
contributed their keys to an illicit decryption box8 and revoke them; short of
identifying them we should render the box uselessby ¯nding a \pattern" that
does not allow decryption using the box, but still allows broadcasting to the
legitimate users. Note that this is a slight relaxation of the requirement of a
tracing mechanism, say in [23] (which requires an identi¯cation of the traitor's
identit y) and in particular it lacks self enforcement[11].However asa mechanism
that works in conjunction with the revocation scheme it is a powerful tool to
combat piracy.

The mo del Suppose that we have found an illegal decryption-box (decoder,
or clone) which contains the keys associated with at most t receivers u1; : : : ; ut

known as the \traitors".
We are interested in \black-box" tracing, i.e. one that does not take the

decoder apart but by providing it with an encrypted messageand observing its
output (the decrypted message)tries to ¯gure out who leaked the keys.A pirate
decoder is of interest if it correctly decodeswith probabilit y p which is at least
somethreshold q, say q > 0:5. We assumethat the box hasa \reset button", i.e.
that its internal state may beretrieved to someinitial con¯guration. In particular
this excludesa \lo cking" strategy on the part of the decoder which says that in
caseit detects that it is under test, it should refuse to decode further. Clearly
software-basedsystemscan be simulated and therefore have the reset property.

The result of a tracing algorithm is either a subset consisting of traitors or
a partition into subsets that renders the box uselessi.e. given an encryption
with the given partition it decrypts with probabilit y smaller than the threshold
q while all good userscan still decrypt.

In particular, a \subsets based" tracing algorithm devises a sequenceof
querieswhich, given a black-box that decodeswith probabilit y above the thresh-
old q, producesthe results mentioned above. It is basedon constructing useful
8 Our algorithm also works for more than one box.



sets of revoked devicesR which will ultimately allow the detection of the re-
ceiver's identit y or the con¯guration that makes the decoder useless.A tracing
algorithm is evaluated basedon (i) the level of performancedowngradeit imposes
on the revocation scheme(ii) number of queriesneeded.

4.1 The Tracing Algorithm

Subsettracing: An important procedure in our tracing mechanism is one that
given a partition S = Si 1 ; Si 2 ; : : : Si m and an illegal box outputs one of two
possibleoutputs: either (1) that the box cannot decrypt with probabilit y greater
than the threshold when the encryption is done with partition S or (ii) Finds
a subset Si j such that Si j contains a traitor. Such a procedure is called subset
tracing and is described below.

Bifur cation property: Given a subset-tracing procedure, we describe a tracing
strategy that works for many Subset-Cover revocation schemes.The property
that the revocation algorithm should satisfy is that for any subsetSi ; 1 · i · w,
it is possibleto partition Si into two (or constant) roughly equal sets, i.e. that
there exists 1 · i 1; i 2 · w such that Si = Si 1 [ Si 2 and jSi 1 j is roughly the same
as jSi 2 j. For a SubsetCover scheme,let the bifurcation value be the relative size
of the largest subset in such a split.

Both the Complete Subtree and the Subtree Di®erencemethods satisfy this
requirement: in the caseof the Complete Subtree Method each subset, which
is a complete subtree, can be split into exactly two equal parts, corresponding
to the left and right subtrees.Therefore the bifurcation value is 1=2. As for the
Subtree Di®erenceMethod, Each subsetSi;j can be split into two subsetseach
containing betweenonethird and two thirds of the elements. Here, again, this is
doneusing the left and right subtreesof node i . SeeFig. 4. The only exception is
when i is a parent of j , in which casethe subsetis the completesubtreerooted at
the other child; such subsetscan be perfectly split. The worst caseof (1=3; 2=3)
occurs when i is the grandparent of j . Therefore the bifurcation value is 2=3.

The Tracing Algorithm: We now describe the generaltracing algorithm, assum-
ing that we have a good subset tracing procedure. The algorithm maintains a
partition Si 1 ; Si 2 ; : : : Si m . At each phaseone of the subsetsis partitioned, and
the goal is to partition a subsetonly if it contains a traitor.

Each phase initially applies the subset-tracing procedure with the current
partition S = Si 1 ; Si 2 ; : : : Si m . If the procedure outputs that the box cannot
decrypt with S then we are done, in the sensethat we have found a way to
disable the box without hurting any legitimate user. Otherwise, let Si j be the
set output by the procedure,namely Si j contains the a traitor.

If Si j contains only one possible candidate - it must be a traitor and we
permanently revoke this user; this doesn't hurt a legitimate user. Otherwise we
split Si j into two roughly equal subsetsand continue with the new partitioning.
The existenceof such a split is assuredby the bifurcation property.
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Fig. 4. Bifurcating a Subset Di®erenceset Si;j , depicted in the left. The black triangle
indicates the excluded subtree. L and R are the left and the right children of vi . The
resulting sets SL;j and Si;L are depicted to the right.

Analysis: Since a partition can occur only in a subset that has a traitor and
contains more than one element, it follows that the number of iterations can be
at most t loga N , where a is the inverseof the bifurcation value (a more re¯ned
expressionis t(loga N ¡ log2t), the number of edgesin a binary tree with t leaves
and depth loga N .)

The Subset Tracing Pro cedure The Subset Tracing procedure ¯rst tests
whether the box decodesa messagewith the partition S = Si 1 ; Si 2 ; : : : Si m with
su±cient probabilit y greater than the threshold, say > 0:5. If not, then it con-
cludes (and outputs) that the box cannot decrypt with S. Otherwise, it needs
to ¯nd a subsetSi j that contains a traitor.

Let pj be the probabilit y that the box decodesthe ciphertext

h[i 1; i 2; : : : ; i m ; EL i 1
(RK ); : : : ; EL i j

(RK ); EL i j +1
(K ); : : : ; EL i m

(K )]; FK (M )i

where RK is a random string of the same length as the key K . That is, pj is
the probabilit y of decoding when the ¯rst j subsetsare noisy and the remaining
subsetsencrypt the correct key. Note that p0 = p and pm = 0, hencethere must
be some0 < j · m for which jpj ¡ 1 ¡ pj j ¸ p

m . It can be shown that if pj ¡ 1 is
di®erent from pj by more than " , where " is an upper bound on the sum of the
probabilities of breaking the encryption schemeE and key assignment method,
then the set Si j must contain a traitor. It also provides a binary-search-like
method that e±ciently ¯nds a pair of valuespj ; pj ¡ 1 amongp0; : : : ; pm satisfying
jpj ¡ 1 ¡ pj j ¸ p

m .

4.2 Impro ving the Tracing Algorithm

The basic traitors tracing algorithm described above requires t log(N=t) itera-
tions. Furthermore, sinceat each iteration the number of subsetsin the partition
increasesby one, tracing t traitors may result with up to t log(N=t) subsetsand



hencein messagesof length t log(N=t). This bound holds for any Subset-Cover
method satisfying the Bifur cation property, and both the Complete Subtreeand
the SubsetDi®erencemethods satisfy this property. What is the bound on the
number of traitors that the algorithm can trace?

Recall that the messagelength required by the Complete Subtree method
is r log(N=r) for r revocations, hence the tracing algorithm can trace up to r
traitors if it uses the Complete Subtree method. However, since the message
length of the Subset Di®erencemethod is at most 2r ¡ 1, only 2r ¡ 1

log N =r traitors
can be traced if SubsetDi®erenceis used.We now describe an improvement on
the basic tracing algorithm that reducesthe number of subsetsin the partition
to 5t ¡ 1 for the Subset Di®erencemethod (although the number of iterations
remains t log(N=t)). With this improvement the algorithm can trace up to r =5
traitors.

Note that among the t logN=t subsetsgeneratedby the basic tracing algo-
rithm, only t actually contain a traitor. The idea is to repeatedly merge those
subsetswhich are not known to contain a traitor. 9 Speci¯cally, we maintain at
each iteration a frontier of at most 2t subsetsplus 3t ¡ 1 additional subsets.In
the following iteration a subset that contains a traitor is further partitioned; as
a result, a new frontier is de¯ned and the remaining subsetsare re-grouped.

Frontier subsets:Let Si 1 ; Si 2 ; : : : Si m be the partition at the current iteration. A
pair of subsets(Si j 1 ; Si j 2 ) is said to be in the frontier if Si j 1 and Si j 2 resulted
from a split-up of a single subset at an earlier iteration. Also neither (Si j 1 nor
Si j 2 ) was singled out by the subset tracing procedure so far. This de¯nition
implies that the frontier is composedof k disjoint pairs of buddy subsets. Since
buddy-subsetsare disjoint and since each pair originated from a single subset
that contained a traitor (and therefore has beensplit) k · t.

We can now describe the improved tracing algorithm which proceedsin it-
erations. Every iteration starts with a partition S = Si 1 ; Si 2 ; : : : Si m . Denote by
F ½ S the frontier of S. An iteration consistsof the following steps,by the end
of which a new partition S0 and a new frontier F 0 is de¯ned.

{ As before,usethe SubsetTracing procedureto ¯nd a subsetSi j that contains
a traitor. If the tracing procedureoutputs that the box can not decrypt with
S then we are done. Otherwise, split Si j into Si j 1 and Si j 2 .

{ F 0 = F [ Si j 1 [ Si j 2 (Si j 1 and Si j 2 are now in the frontier). Furthermore, if Si j

was in the frontier F and Si k was its buddy-subset in F then F 0 = F 0n Si k

(remove Si k from the frontier).
{ Compute a cover C for all receivers that are not covered by F 0. De¯ne the

new partition S0 as the union of C and F 0.

To seethat the processdescribed above converges,observe that at each itera-
tion the number of new small frontier setsalways increasesby at least one.More
9 This idea is similar to the secondschemeof [13], Sect. 3:3. However, in [13] the merge

is straightforw ard as their model allows any subset. In our model only members
from the Subset Di®erence are allowed, hence a merge which produces subsets of
this particular type is non-trivial.



precisely, at the end of each iteration construct a vector of length N describing
how many setsof sizei , 1 · i · N , constitute the frontier. It is easyto seethat
these vectors are lexicographically increasing. The processmust stop when or
beforeall sets in the frontier are singletons.

By de¯nition, the number of subsetsin a frontier can be at most 2t. Further-
more, they are paired into at most t disjoint buddy subsets.As for non-frontier
subsets(C), Lemma 1 shows that covering the remaining elements can be done
by at most jF j · 3t ¡ 1 subsets(note that we apply the lemma so as to cover
all elements that are not covered by the buddy subsets,and there are at most
t of them). Hencethe partition at each iteration is composedof at most 5t ¡ 1
subsets.
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