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Abstract. The paradigms currently usedto realize symmetric encryp-
tion schemessecureagainst adaptive chosenciphertext attack (CCA) try
to make it infeasible for an attacker to forge \v alid" ciphertexts. This
is achieved by either encading the plaintext with someredundancy be-
fore encrypting or by appending a MAC to the ciphertext. We suggest
schemeswhich are provably secureagainst CCA, and yet every string is a
\v alid" ciphertext. Consequerily, our schemeshave a smaller ciphertext
expansion than any other scheme known to be secureagainst CCA. Our
most excient schemeis basedon a novel useof \v ariable-length" pseudo-
random functions and can be exciently implemented using block ciphers.
We relate the ditcult y of breaking our schemesto that of breaking the
underlying primitiv esin a precise and quantitativ e way.

1 Intro duction

Our goal in this paper is to designezxcient symmetric (ie. private-key) encryp-
tion schemesthat are secureagainst adaptive chosen-ciphertext attack (CCA).
Rather than directly applying the paradigm usedin designingpublic-key encryp-
tion sthemessecureagainst CCA, we dewelop new oneswhich take advantage
of the peculiarities of the symmetric setting. As a result we manageto do what
may not have beenknown to be possible:constructing encryption schemessecure
against CCA wherein every string of appropriate length is a \v alid" ciphertext
and has a corresponding plaintext. The practical signi cance of this is that our
schemes have a smaller ciphertext expansion than that of any other scheme
known to be secureagainst CCA.

1.1 Priv acy under Chosen-Ciphertext Attac k

The most basic goal of encryption is to ensurethat an adversary doesnot learn
any useful information from the ciphertexts. The rst rigorous formalizations of
this goal were described for the public-key setting by Goldwasserand Micali [15].
Their goal of indistinguishability for public-key encryption has beenconsidered
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under attacks of increasing sewrity: chosen-plainext attack, and two kinds of
chosen-ciphertext attacks [20,23]. The strongest of these attacks, due to Rack-
o® and Simon, is known as the adaptive chosen-ciphertext attack (referred to
as CCA in this work). Under this attack, the adversary is given the ability to
obtain plaintexts of ciphertexts of its choice (with the restriction that it not ask
for the decryption of the \c hallenge" ciphertext itself). The combination of the
goal of indistinguishabilit y and CCA givesriseto a very strong notion of privacy,
known asIND- CCA. A secondgoal, called non-malleability, intro ducedby Dolev,
Dwork and Naor [13], canalsobe consideredin this framework. This goalformal-
izesthe inability of an adversary given a challenge ciphertext to modify it into
another, in such a way that the underlying plaintexts are somehav \meaning-
fully related". The notion of indistinguishabilit y under chosen-plairtext attack
was adapted to the symmetric setting by Bellare, Desai, Jokipii and Rogawvay
[2]. Their paradigm of giving the adversary \encryption oracles" can be used
to \lift* any of the notions for the public-key setting to the symmetric setting.
Studies on relations among the various possible notions have established that
IND- CCA implies all theseother notions in the public-key setting [3,13], aswell
as, in the symmetric setting [16].

Symmetric encryption schemes are widely used in practice and form the
basisof many security protocolsusedon the Internet. The useof schemessecure
in the IND-CCA senseis often mandated by the way they are to be usedin
these protocols. Consequetly, there has beenan increasing focus on designing
encryption schemesthat are securein this strong sense A commonly usedprivacy
medanism is to use a public-key encryption schemeto send sessionkeys and
then use these keys and a symmetric encryption scheme to actually encrypt
the data. This method is attractiv e since symmetric encryption is signi cantly
more excient than its public-key counterpart. The security of such \hybrid"
encryption schemesis as weak as its wealest link. In particular, if we want a
hybrid encryption scheme securein the IND-CCA sense,then we must use a
symmetric encryption schemethat is also securein the IND-CCA sense.

Barring a few exceptions,most of the recert work on encryption has concen-
trated on the public-key setting alone. The prevailing intuition seemsto be that
the ideasfrom the public-key setting \extend" to the symmetric setting. Indeed
there are many caseswhere this is true, and there are often paradigms in one
setting that have a counterpart in the other. Howewer, this viewpoint ignores
the important di®erencesin the settings and we usually pay for this in terms
of exciency. We take a direct approacd to the problem of designing symmetric
encryption schemessecurein the IND- CCA sense For practical reasons,we are
particularly interestedin block-cipher-basedschemes(ie. encryption modes).

1.2 Our Paradigms

We describe two new paradigms for realizing symmetric encryption schemes
secure against CCA: the Unbalanced Feistel paradigm and the Encode-then-
Encipher paradigm.
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Unbalanced Feistel. Our rst paradigm is described in terms of \v ariable-
length" pseudorandom functions. These extend the notion of \ xed-length"
pseudorandom functions (PRFs) introduced by Bellare, Kilian and Rogaway
[4] soasto model block ciphers. A variable-length input pseudorandomfunction
(VI-PRF) isafunction that takesinputs of any pre-speci ed length or of variable
length and producesan output of some xed length. A variable-length output
pseudorandomfunction (VO-PRF), on the other hand, is a function whoseout-
put can be of somepre-speci ed length or of variable length. The input consists
of a "xed-length part and a part specifying the length of the required output.

Our paradigm is illustrated in Figure 2. It is interesting that there is a simi-
larity betweenour schemeand the \simple probabilistic encading scheme" used
by Bellare and Rogavay in their OAEP scheme [7]. Their encaling schemeis
de ned as: M ©G(r)kr©H (M ©G(r)), whereM is the messageo be encrypted,
r is a randomly chosenquartity, G is a \generator" random oracleand H is a
\hash function" random oracle. They shaw that applying a trap door permuta-
tion, such asRSA, to such an encaled string constitutes asymmetric encryption
secureagainst chosen-plairtext attack. One can view our scheme as the above
\encoding scheme" with G replacedby a VO-PRF and H replacedby a VI-PRF.
We shaw that this alone constitutes symmetric encryption secureagainst CCA.

Constructions for VI-PRFs and VO-PRFs could be based on one-way or
trap door functions. For practical reasonswe are more interestedin constructions
that can be based on more excient cryptographic primitiv es. Some excient
constructions of VI-PRFs basedon PRFs are the CBC-MA C variant analyzed
by Petrank and Racko®[22] and the \three-k ey" variants of Black and Rogaway
[10]. We give a simple and excient construction of a VO-PRF from a PRF. See
Figure 1. There could be many other ways of instantiating VO-PRFs using ideas
from the constructions of VI-PRFs and \k ey-derivation" functions.

We give a quartitativ e analysisof our schemeto establishits security against
CCA. Our analysisrelatesthe ditcult y of breaking the schemeto that of break-
ing the underlying VI-PRF and VO-PRF. We also give a quantitativ e security
analysis of our VO-PRF example. The security of the VI-PRF exampleshave
already beenestablishedby similar analyses,as discussedearlier.

We give a concrete example instantiating the Unbalanced Feistel paradigm
using a block cipher. The encryption is donein two steps.In the rst step, we
encrypt the plaintext M to a string Ckr using a modi ed form of the courter
mode of encryption. Here the \counter" r is picked to be random and we have
iCj = jMj. In the secondstep, we maskr by XORing it with a modi"ed form of
a CBC-MAC on C to get a string % The ciphertext output is Ck¥

Encode-then-Encipher. This is a rather well-known (but not particularly
well-understood) method of encrypting. Recert work by Bellare and Rogawvay
[8] hastried to remedythis by giving a precisetreatment of this idea. Encryption,
in this paradigm, is a processin which the plaintext is rst \encoded" and then
sert through a secret-leyed length-preserving permutation in a processknown
as \enciphering". The privacy of the resulting encryption schemesfor di®eren
security interpretations of \encoding” and \enciphering" are given in [8]. We
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concerirate in this paper on one particular combination of the encaling and en-
ciphering interpretations that wasnot consideredin [8]. We consider\encoding"
of a messageto be simply the messagewith somerandomnessappendedto it.
We take \enciphering” to meanthe application of a variable-length input super-
pseudorandompermutation (VI-SPRP). We show that with thesemeanings,the
Encode-then-Encipher paradigm yields symmetric encryption schemesthat are
secureagainst CCA. Note that a super-pseudorandompermutation (SPRP) [18]
alone will not do sincewe needa permutation that can work with variable and
arbitrary length inputs. Also, the very excient constructions of Naor and Rein-
gold [19] cannot be used here since they are not \full-°edged” VI-SPRPs. The
problem of constructing VI-SPRPs has been explored by Bleicherbacher and
Desai[11] and Patel et al. [21]. SeeSection 4 for more details. The encryption
schemesresulting from this paradigm are quite practical, but given the current
state-of-art, this approac doesnot match the Unbalanced Feistel paradigm for
exciency.

1.3 Related Work and Discussion

The idea behind the paradigms currently usedin practice for designingencryp-
tion schemessecurein the IND- CCA senseis to make it infeasibleto create a
\v alid" ciphertext (unlessthe ciphertext was createdby encrypting someknown
plaintext). The intuition is that doing this makes the decryption accessabil-
ity all but useless.There are a couple of di®eren methods usedin symmetric
encryption basedon this idea.

Al terna te Paradigms. The most commonly usedapproad of getting security
in the IND-CCA senseis to authenticate ciphertexts using a messageauthen-
tication code (MA C). Bellare and Namprempre have shown that of the various
possibleways of composing a genericMA C and a generic symmetric encryption
scheme, the one consisting of ‘rst encrypting the plaintext and then appending
to the result a MAC of the result, is the only onethat is securein the IND-CCA
sense[5]. Another approad is to add someknown redundancy to the plaintext
before encrypting. The idea is that most strings of the length of the ciphertext
will be\invalid" and that they will be recognizedas suc, sincetheir \decryp-
tion" will not have the expected redundancy A recertly suggestedencryption
mode, the RPC mode of Katz and Yung [17], usesthis idea. Yet another ap-
proadh that usesthis ideais to apply a VI-SPRP to plaintexts that are encaded
with randomnessand redundancy [8].

Comparisons. An unavoidable consequencef the paradigmsusedby the meth-
ods above is that the ciphertexts generatedare longer than those possibleusing
schemesthat are only secureagainst chosen-plaintext attack. In particular, they
are longer by the size of the output of the MAC or by the amount of redun-
dancy used. To begin with, we have that any secureencryption schemewill be
length-increasing. For short plaintexts these increasesin the length of the ci-
phertext can be a signi cant overhead. Avoiding any overhead other than that
absolutely necessarywould also be useful in any ernvironment where bandwidth
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is at a premium. In our approac, we avoid the part of the overheaddue to the
MAC or redundancy. The ciphertext expansiondue to the randomnessused is
unavoidable in the model we consider (ie. where the senderand receiver do not
shareany state other than the key).

We point out that the methods above achieve something more than privacy
against CCA. They achieve privacy aswell asintegrity. There are many levels of
integrity that one can consider(see[5,17]). The strongestone exactly coincides
with the idea usedby the methods above. Namely, that it be infeasibleto create
a\valid" (new) ciphertext. This is clearly not achievable by our method or by
any other where every string of appropriate length corresponds to some plain-
text. A slightly weaker form of integrity requiresthat it be infeasibleto create
a (new) ciphertext such that something may be known about the underlying
plaintext. Our methods can be shown to have this integrity property. Should the
strongest integrity property be required, we could encade the plaintexts with
someredundancy and then apply our paradigm. This would mean losing some
of its advantages but it would still be a competitiv e alternative. These claims
are substartiated in the full version of this paper [12].

2 Preliminaries

We adopt a standard notation with respect to probabilistic algorithms and sets.
If A(G¢:::) is a probabilistic algorithm then x A A(x1;X»;:::) denotes the
experiment of running A on inputs Xj;Xz;::: and letting x be the outcome.
Similarly, if A is a setthen x A A denotesthe experiment of selectinga point
uniformly from A and assigningx this value.

Symmetric Encr yption. A symmetric encryption scheme | = (E;D;K), is
a three-tuple of algorithms where:

{ K is a randomized key generation algorithm. It returns a key a; we write
aA K.

{ Eis arandomizedor stateful encryption algorithm. It takesthe key a and a
plaintext x and returns a ciphertext y; we write y A Eq(x).

{ D is a deterministic decryption algorithm. It takes a key a and string y
and returns either the corresponding plaintext x or the symbol ? ; we write
x A Da(y) wherex 2 f0;1g° [ ?.

We require that D,(Es(x)) = x for all x 2 f0;1g°.

Security Against Chosen-Cipher text Att ack. The formalization we give
is an adaptation of the \'nd-then-guess" de nition of Bellare et al. [2] so as
to model adaptive chosen-ciphertext attack in the senseof Racko® and Simon
[23]. In the indistinguishabiliy of encryptionsunder chosen-ciphertexattack the
adversary A is imagined to run in two phases.In the "nd phase,given adaptive
accessto an encryption and decryption oracle, A comesup with a pair of mes-
sagesxo; X1 along with somestate information s to help in the secondphase.In
the guessphase, given the encryption y of one of the messagesand s, it must
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identify which of the two messagegjoeswith y. A may not useits decryption
oracleony in the guessphase.

De nition 1. [IND-CCA] Let | = (K;E;D) be a symmetric encryption sch-
eme. For an adversary A and b= 0; 1 de ne the experiment

Experiment Exg™ "**(A; b)
aA K; (xo;x1;8) A ARPa("nd); y A Ei(xp); dA AFPa(guessy;s);
Returnd.

It is mandated that jxoj = jx1j aboveand that A doesnot query D, (9 on cipher-
text y in the guessphase.De ne the advantageof A and the advantagefunction
of | respectfully, as follows:

Adv™%(A) = Pr[ Exp %(A; 0) = 0] Pr[ Exp °*(A; 1) = 0]
AVt g s ©) = maxfAdY™ *(A) g

where the maximum is over all A with \time-c omplexity" t, making at most ge
encryption oracle queriesand at most gy decryption oracle queries,thesetogether
totalling at most ! bits and choosing jxoj = jx1j = © bits. |

Here the \time-complexit y" is the worst casetotal executiontime of experimert
Exq"d “Ca(A; b) plus the size of the code of A, in some xed RAM model of
computation. This convention is usedfor other de nitions in this paper, aswell.

3 Unbalanced Feistel Encryption

We begin with a block-cipher-based instantiation of the Unbalanced Feistel
paradigm. A readerinterestedin seeingthe paradigm rst may skip this example
and goto Section 3.2, without any lossof understanding. A security analysisfor
this paradigm is givenin Section 3.3,

3.1 A Concrete Example

Our starting point is a block cipher F : f0;1gX £ f0;1d' 7! f0; 1g'. The scheme
I [F1 = (K;E; D) has a key generation algorithm K that speci es a key K =
(K 1kK 2kK 3kK 4) A f0;1g*, partitioned into 4 equal pieces.We have:

Algorithm Eg¢ 1k 2k 3kk 4(M)

(1) Letr A f0;1d be arandom initial vector.

(2) Let s= Fg1(r).

(3) Let P bethe rst jMj bits of Fx 2(s+ 1)kFk 2(s + 2)kF 2(s + 3)k ¢¢:
(4) LetC=POM.

(5) Let pad = 10" sudch that m is the smallest integer making jCj + jpad
divisible by I.
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(6) ParseCkpadasC;:::C, sucthat jCij=1Iforalll1- i- n.
(7) LetC{=0,andlet CP’= Fx3(CP,©Ci)forall1- i- nj 1.
(8) Let %= r©Fk 4(CQ, ;©Cy)

(9) Return ciphertext Ck%a

Algorithm D 1ik 2kk 3kk 4(C

(1) ParseC%as Ck¥sud that j% = I.
(2) Let pad = 10" such that m is the smallest integer making jCj + jpad

divisible by I.
(3) ParseCkpadasC;:::C, suchthat jCijj=1Iforall1- i- n.
(4) LetCQ=0, andlet C’= Fx3(C% ,0Ci)forall1- i- nj 1.

(5) Letr = ¥OFk 4(C,?i ,0Ch)

(6) Lets= Fgai(r).

(7) Let P bethe rst jCj bits of Fx 2(s+ 1)kFk 2(s+ 2)kFy 2(s + 3)k ¢¢¢
(8) LetM = P©C.

(9) Return plaintext M.

This example can be seenas having two stages.In the “rst stage we encrypt
the plaintext M to a string Ckr using a modi ed form of the counter mode.
Herer is the randomnessusedto encrypt and jCj = jM j, even though jM j may
not be an integral multiple of the block length I. In the secondstagewe run C
through a modi ed form of the CBC-MA C and XOR this value with r to get %
The ciphertext is de ned to be Ck% Although we do not make r a part of the
ciphertext, it is still possibleto retrieve it if the secretkey is known. Thus the
sthemeis invertible. While the other counter mode variants can easily be shavn
to beinsecureagainst CCA, the claim is that \masking" r in this manner, makes
our mode secureagainst CCA.

The di®erencebetweenthe standard (randomized) counter mode, analyzed
by Bellare et al. [2], and the variant we usehereis that instead of usingr directly,
we usea block-cipher \encrypted" value of r. This hasthe e®ectof neutralizing
simple attacks where there may be some\control" over r. We cannot use the
standard \one-key" CBC-MA C in our construction, giventhat it is known to be
secureonly on xed-length messagegwith this length being an integral multiple
of the block length) [4]. Instead we usea \t wo-key" CBC-MA C, wherein the last
block of the messagds processedby the block cipher with an independert key.
This is a variant of a construction analyzed by Petrank and Radko® [22] which
“rst computes a regular CBC-MA C on the ertire messageand then applies a
block-cipher with an independert key to the output of the CBC-MA C. We also
usea standard padding method with our MAC, sincejM j (and hencejCj) may
not be an integral multiple of the block length. Note that we use the padding
method in a way that doesnot causean increasein the length of the ciphertext.
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3.2 The General Approac h

We begin with a description of the primitiv esusedto realize the generalscheme
and somede nitions to understand the security claims.

Fixed-Length  Pseudorandom Functions. A "xed-length ("nite) function
family is a keyed multi-set F of functions where all the functions have the same
domain and range. To pick a function f from family F meansto pick a key a,
uniformly from the key spaceof F, and let f = F,. A family F has input
length | and output length L if eady f 2 F maps f0;1g' to f0;1g-. We let
Func(l) denote a referencefamily consisting of all functions with input length |
and output length |. A function f A Func(l) is dened as follows: for eah
M 2 f0;1d', let f (M) be a random string in f0; 1g'.

A nite function family F is pseudorandomif the input-output behavior of F,
is indistinguishable from the behavior of a random function of the samedomain
and range. This is formalized via the notion of distinguishers[14]. Our concrete
security formalization is that of [4].

Denition 2. [PRF] LetF : K £ f0;1g 7! f0;1g" be a function. For a distin-
guisher A and b= 0;1 de ne the experiment

Experiment Exg2" (A; b)
aA K; OgA Fu; 01 A Func(l); dA AC; Returnd.

De ne the advantageof A and the advantagefunction of F respectfully, as fol-
lows:

Ad™ (A) = Pr{Ex™ (A; 0) = 0] Pr{Exg (A; 1) = 0]
AdR (t; q) = mAafoolv'grf (A)g

where the maximum is over all A with time complexity t and making at most q
oracle queries. |

Variable-Length Input Pseudorandom Functions. Thesefunctions take
an input of variable and arbitrary length and produce a xed-length output. We
de ne a referencefamily VI-Func(l). A random variable-length input function
h A VI-Func(l) is de ned asfollows: for eahh M 2 f0; 1g°, let h(M ) be arandom
string in f0;1g'.

Denition 3. [VI-PRF] Let H : K £ f0;1g® 7! f0;1d be a function. For a
distinguisher A and b= 0;1 de ne the exgeriment

Experiment Exg‘ﬂ'prf (A; b
aA K; OgA Ha; O1 A VI-Func(l); dA A®»; Returnd.

De ne the advantageof A and the advantagefunction of H respectfully, as fol-
lows:

Adv); P"(A) = PriExp; ™" (A; 0) = 0] PriExp; ™" (A; 1) = 0]
Advy P (6 g ) = max Ay (A) g
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where the maximum is over all A with time complexity t and making at most q
oracle queries, thesetotalling at most* bits. 1

Many of the variable-length input MAC constructions are VI-PRFs. Our \t wo-
key" CBC-MAC, discussedearlier, is such an example. The security of this
construction follows from that of the CBC-MA C variant analyzed by Petrank
and Radcko® [22]. Black and Rogawvay have suggestedseweral constructions of
VI-PRFs that are computationally more excient than this one [10]. There are
ezxcient variable-length input MA C constructions, such asthe protected courter
sum construction of Bernstein [9] and the cascadeconstruction of Bellare et al.
[1] that are not strictly VI-PRF due to their probabilistic nature, but which
could be usedin their placein our paradigm.

Variable-Length ~ Output Pseudorandom Functions. Theseare functions

&

B3

Fk2

la] [

Fig. 1. The XORG function.

that can generate an output of arbitrary and variable length. We think of a
function from a VO-PRF family as taking two inputs: a xed-length binary
string and a unary string, and producing an output of a size speci ed by the
unary input. We de ne a referencefamily VO-Func(l). A random variable-length
output function g A VO-Func(l) is de'ned as follows. For eadh M 2 f0; 1g' let
R|(M) be a random string in f0;1g' . Then for eahh M 2 f0;1d and L 2 17,
let g(M kL) bethe rst jLj bits of R;(M). One canthink of a\random variable-
length output function” as a processthat answers a query M kL as follows: if
M is \new" then return a random elemen C 2 f0;1g'}; if M has already
appearedin a past query MKL? (to which the responsewas C) and jLY - jLj
then return the rst jLY bits of C; and if M has already appearedin a past
query M KL (to which the responsewas C) and jLY > jLj then return CkC°
where C°A f0; 1gL i Li,

Denition 4. [VO-PRF] LetG: K £ f0;1¢g £ 1° 7! f0; 1g° be a function. For
a distinguisher A and b= 0; 1 de ne the experiment

Experiment Expy P (A; b)
aA K; OOA Ga; 01 A VO-Func; d A AC»; Returnd.
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De ne the advantageof A and the advantagefunction of G respectfully, as fol-
lows:

AdV\éo-prf (A) = PI’[ Exp\éo-prf (A; O) - O] i PI’[ Exp\éo-prf (A; 1) — 0]
Advg™" (t ;1) = maxfAdvg™ (A) g

where the maximum is over all A with time complexity t and making at most q
queries, thesetotalling at most? bits. 1

A somewhat similar (but wealker) primitiv e is implicit in the counter mode
of operation. Hence this is a good starting point for constructing full-°edged
VO-PRFs. The result is a construction we call XORG. SeeFigure 1 for a pic-
ture. Let F be a block cipher and a = (K 1kK 2) be a key specifying permuta-
tions Fx 1 and Fx ». Thenfor any L 2 1° and M 2 f0; 1g', the output of XORG
is de ned asthe st jLj bits of Fx 2(M %+ 1)kFi 2(M %+ 2)kFg 2(M O+ 3)k ¢06
where M %= Fy 1(M). A security analysis of XORG is given in Section3.3.

The UFE Scheme. We now describe our generalschemeUFE[G;H] = (K; E; D)

—m | L]

<—a;

VO-PRF

az ——

VI-PRF

- c | |[%]

Fig. 2. The UFE scheme.

where G : Kyo-pit £ 0, 1g' £ 1° 7! f0;1¢g° is a VO-PRF and H : Kyi-prt £
f0;1g° 7! 0; 1¢' isa VI-PRF. The key generationalgorithm K = Kvo-prt £ Kyi-prf
speci esakeya = ajka; wherea; A Kyo-pri; @ A Kyi-pf . The encryption and
decryption algorithms are de ned as:

Algorithm E,, ka, (M )|Algorithm Dy ya, (C9
rA f0;1g parse C° as Ck¥%wherej¥j = |
CA M©OG,(r) | rA ¥H,,(C)
%A r©H,,(C) M A COG,,(r)
return Ck%a return M

A picture for the UFE scthemeis given in Figure 2. We analyze the security of
this schemein Section 3.3.
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3.3 Analysis

We begin with an analysis of our VO-PRF example. SeeFigure 1. The theorem
says that XORG is secureasa VO-PRF aslong asthe underlying PRF is secure.

Theorem 1. [Securit y of XORG] Let G = XORG[F] where F = PRF(I).
Then,

2(9i 19+ 7)

AdVE™ (6 ;1) - 2CAdE" (%) + 2

8"
wher t°= t + O(g+ 1t +1) anqu: T taq

Proof. Let A be an adversary attacking G in the VO-PRF sense,and let t; g;?
be the resourcesassaiated with Exps ™" (A; b). Let K¢ be the key generation
algorithm of F.

We assumewithout loss of generality that A doesnot repeat queries. (A query
consistsof a string M 2 f0;1¢' and a string L 2 1°. Our assumptionis that A
picks a di®erert M for ead query). We considervarious probabilities related to
running A under di®erert experimens:

pr=PIIKLK2A Ky @ ASkuaz = 1]

p2 = Pr[f A Func(l); K2A Kpy : ASkz = 1]
ps = Pr{f;h A Func(l) : AS'" = 1]

ps = Pr{gA VO-Func(l) : A9 = 1]

The notation above is as follows: In the experiment de ning p,, A's oracle,
on query M and L 2 1° responds by returning the rst jLj bits of Fx o(M %+
1)kFk 2(M % 2)kFy 2(M %+ 3)k ¢¢¢ whereM ©= f (M). In the experiment de ning
ps, A's oracle,on query M and L 2 1° responds by returning the “rst jLj bits
of h(M %+ 1)kh(M °+ 2)kh(M °+ 3)k ¢¢¢ where M %= f (M).

We want to upper bound Adv> ™ (A) = py i pas. We do this in steps.
Our Tst claim isthat p; i pz - Ad" (t%q).

Consider the following distinguisher D for F. It has an oracle O : f0;1g" 7!
f0;1d'. It picks K2A Kp¢ and runs A. When A makesa query M and L 2 17,
it returns GY,(M) asthe answer. D outputs whatever A outputs at the end. It
is clear that Adv®" (D) = p; i p.. The claim follows.

Next we shaw that pzi ps - Adv" (t% .

Consider the following distinguisher D for F. It has an oracle O : f0;1g' 7!
f0;1g. It simulates f A Func and runs A. When A makes a query M and
L 2 1% it-returns G''°(M) asthe answer. For any query MikL; of A, D must

make L,— queriesto O. D outputs whatever A outputs at the end. It follows

that Adv’,ﬂrf (D)=p2i Pz
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Finally, we show that psj ps - %

We introduce some more notation to justify this. For any integert let [t] =

its oracle, wherefor i 2 [q], (M;;C;i) represeints an oracle query M; (such éhat
iMij= 1) and L; 2 1° and the responseC; (such that jC;jj = jLij). Let n; = Ll—
for i 2 [q]. Let AC (Adversay is Carect) be the event that A correctly guesses
whether the oracleis G'" or g, where these are as de ned in the experiments
underlying ps and ps. In answering the i-th query M;kL;, the oracle computes

f0; 1g'. We call these strings the i-th sequenceand r; + k is the k-th point in
this sequencewherek 2 [n;].

Let Bad be evert that (rj + k = rj + k% for some(i; k) 6 (j;k9, and (i;j 2
[a)” (k2 [mh" (k°2 [n;]). That is Badis the evert that there are overlapping
sequencesWe have

Pr[ AC] = Pr[ ACjBad] ¢Pr[ Bad] + Pr[ ACjBad] ¢Pr[ Bad]
Pr[ ACjBad] + Pr[ Bad]

Giventhe evert Bad, we havethat, in replying to M;kL;, the output is randomly
and uniformly distributed over f0; 1gi-il. It follows that Pr[ ACjBad] = %

Next, we bound Pr[Bad]. For i 2 [q], let Bad be the event that r; causes
event Bad. We have b £ 5
Pr[Bad] - Pr[Bad,]+ ., Pr Bad j Bad;; .By denition, Pr[Bad,]= 0.
Sincewe are assumingthat M; 6 M; forany (i 6 j)” (i;j 2 [d]), we havethat r;
is randomly and uniformly distributed in f0; 1g'. We obsene that the chanceof
overlapping sequencess maximized if all the i j 1 previous queriesresulted in
i i 1sequenceshat wereno lessthan n; i 1 blocks apart. We have a collision if
the i-th sequencéeginsin a block that isn; j 1 blocks beforeany other previous
query j or in a block occupied by that sequencg . We have that for i > 1,
a I3ii1~+~'1 iji Dnij 1 L

j:]_(nj nij 1) _ (ii (nij 1)+ ji=1 Nj

2 - 2

£ _
Pr Bad j Bad; 1

Continuing,

xa £ o
Pr[Bad] - Pr Bad j Bad; 1
i=2 . P - 1
X Dmii D+ Ly (gi 1@+ )
. - : .

2(qi 1+ 1)
2|

i=2
Psi ps- 2C¢Pr[AC]i 1 - 2¢Pr[Bad] -

Using the above bounds and that AdV>™" (A) = pri pa = (P1i P2) + (P2
ps) + (Psi Pa), we get the claimed result. |
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We next turn to the security of our general scheme. We “rst establish the
security of UFE assumingthe underlying primitiv esare ideal.

Lemma 1. [Upp er bound on insecurit y of UFE using random functions]
Let! = (K;E;D) be the schemeUFE[G;H] where G = VO-Func(l) and H =
VI-Func(l). Then for any t; 1; °

(Ge+ Gu)(Ge+ qu+ 1)
2I

Ad\dnd-cca(t; Qe;qd;l; o) . b.

Proof. Let A be an adversary attacking | in the IND-CCA sense,and let
t; 0e; 04 4 © bethe resourcesassiated with Expilnd “CCA(A; b). We shaw that,

(Ge+ Gu)(Ge+ qu+ 1)
2I

Adv™ e (A) € 2 ¢Pr] ExgM (A b) = b 1

We refer to the event Exri”d “4(A; ) = basewvert AC (Adversay is Carect). In
the rest of the proof we will freely referto random variablesfrom Exdnd CAA; D).

Let gA G and h A H be the variable-length output function and variable-
length input function, respectively, speci ed by the key a in the experimert.

We assumewithout lossof generality that A doesnot make \redundant” decryp-
tion oracle queries. That is, we are assumingthat A doesnot ask a decryption
query v if it had already made the query v to its decryption oracle, or if it had
obtained v in responseto someearlier encryption oracle query. Note that since
encryption is probabilistic, A may want to repeat encryption oracle queries.

Let g bethe total number of distinct plaintext-ciphertext pairs resulting from A's
interaction with its oracles.The following inequality holds: q - ¢e + g4. For sim-
plicity, we assumethat this is an equality. That is ead query resultsin a unique
plaintext-ciphertext pair. We are interestedin an upper bound for Pr[AC], and
this assumption only increasesthis probability.

For any integert let [t] = f 1, ¢¢¢; tg.

Let (M1;C1k%); 15 (My; Crk%); 15 (Mgt ; Cqer k%41 ) be plaintext and ci-
phertext pairs, sud1 that for (i 2 [q+ PN (i 6 k), (Mj;Cik%) represents
an oracle query and the corresponding response. We have that A picks plain-
texts Xo; X1 such that jxgj = jx1j = © at the end of the nd stage and receives
y A Ei(xp) for someb2 f0; 1g. Let My = Xp and Cyk¥% = y where j¥%j = I.
Let r; be the I-bit IV assaiated to (M;; Cik3), fori 2 [q+ 1].

Let Bad be evert that r; = r; for some(i;j 2 [q+ 1])” (i 6 j). We have
Pr[ AC] = Pr[ ACjBad] ¢Pr[ Bad] + Pr[ ACjBad] ¢Pr[ Bad]
Pr[ ACjBad] + Pr[ Bad]

Giventhe evert Bad, we have that, in computing y, the output of G is randomly
and uniformly distributed over f0; 1g°. Since this value is XORed with Xp, it
follows that Pr[ ACjBad] = % Next, we turn to a bound for Pr[ Bad].
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Fori 2 [q+ 1], let Bad Pbethe e\éert that r; causesevent Bad. We have

o o
Pr[Bad] - Pr[Bad; ]+ ?:21 Pr Bad j Bad, ; . By denition, Pr[Bad;]= 0.
We will considerA's view just beforeit makesits i-th query, for i 2 [g+ 1]. (If
i = k, then wetakethe \query" to beanencryption query X). Let usassumethat
this includesthe knowledgethat the event Bad; 1 holds. Now depending on the

nature of A's i-th query, there are two caseswe can consider: either (M;; Cik%4)
results from an encryption query M; or from a decryption query Cik%.

First we considerthe caseof the i-th query beingan encryption query. The IV r;,
in this case,will be randomly and uniformly distributed in f0; 1g'. We have that
the chance of a collision is at most 'le—l Next we considerthe caseof the i-th
query being a decryption query.

For (i 2 [g+ 1))~ (i > 1), considerA's view just beforeit makesits i-th query.

B_aoli 1, we claim that h(C;), for any 1 - j < i, is information theoretically
hidden in A's view. With Bad; 1, the only potential ways A can learn something
about h(C;) is through % or r;. However we have that r; never becomesa part
of A's view (the IV is not returned in a decryption query). And we have % =
r;©h(C;j). Sincer; is unknown, we have that % doesnot leak any information
about h(C;).

There are two sub-caseswe can consider (when the i-th query is a decryption
query). The rst sub-caseis that C; 6 C;, for all 1 - j < i. Sinceh is being
invoked on a \new" string, the value h(C;) will be randomly and uniformly
distributed in f0;1g'. Consequetly, r; will also be randomly and uniformly
distributed in f0;1g'. As in the previous case,we have for i > 1, the chance of
a collision to be at most L2.

The other sub-caseis that C; = Cj, for somel - j < i. We want to bound the
probability of A picking a % that causesBad . We know that A cannot pick %; =
%, since we are assumingthat it does not make redundart queries. Moreover,
we know that in A's view, the value of h(Cy) is information theoretically hidden,
forany 1- k < i. HenceA's only strategy in picking a % that causesa collision
(other than choosing the value %) can be to guessa value. It follows that A's
chancesof causinga collision are smaller in this sub-casethan if it had picked
a new C;. So here too, we have for i > 1, the chance of a collision to be at

most &L,
Contin uing,
%1 £ . o] %1
Pr[ Bad] - Pr Bad j Bad; 1 - ! ||1 S ,1)
i=2 = 2 262

Using this in the bound for Pr[ AC] and doing a little arithmetic we get the
claimed result. 1

The actual security of UFE is easily derived given Lemma 1.
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Theorem 2. [Securit y of UFE] Let| = (K;E;D) be the encryption scheme
UFE[G; H] wher G = VO-PRF(I) and H = VI-PRF(l). Then,

AV R s gy % ©) - Advg T (5 1) + AdV TP (%) + 4

wheretO= t+ Ot +°+1lg+Ilgg) and®= g+ g and %= 1 + ° and
+ d:ef (de+ Gd)(Ge+ Ga +1)
R R

Proof. Lemma 1 saysthat | [VO-Func; VI-Func] is secure.The intuition is that
this implies that | [G;H] is secure,sinceotherwiseit would meanthat G is not
secureas a VO-PRF or that H is not secureas a VI-PRF. Formally, we prove
it using a contradiction argumert.

Let A bean adversaryattacking | [G;H]in the IND-CCA senselet t; ge; 0g; %; ©
be the resourcesassaiated with Expil”d (A D).

We will run A under di®erent experiments. We will refer to these experiments
asExd™ **(A; b) and Exd" **(A; b) and Exp™l °*(A; b) where} 1 = | [G;H]
and | , = | [VO-Func;H] and | 3 = | [VO-Func; VI-Func]. We will also refer
to the corresponding advantage functions, which will follow the natural nota-
tion and interpretation, given the above. We are interested in an upper bound
for Adv™ 2 (t; G; gu; %; ©). We do this in steps.

Our rst claim is
Ad\lén? -cca(t; G 1 o) . Ad\/émi -cca(t; O i 1 0) + Adv\éo-prf (to; qO; 1 O)

Considerthe following distinguisher D for G. It hasan oracleO : f0;1g' £ 1° 7!
f0;1g°. It “rst picks a key for H that speci es a function h. It then runs A
answering A's oraclequeriesasfollows. If A makesan encryption oraclequery M,
then it picks a random r 2 f0;1g" and makes a query rkliMi to O. It then
takesthe responseP and computesC = M ©P. It returns to A asits response
the string Ck(r©h(C)). Similarly to a decryption query Ck%; it returns the
string CO©O(¥©h(C)). Note that it is important that D is able to correctly
do the encryption and decryption using its oracle. It simulates the experiment
de ning the advantage of A. If A is successfuin the end, then it guesseghat O
was from VO-Func, otherwise it guesseghat it was from VO-PRF.

We get AdVL ™" (D) = Ad\/?“‘j CAA) Adv'i“‘i ““8(A). One can ched that the
number of queriesq® made by D is at most ¢ + 04. Also the length 1 ° of all of
D's queriesis at most the sum of the length * of all the queriesof A and the
length © of the challengethat D hasto preparefor A. This provesthe claim.

The next claim is
Ad\/?ng -cca(t; O G 1 0) . Ad"ini -cca(t; G O 1. 0) + AdV‘,f: -prf (to; qO; 1 0)

We can construct a distinguisher D for H along similar lines as above. The
main di®erenceis that D must simulate a random function from VO-Func in its
simulation for A. We omit the details to prove this claim.

ind -cca

Combining our claims and substituting the bound for Adv,", ™(t; Ge; tu; %; ©)
from Lemma 1, we get the claimed result. |
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4 Encode-then-Encipher Encryption

Bellare and Rogaway shaw that if messagesre encaded with randomnessand
redundancy and then encipheredwith a VI-SPRP then the resulting stchemeis
securein a sensethat implies security in the IND-CCA sense[8]. We show in
this sectionthat to achieve security in just the IND-CCA sensethe redundancy
is unnecessary

Variable-length Input Super-Pseudorandom Permut ations. Theseare
permutations that take an input of variable and arbitrary length and produce
an output of the samelength. We de ne a referencefamily VI-Perm. A random
variable-length input permutation (f:fi1) A VI-Perm is dened as follows:
for eadh number i, let f; be a random permutation on f0;1g’, and for eah
M 2 f0;1g° let f (M) = f;(M), wherei = jMj. Let fi ! be the inverseof f .

De nition 5. [VI-SPRP] Let S: K £ f0;1g° 7! f0;1g" be a permutation. For
a distinguisher A and b= 0;1 de ne the exgeriment

Experiment Expl P (A; b)
aA K; Op;0)'A Sy;Si % 01,0 A VI-Perm; dA AC»0L ' Returnd.

De ne the advantageof A and the advantagefunction of S respctfully, as fol-
lows:

Adv‘é‘ -sprp (A) = pr[ EXp\éi -sprp (A; 0) - 0] i PI’[ EXp\éi -sprp (A; l) — 0]
Advg P (t; e g; 1) = maxfAdvg " (A) g

where the maximum is over all A with time complexity t and making at most ge
queriesto S, and gy queriesto Si !, thesetogethertotalling at most* bits. 1

Constructions of these\full-°edged" pseudorandompermutations are relatively
rare. Naor and Reingold shov how to exciently construct an SPRP that can
work with any large input-length given an SPRP (or a PRF) of some xed
smaller input-length [19]. Howewer, their constructions cannot work with inputs
of arbitrary and variable length, and it is unclear how they can be extendedto
do so. Bleichenbacher and Desai suggesta construction for a VI-SPRP using a
block cipher (modeled as an SPRP) that has a cost of about three applications
of the block cipher per messageblock [11]. Patel, Ramzan and Sundaram have
a construction that is computationally lessexpensive than this but wherein the
key-length varies with the message-lengtt21].

The EEE Scheme. We now describe the stcheme EEE[S] = (K;E; D) where
S Kyi-sprp £10; 19" 7! £0; 1g° is a VI-SPRP. The key generationalgorithm K =
Kvi-sprp SPeCi es a key a. For any positive integer |, the encryption and decryp-
tion algorithms are de ned as:

Algorithm E;(M) |Algorithm D,(C)
r A f0;1d if jiCj- IthenM A ? else
C A Sy(Mkr) (Mkr) A Si 1(C) wherejrj = |
return C return M
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We give the security of this scheme next.

Theorem 3. [Securit y of EEE] Let| = (K;E;D) be the encryption scheme
EEE[S] where S = VI-SPRP. Then,

AV R (L Gy % ©) - 2 CAAVS PP (1% o ;19 + —2(06; %)

wher t°= t+ O + %+ lge+ Igy) and @ = g+ 1and g = gy and 10= 1 + ©,

Proof. Let A be an adversary attacking | in the IND-CCA sense,and let
t; Ge; 0; L; © bethe resourcesassaiated with Ede”d (A ).

We assumewithout lossof generality that A doesnot make \redundant" queries
to its decryption oracle. That is, we are assumingthat A doesnot aska decryp-
tion oracle query v if it had already made the query v to its decryption oracle,
or if it had obtained v in responseto someearlier encryption oracle query.

Our goalis to bound Adv™ °*®(A; b). To this end we intro duce an algorithm D.

Algorithm D is a distinguisher for S. It is given oraclesfor permutations f;fi?!
that are either from a VI-SPRP family or from the random family VI-Perm.
It runs A, answering A's queries as follows: If A makes an encryption oracle
query M then D picksr A f0;1g' and computesC A f (Mkr). It returns C as
the responseto the query. If A makesa decryption oracle query C then D rst
cheks if jCj - I. If it is then D returns \in valid" asits response.Otherwise it
computes (M kr) A fi X(C) (wherejrj = |) and returns M as the responseto
the query. A evertually stops (at the endits nd stage)and outputs (Xg;X1;S).
D then choosesd A f0;1g andro A f0;1g" and computesy A f (xgkro). (If
D has already queried on this point before or ever receiwed this in responseto
some previous decryption oracle query, then it does not have to useits oracle
to compute y). D then runs A with the parameters (guessy;s), answering A's
oracle queriesas before. When A terminates, D cheds to seeif it was correct.
If it was,then D guessedhat its oracleswere \real", otherwiseit guesseghat
they were \random".

We dewelop somenotation to simplify the exposition of the analysis. Let Pr;[ ]

denote a probability in the probability spacewhere the oraclesgivento D are

\real". Similarly, let Pro[¢] denote a probability in the probability spacewhere
the oraclesgivento D are \random". We will suppressshawving explicit access
to the oraclessincethey will be obvious from cortext. We have

AdvZ ™™ (D) %' Pry[D = 1]; Pro[D = 1]

From the description of D, we seethat Pr;[D = 1] is exactly the probability of
A being correct in an experiment de ning the advantage in the IND-CCA sense.
Thus we get,

PriD = 1] = >+ = ¢Adv™ **(A)

NI
NI
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Next we upper bound Pro[D = 1]. Let Coll be the evert that there is a collision
of one of the noncesresulting from A's querieswith the onein the challenge.
More precisely Coll is the evert that 9i 2 [ge + qy] : ri = ro.

£ S —
Pro[D = 1] = Pro[D = 1] Coll] ¢Pro[Coll]+ Pro D = 1j Coll ¢Prg[Coll]
£ N o
Pro[Coll]+ Pro D =1j Coll
Sincethe permutations underlying Prg[ ¢] are \random", we get

+ £ __©
ququ; Pro D=1j Coll = =

Pro[ Coall] - 5

Using the above to lower bound the advantage of D and completing the argumert
in the standard way, we get the claimed result. |
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