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Abstract. Weinvestigate the all-or-nothing encryption paradigm which
was intro duced by Rivest as a new mode of operation for block ciphers.
The paradigm involves composing an all-or-nothing transform (AONT)
with an ordinary encryption mode. The goal is to have secureencryption
modes with the additional property that exhaustive key-seart attacks
on them are slowed down by a factor equal to the number of blocks in the
ciphertext. We give a new notion concernedwith the privacy of keysthat
provably captures this key-seardt resistance property. We suggesta new
characterization of AONT sand establish that the resulting all-or-nothing
encryption paradigm yields secureencryption modesthat also meet this
notion of key privacy. A consequenceof our new characterization is that
we get more excient ways of instantiating the all-or-nothing encryption
paradigm. We describe a simple block-cipher-based AONT and prove it
securein the Shannon Model of a block cipher. We also give attacks
against alternate paradigms that were believed to have the above key-
seard resistance property.

1 Intro duction

In this paper, we study all-or-nothing transforms in the context of the original

application for which they wereintro ducedby Rivest[20]. The goalis to increase
the ditcult y of an exhaustive key seart on symmetric encryption schemes,while

keepingthe key sizethe sameand not overly burdening the legitimate users.

Backgr ound and Motiv ation. Block ciphers, such as DES, can be vulnera-
ble to exhaustive key-seart attacks due to their relatively small key-sizes.The
attacks on block ciphersalso carry over to symmetric encryption schemesbased
on the block ciphers (hereafter called, encryption modes. One way to get better
resistanceto key-seart attacks, is to usea longer key (either with the existing
block cipher or with a next-generationblock cipher such asAES). This, howewer,
can be an expensiwe proposition, sinceit would necessitatechanging the existing
cryptographic hardware and software implemerting these encryption modes. In
somecasesthe preferred approach might be to squeezea little more security out
of the existing encryption modesusing someezxcient pre-processingtechniques.
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Rivestobsenedthat with most of the popular encryption modes, it is possible
to obtain oneblock of the messagdy decrypting just oneblock of the ciphertext.
With the cipher-block-chaining mode (CBC) [18], for example, given any two
consecutive blocks of ciphertext, it is possibleto decrypt a single value and
obtain one block of the message.Thus the time to chedk a candidate key is
that of just one block cipher operation. Sudh modes are said to be separable
Rivest suggestsdesigning strongly non-separableencryption modes. As de ned
in [20], strongly non-separableencryption meansthat it should be infeasible
to determine even one messageblock (or any property of a particular message
block) without decrypting all the ciphertext blocks.

The all-or-nothing encryption paradigm was suggestedas a meansto achieve
strongly non-separable encryption modes. It involves using an all-or-nothing
transform (AONT) as a pre-processingstep to an ordinary encryption mode.
As de ned in [20], an AONT is an ezciently computable transformation, map-
ping sequence®f blocks to sequence®f blocks, with the following properties:

{ Given the output sequenceof blocks, one can easily obtain the original se-
guenceof blocks.

{ Given all but one of the output sequenceof blocks, it is computationally
infeasibleto determine any function of any input block.

It isnecessarythat an AONT berandomizedsothat a choseninput doesnot yield
a known output. Note that in spite of the privacy parallel in their de nitions, an
AONT is distinct from an encryption scheme.In particular, there is no secret-
key information assaiated with an AONT . Howewer, it is suggestedthat if the
output of an AONT is encrypted, with say the codebook mode (ie. a secret-leyed
block cipher applied block by block), then the resulting schemewill not only be
secureas an encryption schemebut also be strongly non-separable.

We are interested in encryption modes wherein an exhaustive key-seart is
somehav dependert on the sizeof the ciphertext. This is the primary motivation
for using strongly non-separablemodes.The intuition is that brute-force seardes
on such encryption modeswould be slowved down by a factor equalto the number
of blocks in the ciphertext. But doesstrong non-separability really capture this
property? A reasonto believe otherwiseis that the property we want is concerned
more with the privacy of the underlying key than that of the data. Consider
the (admittedly, cortriv ed) example of an encryption mode that, in addition to
the encrypted messageblocks, always outputs a block that is the result of the
underlying block cipher on the string of all 0s. Such a mode could turn out to
be strongly non-separablealthough it clearly doesnot possesshe property we
desire:a key-seart adversary can test any candidate key by decrypting just the
block enciphering the 0 string. One could think of more subtle ways for some
other \in variable information" about the key being leaked that would illustrate
this point more forcefully. Strong non-separability does capture some strong
(data-privacy) property, but that is not the one we are interested in. What we
needhereinstead is a suitable notion of key-privacy. We want encryption modes
that have this property, aswell asthe usual data-privacy ones.
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Our Notions and Model. We give a notion, called non-sepaability of keys
that formalizesthe inability of an adversary to gain any information about the
underlying key, without \decrypting" ewvery block of the ciphertext. The notion
can be informally described through the following interactive protocol: an ad-
versary A is ‘rst given two randomly selectedkeysag and a;. A then outputs a
messagex and gets back, basedon a hidden bit b, the encryption y of x under
ay. We askthat it be infeasiblefor a hereafter\restricted” A to guessb correctly
with probability signi cantly more than 0:5. The restriction we put on A is in
limiting how it can useits knowledgeof ag and a; in trying to guessh.

In order to make the above restriction meaningful, we describe our notion in
the ShannonModel of a block cipher [21]. This model has beenusedin similar
settings before[17,1]. Roughly speaking, the model instantiates an independert
random permutation with every di®erert key. We discussthe limitations of the
model and their implications to our results in Section 7.

We show that our notion capturesour desiredkey-seart resistanceproperty.
That is, we prove that exhaustive key-seart attacks on encryption modessecure
in the non-sepaability of keys senseare slowed down by a factor equal to the
number of blocks in the ciphertext. Our notion is orthogonal to the standard
notions of data-privacy. In particular, the notion by itself doesnot imply security
asan encryption scheme.lIt can, however, be usedin conjunction with any notion
of data-privacy to de ne a new encryption goal.

We want to justify the intuition that all-or-nothing encryption modes are
secureencryption modesthat alsohavethe key-seart resistanceproperty. Recall
that an all-or-nothing encryption mode is formed by composingan AONT with
an ordinary encryption mode. The de nition of an AONT from [20], however, is
more of an intuitiv e nature than of suxcient rigor to establishany claims with it.
One problemwith the de nition, aspointed out by Boyko [10],is that it speaksof
information leaked about a particular messageblock. In our cortext, information
leaked about the messageas a whole, say the XOR of all the blocks, can be just
asdamaging.A formal characterization of AONT swaslater given by Boyko [10].
He makesa casefor de ning an AONT with respectto any (and variable amourt
of) missing information, as opposedto a missing block. While this is certainly
more general and probably necessaryin some settings, we believe that in the
cortext of designing excient encryption modes with the key-seart resistance
property, a formalization with respect to a missing block is preferable. It turns
out that even this weaker formalization is enoughto realize our goal through the
all-or-nothing encryption paradigm. An advantage of a weaker characterization
of AONT s, aswe will seelater, is that we can build more e+cient constructions
that meetit. Our characterization of AONT sis tailored to their usein designing
encryption modesthat have the desiredkey-seart resistanceproperty.

Our Security Results. We establish that all-or-nothing encryption modes
(using our de nition of an AONT) are securein the non-sepaability of keyssense
as well as being secure against chosen-plairtext attack. Our analysis relates
the security of the all-or-nothing encryption paradigm to the security of the
underlying AONT in a preciseand quartitativ e way.
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We give an excient block-cipher-basedconstruction of an AONT. Our con-
struction is a simpli ed version of Rivest's \package transform". The package
transform may well have somestronger security propertiesthan ours, but it turns
out that even our simplied versionis secureunder our de nition of an AONT.
The proof of this is alsoin the ShannonModel of a block cipher. With this, we
cannow get all-or-nothing encryption modesthat costonly two times the cost of
normal CBC encryption, while with the padagetransform, the resulting modes
had cost about three times the cost of CBC.

In addition, we give attacks against alternate paradigmsbelieved to have the
key-seart resistanceproperty. We show that a paradigm claimedto capture this
property [7] does not actually do so. There seemto be seweral misconceptions
about what it takesto capture this property. One of theseis that symmetric en-
cryption schemessecureagainst chosen-ciphertextattack or someewven stronger
(data-privacy) notion may already do so. We show otherwise by giving an attack
on a schemesecurein the strongest data-privacy senseyet known.

Rela ted Work. Rivest'sall-or-nothing encryption is not the only way known
to get more security out of a xed number of key bits. Alternate approaces
include DESX (an idea due to Rivestthat wasanalyzedby Kilian and Rogaway
[17]) and thosefavoring a long key set-uptime, sud asthe method of Quisquater
et al. [19]. Theseapproacesdo not incur the xed penalty for every encrypted
block that all-or-nothing encryption does, but unlike all-or-nothing encryption,
they cannotwork with existing encryption devicesand software without changing
the underlying encryption algorithm. In either case,as Rivest points out, the
di®eren approatesare complemenary and can be easily combined.

Seweral approadiesto the design of AONT s have beendiscussedby Rivest
[20]. Our construction, like the padage transform, happensto be basedon a
block cipher. The hash function based OAEP transform was proven securein
the Random Oracle Model by Boyko [10]. An information-theoretic treatment
of a wealker form of AONT s hasbeengiven by Stinson [22]. Constructions based
solely on the assumption of one-way functions have beengiven by Canetti et al.
[12]. However, theseare somewhatinexcient for practice. Applications of AONT s
go beyond just the one consideredin this work. They can be used to make
"xed block-size encryption schemesmore e+cient [15], reduce communication
requiremerts [20,14], and protect against partial key exposure[12].

2 Preliminaries

We use a standard notation for expressingprobabilistic experiments and algo-
rithms. Namely, if A(¢ ¢ :::) is a probabilistic algorithm then a A A(X1;X2;::2)
denotesthe experimert of running A on inputs Xi;X»;::: and letting a be the
outcome, the probability being over the coins of A. Similarly, if A is a setthen
aA A denotesthe experimert of selectinga point uniformly from A and assign-
ing a this value.
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Block Ciphers. For any integer | , 1 let P, denote the spaceof all (2")!
permutations on | bits. A block cipherisamap F : f0;1gK £ f0;1dg 7! f0;1gd'.
Forewerya 2 f0;1g%, F(a;§ 2 P,. Wede ne F, by Fa(x) = F(a;x). Let BC(k; )
denote the spaceof all block cipherswith parametersk and | as above.

We model F as an ideal block cipher in the senseof Shannon,in that F is
drawn at random from BC(k; ). Given F 2 BC(k;l), wedene Fi 1 2 BC(k;I)
by Fi l(a;y) = Fi1(y) for a2 f0;1g*. Note that in the experimerts to follow
there is no \' xed" cipher; we will refer to an ideal block cipher F, accessto
which will be via oraclesfor F(¢® and Fi (¢ 9.

Encr yption Modes. Formally, an encryption mode basedon a block cipher F
is given by a triple of algorithms, | = (K;E;D), where
2 K, the key geneation algorithm, is a probabilistic algorithm that takesa
security parameter k 2 N (provided in unary) and returns a key a speci-
fying permutations F, and F} 1.

2 E, the encryption algorithm, is a probabilistic or stateful algorithm that
takes permutations F, and Fj ! (as oracles)and a messagex 2 f0; 1g” to
produce a ciphertext y.

2 D, the decryption algorithm, is a deterministic algorithm which takesper-
mutations F, and Fj ! (as oracles) and ciphertext y to produce either a
messagex 2 f0;1g” or a special symbol ? to indicate that the ciphertext
was invalid.

We require that for all a which can be output by K(1¥), for all x 2 f0;1g°, and
for all y that canbeoutput by EF=F4 " (x), we havethat DF=F4 " (y) = x. Wealso
require that K, E and D can be computed in polynomial time. As the notation
indicates, the encryption and decryption algorithms are assumedto have oracle
accessto the permutations speci ed by the key a but do not receiwe the key a
itself. This is the distinguishing feature of encryption modesover other typesof
symmetric encryption schemes.

Notion of Security. We recall a notion of security against chosen-plairtext
attack for symmetric encryption schemes,dueto Bellare et al. [2], suitably modi-
“ed for encryption modesin the ShannonModel of a block cipher. This itself is an
adaptation to the private-key setting of the de nition of \p olynomial security"
for public-key encryption given by Goldwasserand Micali [13].

De nition 1. [Indistinguishabilit y of Encryptions] Let | = (K;ED)
be an encryption mode. For an adversary A and b= 0; 1 de ne the experiment
Experiment Expi™ (A; b)

FA BC(k:l); ak K(1%); (xo;x1;s) A AFF'HE 74" (hq).

y A EFeFi’(xy): dA AFF HET2TS 1(guessy;s); return d.

De ne the advantage of A and the advantage function of | respectfully, as
follows: _ )
. h [ h i
AdV™ (A) = Pr Exp™(A;1)=1 j Pr Expi™(A;0)=1
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AdV™ (t; m;pig;t) = maxf Adv™ (A)g

where the maximum is over all A with \time-complexity" t, making at most p
queriesto F=Fi 1, choosingjxoj = jx1j sud that jyj = ml and making at most q
queriesto EF=Fi " thesetotaling at most? bits. |

Here the \time-complexit y" is the worst casetotal executiontime of experiment
Exp!nd (A; b) plus the sizeof the code of A, in some xed RAM model of compu-
tation. This convertion is usedfor other de nitions in this paper, as well. The

notation AFF' E“4 " indicates an adversary A with accessto an encryption
oracle EF=Fi ' and oraclesfor F and Fi 1. The encryption oracleis provided so
asto model chosenplaintext attacks, while the F=Fi ! oraclesappear since we
are working in the ShannonModel of a block cipher.

3 Non-Separabilit y of Keys

We give a notion of key-privacy to capture the requiremert that every block of
the ciphertext must be \decrypted" before any information about underlying
key (including that the key may not be the \righ t" one) is known. This notion is
formally captured through a gamein which an adversary A is imagined to run
in two stages.In the 'nd stage, A is given two randomly selectedkeys ag and
a;, and is allowed to choosea messagex along with some state information s.
In the guessstage, it is given a random ciphertext y of the plaintext x, under
one of the selectedkeys, along with the state information s. Let m = ‘% be the
number of blocks in the challengey. The adversary is given accesso oraclesfor
F and Fi ! in both stages.In the guessstage, we imposea restriction that the
adversary may make at most (mj 1) queriesto Fa0=F;Ol and at most (m 1)
queriesto Fa1=Fz;11. The adversary \wins" if it correctly identi es which of the
two selectedkeyswas usedto encrypt x in the challenge.

De nition 2. [Non-Separabilit y of Keys] Let| = (K;E;D) be an en-
cryption mode. For an adversary A and b= 0; 1 de ne the experiment

Experiment Exp*(A; b)
F A BC(ki1); (aoiar) A K(1%); (xis) A AP (nd;agian);
y A EFFa (x); dA AFF'*(guessy:s): returnd.
De ne the advantage of A and the advantage function of | respectfully, as
follows:
h i h i
AdVI*(A) = Pr Exp[*(A;1)= 1 j Pr Exp[*(A;0)= 1

AdV*“(t; m; p) = maxf Adv™ (A)g

where the maximum is over all A with time complexity t, making at most p
queriesto F=Fi ! such that, for m = ‘% at most (m j 1) of these are to
Fa,=Fi ' and at most (mj 1) of theseareto F,,=F} ! in the guessstage. I
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Note that this de nition only captures a notion concernedwith the privacy of
the underlying key. It does not imply security as an encryption scheme. The
notion can be usedin conjunction with the data-privacy notions of encryption
schemes.Indeed, it also makessenseto talk about the key-privacy of encryption
modesthat are secureunder data-privacy notions that are stronger than the one
captured by De nition 1.

Non-Separability  of Keys Versus Key-Sear ch. We shaw that security
in the non-sepaability of keyssenseimplies that \k ey-seart" attacks are slowed
down by a factor proportional to the number of blocks in the ciphertext. In-
deed this is the primary motivation of using encryption modes securein the
non-sepaability of keyssense.Thus this implication may be taken as evidenceof
having a \correct" de nition in De nition 2.

In the key-seach notion, we measurethe succes®f an adversary A in guessing
the underlying key a given a ciphertext y (of a plaintext x of its choice). The
insecurity of an encryption modein the key-seart sensds given by the maximum
succesver all adversariesusing similar resources.

Denition 3. [Key-Searc h] Let| = (K;E;D) be an encryption mode. For
an adversary A de ne the experiment

Experiment Expf®(A)
F A BC(k;I); aA K(1X); (x;s) A AFF' “(selec); y A EFaiFa ' (x);
A AFF''(predicty;s); If a%= athen dA 1lelsedA 0; returnd.

De ne the succesof A and the succesdunction of | respectfully, as follows:
h [
Suc¢®(A) = Pr Expi®(A) = 1

Sucg®(t; m; p) = maxf Suc¢®(A)g

where the maximum is over all A with time complexity t, making at most p
queriesto F=Fi ! and choosingjxj sud that jyj = ml. |

Note that there are no restrictions (for any key) on how many of A's p queries
to F=Fi ! arein the predict stage.

Our “rst theorem establishesour claim about the implication. We emphasize
that this result, and every other result (on encryption) in this work, are on
encryption modes In particular, we assumethat the encryption and decryption
algorithms can be described given just oracle accesgo permutations and do not
needthe (block-cipher) key specifying these permutations.

Theorem 1. [Non-Separabilit y of Keys Slows Down Key-Searc h] Sup-
pose| is an encryption mode using an ideal cipher of key length k and block
lengthl. Then
3 ] p k ’ 1
Sucg®(t; m;p) - AdV*(t%m;p) + 2¢ oot ¢m

where t®= t+ O(k+ ml + pl). |
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The proof of Theorem 1 appearsin the full version of this paper [11]. We sketch

only the basic idea here. The proof usesa fairly standard contradiction ar-

gumert. Assume B is an adversary in the key-seach sense.We construct a
nonsepaability of keysadversary A, that usesB and has the claimed complex-
ity. A will run B usingits oraclesto answer B's queriesand then make its guess
basedon how B behaves. A complication arisesdue to the fact that there is a
restriction on the number of queriesA can make with the two keysit is givenin

the nd stageand that B is not subject to this restriction. We get around this

by having A keeptrack of how many queriesB makesusing thesekeys.If B ever
exceedsthe amourt A is restricted to for one of thesekeys,then A guesseghat

its challenge was encrypted under this key. We then shaw that the probability

of a false positive is small.

We next give an interpretation of Theorem 1. Say | is securein the senseof
De nition 2. Then we know that for reasonablevaluesof t% m; p the value of the
Adv!qSk (t% m; p) is negligible. The theorem says that for aregsonablgvalue of t we
could expect Sucd®(t; m; p) to be not much morethan 2¢ 2' + 4 Cyeig. This
meansthat after p queriesto F=Fi ! there is roughly only a (% ¢2i ) chance
of "'nding the key. Contrast this with an encryption mode where each query
to F=Fi 1 could potentially rule out a candidate key. Then we would expect
an (p ¢2i k) chance of nding the underlying key. Thus we have succeededn
reducing the succesof a key-seart attack by a factor of m, as promised. (The
factor of 2 in the theorem comesabout due to the scaling factors implicit in the
advantage function of De nition 2.)

4 Separable Attac ks

It is easyto ched that none of the commonly used encryption modes, sud as
the cipher-block-chaining (CBC) mode and the counter mode (CTR) (see[2] for
a description of thesemodes) have the key-seart resistanceproperty we desire.
There seemsto be a belief that someof the existing notions and schemesmay
already capture this property. We shaw that this is unlikely by giving attacks
on someparadigmsthat cover a large number of \promising" candidates.

Encode-then-Encipher Encr yption. The variable-input-length (VIL ) enci-
phering paradigm hasbeensuggestedn [7] asa practical solution to the problem
of \encrypting” message®f variable and arbitrary lengthsto a ciphertext of the
samelength. (Since enciphering is deterministic, it cannot be consideredto be
secureencryption. However, aspointed out in [8], simply encading messagesvith
somerandomness prior to enciphering,is enoughto guarantee security asan en-
cryption scheme.)lt is claimedin [7] that the VIL paradigm also provides a way
to provably achieve the goal of exhaustive key-seart being slowved down pro-
portional to the length of the ciphertext. However, we shaw that this is not the
caseby describing a simple but e®ectie attack on their VIL mode of operation.
The attack is e®ective even when the messagesre encaled before enciphering.
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We point out here (deferring details to the full version of this paper [11]) that
even\super" VIL modes[9] would be susceptibleto this attack.

We describe a simpli'ed version of an example of a VIL mode given in [7].
The construction rst computesa pseudorandomvalue by applying a CBC-MAC
on the plaintext. In the secondstep, the counter mode is usedto \encrypt" the
plaintext using the pseudorandomvalue from the rst step as the \counter".
We now describe a simple attack on this example. Our attack exploits the fact
that for messagedonger than a few blocks, most of the blocks in the VIL mode
are being encrypted in the CTR mode. The main ideas of the VIL mode are
on how to pick the \counter" for the CTR mode and on how to format the
last few blocks so as to enable messagerecoverability while still maintaining
the length requiremert. We obsene that the attack is e®ectiwe given any two
blocks of a challenge ciphertext, and moreover, is independert of the \counter”
value. Given, s&, just yi = X;OF,(r + i) and y; = x;©F,(r + j), for some
plaintext x = X1 ¢¢¢x,, counter r and indices1 - i < j - n, there is a test
for any candidate key a° that requires just two queriesto Fi (¢ ¢. The test is
that the following relationship hold: Fi 1(a%y;©x;) i Fi(a%yi©xi) = j i i.
This test can be carried out e®ectiely in the VIL mode example and senesto
show that this paradigm in generaldoes not capture the goal of slowing down
exhaustive key-seart.

Authentica ted Encr yption. The most common misconceptionseemsto be
that someof the stronger notions of data-privacy or data-integrity for symmetric
encryption capture the key-seart resistanceproperty that we do in De nition 2.
Weclaim that all of thesenotions, however strong they may be, are orthogonal to
our notion of key-privacy. We arguethis for the caseof authenticated encryption,
which is one of the strongestnotions of security consideredin symmetric encryp-
tion. In particular, this notion implies other strong notions, including security
againstchosen-ciphertextattack. Informally described, authenticated encryption
requires that it be infeasible for an adversary to get the receiver to accept as
authentic a string C where the adversary has not already witnessedC. Formal
de nitions appear in [4,8,16] along with methods to construct such schemes.
One of the genericmethods shavn to be securein the authenticated encryption
senseis the \encrypt-then-MA C" paradigm [4]. In this paradigm, a ciphertext
is formed by encrypting the plaintext to a string C using a generic symmetric
encryption schemesecurein the indistinguishabiliy of encryptionssenseand then
appending to C the output of a MAC on C. Clearly, if the underlying generic
encryption schemeuseddoesnot have the property captured by our key-privacy
notion, then neither would the resulting authenticated encryption scheme.

5 All-Or-Nothing  Transforms

The notion of an all-or-nothing transform (AONT) was suggestedby Rivest
[20] to enable a paradigm for realizing encryption modes with the key-seart
resistanceproperty. The paradigm consistsof pre-processinga messagewith an
AONT and encrypting the result by an \ordinary" encryption mode. We give
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a systematic treatment of AONT s in this section. The paradigm itself will be
discussedin Section 6.

Synt ax. Formally, the syntax of an un-keyed AONT is given by a pair of algo-
rithms, | = (E; D), where

2 E, the enaoding algorithm, is a probabilistic algorithm that takesa message
x 2 f0; 1g° to produce a pseudo-ciphertexty.

2 D, the decoding algorithm, is a deterministic algorithm which takes a
pseudo-ciphertexty to produce either a messagex 2 f0;1g” or a special
symbol ? to indicate that the pseudo-ciphertextwas invalid.

We require that for all x 2 f0;1g°, and for all y that can be output by E(x),
we have that D(y) = x. We also require that E and D be polynomial-time
computable.

Notion of Security. Wegiveanewde nition of security for AONTs. A block-
length | will be assa@iated with an AONT. During the adversary's nd stageit
comesup with a messageand some state information. The challengeis either
a pseudo-ciphertext yg corresponding to the chosen plaintext x or a random
string y; of the samelength asyy. In the guessstage, it is allowed to adaptively
seeall but one of the challenge blocks and guesswhether the part of challenge
it received correspondsto yg or y;.

De nition 4. [All-Or-Nothing  Transforms] Let| = (E;D) bean AONT
of block length I. For an adversary A and b= 0; 1 de ne the experiment

Experiment Exp®" (A; b)
(x;s) A A('nd);
voA EGO;
y1 A 0;1gY); 11 (yb = ypo[1] ¢¢eyp[m] where jyp[ilj = | for i 2 f1; ¢¢¢; mg)
dA AY(guesss); // (Y takesan indexj 2 f1;:::;mg and returns yulj])
return d.

De ne the advantage of A and the advantage function of | respectfully, as
follows:
h i h i
AdVi*"(A) = Pr Expf®'(A;1)=1 j Pr Exp?"(A;0)= 1

AdV"(t; m) = mAaxf Advi*"(A)g

wherethe maximum is over all A with time complexity t, choosingjxj suc that
iYoj = ml and making at most (m j 1) queriesto Y. |

Our formalization di®ersfrom that given by Boyko [10]in somesigni cant ways.
We require that the missinginformation be a block as opposedto somevariable
number of bits anywhere in the output. This captures a weaker notion, but as
argued earlier, this is not necessarilya drawbadk. A consequencef this is that
we are able to design more excient AONT s. Notice that, in our missing-block
formalization, we ask for the indistinguishability of the AONT output (with a
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missingblock) from a random string of the samelength. This isin cortrast to the
typical \indistinguishabilit y of outputs on two inputs" required by [10] or any
of the indistinguishabilit y-based notions of encryption. We give someintuition

for the needfor this strengthening here. Consider a transform that added some
known redundancy to every block (say, the rst bit of every output block was
always a 0). This alonewould not make a transform insecureif we had usedthe
\indistinguishabilit y of outputs on two inputs" formulation for capturing all-or-
nothingness,sincethe outputs on every input would have this sameredundancy.
However under our formulation we will 'nd suc a transform to be insecure
since the random string would not necessarilyhave this redundancy It turns
out that if the all-or-nothing encryption paradigm is to have the key-seart
resistanceproperty then sud transforms cannot be consideredto be secureas
AONT s. Recall that the paradigm is to usean \ordinary" encryption mode on
the output of an AONT. It is easyto seethat it is essetial that a key-seart
adversary \decrypting" one block of ciphertext should not be able to "gure out
if the decrypted value was the output of an AONT or not.

We have sofar assumedthe standard model, but we will often want to con-
sider AONT s in some stronger model like the Random Oracle Model or the
Shannon Model. De nition 4 can be suitably modi ed to accommalate these.
For example,with the ShannonModel of an ideal block cipher F, we will assume
that all parties concernedhave accessto F and Fi ! oracles.The queriesmade
to F=Fi ! becomea part of the denition. We will de'ne Advi°"(t; m; p) rather
than Advi*" (t; m), wherein addition to the usual parameters, p is the maximum
number of queriesallowed to F=Fi 1.

Constr uction. We give a construction basedon the CTR mode of encryption.
We describe the transform CTRT = (E-CTRT; D-CTRT) of block length I, using
an ideal cipher F with key length k and block length |, where k - I. (This
condition canbe easilyremoved and is madehereonly for the sake of exposition.)
The messagex to be transformed is regarded as a sequenceof I-bit blocks,
x = x[1]::: x[n] (padding is done Tst, if necessary)We de e E-CTRTFF' ' (x)
and D-CTRTFF' " (x9), asfollows:

Algarithm E-CTRTFF' ¥ (x[1]::: x[n]) |Algarithm D-CTRTFF' " (x9)
KOA f0;1d Parsex®asxJ1]:::x9n + 1]
K = K%mod 2¢ // (jKj= k) K 9= xJ1]© ¢¢¢© xIn + 1]
fori=1;:::;n do K =K%mod 2 1/ (jKj= k)
xqi] = x[i]©F (i) fori=1;:::;n do
xqn + 1]= K©xJ1]0::: ©x9n] x[i] = xJiJOF (i)
return xq1]:::x9n + 1] return x[1]:::x[n]

CTRT is a variant of Rivest's padkagetransform [20] where one\pass" hasbeen
skipped altogether. Yet we nd it to be securein the senseof De nition 4.

Theorem 2. [Securit y of CTRT] Supmsetransform CTRT of black length |
usesan ideal cipher of key length k and block length | (where k - I). Then for



371

any t; m;p suchthat m+ p - 2k 1,

m? + 8¢p
2k

The proof of this theorem appears in the full version of this paper [11]. We
mertion here only someof the key aspects of the proof. As long as at least one
block of the output is missing, the key K usedto \encrypt” the messageblocks
is information theoretically hidden. The main step in the analysisis to bound
the probability of an adversary calling its oracleswith key K. In doing this,
we need to be particularly careful with the fact that we allow adversariesto
be adaptive. Another issuethat complicates matters is the injectivit y of ideal
ciphers. For example,we cannot concludethat if an adversary hasnever queried
its oracleswith key K, then its \challenges" must be indistinguishable to it.
The injectivit y makes certain conditions impossiblewith the \A ONT -derived"
challengethat are possiblewith the \random" challenge.

It is conceiable that the padkagetransform of Rivest [20] is actually secure
in the strong sensecaptured by Boyko [10]. CTRT, on the other hand, is clearly
insecurein that strong sense.(Note that CTRT would also have beensecurein
the sensegiven by Rivest [20].) However, as we will seenext, it turns out that
CTRT is strong enoughthat when usedto realize the all-or-nothing encryption
paradigm, the resulting mode will have the properties we desire.

AdVETR 1 (t; m;p) -

6 All-Or-Nothing  Encryption

The all-or-nothing encryption paradigm consistsof composingan AONT with an
\ordinary" encryption mode. We study the particular casewhen the ordinary
encryption mode is the codebook (ie. ECB) mode. It is easyto seethat the
codebook mode by itself is not secureencryption. Howewer it does have many
advantages over some of the other modes. In patrticular, it is simple, excient,
length-preserving, and admits an ezcient parallel implementation. Following
[20], we will refer to an AONT followed by the codebook mode as the \all-or-
nothing codebook mode". We will establish the security of the all-or-nothing
codebook mode in the theoremsto follow. Similar results can be derived when
someother reasonablemode is usedin place of the codebook mode.

The all-or-nothing codebook mode is rst and foremost a secureencryption
scheme. We establish this in the following theorem.

Theorem 3. [Securit y in the indistinguishabiliy of encryptionssense] Sup-
pose; = (K;E;D) is an all-or-nothing codelbok mode using an ideal cipher of
key length k and black length | and an all-or-nothing transform ! °= (E% D9 of
black length|. Let T be the time to decode a ml bit string using D° and nl be the
length of a decoded ml bit string. Then for any n , 2 and any p;q;?,
- 2m 2m

Adv‘:nd (tm;pigt) - 2m CAdVIS (t%m) + 2_kp o

where t®= t+ (1 + mj 1)¢T + O(ml + pl+1). 1
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The proof of this theorem appearsin the full versionof this paper [11]. The intu-

ition behind the result is asfollows. An AONT hasthe property that the chances
of a collision amongstthe blocks of its output (evenacrossmultiple queriesmade
by an adaptive adversary) is small. Thus when an AONT is composedwith the

codebook mode, we have that with high probability ead block of the ciphertext

is a result of having encipheredon a new point. Note that although the code-
book mode is deterministic, the fact that the AONT itself is probabilistic makes
the resulting all-or-nothing codebook mode probabilistic. The main part of the

proof is in formalizing and establishing this property of AONTs. We show that

if this property did not hold for sometransform, then that transform could not

be secureasan AONT.

We next show that the all-or-nothing codebook mode also has the desired
key-seart resistanceproperty.

Theorem 4. [Securit y in the non-sepaability of keys sense] Supmpse| =
(K; E; D) is an all-or-nothing codelbok mode using an ideal cipher of keylength k
and block length| and an all-or-nothing transform! °= (E% D9 of black lengthl.
Then

AV (t; m;p) - 2m CAAVS (t% m)
where t°= t + O(ml + pl).

Proof. We use a cortradiction argumert to prove this. Let B be an adversary
in the nonsepaability of keyssense We construct an all-or-nothing adversary A,
that usesB and hasthe claimed complexity.

Sincewe are assumingan all-or-nothing adversary A that doesnot receive F=Fi 1
oracles,these must be simulated when running B. The cost of this simulation
will appearin the time complexity of A.

We usethe notation (+ ;K ;z) (respectively, (j ;K;z)) to indicate a query to F
(respectively, Fi 1) with key K and a|-bit string z; the expected responsebeing
Fx (z) (respectively, Fji 1(z)).

For aninteger m let [m] = f 1; ¢¢¢; mg. For an ml bit string z let z = z[1] ¢¢¢z[m]
such that jz[i]j = | for i 2 [m].

The adversary A using adversary B is given in Figure 1. The idea is the fol-
lowing: A rst picks two keys ap;a; to simulate the experiment underlying
nonsepaability of keysfor B. It runs B, answering all of its queries by simu-
lating the oracles, untii B endsits nd stage by returning some string x. A
returns x asthe output of its own 'nd stage.In its guessstage, A will pick a
random bit d and an index j. A will then askits oracle Y for all but the j-th
challengeblock. It then usesthe key a4 to enciphertheseblocks to get all blocks
of a string z other than z[j ]. A assignsa random valueto z[j] and then runs B's
guessstagewith the challengebeing z. It will simulate B's oraclesas before, but
halt if B ever asksthe query (j ;aq;z[j]) or (+ ;ad;F;dl(z[j])). If B was halted,
then A outputs a random bit asits guess.Otherwise, it cheds to seeif B was
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correct. A guesseghat its challenge must have been\real" if B is correct and
outputs a random bit otherwise.

Algorithm A('nd) Algorithm AY (guess(s; x; ao; a1))
ao;ar A K(1%) dA f0;1g
run B(nd;ao;a;) using SimBOr| j A [m]
let (x; s) be the output of B for i2 [m))~ (i 6 j) do
sPA (s;x; ao;ai) ylilA Y(i)
return (x; s° zZ[i1A Fa, (y[i])
Z[j1A f0;1d
Subroutine SimBOr run B (guessz;s) using SimBOr until
if B makesa query (+;K;u) B makesa query (j ;aq;z[j]) or
then answer B with Fg (u) B makesa query (+;aq; F;dl(z[j])) or
if B makesa query (j ;K;u) B halts
then answer B with F, *(u) if B halts then let d° be its output
elsel®A f0;1g
if = dthen ’A 0Oelset®’A f0;1g
return b°

Fig. 1. An all-or-nothing adversary using a non-sepaability of keysadversary

From the description, we have that the time complexity t°= t + O(ml + pl).

Next we compute the advantage function. For b2 f0; 1g let Probability Spaceb
be that of the following underlying experimernt:

(% s) A A(Nd); yo A Eqx); y1 A £0;2g™; Y (i) = yp[i] for i 2 [m]:
For b2 f0; 1g let Pry[ ¢] denote the probability under Probability Spaceb.

AdVET (A) © pro[AY (guesss?) = 0] Pri[AY (guesss?) = 0]

Hereafter, we suppressthe superscripts and parerthesized parts for clarity.

Let Fail be the event that B makes a query (j ;agq;z[j]) or (+ ;ad;F;dl(z[i]))
wherej is the index of the block in y that A doesnot receiw, z[j ] is the random
block pickedby A and d 2 f0; 1g is the bit that selectsthe key ag or a;. We have

AdVE (A) €' Pro[A = 0] PrifA = 0]

£ - —
= Pro[A = 0] Fail]¢Pro[Fail]+ Pro A= 0j Fail ¢Pro[Fail]j
£ ___ @ S
Pri[A=0j Fail]¢Pri[Fail]j Pry A= 0] Fail ¢Pr,[Fail]
Now from the description of A we have:

Pro[Fail] = Pry[Fail]= 7L~ !
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Pro[A=0]j Fail] = Pry[A=0]j Fail]= 0:5
£ __@®o
Pro A=0j Fail = Pro[B guessesorrectly] = 0:5+ 0:5 ¢Adv?5k(B)
£ __ o
Priy A=0j Fail = Pr.[B guessegorrectly] = 0:5

The derivation of theseequalitiesis quite straightforward. The only onerequiring

explanation is the last one.To determine Pr.[ B guessesorrectly | we recall that

in Probability Spacel the challengez that B receivesis the codebook output with

key ag on a random string y;. The probability we want is that of B guessing
d correctly. Given that B does not seey;, but just the output z under the

codebook mode with an ideal cipher, it is easyto seethat the probability is
exactly as claimed. Continuing with the advantage, we have

U 1
AdV%T (A) = %G: %+ %¢Adv’?s"(B)i % = %G:Adv?s"(B)

From this, we get the claimed relationship in the advantage functions. |

We have assumedin our treatment of the all-or-nothing encryption paradigm
that the block sizeassaiated with the AONT is the sameasthat of the encryp-
tion mode following it. This assumption could be easily removed by making a
few changesto our framework. However, in this form, it hascertain implications
when a block-cipher based construction, like CTRT, is used as the underlying
AONT. We would require that the key spacefor the AONT block cipher be
suzciently large that brute force searhesare infeasible. The block cipher used
in the AONT doesnot have to be the sameasthat usedto encrypt its output,
though it certainly could be.

7 Comments and Open Problems

Our notions and proofs are in the ShannonModel of a block cipher. The model
makessomestrong assumptionsand may be unsuitable for someof today's block
cipherswith their delicate key schedules.This raisesthe concernthat our results
may not be telling us much about the \real-world". However, we claim that the
results proven in this model are still meaningful since they permit \generic"
attacks (ie. attacks that assumethe underlying primitiv es to be \ideal"). In
practice, most attacks disregard the cryptanalytic speci cs of the block cipher
anyway and instead treat it asa black-box transformation.

Our use of the Shannon Model for capturing nonsepaability of keys was
driven by the needto correctly and usefully formalize the notion. It is hard
to seehow this could have beendonein the standard model. In establishing our
claims about all-or-nothing encryption modes,we useda de nition of an AONT
from the standard model. (Things would change very little if we had instead
started with a de nition from one of the other models.) However, to prove that
our CTRT transform wassecureasan AONT, we neededto work in the Shannon
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Model. It may be possibleto prove such constructions in the standard model or
perhaps some other weaker model, but this is something that is currently un-
known. Note that we do know that there are AONT s that can be proven secure
in the standard model [12]. Howewer, for exciency reasons,we do not consider
theseto be viable options in practice.

In the caseof CTRT being used as the AONT, the cost of the resulting
all-or-nothing codebook mode would be a factor of only two greater than CBC.
From our results, we get that the resulting all-or-nothing codebook mode would
be securein the nonsepaability of keys sense,as well as being secureagainst
chosen-plaintext attack. It would beinteresting to seeif all-or-nothing encryption
modes(with somemaodi cations, if required) could be shown to be secureagainst
chosen-ciphertext attack.
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