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Abstract.  In abroadcast encryption scheme,digital content is encrypted
to ensurethat only privileged userscan recover the content from the en-
crypted broadcast. Key material is usually held in a \tamp er-resistart,"

replaceable,smartcard. A coalition of usersmay attack such a system by
breaking their smartcards open, extracting the keys, and building \pirate

decaders” basedon the decryption keysthey extract.

In this paper we suggestthe notion of long-lived broadcast encryption asa
way of adapting broadcast encryption to the presenceof pirate decoders
and maintaining the security of broadcaststo privileged userswhile ren-
dering all pirate decaders uselessWhen a pirate decader is detected in a
long-lived encryption scheme, the keysit contains are viewed as compro-
mised and are no longer used for encrypting content. We provide both
empirical and theoretical evidence indicating that there is a long-lived
broadcast encryption scheme that achievesa steady state in which only
a small fraction of cards needto be replacedin each epoch. That is, for
any fraction —, the parameter values may be chosenin such a way to
ensurethat eventually, at most ~ of the cards must be replaced in each
epoch.

Long-lived broadcast encryption schemesare a more comprehensive solu-
tion to piracy than traitor-tracing schemes,becausethe latter only seek
to identify the makers of pirate decoders and don't deal with how to
maintain secure broadcasts once keys have been compromised. In addi-
tion, long-lived schemesare a more excient long-term solution than re-
vocation schemes,becausetheir primary goal is to minimize the amount
of recarding that must be done in the long term.

1 Intro duction

Broadcast encryption (BE) schemesde ne methods for encrypting content so
that only privileged usersare able to recover the content from the broadcast.

Keys are allocated in such a way that usersmay be preverted on a short-term

basisfrom recovering the messagdrom the encrypted content. This short-term

exclusion of users occurs, for example, when a proper subset of usersrequest
to view a movie. The long-term exclusion (or, revocation) of a useris necessary
when a user leavesthe systemertirely.
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In practice most BE systemsare smartcard-based.It has been well docu-
merted (see,for example, [19]) that pirate smartcards (also called pirate \de-
coders") are commonly built to allow non-paying customersto recover the con-
tent. Broadcast encryption schemescan be coupled with traceability schemes
to o®ersome protection against piracy. If a scheme has x-traceability, then it
is possibleto identify at least one of the smartcards usedto construct a given
pirate card provided at most x cards are usedin total. When a pirate card is
discovered, the keysit cortains are necessarilycompromisedand this must be
taken into accourt when encrypting content. Earlier work in traceability does
not deal with this; instead, the analysisstopswith the tracing of smartcards (or,
traitor users).

In this paper, we introduce the notion of long-lived broadcast encryption
schemes,whose purposeis to adapt to the presenceof compromised keys and
cortinue to broadcast securelyto privileged sets of users.

Our basic approadc is as follows. Initially , every user has a smartcard with
seweral decryption keyson it, and keysare sharedby usersaccordingto a prede-
ned scheme. When a pirate decader is discovered, it is analyzed and the keys
it corntains are identi ed. Such keysare called \compromised," and are not used
henceforth. Similarly, when a user's cortract runs out and sheis to be excluded,
the keys on her smartcard are consideredcompromised.Over time, we may ar-
rive at a state in which the number of compromised keys on some legitimate
user's smartcard rises above the threshold at which secure communication is
possibleusing the broadcast encryption schemel In order to restore the ability
to securelybroadcastto such a user, the service provider replaesthe user'sold
smartcard with a new one containing a fresh set of keys.

The everts driving the service provider's actions are the card compromises:
either due to pirate decaders or the expiration of users' corntracts. We usethese
events to divide time into administrativ e epochs of d compromisesead. At the
end of an epoch, the serviceprovider computeswhich legitimate usersneedtheir
cards replaced, and replacesthose cards. Therefore, the primary costin a long-
lived BE schemeis the amount of recarding that needsto be donein ead epoch.

We assumein this paper that the schemesuse perfect encryption, i.e., a pi-
rate can accesghe cortent only by obtaining the key. Hence,we are requiring a
strong form of security; information theoretic security. However, we argue that
this model is very realistic for encrypted pay TV applications. In fact only a
handful of the successfulattacks described in [19] can be classi ed as cryptana-
Iytic attacks, and only against analogequivalents of simple substitution ciphers.
All the rest exploit breachesin the smartcard, using attacks suc as those de-
scribed in [2]. Furthermore, since smartcard-basedsystemsare widely usedin
practice [19]it is natural to study this security model.

11t costslitle to assumethat in addition to the shared broadcast keys, each user's
smartcard contains a key unique to him. Thus the service provider can always revert
to unicast communication to any user if all the user's broadcast keys are compro-
mised.
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In this model, and towards the goal of designingan excient long-lived BE
scheme, we considerthe performance of three di®erert schemesthat have been
suggestedfor broadcast encryption: two randomized and one deterministic. We
start with a short-term analysis?, which focuseson the st epoch. The parame-
ters we analyze are the total number of keysthe serviceprovider needs,and the
expected number of compromisedcards the scheme can tolerate beforereplace-
ment cards needto be issued. The analysis shows that the costs of the three
schemesare quite similar. Hence,we useasthe basisfor our long-lived construc-
tion the simplest of the three, which is a randomized scheme. We provide both
empirical and theoretical evidenceusing an expected-caseanalysis,that a steady
state is achieved in which only a bounded number of usersneedto be recarded
in any epoch of this long-lived scheme.

Related work. Our methods are basedon etcient BE schemes.The study of
broadcastencryption is initiated in [4,13,15] and the exciency of BE schemesis
studied in [5,6,18]. The model of BE that we considerhereis a formalization of
the deterministic (i.e. resilient with probability 1) model of [13] and is consistert
with [1,18].

We are particularly interested in BE schemesthat are basedon cover-free
families (seeSection2.1). Cover-freefamilies are studied in [12] and BE schemes
involving such families are studied in [17,14]. Our long-lived system may be
basedon (short-term) BE sdhemesthat are tight with the proven lower bounds
on the total number of keysin such schemes[12,14].

The recert papers of [20,3] propose novel revocation schemes® In these
schemes, in order to maintain the ability to revoke t users, the certer must
make a private communication to ead of the remaining userswhen a single user
is revoked. Our goals are fundamenrtally di®erert from this in that we seekto
minimize the amount of communication (e.g. recarding) that's necessaryand so
we adapt to the presenceof compromisedcards (or equivalertly, revoked users)
by simply removing the keyson thesecards from the encryption process.When
this approad is no longer possibledue to a large number of compromisedkeys,
we recard the a®ectedusersonly. We shaw that through an appropriate choice
of the parameters, the a®ectednumber of userscan be a small fraction of the
usersin the steady state. Hence, our solutions seemuseful in either the smart-
card scenarioor in a network-basedsystem as studied in [20]. Whereas, it may
be ditcult to apply the techniquesin [20]in a smartcard scenarioasthe cost of
reprogramming or replacing a large number of cards, may be prohibitiv e.

Broadcast encryption schemesand multicast encryption schemes(seefor ex-
ample, [8{10]) are designedwith many commongoalsin mind. BE schemesand
multicast schemesare similar in that a pirate smartcard in the former is es-
sertially treated the sameasthe card of a revoked userin a multicast scheme.

2 Throughout this paper we focus on an expected caseanalysis. Somejusti cation for
this approach comesfrom the law of large numbers [21].

3 The term \rev ocation” is typically usedto indicate the permanert exclusion of a user
from the system, rather than the prevention of a user from recovering a particular
message.
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In either case,care must be taken in future broadcaststo ensurethat the keys
cortained in the card are uselessfor recovering future messagesThe main dif-

ferenceis that in the multicast scenario,the primary goalis to maintain a secure
group key at all times, whereas,in broadcast encryption schemes,the group it-

self varies over time as a subsetof the universeof users,and soany group key is
only establishedwhen the privileged subsetis identi ed. Moreover, widespread
rekeying of users(typically via a seriesof encrypted messagesjn the multicast

group may be required as part of the processof establishing the new group key.

For example, the tree-basedschemein [26] speci es rekeying of all userswhen a
single user leavesthe system. This is to be contrasted with the approac taken
in long-lived BE, in which we view rekeying of usersasthe most signi cant cost
of the system, and hence, we rekey as infrequently as possible. Independerily

of our work, a recert paper [22] con rms that rekeying upon ead changein

the multicast group membership is prohibitiv ely expensive, and proposesrekey-
ing the ertire group at "xed intervals at a cost of somelatency in membership
adjustmerts.

Our work is related to the goalsof traitor-tracing schemes[11,24,7] in that
such schemesare also concernedwith coalitions of userswho conspireto build
pirate smartcards (which we refer to as compromisedcards). Howewver, we em-
phasizethat there are substartial di®erencesbetween a traitor-tracing scheme
and the schemeswe presert here. The most important di®erenceis that trace-
ability schemesdo not describe how to broadcast securelyto privileged sets of
usersafter pirate decaders have beenlocated. The purposeof an x-traceability
schemeis to make the practice of building pirate smartcardsrisky. This is accom-
plished by allocating keysto usersin such a way that oncea pirate smartcard is
con scated, at least one of the cardsthat wasusedto construct it, can be iden-
tied. Clearly, the keysin a pirate smartcard must be viewed as compromised.
Hence, after a pirate smartcard is con scated, the set of keys usedto encrypt
content must be modi ed to avoid allowing a user with compromised keys to
recover the content. Traitor tracing doesnot deal with this.

Another di®erenceis that the security achieved in traceability schemesis
limited by the necessiy of having a bound on the number of usersin a coalition.
Our approac can handle a pirate decader built by a coalition of any size. Fur-
thermore, in the secretkey model that we consider here, there is a sizable gap
betweenthe provenlower bound on the number of keysin a x-traceability scheme
and the number of keysin the best known construction. Sinceour methods rely
on excient BE sdhemeswe are able to keepthe total number of keystight with
the aforemertioned lower bounds, while retaining an ability to broadcastsecurely
in the presenceof pirate smartcards, and consequetly, compromisedkeys.

Finally, we note that if traceability is desiredin the long-lived system, this
may be achieved by basing the systemon a BE schemewith sometraceability
(as, for example,in [25,14]).

Our results. The cortributions of this paper can be summarized as follows:
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— Wei introduce the notion of long-lived broadcast encryption, whosepurpose
is to continue to broadcast securelyto privileged sets of usersas cards are
compromisedover time;

— ananalysisand comparisonof three BE schemesbasedon cover-freefamilies
with respect to total number of keysand expected number of cardsthat the
scheme can tolerate before recarding; and, basedon this analysis,

— an ezxcient long-lived BE scheme. We provide empirical and theoretical ev-
idencethat for any fraction —, there is a schemethat recardsat mosta
fraction of the usersin the steady state.

Organization of the paper. De nitions and notation, aswell asthe formalization
of the long-lived approad to broadcast encryption, are preseried in Section 2.
The short-term analysis and comparison of the three BE schemesis given in
Section 3. The long-lived BE scheme, analysis and experimental evaluation are
in Section4. We concludewith some nal remarks and directions for future work
in Section 5.

2 Preliminaries

2.1 De nitions and notation

We consider broadcast encryption schemesin the secretkey scenario. For our
purposes,a broadcast encryption scheme consists of a collection of subsetsof
keys (one for ead user) and a broadcasting protocol, which indicates how to
securelydistribute content to privileged setsof users.Let fus;:::; u,g denotethe
set of all users,and let the ith user's set of keys be denoted by U;. Typically, a
user's keys are contained in a card, and consequetly, we will often refer to U;
asuj's card.

We denote the universeof keysby K = fki;:::;; kg g (K keysin total), and
ead userhasr keysin K (8i, jU;j = r). In this paper, the privileged setsof users
are of 'xed sizenj m. A privileged set of userswill be denotedby P, and the
corresponding excluded set of m userswill be denoted by X .

The broadasting protocol speci eswhich subsetsof keysin K sutce to recover
the content from the encrypted broadcast. In this paper we are interested in s-
thresholdprotocols [17] in which a user needsto uses keysout of r in order to
decdade the content. When s = 1, this broadcasting protocol is sometimescalled
an OR protocol and has beenstudied in [1,14,15,18].

De nition 1. An (s;jSpj)-threshold proto col is useal to broadcast a message,
M, to usersP = fus;:; Un; m@, in the following manner. K sharesof M, My,

My, ..., My, , are created in sucha way that any s of the sharessutcesto recover
M . The shares correspnding to keysheld by usersin X = fup; m+1;::5;Uung are
discarded, and each remaining share is encrypted with its correspnding key and

theseencrypted messagesare broadast to the universe of users.

We focuson threshold protocols becausethey are simple and yield broadcast
encryption schemeswith maximal resilience. A sthemeis saidto bemj resilient
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if m excluded(i.e., not privileged) userscannot recover the cortent even by pool-
ing their keys.A broadcastencryption schemewith (s;jSp j)-threshold protocols
for every privileged set P, is m-resiliert. In addition, for somevalues of s, the
techniques of [17] can be usedto reducethe broadcasttransmission length.

When using threshold protocols for broadcastingwe must ensurethat a user
has sutciently many keys left after the keys of m other usersare excluded to
recover the content from the broadcast. Traditionally, this has beenguaranteed
by allocating keysto usersin such a way that the set systemis a cover-free
family.

De nition 2. LetK bea collection of elements.A setof subsetof K, fUy,...,U,q,
is an (m; ®)-cover-free family , if for all i = 1;:::;n, and for all setsof m in-

Note that 1 - ®- 1.In the original construction of [12]®= ;i.e., no m users
cover all of another user's keys.

In most of our work, we adhereto the cover-freerequiremert to allow compar-
isonswith earlier work. Note that this is a very strong requiremert: It guaranees
that it is impossiblefor any coalition of m cardsto cover an ®-fraction of another
card's keys. As a result, the constructions needvery large key sets, roughly, K
is- (n™"), whenr , m, and - (n), otherwise [14]. These bounds may well be
prohibitiv e for large user populations.

Howevwer, in a long-lived system, the cover-free requiremert seemslessrel-
evant, simply becausea cover-free scheme gives no guarartee on the system's
behavior after m + 1 cards are compromised. In addition, in the randomized
attack model that we are considering,it can easily be shovn (seeLemma 8) that
ewvenin a systemwith signi cantly fewer keysthan an m-cover-free system,a set
of m compromisedcardswill cover another card only with negligible probability.
Thus, in the long-term analysis,and in the experimental results, we do not de ne
values of m and adhereto the cover-free requiremert for those values. Instead
we de-couplethe number of usersn from the total number of keys K number,
and obsene the behavior of the resulting schemesin terms of how many cards
needto be issuedper epoch.

We are interested in how the broadcast encryption scheme is a®ectedby
pirate smartcards, which we assumeto be cards cortaining r keys* A card may
be compromised either becauseof piracy or simply becausea user ceaseso be
an active subscriber and leavesthe system. In either case,the keyson the card
becomepermanertly unavailable for use as encryption keys. A compromised
card may be a clone of someuser'scard or may contain a setof r keysthat does
not exactly match any of the n usersin the system.

When the keyson a card are all unavailable becauset is a compromisedcard
or belongsto an excluded user, we say that the keysit contains and the card
itself are dead. A key that is not on a compromisedcard and does not belong

4 Webelieve it is reasonableto assumethat a pirate decoder contains at least as many
keysaslegitimate cards. It is sometimesthe casethat the pirate cards even usehbetter
technology than the legitimate ones[16], i.e., they can store more keys.
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to an excludeduseris said to be active. A card is said to be clean if it contains
only active keys.We used as a counter for the number of dead cards(i.e., either
due to piracy or exclusion).

We note that the reasonbehind the unavailability of a key has an e®ecton
our behavior. When a key is dead becauseit appearson a compromisedcard,
the key is permanertly unavailable; whereasif it simply appearson an excluded
user's card, its unavailability may be short-term asthe excluded user may be a
privileged user at a later time. For more on this issueseeSection 2.2.

U; is the set of keys held by u;.

K = fky; ke g is the set of all keys.

Sp is the set of keys usedto broadcast to privileged set P.

n is the total number of users.

K is the total number keys.

r the number of keys per user.

m is the number of userswho are excluded.

d is the number of unavailable (dead) cards at a certain point in time.
Cji is the set of cards in epoch i that were created in epoch j.

e s R R Rt Rt Rt Rt Rate Raas)

Table 1. Summary of notation

2.2 The long-liv ed approac h

In this section we describe our basic method for securelybroadcasting to priv-
ileged users as cards get compromised. The method is based on knowledge of
compromisedcards and consistsof two basic componerts:

1. Adjusting the set Sp of keysthat are usedto encrypt the broadcast; and

2. recarding of users.

The method is reactive in the sensethat actions are taken responding to the
number of compromisedcards (which, for example, might hamper the cortin uity
of servicefor privileged users,or bring transmissioncoststo unacceptablelevels).
This divides the life of the systeminto epochs At the endof epoch i, i = 1; 2; ¢¢¢
a decisionis made about which cards needto be replaced, and new cards are
issued.We now describe the structure of our long-lived reactive recarding scheme
more formally.

A long-lived broadcast encryption scheme consistsof:

— Underlying structure: An ezcient (short-term) broadcastencryption scheme
consisting of an (m,®)-cover-freefamily and a unicast key betweenead user
and the certer. An (@r, jSpj)-threshold protocol is used to broadcast to
privileged set P. If someuseris unreachable under the (®r, jSpj)-threshold
protocol (i.e., too many of their keysappear on dead cards) then the unicast
key will be usedto reac that user.
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— A distribution on the compromisedcards:In this paper we assumethe cards
are drawn independertly at random (with replacemen) from the key space.
— Reaction to a newly compromised card: To render the compromised card
uselessas a decaler we excludeall its keysfrom Sp, creating a new set Sj .
Broadcasting to privileged set P is with an (®r, jS}j)-threshold protocol,
relying on unicast keysif necessary
— Recarding policy: A recarding sessionis entered wheneer d cards become
unavailable. During a recarding session,any user with lessthan ®r active
keysreceivesa new card.
The parameter d in the xed sdcedule will be based on the number of com-
promised usersand the desiredtransmission length. In a recarding session,new
valuesare chosenrandomly for all dead keys.
Recallthat a key is deadeither becauset belongsto an excludeduseror is on
a compromisedcard. In the former case,the key is unavailable on what may be
a short-term basis, as an excludeduser may well be a privileged user at another
time. Hence,we note that our long-term analysis (Section 4) is best applied to a
stable privileged set P, or to the whole set of userswhen the number of excluded
users,m, is small. Given this, it is very likely that userswill only be recarded
whenmorethan (1j ®)r of their keysare permanently unavailable (i.e., contained
in compromised cards) rather than simply temporarily unavailable, due to the
current set of excludedusers.As stated in Section 1, the primary motivation for
recarding usersshould be the presenceof compromisedcards.
A summary of terms and notation is givenin Table 1.

3 A Short-T erm Analysis of Three BE Schemes

In this section we describe three sthemes, ead based on a cover-free family.
The "rst BE schemeis a randomized bucket-based construction from [17] and
the secondis a deterministic construction basedon polynomials [14,17]. Both
constructions yield (m; ®)-cover-free families. The third schemeis a very simple
randomized method for producing (m; ®)-cover-freefamilies. We presen a short-
term analysis of all three schemes,which indicates that they are remarkably
similar in terms of exciency. Speci cally, the three schemesonly di®er by a
constart fraction in the number of dead cards (i.e., compromisedor belonging
to excludedusers)they cantolerate beforerecarding is needed.Hence,given the
simplicity of the randomized stcheme, we chooseto focus our long term analysis
on it (seeSection4).

3.1 A bucket-based BE scheme

In this sectionwe considera reactive recarding schemebasedon the randomized
cover-free family construction of [17]. In [17], the construction is preseried for
an (m; 1=2)-cover-free family. We presen the construction of an (m, ®)-cover-
free family for completeness.The set of all keysfky;:::; kg g is partitioned into
setsof sizeK =r. Each card corntains a randomly selectedkey from ead set. To

® Seethe randomized construction of an \inner code" in Section 4 of [17].
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broadcastto a set P of privileged users,we usean (@®r; jSp j)-threshold protocol
asdescribed in Section2.1.

The following lemma givesa lower bound on the total number of keysK , for
which this construction yields a (m; ®)-cover-free family with high probability.
Note that in this schemem dependsonr and K .

Lemma 1. Let?2 be a positive fraction. If r = % andK is- (m(mInn+
In(1=?))), then the bucket-fasel construction is an (m, ®)-cover-free family with
probability 1 2.

Pro of: Considerm + 1 users,u;us;:::; uy. We'll calculate the probability that
Up;::; Um cover enoughof useru's keysto violate the cover-free condition. The

partitions are eat of sizeK=r = mé—”;@. The probability that a key k is not in
[T, U is (1 W)m. Therefore,
. . In(1=
EGUA (L W) = 11 @ )

When m is suzciently large relative to F}:® (1 W)wf@@) . eiz Hence,the
above expectedvalueis at mostr(1j = ®). Hence,

Priuv ([, U)i> (i ®r]- Priul ([, U)j> (1+ P =i Py

L er ip7
Using Cherno®bounds, that probabilitx is at most, e="%5—". When K s
4(m+1)min n+4 min(1=2) . I n i1 " ®
o "®na=e) it followsthat, * L, 3 <2 t

Now we consider the short-term behavior of this scheme. In particular, we
are interested in how many compromisedcards this scheme can tolerate before
recarding is necessary Since we are interested in an expected-caseanalysis, we
calculate how many dead cards, chosenrandomly with replacemen, causea user
to needto be recarded. The lower bound proven in Lemma 2 is very closeto
the bounds proven for the other two reactive recarding schemes(seeLemma 3
and Lemma 5), howewer, we note that sincer is likely to be quite large in this
scheme, the tolerable number of dead cards may be fairly small.

Lemma 2. Consider a user, u. In the bucket-tased construction, the expected
number of dead cards that can be tolerated before it is necessaryto recard u is
greater than In(1=@)(&- i 1).

Pro of: First we shaw that it sutcesto only considerdead cardsthat are clones
(i.e., cardsthat contain exactly onekey from ead bucket). To seethis, note that
the probability a key is in a randomly chosenset of r keys (i.e., a cloned card
or otherwise) is z-. From Lemma 1, we know that the probability a randomly
chosenkey is on a clonedcard is % = . Hencein our expectedcaseanalysis
it suxcesto assumethe dead cards are clones.

Consider d dead cards, Us,...,Uq. As calculated in the previous lemma, for a
random useru,
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In(1=®)

4m

EGUN ([ Uj)=r(@i (@i )

This quantity is greater than (1 ®)r when®> (1; “0=2d_Solving for
d, we get,

In(1=@) K
d> [y g—r— = In(1=®(7 i 1)
4dmj In(1=@®)
SinceIn(zmrimi=sy) © o mizsy it follows that d > 4m i In(1=@). u

3.2 A deterministic BE scheme

In this section we considerthe polynomial-based broadcast encryption scheme
of [14]. This scheme di®ers from the polynomial-based schemein [17] in that
r is an independert parameter, and not a function of the other variables. This
stheme usespolynomials to construct a deterministic (m, ®)-cover-free family.
An (®r, Sp)-threshold protocol is usedto broadcastto a privileged set, P.

Let p be a prime larger than r, and let A be a subsetof the nite "eld F, of

sizer. Considerthe set of all polynomials over Fj, of degreeat most r(1n;1_®)_ (For
simplicity, we assumethat mjr(1i ®).) There are p—= *! such polynomials.

We ass@iate eact of the n userswith a di®erent polynomial. Therefore, p needs

to satisfy the condition that pr(lrin 41 n. For eat pair (X;y), wherex 2 A

5

and y 2 Fp, we create a unique key K.y ). Hence, the total number of keys,

K,isrp, rnai ., If a useru is ass@iated with a given polynomial f, u's
smartcard cortains the keysin the set fk( .t (x)jXx 2 Ag. Sinceany two of the

. . . r(lj ® . .
polynomials intersect in at most ——-— points, it follows that any two users

share at most r(lrj1—®) keys. This ensuresthat if all the keys belonging to the
m excluded users are removed, eadh privileged user will still have at least ®r
keys. Hence, the certer can broadcastto usersa privileged set P, with an (®r,
Sp )-threshold protocol. A userneedsto be recardedwhen the number of active
keys on their card falls below ®r.

Lemma 3. Consider a user, u. For K suzciently large, the expected number of
dead cards that can be tolerated in the deterministic schemebefore it is necessary

. K In(1 =®)
to recard u is at least & RG-SR

The proof of this lemma is very similar to the proof of Lemma 2.

3.3 A simple randomized BE scheme

In this scheme, eat useris allocated a randomly selectedset of r keysout of a
universeof K keystotal, whereK is chosenlarge enoughto ensurethat we have
an (m, ®)-cover-free family with high probability (seeLemma 4). Broadcasting
to a set P of privileged usersis accomplishedas discussedin the previous two
sections.Hence,when a user has lessthan ®r active keys, the user'scard needs
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to be replaced.In the recarding procedure, new keys are generatedfor all dead
keys, and active keys are unchanged. The total number of active keys (i.e., keys
that needto be stored by the broadcasting certer) is una®ectedby the recarding
procedure.We rst prove a lower bound on the total number of keys.

Lemma 4. Given any positive fraction 2, if the total numkbker of keys, K is
1

m +1

- (—""T9" Y then the randomizal reactive recarding schemeis an (m; ®)-
cover-free family with probability at least 1 2.

Pro of: Considerm + 1 users,u, Uz, Us,...,Uy. First we bound the probability
that uy,....un cover more than (1 ®)r of u's keys. Sincej[ 2, Uij - mr, we
have the following bound:

mr Ki@li®rj1l mr Ki@i®rj2 mr
Pr(JU\ ([ ;’r;l Ui)j> (1l ®)r) . ((1i®)r+1)( ®rj 1 )+((11K®)r+2)( ®rj 2 )+'“+(r )

r

Using binomial bounds and simplifying, we have:
. m . . (rem) e® i l@r
Prgu\ ([, UD)i> @i ®r) - oo —
r ®rj 1
Hence,the probability that jU\ ([ T, Uj)j - @r is at least1j ("S:eo "
There arenj m privileged users,therefore the probability that there is at least
one privileged user who sharesmore than r(1j ®) keyswith ui;::;up, is at
most 1 [1] %#]“i m, T8 accoun for all possibleexcluded sets of m

users, it sutcesto multiply by 'r'r‘] ;
unﬂ . (rem)e®iter o
m (Ti [Li Kr(ln—®)+l] )

Substituting a binomial approximation,

ra®rijl
1 (Myma . (q; (rem)e™! “@r

ni m
ne Kf(li ®)+1 ) I

If K > r"*Im"ei 1 (this is reasonablesincewe expect r to be small), then we
canusethe fact that (1; x)"'™ , 1j (nj m)x whenx - 1, to simplify this
rA®rj 1
expressionWith this substitution, it sutcesto show that (nj m){em e €r .
(75)™2. Solving for K yields the statemert of the lemma. t

Remark 1. Note that the factor of n™*1=("(1i ®*1) iy the bound on K is due to
the cover-freerequiremen, that with very high probability it is impossiblefor m
cardsto cover another. However, the construction itself remains viable for any
value of K. In fact, in the randomized attack model, in which the pirates pry
open randomly selectedcards, much smaller values of K sutce to guarantee a
low probability of m cards covering another (seeLemma 8).

Lemma 5. Consider a user u. The expected number of dead cards that can be
tolerated in the randomizel recarding schemebefore it is necessaryto recard u is
at least (*11) In(1=@).

The proof of this lemmais very similar to the proof of Lemma 2.
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3.4 Comparison of the BE schemes

As the previouslemmasshaow, the three BE schemeshave very similar costs.Each
yield (m; ®)-cover-free families with high probability when the total number of
keysis closeto the optimal bound® of "™ . In the deterministic and randomized
sthemesithis is clear. To seethat the bucket-basedschemeis closeto this bound,
note that the proven bound is roughly - (m?Inn) and K , n™ is equivalert
to KInK 4|1rr]r(112 ':Q,D;‘ , whenr hasthe value stated in the lemma.

In addition to the above similarity, all three schemescan tolerate approxi-
mately Kr— dead cards before recarding a particular user is necessary We note
that this meanswe expect to needto recard a user only after Kr— i m cards
are compromised(due to piracy or cortract expiration). As the schemesare so
closein terms of etciency and cost, we use the third scheme as the basis of
our long-lived system. It is the most simple, as it is ertirely random, and it
has the advantage over the bucket-basedschemethat r and m are independert
parameters.

4 Long-Liv ed Broadcast Encryption

In this sectionwe extend the randomized BE schemefrom Section3.3to a long-
lived scheme. The extensionis reactive as de ned in Section 2.2|recarding is
performedonceewery d dead cards|and for simplicity we considerthe (m; 1=r)-
cover-free family version of the scheme (OR protocols). We emphasizethat this
analysis is best applied to a stable set of privileged users, or to the ertire set
of userswhen m is small. In either case,we expect to only have to recard a
user when too many of their keys appear on compromised (i.e., permanertly
unavailable) cards.

The main costassaiated with long-lived schemesis the number of cardsthat
must be replaced. We presert a schemein which given a positive fraction , the
parameters may be chosenso that evertually at most ~n of the cards needto
be replaced during any recarding session.This property is demonstrated both
empirically and theoretically.

We now turn to the description of the long-lived extensionand its analysis.
Assumethat d cardsare compromised.The processfor generatingthe new cards
is asfollows. Let Z be the set of keysthese cards cortain and let z = jZj; note
that z - dr. The scheme
1. discardsall the keysin Z, and
2. generatesa set Z° of new keys, jZ9 = z. The new set of all keys becomes

K= (Knz)[ z°
The resulting number of keysis again K in total. Every userthat needsto be
recardedreceivesthe fresh valuesof the samekeys”

® This bound is for ®= 1.

" This is to preserve the cover-free property of the scheme used as basis. In the ran-
domized scheme, the same will hold if for every user that needsto be recarded, r
keys are again picked at random from the updated set K°.
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As keys becomecompromisedand usersare recarded, the userscan be par-
titioned into setsof userswith cards with fresh keys, and userswith cards con-
taining keys some of which are dead. This processis depicted in Figure 1. We
let Cji denote the set of cardsin epoch i that were createdin epoch j. Initially
(epoch 1), Ci = fUq; 1, Uy g. Selecting (randomly) d dead cards from C{ yields
C2, the set of usersthat needto be recarded,aswell asC? = C{nC2; in epoch
2, selectingd random cards from C? and C3 yields C$ as well as C} and C3;
and soon.

Fig. 1. Randomized long-lived BE scheme. d dead cards determine the epochs; Cji is
the set of cards in epoch i that were created in epoch j .

Towards bounding the necessarynumber of recards per epoch, namely, the
(expected) size of set CJ-J in epoch j, we rst prove recurrencerelations relating
the expected number of cards in epoch j that were created in epoch i - j,
E(Cl).

Lemma 6. In the randomizel long-lived BE schemewith ® = 1=r and a xed
recarding schealule of once every d dead cards, the following hold for all i , 1:

’ P. . : )
LEGCIED - o EGCIDILT (@i )+,
2.8j;1- j- i, EGC™) = EGC @i [1i (Li g)*2iDdn,

Pro of: To seethe rst inequality, note that if a useris recarded (or created)
in epoch j, then during the time interval from the beginning of epoch j to the
end of epoch i, d(i + 1 j) randomly chosencards becomeunavailable. If these
cards cover the user'scard, then the user must be recarded. Due to the random
nature of the scheme, a useris covered with probability, [1 (1} £)(*i L
We have a weak inequality rather than equality, becausea user may be covered
by fewer than d(i j j + 1) cards.
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The secondequation is obtained by noting that all userswho were recarded
(or created) in epoch j, and who are not covered by the end of epoch i, become
the set of usersC** . t

We now usethe rst part of Lemma 6 to demonstrate that an upper bound
on the number of recardsper epoch holdsin the limit, and that this upper bound
can be made small through appropriate choicesof K , r and d. We emphasizethat
this is an approximate analysis, and is provided largely to give someintuition
for the experimental resultsin Section4.1. A more rigorous analysiswill appear
in the full-length version of this paper.

The analysis contains three componerts. First, given xed values of the pa-
rameters, we show that there exists an integer "1, suc that the probability that
a card is covered (and hence,needsto be refreshed)within “; epochs, is negli-
gible. The intuition for this result is that if a card has beenrefreshedrecertly,
then it is unlikely that it will be covered again within a small number of epochs.
This result indicates that the cortribution to E(jCi'Illj) from the rst *; terms
of inequality 1 in Lemma 6, is fairly small. In addition, the later terms in in-
equality 1 in Lemma 6 may also not cortribute much to the upper bound on
E(jC/11j). In particular, there exists an integer *, (greater than ";), such that
it is unlikely that a card will not be covered within ", epochs. Note that this
implies that whenij j , "2, E(jCj‘j) is fairly small, and hence,won't cortribute
much to the upper boundson E(jCiif_llj). Finally, we show that both “; and ",
are on the order of K =rd, hencethe dominating terms are those for which i j j
is £ (rK—d), and this leadsto an approximation for the upper bound of the steady
state recard rate, ~ . The following lemma makestheseideas more precise.

Lemma 7. Assumen, K, r, d and 2 > 0 are given. The following are true:

1. 1f 12 O(zl;rdK ), then the prokability that a card is covered within *; epochs
is lessthan 2.

2.1f ", 2- (%), then the prolability that a card survivesfor more than
", epochs before it is covered, is lessthan 2.

3. If ij j 2 £(f3) then the coexcient of E(jC/j) in inequality 1 of Lemma,
is approximately, (1 j (“e—g%)d)’, whee c is a constant.

Pro of:

1. The probability that a card is covered by d*; randomly chosen cards is
Qi (1 Kr—)d‘l)r. Setting this quantit y lessthan 2 and solving for ", yields,
L < dnd )

din(1j r=K)

2. The probability that a card is not covered within ", epochsis, 1i (1
Qi lz—)d ?)". Setting this lessthan 2 and solving for *, yields, ", > (rK—d(l i ).

3. Assumingthat ij j = % for someconstart ¢, we'll bound the cortribution
of E(jCjj) to the inequality in Lemma 6 (i.e., we'll bound the coexcient of
E(jCj‘j)) | given the earlier results, this bound is an approximate upper
bound to , the long-term steady state).
Whenij j = %, the coexcient of E(jC[}))), is (1i ((1i r=K)d)e=ra+yr,

When K is suzciently large, this is of the order of (1 j (“reif'()d)f. t
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When combined with parts 1 and 2, part 3 of the lemma indicates that
the steady state recard rate ~ should decreasewith K, which agreeswith the
experimental resultsthat follow. The quartit y alsoincreaseswith d, which agrees
with the basic intuition that the longer we wait to recard, the more recarding
we will have to do.

4.1 Numerical experimen tation

In order to get a better understanding of the card replacemen dynamics, we
presert some numerical experimerts. In these experiments we evaluate Equa-
tion 1 of Lemma 6 (assumingan equality rather than an inequality) for a variety
of parameter settings, and track the number of cards that were issuedin every
epoch.

We focus on the random attack model, and assumethat, in ead epoch, the
dead cards are selecteduniformly at random from the set of user cards. We do
not require that the systembe cover-free,soK is not constrained by the bound
of Lemma 4. Instead, we let K be a free parameter which we vary.

Tojustify this decouplingof K from n, we presert the following simplelemma
that provides a lower bound on K such that with high probability, none of the
n user cards are covered by d randomly chosencompromised cards (i.e., some
cover-freenesds achieved with high probability). As mertioned in Section 2.1,
this lower bound may be much smaller than the sizeof K in a d-cover-freefamily.

Lemma 8. Let2> 0, andn, r and d be given. If K > &, where c is a constant
that deendson 2, n, r, and d, then the prokability that any user's card is covered
by d randomly chosencards is lessthan 2.

Pro of: The probability that n (randomly chosen) user's cards aren't covered

by d randomly chosencardsis [1j (1j (1] é—)d)r]“. Hence, we solwe the

following inequality for K, [1j (1 (1 é—)d)r]” > 1j 2, which yields, K >
r

u

T @ [ @ ) )= -

As an example, for the valuesof n, r and d usedin Figure 2 and 2 = :1, this
lemma gives a lower bound on K of approximately 69, far lessthan the lower
bound of approximately 10 for a d-cover-free family.

In all of our experiments we usea user population of sizen = 100, 000, which
we view as being on the low end of real population sizes.The card capacity r
ranges between 10 and 50, which is realistic for current smartcards with 8KB
of memory and keys requiring, say, 64 bytes ead including overhead. We let
the epoch length be 10- d - 50 dead cards. We use1000- K - 5000, hence
K may be much smaller than the number of keys required by Lemma 4, which
calls for K , n™" keys (note the dependencyon m, the number of usersthe
underlying BE is able to exclude).

Figure 2 shaws the dynamics of the card re-issuestrategy, and the e®ectof
the total number of keys K. We seethat the curvesbegin with oscillations. In
the “rst epochs no cards are re-issuedsince the rst dead cards do not cover
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Fig. 2. Number of cards re-issued per epoch, with n = 100,000, r = 10, d = 20, for
di®erert values of the total number of keysK .

any user. But after a certain number d. of dead cards are discovered, enough
keys are compromisedand there is a rapid increasein re-issuedcards. This in
turn \cleans" the card population, and the re-issuerate drops. We seethat the
oscillations are dampened and a steady state appearsfairly quickly.

The parameter K a®ectsseveral aspects of the dynamics: the “rst card re-
issue point d is later for larger K (d. % 40 for K = 1000 but d. ¥ 200 for
K = 5000); the oscillations are gertler, have a smaller amplitude, and lower
peak rate, for larger K ; and most importantly, the steady state rate of re-issue
is lower for larger K (¥ 9400 cards per epoch for K = 1000 but ¥ 2000 cards
per epoch for K = 5000). Overall, we seethat increasing K improves all the
aspects of the re-issuestrategy. Thus we conclude that it is better to use the
largest possibleK that is within the technological requiremerts.

Figure 3 shaws the e®ectof increasing the card capacity r. The diagram
indicates that larger values of r causegreater re-issuecosts: larger r's have a
higher steady state re-issuerate, and higher peak re-issuerates. This agrees
with the fact that asr increases,we expect ead key to be contained in more
cards, sothe e®ectof a compromisedkey is more widespread.Also, asindicated
by Lemma 5, we expect to have to recard userssooner whenr is large (and K
is "xed). However, with a smaller r the expected transmission length is longer;
at the extreme, setting r = 1 givesoptimal re-issuerates (no cards needto be
re-issued),with very long transmissions.

Figure 4 shaws the e®ectof increasingthe epoch length d. From the "gure, it
is clear that a longer epoch results in a smaller total number of re-issuedcards.
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Fig. 3. Number of cards re-issued per epoch, with n = 100,000, K = 5000,d = 20,
for di®erert values of the number of keys per card, r.

Fig. 4. The accumulated total number of cards re-issued,with n = 100; 000,K = 5000,
r = 10, for di®erert values of the epoch length d.
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Howewer, a long epoch also meansthat many keysare compromisedduring the
epoch, and consequetly, it may be impossibleto broadcast securelyto some
usersduring the epoch without unicasts. Hence,recarding costsand transmission
costsmay in°uence the choice of d.

5 Summary and Directions for Future Work

In this paper, we consider making broadcast encryption schemesresistart to
piracy by introducing a policy of permanertly revoking compromisedkeys. This
is to be distinguished from the short-term revocation of keys that is typically
done in a BE scheme in order to prevert usersfrom recovering a particular
messag€ge.g., a movie) and is instead more analogousto the revocation of users
in a multicast group.

There are many open questions with respect to the analysis of the simple
model we've proposed.For example,it would be interesting to look at di®eren
distributions on the compromisedcards (i.e., other than independertly at ran-
dom) and to determine how transmission length is a®ectedby parameterssuch
asd.

It would alsobe interesting to considermodi cations to the overall approac
taken here. The long-lived scheme preseried in Section 4 is reactive in the
sensethat actions are taken responding to the number of compromised cards.
Are methods that do not count on pirate smartcard intelligence|oblivious,
\proactiv e"|viable?

Acknowledgemen ts. The authors thank Adi Shamir and the anonymous ref-
ereesfor their many valuable commerts.

References

1. M. Abdalla, Y. Shavitt, and A. Wool. Towards making broadcast encryption
practical. In M. Franklin, editor, Proc. Financial Cryptography'99, Lecture Notes
in Computer Sciencel648 (1999), pp. 140{157. To appear in IEEE/A CM Trans.
on Networking.

2. R. Anderson and M. Kuhn. Low cost attacks on tamper resistant devices. In 5th
Security Protocols Workshop, Lecture Notes in Computer Sciencel361 (1997), pp.
125{136.

3. J. Anzai, N. Matsuzaki and T. Matsumoto. A Quick Group Key Distribution
Schemewith \Entity Revcacation" In Advancesin Cryptology - Asiacrypt "99, Lec-
ture Notes in Computer Science(1999), pp. 333-347.

4. S. Berkovits. How to Broadcast a Secret. In Advancesin Cryptology - Eurocrypt
"91, Lecture Notes in Computer Science547 (1992), pp. 536-541.

5. C. Blundo and A. Cresti. Space Requirements for Broadcast Encryption. In Ad-
vancesin Cryptology - Eurocrypt "94, Lecture Notes in Computer Science 950
(1994), pp. 287-298.

6. C. Blundo, L. A. Frota Mattos and D. Stinson. Trade-o®sBetween Communication
and Storage in Unconditional ly Secure Systemsfor Broadcast Encryption and In-
teractive Key Distribution . In Advancesin Cryptology - Crypto 96, Lecture Notes
in Computer Sciencel109 (1996), pp. 387-400.



7.

10.

11.

12.

13.

14.

15.

16.
17.

18.

19.
20.
21.
22.
23.
24.

25.

26.

353

D. Boneh and M. Franklin. An Excient Public Key Traitor Tracing Scheme In
Advancesin Cryptology - Crypto 99, Lecture Notes in Computer Science 1666
(1999), pp. 338-353.

. R. Canetti, J. Garay, G. ltkis, D. Micciancio, M. Naor and B. Pinkas. Multic ast

Security: A Taxonomy and Excient Constructions. In Proc. INFOCOM 1999, Vol.
2, pp. 708-716,New York, NY, March 1999..

. R. Canetti, T. Malkin and K. Nissim. Etcient Communication-Storage Tradeo®s

for Multic ast Encryption. In Advancesin Cryptology - Eurocrypt 99, Lecture
Notes in Computer Science.

R. Canetti and B. Pinkas. A Taxonomy of Multicast Security Issues Inter-
net draft. Available at: ftp:/ftp.ietf.org/internet-drafts/draft-canetti-
secure-multicast-taxonomy-00.txt

B. Chor, A. Fiat, M. Naor and B. Pinkas. Tracing Traitors. Full version to appear
in IEEE Transactions on Information Theory. Preliminary version in Advances
in Cryptology - Crypto 94, Lecture Notes in Computer Science839 (1994), pp.
257-270.

P. ErdAs, P. Frankl and Z. Fikedi. Families of Finite Setsin which No Set is
Covered by the Union of r Others. Israel Journal of Mathematics 51 (1985), pp.75-
89.

A. Fiat and M. Naor. Broadcast Encryption . In Advancesin Cryptology - Crypto
"93, Lecture Notes in Computer Science773 (1994), pp. 480-491.

E. Gafni, J. Staddon and Y. Yin. Excient Methods for Integrating Braodcast En-
cryption and Traceability. In Advancesin Cryptology - Crypto "99, Lecture Notes
in Computer Sciencel666 (1999), pp. 372-387.

M. Just, E. Kranakis, D. Krizanc and P. van Oorschot. On Key Distribution via
True Broadcasting. In Proceedingsof 2nd ACM Conferenceon Computer and Com-
munications Security, November 1994, pp. 81-88.

M. Kuhn. Personal communication, 1999.

R. Kumar, S. Rajagopalan and A. Sahai. Coding Constructions for Blacklist-
ing Problems without Computational Assumptions. In Advancesin Cryptology
- Crypto "99, Lecture Notes in Computer Sciencel666 (1999), pp. 609-623.

M. Luby and J. Staddon. Combinatorial Bounds for Broadcast Encryption. In
Advances in Cryptology - Eurocrypt 98, Lecture Notes in Computer Science,
1403(1998), pp. 512-526.

J. McCormac. European Scrambling Systems5. Waterford University Press, 1996.
M. Naor and B. Pinkas. Excient Trace and Revoke Schemes In Proc. Financial
Cryptography 2000, Anguila, February 2000.

J. Pitman. Probability. Springer-Verlag, 1993.

S. Setia, S. Koussih, S. Jajodia and E. Harder. Kronos: A Sclable Group Re-
Keying Approach for Secure Multic ast. In 2000 IEEE Symposium on Security and
Privacy, pp. 215-228.

D. Stinson. Cryptography: Theory and Practice. CRC Press, 1995.

D. Stinson and R. Wei. Combinatorial Properties and Constructions of Traceability
Schemesand Frameproof Codes SIAM J. Discrete Math, 11 (1998), pp. 41-53.
D. Stinson and R. Wei. Key Preassignel Traceability Schemesfor Broadcast En-
cryption. In Proc. SAC "98, Lecture Notes in Computer Sciencel556 (1999), pp.
144-156.

D. Wallner, E. Harder and R. Agee. Key Management for Multic ast: Issues and
Architectures Internet Request for Comments, 2627 (June 1999). Available at:
ftp.ietf.org/rfc/rfc2627.ixt.



