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Abstract. This paper presents a new paradigm of cryptograph y, quan-
tum public-key cryptosystems. In quantum public-k ey cryptosystems, all
parties including senders,receivers and adversariesare modeled as quan-
tum (probabilistic) poly-time Turing (QPT) machines and only classical
channels (i.e., no quantum channels) are employed. A quantum trapdoor
one-way function , f , plays an essential role in our system, in which a
QPT machine can compute f with high probabilit y, any QPT machine
can invert f with negligible probabilit y, and a QPT machine with trap-
door data can invert f . This paper proposesa concrete scheme for quan-
tum public-k ey cryptosystems: a quantum public-k ey encryption scheme
or quantum trap door one-way function. The security of our schemes is
based on the computational assumption (over QPT machines) that a
class of subset-sum problems is intractable against any QPT machine.
Our scheme is very e±cient and practical if Shor's discrete logarithm
algorithm is e±ciently realized on a quantum machine.

1 In tro duction

1.1 Background and Problem

The concept of public-key cryptosystems(PK Cs) intro duced by Di±e and Hell-
man [18] and various theories for proving the security of public-key cryptosys-
tems and related protocols (e.g., [22]) have beenconstructed on the Turing ma-
chine (TM) model. In other words, public-key cryptosystemsand related theories
are foundedon Church's thesis,which assertsthat any reasonablemodel of com-
putation canbee±ciently simulated on a probabilistic Turing machine. However,
a new model of computing, the quantum Turing machine (QTM), has been in-
vestigated since the 1980's. It seemsreasonableto considera computing model
that makesuseof the quantum mechanical propertiesasour world behavesquan-
tum mechanically. Several recent results provide informal evidencethat QTMs
violate the feasiblecomputation versionof Church's thesis [17,38,37]. The most
successfulresult in this ¯eld was Shor's (probabilistic) polynomial time algo-
rithms for integer factorization and discrete logarithm in the QTM model [37],
sinceno (probabilistic) polynomial time algorithm for theseproblems has been
found in the classicalTuring machine model.
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Although Shor's result demonstratesthe positive sideof the power of QTMs,
other results indicate the limitation of the power of QTMs. Bennett, Bernstein,
Brassard, and Vazirani [5] show that relative to an oracle chosenuniformly at
random, with probabilit y 1, classNP cannot besolvedon a QTM in time o(2n= 2).
Although this result does not rule out the possibility that NP µ BQP, many
researchers considerthat it is hard to ¯nd a probabilistic polynomial time algo-
rithm to solve an NP-complete problem even in the QTM model, or conjecture
that NP 6µBQP.

Shor's result, in particular, greatly impacted practical public-key cryptosys-
tems such as RSA, (multiplicativ e group/elliptic curve versions of)
Di±e{Hellman and ElGamal schemes,sincealmost all practical public-key cryp-
tosystemsareconstructedon integer factoring or the discretelogarithm problem.
Therefore, if a QTM is realized in the future, we will lose almost all practical
public-key cryptosystems. Since public-key cryptosystems are becoming one of
the infrastructures of our information network society, we should resolve this
technical and social crisis beforea QTM is realized.

1.2 Our Results

This paper proposesa solution to this problem. First we show a natural exten-
sion of the conceptof public-key cryptosystemsto the QTM model, the quantum
public-key cryptosystem(QPK C). The classicalmodel, TM in PKC, is replaced
by the quantum model, QTM in QPKC. That is, in QPKC, all parties in QPKC
are assumedto be (probabilistic) polynomial time QTMs. All channelsare clas-
sical (i.e., not quantum) in our model of QPKC. We can naturally extend the
de¯nitions of one-way functions, trapdoor one-way functions, public-key encryp-
tion, digital signatures,and the related security notions.

We then show a concretepractical scheme to realize the concept of QPKC.
The proposedscheme is a quantum public-key encryption (QPKE) scheme, or
quantum trapdoor one-way function. The security of our scheme is based on
the computational assumption (over QPT machines) that a classof subset-sum
problems (whosedensity is at least 1) is intractable against QTM adversaries1.
In this scheme,the underlying quantum (not classical)mechanism is only Shor's
discrete logarithm algorithm, which is employed in the key generation stage
(i.e., o®-linestage). Encryption and decryption (i.e., on-line stage) require only
classicalmechanismsand so are very e±cient.

1.3 Related W orks

1 [Quan tum cryptograph y (QC)] The concept of quantum cryptography
(QC), which utilizes a quantum channel and classicalTMs (as well asa classical
channel), was proposedby Bennet et al. [7,6,10,9], and someprotocols such as
oblivious transfer basedon this concept have also beenpresented [12,8,16,29].

1 We can also de¯ne adversaries based on the non-uniform model as quantum cir-
cuits [1, 19].
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QC is one of the solutions to the above-mentioned problem when a QTM
is realized in the future: that is, QC will be used for key-distribution in place
of public-key encryption if a QTM is realized. The major di®erencebetween
QC and QPKC is that QC employs a quantum channel (and classicalchannel)
while QPKC employs only a classical channel. The security assumption for a
QC scheme is quantum mechanics (believed by most physicists), while that for
a QPKC scheme is a computational assumption (e.g., existenceof a one-way
function) in the QTM model.

Although several experimental QC systemshave beenalready realized in the
current technologies,recently reported security °aws of thesesystemsare due to
their realistic restrictions of quantum channels such as channel losses,realistic
detection process,modi¯cations of the qubits through channels,and ¯xed dark
count error over long distance channels [11]. In addition, it is likely that much
more complicated communication networks will be utilized in the future, and it
seemstechnically very hard and much costly to realize a quantum channel from
end to end through such complicated networks even in the future.

Accordingly, the QPKC approach seemsmuch more promising, sincein many
applications encryption and key-distribution should be realized by end-to-end
communication through (classical) complicated communication networks.

QC provides no solution to the problem of digital signatures when a QTM
is realized: that is, QC cannot be used in digital signatures. Hence,our QPKC
approach may be the only possiblesolution to the problem of digital signatures
when a QTM is realized.

2 [T raditional public-k ey cryptosystems based on NP-hard problems]
Many public-key cryptosystems based on NP-hard problems have been pre-
sented. Theseschemesweredesignedunder the traditional public-key cryptosys-
tem model (i.e., all parties are assumedto be classical Turing machines). If,
however, such a scheme is also secureagainst QTM adversaries, it can be an
example of our model, QPKC. This is because:the QPKC model allows us to
employ the quantum mechanism for key generation,encryption, and decryption,
but a PKC model, in which all parties but adversariesare classicalTMs and only
adversariesare QTMs, is still included in the QPKC model as a special case,
since the classicalTM is covered by QTM. Unfortunately, however, almost all
existing public-key cryptosystems basedon NP-hard problems have been bro-
ken, and the security of the unbroken systemsoften seemssuspiciousdue to the
lack of simplicit y in the trapdoor tric ks.

The advantage of our new paradigm, QPKC, over the traditional approach
basedon NP-hard problems is that quantum mechanismsare employed for key-
generation, encryption, or decryption as well as adversaries.That is, we obtain
new freedom in designing PKC becausewe can utilize a quantum mechanism
for key-distribution and encryption/decryption. Actually , this paper shows a
typical example,a knapsack-type scheme;its trapdoor tric k is very simple and it
looksmuch more securethan any knapsack-type schemebasedon the traditional
approach.
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As for digital signatures,we can theoretically construct a concretesignature
scheme basedon any one-way function. This meansthat the scheme can be as
secureas an NP-hard problem, if inverting the underlying one-way function is
an NP-hard problem. Sincesuch a construction is usually impractical, we believe
that the QPKC approach will provide a way to construct an e±cient signature
schemesecureagainst QPT adversaries.

3 [Knapsac k-t yp e cryptosystems] The subset-sum(or subset-product) prob-
lems are typical NP-hard problems. Knapsack-type cryptosystemsare basedon
thesesproblems.

The proposedschemeis a knapsack-type cryptosystem, and is closelyrelated
to the Merkle{Hellman \m ultiplicativ e" trapdoor knapsack scheme [30]2, and
the Chor{Riv est scheme[13].

The Merkle{Hellman schemewas broken by Odlyzko [33] under somecondi-
tion and has also beenbroken due to its low-density (asymptotically its density
is zero). Typical realizations of the Chor{Riv est schemewerealsocryptanalyzed
by Schnorr{Ho erner and Vaudenay [36,39], becauseof the known low cardinalit y
of the subset-sumand the symmetry of the trapdoor information.

Note that thesetwo schemesalready usethe tric k of computing the discrete
logarithm in the key-generation stage. Since they do not assumea quantum
mechanism, the recommendationwas to usea speci¯c classof the discrete loga-
rithm that could be easily computed by a classicalmachine.

Sincewe have freedom for selecting the underlying discrete logarithm prob-
lem, our scheme enjoys the use of more general mathematical tools than these
two schemes.The proposedscheme employs the ring of integers, OK , of an al-
gebraic number ¯eld, K , while the Merkle{Hellman schemeemploys the ring of
rational integer, Z; the Chor{Riv est schemeemploys the ring of polynomials over
a ¯nite ¯eld, Fp[x]. The discrete logarithm in OK =p should be computed in our
scheme, while the discrete logarithms in Z=pZ and Fp[x]=(g(x)) are computed,
wherep, p, and g(x) are prime ideal, rational prime, and irreducible polynomial,
respectively. All of them are discrete logarithms in ¯nite ¯elds.

Our schemeo®ersmany advantagesover thesetwo schemes:

{ No information on the underlying algebraic number ¯eld, K , in our scheme
is revealedin the public-key, while it is publicly known that Z and Fp[x] are
employed in the Merkle{Hellman and the Chor{Riv est schemesrespectively.
Here, note that there are exponentially many candidatesfrom which K can
be selected.

{ No information on the underlying ¯nite ¯eld is revealedin our scheme,while
the underlying ¯nite ¯eld is revealedin the Chor{Riv est scheme.

2 Note that this schemeis di®erent from the famous Merkle{Hellman knapsack scheme
based on the super-increasing vector. Morii{Kasahara [31] and Naccache{Stern [32]
also proposed a di®erent type of multiplicativ e knapsack scheme, but their idea
does not seemuseful for our purp ose since the scheme is vulnerable if the discrete
logarithm is tractable.
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{ The density of a subset-sumproblem in our schemeis at least 1, while that
for the Merkle{Hellman scheme is asymptotically 0. If the parameters are
chosenappropriately, the information rate in our schemeis asymptotically 1.

2 Quan tum Public-Key Cryptosystems

This section de¯nes quantum public-key cryptosystems (QPK Cs) and related
notions. These de¯nitions are straightforwardly created from the classicalde¯-
nitions just by replacing a classicalTuring machine (or classicalcircuits) with a
quantum Turing machine (QTM) (or quantum circuits). Accordingly, this sec-
tion de¯nes only typical notions regarding QPKCs such as quantum one-way
functions, quantum public-key encryption, and quantum digital signatures.We
can easily extend the various classicalsecurity notions to the QPKC model.

De¯nition 1. A function f is called quantum one-way (QOW) if the following
two conditions hold:

1. [Easy to compute] There exists a polynomial time QTM, A, so that, on
input x, A outputs f (x) (i.e., A(x)=f(x)).

2. [Hard to invert] For every probabilistic polynomial time QTM, Adv, every
polynomial poly, and all su±ciently large n,

Pr[Adv(f (x)) 2 f ¡ 1(f (x))] < 1=poly(n):

The probability is taken over the distribution of x, the (classical) coin °ips
of Adv, and quantum observationof Adv.

Note that all variables in this de¯nition are classical strings, and no quantum
channel between any pair of parties is assumed.

Remark: We can also de¯ne the non-uniform version of this notion, in which
Adv is de¯ned as polynomial sizequantum circuits.3 [1,19]

De¯nition 2. A quantum public-key encryption (QPKE) schemeconsists of
three probabilistic polynomial time QTMs, (G; E ; D), as follows:

1. G is a probabilistic polynomial time QTM for generating keys. That is, G,
on input 1n , outputs (e;d) with overwhelming probability in n (taken over
the classical coin °ips and quantum observation of G), where e is a public-
key, d is a secret-key, and n is a security parameter. (W.o.l.g., we suppose
jej = jdj = n.)

3 The concept of a quantum one-way function has been also presented by [19] inde-
pendently from us. Our paper solves one of their open problems: ¯nd a candidate
one-way function that is not classical one-way. The key generation function of our
proposedscheme with input of a secret-key to output the corresponding public-k ey
is such a candidate one-way function.
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2. E is an encryption function that producesciphertext c, and D is a decryption
function. For every messagem of size jmj = n, every polynomial poly, and
all su±ciently large n,

Pr[D (E(m; e); d) = m] > 1 ¡ 1=poly(n):

The probability is taken over the (classical) coin °ips and quantum observa-
tion of (G; E ; D).

Note that all variables in this de¯nition are classical strings, and no quantum
channel between any pair of parties is assumed.

Remark: We omit the description of security in the above-mentioned de¯ni-
tion, sincewe can naturally and straightforwardly extend the de¯nitions of one-
wayness (i.e., hard to invert E (¢; e)), semantic security [23] and
non-malleability [4] to the QPKE model. In addition, passive and active adver-
saries (adaptively chosenciphertext attackers) can be intro duced for QPKE in
the samemanner as done for the classicalPKE models [4]. The only di®erence
between the classical and quantum security de¯nitions is just that all adver-
saries are assumedto be probabilistic polynomial time QTMs (or polynomial
sizequantum circuits) in QPKC.

In addition, we can employ the random oracle model [2] to prove the se-
curit y of QPKC schemes,since the random oracle model is generic and inde-
pendent of the computation model. So, the conversionsby Bellare{Rogaway [3]
and Fujisaki{Ok amoto [20,21] are useful to enhancethe security of the QPKE
schemeproposedin this paper.

De¯nition 3. A quantum digital signature (QDS) scheme consists of three
probabilistic polynomial time QTMs, (G; S; V ), as follows:

1. G is a probabilistic polynomial time QTM for generating keys. That is, G,
on input 1n , outputs (s; v) with overwhelming probability in n (taken over
the classical coin °ips and quantum observationof G), where s is a (secret)
signing-key, v is a (public) veri¯c ation-key, and n is a security parameter.
(W.o.l.g., we suppose jsj = jvj = n.)

2. S is a signing function that produces signature ¾, and V is a veri¯c ation
function. For every messagem of size jmj = n, every polynomial poly, and
all su±ciently large n,

Pr[(V (m; S(m; s); v) = 1] > 1 ¡ 1=poly(n):

The probability is taken over the (classical) coin °ips and quantum observa-
tion of (G; S; V ).

Note that all variables in this de¯nition are classical strings, and no quantum
channel between any pair of parties is assumed.

Remark: Similarly to QPKE, we can naturally and straightforwardly extend
the security de¯nitions of universal/existential unforgeability and active adver-
saries(adaptively chosenmessageattackers) [24] to the QDS model.
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3 Prop osed Scheme

3.1 Basic Idea

The basic idea to realize QPKC is to employ an appropriate NP-hard problem
as an intractable primitiv e problem, sincethe concept of QPKC is basedon the
assumption, NP-complete 6µBQP. What is the most suitable NP-hard prob-
lem? We believe that the subset-sum(or subset-product) problem is one of the
most suitable problems,sincethe algorithms to solve the subset-sum(or subset-
product) problem and the ways to realizepublic-key cryptosystemsbasedon this
problem have beenextensively studied for the last 20 years.Another promising
candidate is the lattice problem, which seemsto be closelyrelated to the subset-
sum problem.

There are two typical trapdoor tric ks for subset-sumor subset-product prob-
lems. One is to employ super-increasingvectors for the subset-sumand prime
factorization for the subset-product. Such a tractable trapdoor vector is trans-
formed into a public-key vector, which looks intractable. However, almost all
transformation tric ks from a trapdoor subset-sum(or subset-product, resp.) vec-
tor to another subset-sum(or subset-product, resp.) vector have beencryptan-
alyzed due to their linearit y and low density.

One promising idea for the transformation is, if computing a logarithm is
feasible,to employ a non-linear transformation, exponentiation (and logarithm),
that bridges the subset-sumand subset-product problems. To the best of our
knowledge,two schemeshave beenproposedon this type of transformation: One
is the Merkle{Hellman \m ultiplicativ e" trapdoor knapsack scheme[30], and the
other is the Chor{Riv est scheme[13]. Unfortunately, typical realizations of these
schemeshave beencryptanalyzed.

To overcomethe weaknessof these schemes,the proposedscheme employs
the ring of integers, OK , of an algebraic number ¯eld, K , which is randomly
selectedfrom exponentially many candidates.SeeSection 1.3 for a comparison
with thesetwo schemes.

3.2 Notation and Preliminaries

This section intro ducesnotations and propositions on the algebraicnumber the-
ory employed in this paper. Refer to sometextb ooks (e.g., [27,28,14]) for more
details.

We denote an algebraic number ¯eld by K , the ring of integersof K by OK ,
and the norm of I by N (I ). (In this paper, I is an integer or ideal of OK ). We
also denote the logarithm of n to the base2 by logn, and that to the basee by
ln n.

Before going to the description of our scheme,we present two propositions.

Prop osition 1. If K is a number ¯eld and p is a prime ideal of OK , then OK =p
is a ¯nite ¯eld, Fpf , and N (p) = pf . There exists an integral basis, [! 1; : : : ; ! l ],
such that each residueclassof OK =p is uniquely represented by

a1! 1 + ¢¢¢+ al ! l ;
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where l is the degree of K , 0 · ai < ei (i = 1; : : : ; l ), and [e1! 1; ¢¢¢; en ! l ] is an
integral basis of p. Note that

Q l
i =1 ei = pf .

Here we note that, by using the HNF (Hermite Normal Form) representation of
prime ideals, we can always assumethat ! 1 = 1, and e1 = p. (For more detail,
seeSection 4.7 and Exercise17 of [14].)

Note that OK =p hassomeproperties of integral domain and norm in addition
to the structure of Fq. Theseproperties are speci¯ed by K and p. (In our scheme,
the variety of the properties characterized by K and p is utilized to enhance
the security, since K and p are concealedagainst adversaries and there are
exponentially many candidatesfor K and p.)

The following proposition is a generalizedversion of Fermat's little theorem
(obtained from the fact that OK =p is a ¯nite ¯eld, Fq).

Prop osition 2 (Fermat's little theorem). Let p be a prime ideal of OK , and
a non-zero element g from OK np. Then we have

gN (p)¡ 1 ´ 1 (mod p):

Here, note that OK is not always a unique factorization domain, although
our decryption algorithm utilizes factorization of an element (integer) of OK .

3.3 Prop osed scheme

Key generation

1. Fix a set K of algebraic number ¯elds, available to the system.
2. Randomly choosean algebraic number ¯eld, K , from K. Let OK be its ring

of integers.
3. Fix sizeparametersn, k from Z.
4. Choosea prime ideal, p, of OK , and randomly choosean element, g, of OK

such that g is a generator of the multiplicativ e group of ¯nite ¯eld OK =p.
Here,an element in OK =p is uniquely represented by basis[1; ! 2; : : : ; ! l ] and
integer tuple (e1; e2; : : : ; el ) (where e1 = p) de¯ned by Proposition 1. That is,
for any x 2 OK , there exist rational integersx1; x2; : : : ; x l 2 Z (0 · x i < ei )
such that x ´ x1 + x2! 2 + ¢¢¢+ x l ! l (mod p). Note that p is the rational
prime below p.

5. Choose n integers p1; : : : ; pn from OK =p with the condition that
N (p1); : : : ; N (pn ) are co-prime, and for any subset f pi 1 ; pi 2 ; : : : ; pi k g from
f p1; p2; : : : ; pn g, there exist rational integersa1; a2; : : : ; al (0 · ai < ei ) such
that

Q k
j =1 pi j = a1 + a2! 2 + ¢¢¢+ al ! l .

6. Use Shor's algorithm for ¯nding discrete logarithms to get a1; : : : ; an such
that

pi ´ ga i (mod p);

where ai 2 Z=(N (p) ¡ 1)Z, and 1 · i · n.
7. Randomly choosea rational integer, d, in Z=(N (p) ¡ 1)Z.
8. Compute bi = (ai + d) mod (N (p) ¡ 1) for each 1 · i · n.
9. The public key is (K; n; k; b1; b2; : : : ; bn ); and the private key is

(K ; g; d;p; p1; p2; : : : ; pn ).
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Encryption

1. Fix the length of plaintext M to blog
¡ n

k

¢
c.

2. Encode M into a binary string m = (m1; m2; : : : ; mn ) of length n and of
Hamming weight k (i.e., of having exactly k 1's) as follows:
(a) Set l Ã k.
(b) For i from 1 to n do the following:

If M ¸
¡ n ¡ i

l

¢
then set m i Ã 1, M Ã M ¡

¡ n ¡ i
l

¢
, l Ã l ¡ 1. Otherwise,

set m i Ã 0. (Notice that
¡ l

0

¢
= 1 for l ¸ 0, and

¡ 0
l

¢
= 0 for l ¸ 1.)

3. Compute ciphertext c by

c =
nX

i =1

mi bi :

Decryption

1. Compute r = (c ¡ kd) mod (N (p) ¡ 1).
2. Compute

u ´ gr (mod p):

3. Find m as follows: If pi j u then set m i Ã 1. Otherwise, set m i Ã 0. After
completing this procedurefor all pi 's (1 · i · n), set m = (m1; : : : ; mn ).

4. Decode m to plaintext M as follows:
(a) Set M Ã 0, l Ã k.
(b) For i from 1 to n do the following:

If mi = 1, then set M Ã M +
¡ n ¡ i

l

¢
and l Ã l ¡ 1.

3.4 Correctness and remarks

1 [Decryption] We show that decryption works. We observe that

u ´ gr ´ gc¡ kd ´ g(
P n

i =1 m i bi ) ¡ kd ´ g
P n

i =1 m i a i (mod p)

´
nY

i =1

(ga i )m i (mod p)

´
nY

i =1

pm i
i (mod p)

=
nY

i =1

pm i
i ;

since, from the condition of (p1; : : : ; pn ),
Q n

i =1 pm i
i can be represented by a1 +

a2! 2 + ¢¢¢+ al ! l for somerational integersa1; a2; : : : ; al (0 · ai < ei ).
Since OK is not always a unique factorization domain, we select p1; : : : ; pn

so that N (p1); : : : ; N (pn ) are co-prime. It follows that a product of p1; : : : ; pn is
uniquely factorized if we useonly theseelements as factors. Thus, a ciphertext
is uniquely decipheredif a product of p1; : : : ; pn is correctly recovered.
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2 [Num ber ¯elds] Consideringe±ciency and security, a typical examplefor K
is the setof quadratic ¯elds, f Q(

p
D)g. Especially, the setof imaginary quadratic

¯elds is strongly recommendedas K (seeAppendix 2 for how to select param-
eters). Even in this set K = f Q(

p
¡ D)g of ¯elds, there are exponentially many

candidates.

3 [Special Parameters] Although the parametersof the imaginary quadratic
¯elds for our schemeare described in Appendix 2, we will now show another way
to select parameters, (p1; p2; : : : ; pn ), for more general ¯elds. Rational primes,
p1; p2; : : : ; pn , are selected such that

Q k
j =1 pi j < e1 = p for any subset

f pi 1 ; pi 2 ; : : : ; pi k g from f p1; p2; : : : ; pn g. In that case, for any subset
f pi 1 ; pi 2 ; : : : ; pi k g from f p1; p2; : : : ; pn g, there exists a rational integer a1 (0 <
a1 < e1) such that

Q k
j =1 pi j = a1. That is,

Q k
j =1 pi j can be represented by

Q k
j =1 pi j = a1! 1 + ¢¢¢+ al ! l , where a2 = ¢¢¢= al = 0. Here we note that, by

using the HNF (Hermite Normal Form) representation of prime ideals, we can
always assumethat ! 1 = 1, and e1 > 1 (For more detail, seeSection 4.7 and
Exercise17 of [14]).

The shortcoming of this caseis that
Q k

j =1 pi j < e1 = p = (N (p))1=f , when
N (p)) = pf . Then the density and rate should be smaller (the density is about

n
f k log n , and the rate is about k log n ¡ k log k

f k log n ) when f is greater than 1. (Note that
Q k

j =1 pi j ¼ N (p), in the caseof Appendix 2: imaginary quadratic ¯elds.) See
below for a discussionof density and rate.

4 [Densit y and rate] Here we estimate the density and rate in the caseof
Appendix 2. (seeSection 3.5 for the de¯nition of density and information rate.)

The sizeof bi (i.e., jbi j) is jN (p)j, k £ jN (pi )j ¼ jN (p)j, and jN (pi )j ¼ 2logn.
Accordingly, ignoring a minor term, weobtain jbi j ¼ jN (p)j ¼ 2k logn. Hencethe
density D of our schemeis estimatedby n

2k log n , and the rate R by k log n ¡ k log k
2k log n . If

k = 2(log n ) c
for a constant c < 1, the information rate, R, is asymptotically 1=2,

and density, D , is asymptotically 1 .

5 [Shor's algorithm] Key generation usesShor's algorithm for ¯nding dis-
crete logarithms. The scope of Shor's original algorithm is for multiplicativ e
cyclic groups. In particular, given a rational prime p, a generator g of the group
(Z=pZ)£ , and a target rational integer x from (Z=pZ)£ , Shor's algorithm can
¯nd a rational integer a from Z=(p ¡ 1)Z such that

ga = x mod p:

Shor's algorithm basically usesthree registers.The ¯rst and the secondregisters
are for all of the rational integersfrom 0 to q whereq is, roughly, a large rational
integer, and the third is for gax ¡ b mod p. Our schemeonly needsto changethe
contents in the third register to

gap¡ b
i mod p:
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Sinceeach of thesecontents can be computed e±ciently even by classicalcom-
puters, we can ¯nd the discrete logarithms in our scheme.

6 [Co ding] We next mention about the encoding scheme used in encryption
and decryption. This schemeis well known in combinatorial literature. (see[15].
This schemeis also employed by the Chor{Riv est cryptosystem.) This encoding
schemeis usedmainly for avoiding the low-density attacks mentioned later.

7 [Complexit y] Here we mention about the time complexity neededfor the
key generation as well as the encryption and the decryption. The most di±cult
part in the key generation is the computation of discrete logarithms at line 6. In
particular, we compute n discrete logarithms a1; : : : ; an in ¯eld OK =p. For the
encryption, once we get the encoded string by line 2 in the encryption, all we
needis to add k integer, each smaller than N (p). For the decryption, we perform
the modular exponentiation gr mod p in line 2. This dominatesthe running time
of the decryption. Raising a generatorg to a power in the rangeup to N (p) takes
at most 2£ logN (p) modular multiplications by using a standard multiplication
technique.

3.5 Securit y Consideration

We provide an initial analysis for the security of our scheme by considering
several possibleattack approaches.

We can use quantum computers also for attacks in our setting. As far as
we know, despite recent attempts at designinge±cient quantum algorithms for
problemswhereno e±cient classicalprobabilistic algorithm is known, all known
such quantum algorithms are for some special casesof the hidden subgroup
problem. Let f be a function from a ¯nitely generated group G1 to a ¯nite
set such that f is constant on the cosetsof a subgroup G2. Given a way of
computing f , a hidden subgroup problem is to ¯nd G2 (i.e., a generatingset for
G2). The problemsof factoring and ¯nding discretelogarithms canbe formulated
as instancesof the hidden subgroup problems.

There is also a result by Grover [25] for databasesearch. He shows that the
problem of ¯nding an entry with the target value can be searched in O(

p
N )

time, where N is the number of entries in the database. This result implies
NP-complete problems can be solved in O(

p
N ) time.

However, if wedo not put a structure in the database,i.e., weneedto askora-
clesfor the contents in the database,it is known that we cannot make algorithms
whosetime complexity is o(

p
N ). Thus, it is widely believed that NP-complete

problems cannot be solved in polynomial time even with quantum computers.

Finding secret keys from public keys Recall that we have the public key
(K; n; k; b1; b2; : : : ; bn ), and the secretkey (K ; g; d;p; p1; p2; : : : ; pn ), where

pi ´ ga i (mod p);
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and bi = (ai + d) mod (N (p) ¡ 1). In a passive attack setting, the attacker has
only information on the public key. The information on n and k only exposes
problem size.

Assume we choose exponentially large K. First, K seemsto be impossible
to guess,sincewe have exponentially large possibilities for K . Second,g and d
would be hard to guess,even if K is revealed. This is again becausewe have
exponentially large possibilities for them.

Third, if K is revealed, we could guessonly a subset of pi 's, since we have
chosen roughly n prime elements out of cn ones, where c is a constant. Sup-
pose we ¯nd a subset of pi 's. In order to use them in the attack by Odlyzko
for multiplicativ e-knapsack [33], the size of the subset must be fairly large. In
addition, it is necessaryto ¯nd the correspondencesbetweenthe elements of the
subset and bi 's. Here we observe that bi 's seemto be random becauseof the
discrete-log relation in our function. Thus, it seemsimpossible for any reason-
able relation betweenpublic keysand private keys to be made without knowing
K , g, d, and p, so the critical attacks of directly ¯nding public keys from secret
keys seemto be di±cult.

Notice that, in contrast to our scheme,the Chor{Riv estcryptosystemexposes
the information corresponding to K , pi 's, and q of the underlying Fq in the public
key, which enablesthe attackers to make useof the symmetry of the secretkeys
(see[39]).

Finding plain texts from ciphertexts For many knapsack-type cryptosys-
tems, low-density attacks are known to be e®ective. Thus, they might be e®ec-
tiv e against our scheme.A low-density attack ¯nds plaintexts from ciphertexts
by directly solving feasiblesolutions to the subsetsum problems that the cryp-
tosystem is basedon.

The subset-sumproblem is, given positive rational integersc and a1; : : : ; an

to solve the equation c =
P n

i =1 mi ai with each m i 2 f 0; 1g. Let a = f a1; : : : ; an g.
The density d(a) of a knapsack systemis de¯ned to bed(a) = n

log (max i a i ) . Density
is an approximate measureof the information rate for knapsack-type cryptosys-
tems. The shortest vector in a lattice solves almost all subset sum problems
whosedensity is lessthan 0.9408[35]. If we chooseappropriate parameters for
our scheme,the density is at least 1 (seeSection 3.4).

It is known that the algorithms for ¯nding the shortest vector in a lattice can
be used to ¯nd the solutions to the subset sum problems. The LLL algorithm
plays an important role in this kind of attack. However, it is not known that
the LLL algorithm can be improved with the quantum mechanism. Incidentally ,
as far as we know, for any approximation algorithm, it is not known that its
approximation ratio canbe improvedby the addition of the quantum mechanism.

Information rate R is de¯ned to be log jM j
N , where jM j is the sizeof message

spaceand N is the number of bits in a cipher text. If we select appropriate
parameters, the information rate of our schemeis about 1=2 (seeSection 3.4).

Notice again here that it is widely believed that NP-complete problems can-
not be solved e±ciently even with quantum computers. Since the subset-sum
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problem is a typical NP-complete problem, our schemewith appropriate param-
eters doesnot seemto be open to successfulcrucial attacks that ¯nd plaintexts
from ciphertexts even if quantum computers are used.

4 Extensions

We can extend our QPKC model to more generalones.One possibleextensionis
to relax the restriction of variables employed inside QTMs to quantum strings.
For example, a secret key of QPKE or QDS can be a quantum string (qubits)
stored in a quantum register. The other possible extension is to use quantum
channelsas well as QTMs and classicalchannels.However, theseextensionsare
beyond the scope of this paper.

Another direction in extensionis to extend the computational model to other
non-classicalmodels such as DNA computers.

5 Conventional PK C Version

Our techniques to construct QPKC schemesusing knapsack problems can be
also employed to realize standard (non-quantum) public-key encryption based
on conventional (non-quantum) algorithms [34]. We utilize the Chineseremain-
der theorem technique in the key generation procedureto compute the discrete
logarithm very e±ciently even if conventional (non-quantum) algorithms are
used.In our construction, the secrecyof the underlying ¯eld, K , still guarantees
its security.

6 Concluding Remarks

This paper presented a newparadigm of cryptography, quantum public-key cryp-
tosystems (QPK Cs), which consist of quantum public-key encryption (QPKE)
and quantum digital signatures (QDSs). It also proposeda concreteschemefor
quantum public-key cryptosystems, that will be very e±cient if a QTM is real-
ized.

The situation of this paper is comparable to that in the late 1970's, when
many new ideaswere proposedto realize Di±e{Hellman's paradigm. Almost all
trials such as the so-called knapsack cryptosystems based on subset-sumand
subset-product problems failed, and only the schemesbasedon integer factoring
and discrete logarithm problems are still alive and widely employed.

The main purposeof this paper is to explicitly raise the conceptof quantum
public-key cryptosystemsand to encourageresearchers to create and cryptana-
lyze concreteQPKC schemesto investigate the feasibility of this concept.

There are many open problems regarding this concept as follows:

1. Find attacks on our QPKE scheme.(In particular, as an initial trial, crypt-
analyze a restricted version of our scheme, where the underlying algebraic
number ¯eld, K , is published and limited to the rational number ¯eld, Q
(SeeAppendix 1)).
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2. Find (indirect) evidencethat a one-way function exists in the QTM model,
or show that NP 6µBQP under a reasonableassumption.

3. Realizea concretequantum digital signature (QDS) scheme.
4. Extend the concept of QPKC (seeSection 4).
5. RealizeQPKC schemesbasedon various NP-hard problems.
6. Realize QPKC schemesthat employ Shor's factoring algorithm or Grover's

databasesearch algorithm.
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App endix 1: Restricted Version for Explaining Our
Scheme

This section presents a very restricted version of our scheme in order to help
readers to understand our scheme more easily. Since this version seemsto be
much less securethan the full version, we do not recommend this version for
practical usage,although we have not found any e®ective attack even against
this restricted version.

Suppose that we set K = f Qg. i.e., we have only the ¯eld Q of rational
numbers for the system.Then, the ring OK of integersof Q is Z. In this section,
we use a prime to refer to a rational prime, and an integer a rational integer.
The restricted version of our schemeis as follows:

Key generation

1. Fix sizeparametersn, k from Z.
2. Randomly choose a prime p, a generator g of the group (Z=pZ)£ , and

n co-primes p1; : : : ; pn 2 Z=pZ such that
Q k

j =1 pi j < p for any subset
f pi 1 ; pi 2 ; : : : ; pi k g from f p1; p2; : : : ; pn g.

3. Use Shor's algorithm for ¯nding discrete logarithms to get integers
a1; : : : ; an 2 Z=(p ¡ 1)Z satisfying pi ´ ga i (mod p); for each 1 · i · n.

4. Randomly choosea integer d 2 Z=(p ¡ 1)Z.
5. Compute b = (ai + d) mod (p ¡ 1), for each 1 · i · n.
6. The public key is (n; k; b1; b2; : : : ; bn ); and the secret key is

(g; d;p;p1; p2; : : : ; pn ):

Encryption

1. Fix the length of plaintext M to blog
¡ n

k

¢
c.

2. Encode M into a binary string m = (m1; m2; : : : ; mn ) of length n and Ham-
ming weight k (i.e., having exactly k 1's) as follows:
(a) Set l Ã k.
(b) For i from 1 to n do the following:

If M ¸
¡ n ¡ i

l

¢
then set m i Ã 1, M Ã M ¡

¡ n ¡ i
l

¢
, l Ã l ¡ 1. Otherwise,

set m i Ã 0. (Notice that
¡ l

0

¢
= 1 for l ¸ 0, and

¡ 0
l

¢
= 0 for l ¸ 1.)

3. Compute the ciphertext c by c =
P n

i =1 mi bi :
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Decryption

1. Compute r = (c ¡ kd) mod (p ¡ 1).
2. Compute u = gr mod q:
3. Find the factors of u. If pi is a factor, then set m i Ã 1. Otherwise, m i Ã 0.
4. Decode m to the plaintext M as follows:

(a) Set M Ã 0, l Ã k.
(b) For i from 1 to n do the following:

If mi = 1, then set M Ã M +
¡ n ¡ i

l

¢
and l Ã l ¡ 1.

App endix 2: Imaginary Quadratic Field Version of Our
Scheme

This section presents the imaginary quadratic ¯eld version of our scheme. Be-
fore describing the proposedscheme, we will brie°y review basic results of the
arithmetic on imaginary quadratic ¯elds and present a proposition.

Imaginary Quadratic Fields

Let K = Q(
p

¡ D) be an imaginary quadratic ¯eld of discriminant ¡ D . Here
we note that the ring of integers, OK , of K has an integral basis [1; ! ], where
! =

p
¡ D=4 (if ¡ D ´ 0 (mod 4)), ! = 1+

p
¡ D

2 (otherwise), and this called the
standard basisof OK . Let p be a prime ideal of OK of residuedegreef , namely,
N (p) = pf , where p is a rational prime integer below p. Then we can take an
integral basisof p as[p;e2! 2], wheree2 = pf ¡ 1, and ! 2 = b+ ! with somerational
integer b (e.g. if ¡ D ´ 0 (mod 4) and ¡ D is a quadratic residue modp, then b
is a root of b2 ´ ¡ D (mod p)). We also call this basis the standard basisof p.
Then, each residue classof OK =p is uniquely represented by x1 + x2! 2, where
¡ p=2 < x1 < p=2 and ¡ e2=2 < x2 < e2=2 (cf. Proposition 1). From here, we ¯x
a complete representativ e system of OK =p as follows:

R(p) = f x1 + x2! 2 2 OK j ¡ p=2 < x1 < p=2; ¡ e2=2 < x2 < e2=2g:

We then have the following proposition.

Prop osition 3. Let K = Q(
p

¡ D) be an imaginary quadratic ¯eld of discrimi-
nant ¡ D , p a prime ideal of OK with N (p) = pf , where f = 1; 2. Let [1; ! ] and
[p;e2! 2] be the standard basis of OK and p, respectively.

Then

1. Case: N (p) = p (f = 1)
For any integer x = x1 + x2! 2 2 OK , if it satis¯es N (x) < p2=4 and x2 = 0,
then we have x 2 R(p). In this case, we can take R(p) as f x 2 Z j ¡ p=2 <
x < p=2g.

2. Case: N (p) = p2 (f = 2)
For any integer x = x1+ x2! 2 2 OK , if ¡ D ´ 0 (mod 4) and N (x) < p2=4,

then we have x 2 R(p), while if ¡ D ´ 1 (mod 4) and N (x) < (p¡ 1) 2 D
4(1+ D ) ,

then we havex 2 R(p).
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Proof. In the caseof f = 1, x = x1 + x2! 2 2 R(p) if and only if x2
1 < p2=4

and x2 = 0, namely, N (x) < p2=4 and x2 = 0. For the caseof f = 2 and
¡ D ´ 0 (mod 4), it is su±cient to show that f (x1; x2) 2 Z2 j x1 + x2! 2 2
R(p)g contains f (x1; x2) 2 Z2 j x2

1 + D
4 x2

2 < p2

4 g. Note that we can take b =
0 in the standard basis, namely, ! 2 = ! =

p
¡ D=4 and e2 = p. Similarly,

for the caseof f = 2 and ¡ D ´ 2; 3 (mod 4), it is su±cient to show that
f (s; t) 2 Z2 j ¡ 3p=2 < s < 3p=2; ¡ p=2 < t < p=2; s ´ t (mod 2)g contains

f (s; t) 2 Z2 j s2 + Dt2 < D (p¡ 1) 2

1+ D ; s ´ t (mod 2)g. By drawing pictures, we can
easily show theserelationships.

Prop osed Scheme

We will now present our proposedschemeusing imaginary quadratic ¯elds.

Key generation

1. Fix a set K of imaginary quadratic ¯elds, available to the system.
2. Randomly choosean imaginary quadratic ¯eld, K = Q(

p
¡ D), where ¡ D

is the discriminant of K , from K. Let OK be the ring of integersof K .
3. Fix sizeparametersn, k from Z.
4. Choose a prime ideal, p, of degree2 from OK , and randomly choose an

element, g, of OK such that g is a generator of the multiplicativ e group of
¯nite ¯eld OK =p. Here, an element in OK =p is uniquely represented by basis
[1; ! 2] and integer pair (p;p). That is, for any x 2 OK , there exist integers
x1; x2 2 Z, ¡ p=2 < x1; x2 < p=2 such that x ´ x1 + x2! 2 (mod p).

5. Choose n integers p1; : : : ; pn from OK =p with the condition that
N (p1); : : : ; N (pn ) are co-prime, and for any subset f pi 1 ; pi 2 ; : : : ; pi k g from
f p1; p2; : : : ; pn g, if ¡ D ´ 0 (mod 4),

Q k
j =1 N (pi j ) < p2

4 ; otherwise,
Q k

j =1 N (pi j ) < (p¡ 1) 2 D
4(1+ D ) :

6. Use Shor's algorithm for ¯nding discrete logarithms to get a1; : : : ; an such
that

pi ´ ga i (mod p);

where ai 2 Z=(N (p) ¡ 1)Z, and 1 · i · n.
7. Randomly choosea rational integer, d, in Z=(N (p) ¡ 1)Z.
8. Compute bi = (ai + d) mod (N (p) ¡ 1) for each 1 · i · n.
9. The public key is (K; n; k; b1; b2; : : : ; bn ); and the private key is

(K = Q(
p

¡ D); g; d;p; p1; p2; : : : ; pn ):

Encryption

1. Fix the length of plaintext M to blog
¡ n

k

¢
c.

2. Encode M into a binary string m = (m1; m2; : : : ; mn ) of length n and of
Hamming weight k (i.e., of having exactly k 1's) as follows:
(a) Set l Ã k.
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(b) For i from 1 to n do the following:
If M ¸

¡ n ¡ i
l

¢
then set m i Ã 1, M Ã M ¡

¡ n ¡ i
l ¡ 1

¢
, l Ã l ¡ 1. Otherwise,

set m i Ã 0. (Notice that
¡ l

0

¢
= 1 for l ¸ 0, and

¡ 0
l

¢
= 0 for l ¸ 1.)

3. Compute ciphertext c by c =
P n

i =1 mi bi :

Decryption

1. Compute r = (c ¡ kd) mod (N (p) ¡ 1).
2. Compute u ´ gr (mod p):
3. Find m as follows:

(a) Let [1; ! 2] and (p;p) be the basis and integer pair de¯ned by Proposi-
tion 1. From the selection of p1; : : : ; pn , u can be represented by u =
a1 + a2! 2 for someintegersa1; a2 2 Z with ¡ p=2 < ai < p=2 (i = 1; 2).

(b) Do the following:
If pi j u then set m i Ã 1. Otherwise, set m i Ã 0. After completing this
procedurefor all pi 's (1 · i · n), set m = (m1; ¢¢¢; mn ).

4. Decode m to plaintext M as follows:
(a) Set M Ã 0, l Ã k.
(b) For i from 1 to n do the following:

If mi Ã 1, then set M Ã M +
¡ n ¡ i

l

¢
and l Ã l ¡ 1.

Remark 1: Note that we can easily choose a prime ideal, p, of degree2 as
follows: chooseany rational prime, p, such that ¡ D is a quadratic non-residue
modp, then set p = pOK . In other words, p is also a prime element in OK .
Furthermore, it can be e±ciently checked whether p is a prime in OK or not by
computing the Legendresymbol,

³
¡ D

p

´
, namely p is a prime element in OK if

and only if
³

¡ D
p

´
= ¡ 1, and always selectedsuch p from the set of all rational

primes with probabilit y about 1=2.

Remark 2: Note that, in Step 5 of the key generation stage, for any subset
f pi 1 ; pi 2 ; : : : ; pi k g from f p1; p2; : : : ; pn g,

Q k
j =1 N (pi j ) = N (

Q k
j =1 pi j ) < p2

4 , ( or
(p¡ 1) 2 D
4(1+ D ) ), so

Q k
j =1 pi j 2 R(p) by Proposition 3. That is, there exist integers

a1; a2 2 Z (¡ p=2 < a1; a2 < p=2) such that u = a1 + a2! 2 in Step 3(a) of the
Decryption. The typical selectionof p1; : : : ; pn presented in Section 3.4 may be
restricted, in fact, we take p1; : : : ; pn from the rational integers,but the selection
intro duced above is more generalthan the typical one. That is, we can take pi 's
from Z as well as OK by using such a characterization with the norm in the
imaginary quadratic ¯eld case.


