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Abstract. SecureFunction Evaluation (SFE) proto colsare very hard to
design,and reducibility hasbeenrecognizedasa highly desirableproperty
of SFE proto cols. Informally speaking, reducibilit y (sometimes called
modular composition) is the automatic abilit y to break up the design
of complex SFE proto cols into several simpler, individually securecom-
ponents. Despite much e®ort, only the most basic type of reducibilit y,
sequential reducibility (where only a single sub-protocol can be run at
a time), has been considered and proven to hold for a speci¯c class of
SFE proto cols. Unfortunately , sequential reducibilit y doesnot allow one
to save on the number of rounds (often the most expensive resource in
a distributed setting), and achieving more general notions is not easy
(indeed, certain SFE notions provably enjoy sequential reducibilit y, but
fail to enjoy more general ones).

In this paper, for information-theoretic SFE proto cols, we

² Formalize the notion of parallel reducibility , where sub-protocols can
be run at the sametime;

² Clarify that there are two distinct forms of parallel reducibilit y:

? Concurrent reducibility , which applies when the order of the sub-
proto col calls is not important (and which reduces the round
complexity dramatically ascompared to sequential reducibilit y);
and

? Synchronous reducibility , which applies when the sub-protocols
must be executed simultaneously (and which allows modular
design in settings where sequential reducibilit y does not even
apply).

² Show that a large classof SFE proto cols (i.e., those satisfying a slight
modi¯cation of the original de¯nition of Micali and Rogaway [15])
provably enjoy (both forms of) parallel reducibilit y.

1 In tro duction

The objectiveof this paper is to understand,de¯ne, and provethe implementabil-
it y of the notion of parallel reducibilit y for information-theoretically securemulti-
party computation. Let us start by discussingthe relevant concepts.
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SFE Proto cols. A securefunction evaluation (SFE) is a communication pro-
tocol enabling a network of players (say, having a speci¯ed threshold of honest
players) to compute a (probabilistic) function in a way that is as correct and
as private as if an uncorruptable third party had carried out the computation
on the players' behalf. SFE protocols were intro duced by Goldreich, Micali and
Wigderson [13] in a computational setting (where the parties are computation-
ally bounded, but can observe all communication), and by Ben-Or, Goldwasser
and Wigderson [4] and Chaum, Cr¶epeau and Damgºard [7] in an information-
theoretic setting (where the security is unconditional, and is achieved by means
of private channels1). We focus on the latter setting.

SFE De¯nitions. Togetherwith better SFE protocols, increasinglyprecisedef-
initions for information-theoretic SFE havebeenproposed;in particular, thoseof
Beaver [2], Goldwasserand Levin [11], Canetti [5], and Micali and Rogaway [15].
At a high-level, these de¯nitions expressthat whatever an adversary can do in
the real model (i.e., in the running of the actual protocol, whereno trusted party
exists) equals what an adversary can do in the ideal model (i.e., when players
give their inputs to the trusted third party, who then computesthe function for
them). This more or lessmeansthat the most harm the adversary can do in the
real model consistsof changing the inputs of the faulty players (but not based
on the inputs of the honest players!), and then running the protocol honestly.

All theseprior de¯nitions are adequate,in the sensethat they (1) reasonably
capture the desired intuition of SFE, and (2) provide for the existenceof SFE
protocols (in particular, the general protocol of [4] satis¯es all of them). Were
properties (1) and (2) all one cared about, then the most \lib eral" de¯nition of
SFE might be preferable,becauseit would allow a greater number of reasonable
protocols to be called secure.However, if one cared about satisfying additional
properties, such as reducibilit y (i.e., as discussedbelow, the abilit y of designing
SFE protocols in a modular fashion), then more stringent notions of SFE would
be needed.

Reducibilit y and Sequential Reducibilit y. Assumethat we have designed
a SFE protocol, F , for a function f in a so called semi-ideal model, where one
can usea trusted party to evaluate someother functions g1; : : : ; gk . Assumealso
that we have designeda SFE protocol, Gi , for each function gi . The reducibilit y
property says that, by substituting the ideal calls to the gi 's in F with the
corresponding SFE protocols Gi 's, we are guaranteed to obtain a SFE protocol
for f in the real model.

Clearly, reducibilit y is quite a fundamental and desirable property to have,
becauseit allows one to break the task of designinga secureprotocol for a com-
plex function into the task of designing secureprotocols for simpler functions.
Reducibilit y, however, is not trivial to satisfy. After considerablee®ort, only the
the most basic notion of reducibilit y, sequential reducibility , has been proved

1 This means that every pair of players has a dedicated channel for communication,
which the adversary can listen to only by corrupting one of the players.
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to hold for some SFE notions: those of [5] and [15]. Informally , sequential re-
ducibilit y guarantees that substituting the ideal calls to the gi 's in F with the
corresponding Gi 's yields a SFE protocol for f in the real model only if a single
Gi is executed(in its entiret y!) at a time.2 Therefore, sequential reducibilit y is
not generalenoughto handle protocols like the expected O(1)-round Byzantine
agreement protocol of [10] (which relieson the concurrent executionof n2 speci¯c
SFE protocols) whosesecurity, up to now, must be proven \from scratch".

1.1 Our Results

In this paper, we put forward the notion of parallel reducibility and show which
kinds of SFE protocols satisfy it. We actually distinguish two forms of parallel
reducibilit y:

² Concurrent reducibility.
This type of reducibilit y applieswhen, in the semi-idealmodel, the g1; : : : ; gk

canbeexecutedin any order. The goalof concurrent reducibilit y is improving
the round-complexity of modularly designedSFE protocols.

² Synchronous reducibility.
This type of reducibilit y applieswhen, in the semi-idealmodel, the g1; : : : ; gk

must be executed\sim ultaneously." The goal of synchronous reducibilit y is
enlarging the classof modularly designed SFE protocols (while being round-
e±cient as well).

Concurren t Reducibilit y. There are many ways to schedule the execution of
several programs G1; : : : ; Gk . Each such way is called an interleaving. The k!
sequential executionsof G1; : : : ; Gk are examplesof interleavings. But they are
very special and \v ery few," becauseinterleavings may occur at a round-level.
For instance, we could execute the Gi 's one round at a time in a round-robin
manner, or we could simultaneously execute,in singleround r , the r -th round (if
any) of all the Gi 's. Saying that programsG1; : : : ; Gk areconcurrently executable,
relative to somespeci¯ed goal, meansthat this goal is achieved for all of their
interleavings.

Assumenow that a function f is securelyevaluated by a semi-idealprotocol
F which, in a set of contiguous instructions, only makes ideal calls to functions
g1; : : : ; gk , and let Gi be a SFE protocol for gi (in the real model). Then, a
fundamental question arise:

Wil l substituting each gi with Gi yield a (real-model) SFE
protocol for f in which the Gi 's are concurrently executable?

Let us elaborate on this question.Assume,for instance,that F calls g2 on inputs
that include an output of g1. Then we clearly cannot hope that the Gi 's are

2 This is true even if, within F , one could \ideally evaluate" all or many of the gi 's
\in parallel."



78

concurrently executable.Thus, to make senseof the question, all the inputs to
the gi 's should be determined beforeany of them is ideally evaluated. Moreover,
even if all the gi 's are evaluated on completely unrelated and \indep endent"
inputs, F may be secureonly for some orders of the gi 's, but not for others,
which is illustrated by the following example.

Example1: Let f be the coin-°ipping function (that takesno inputs and outputs
a joint random bit), let g1 be the coin-°ipping function as well, and let g2 be
the majorit y function on n bits. Let now F be the following semi-idealprotocol.
Each player Pj locally °ips a random bit bj . Then the players \concurrently"
useideal calls to g1 and g2(b1; : : : ; bn ), getting answers r and c respectively. The
common output of F is r © c. We claim that F is secureif we ¯rst call g2 (the
majorit y) and then g1 (the coin-°ip), but insecure if we do it the other way
around. Indeed, irrespective of which c we get in the ¯rst ordering, since r is
random (and independent of c), then so is r © c. On the other hand, assumewe
¯rst learn the random bit r and assumefaulty players want to bias the result-
ing coin-°ip towards 0. Then the faulty players pretend that their (supposedly
random) inputs bj for the majorit y are all equal to r . Provided there are enough
faulty players, this strategy will bias the outcomec of g2 (the majorit y) towards
r , and thus the output of F towards 0.

Clearly, in the caseof the above example, we cannot hope to execute the
Gi 's concurrently: one of the possibleinterleavings is the one that sequentially
executesthe Gi 's in the order that is insecure even in the semi-ideal model.
Thus, the example illustrates that the following condition is necessary for the
concurrent execution of the Gi 's.

Condition 1: F is securein the semi-idealmodel for any order of the gi 's.

Is this necessarycondition also su±cient? Of course, the answer also depends
on the type of SFE notion we are using. But, if the answer were YES, then we
would get the \strongest possibleform of concurrent reducibilit y." Let us then
be optimistic and put forward the following informal de¯nition.

De¯nition 1: We say that a SFE notion satis¯es concurrent reducibility if,
whenever the protocols F; G1; : : : ; Gk satisfy this SFE notion, Condition 1
is (both necessaryand) su±cient for the concurrent execution of the Gi 's
inside F (in the real model).

Our optimism is justi¯ed in view of the following

Theorem 1: A slight modi¯cation of the SFE notion of Micali and Rog-
away [15] satis¯es concurrent reducibilit y.

We note that the SFE notion of Micali and Rogaway is the strictest oneproposed
so far, and that we have beenunable to prove analogoustheoremsfor all other,
more liberal notions of SFE. We conjecture that no such analogoustheorems
exist for those latter notions. In support of our conjecture, we shall point out in



79

Section4.3 the strict properties of the de¯nition of [15] that seemto be essential
in establishing Theorem 1.

We remark that concurrent reducibilit y is important becauseit implies sig-
ni¯can t e±ciency gains in the round-complexity (often the most expensive re-
source)of modularly designedSFE protocols. This is expressedby the following
immediate Corollary of De¯nition 1.

Corollary 1: Assume that F; g1; : : : ; gk satisfy Condition 1, that Gi is a
protocol for gi taking Ri rounds, and that F; G1; : : : ; Gk are SFE proto-
cols according to a SFE notion satisfying concurrent reducibilit y. Then,
there is a (real model) SFE implementation of F executing all the Gi 's
in max(R1; : : : ; Rk ) rounds.

This number of rounds is the smallestonecan hope for, and should be contrasted
with R1 + ¢¢¢+ Rk , the number of rounds required by sequential reducibilit y.

Sync hronous Reducibilit y. The needto executeseveral protocols in parallel
doesnot necessarilyarise from e±ciency considerationsor from the fact that it
is nice not to worry about the order of the execution. A special type of parallel
execution, synchronous execution, is neededfor correctnessitself.

Example2: Let f be the two-player coin-°ipping function that returns a random
bit to the ¯rst two players, P1 and P2, of a possibly larger network. That is,
f (¸; ¸; ¸; : : : ; ¸ ) = (x; x; ¸; : : : ; ¸ ), where x is a random bit (and ¸ is the empty
string). Considernow the following protocol F : player P1 randomly and secretly
selectsa bit x1, player P2 randomly and secretly selectsa bit x2, and then P1

and P2 \exchange" their selectedbits and both output x = x1 © x2.
Clearly, F is a securefunction evaluation of f only if the exchangeof x1 and

x2 is \sim ultaneous", that is, whenever P1 learnsx2 only after it declaresx1, and
vice versa.This requirement can be modeled as the parallel composition of two
sendingprotocols:g1(x1; ¸; ¸; : : : ; ¸ ) = (x1; x1; ¸; : : : ; ¸ ) and g2(¸; x2; ¸; : : : ; ¸ ) =
(x2; x2; ¸; : : : ; ¸ ). That is, we can envisagea semi-idealprotocol in which players
P1 and P2 locally °ip coins x1 and x2, then simultaneously evaluate g1 and g2,
and ¯nally exclusive OR their outputs of g1 and g2. However, no sequential order
of the ideal calls to g1 and g2 would result in a securetwo-player coin-°ipping
protocol. This example motivates the intro duction of a special type of parallel
composition (for security rather than e±ciency considerations).

The abilit y to evaluate several functions synchronously is very natural to de-
¯ne in the ideal model: the players simultaneously give all their inputs to the
trusted party, who then gives them all the outputs (i.e., no output is given be-
fore all inputs are presented). We can also naturally de¯ne the corresponding
semi-idealmodel, where the players can ideally and simultaneously (i.e., within
a single round) evaluate several functions. Assume now that we have a semi-
ideal protocol F for somefunction f which simultaneously evaluates functions
g1; : : : ; gk , and let Gi be a secureprotocol for gi . Given an interleaving I of
the Gi 's, we let F I denote the (real-model) protocol where we substitute the
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single ideal call to g1; : : : ; gk with k real executions of the protocols Gi inter-
leaved according to I . As apparent from Example 2, we cannot hope that every
interleaving I will be \good," that is, will yield a SFE protocol F I for f . (For
instance, in the semi-idealcoin-°ipping protocol F of Example 2, no matter how
we design SFE protocols G1 and G2 for g1 and g2, any sequential interleaving
of G1 and G2 yields an insecureprotocol.) Actually , the guaranteed existenceof
even a single good interleaving cannot be taken for granted, therefore:

Can we be guaranteed that there is alwaysan interleaving I
of G1; : : : ; Gk such that F I is a SFE protocol for f ?

Of course,the answer to the above question should depend on the notion of SFE
we are using. This leadsus to the following informal de¯nition.

De¯nition 2: We say that a SFE notion satis¯es synchronous reducibility
if, whenever the protocolsF; G1; : : : ; Gk satisfy this SFE notion, there exists
an interleaving I such that F I is a SFE protocol under this notion.

Example 2 not only shows that there are bad interleavings, but also that a
\lib eral" enough de¯nition of SFE will not satisfy synchronous reducibilit y. In
particular,

Lemma 2: The SFE notions of [5,2,11] do not support synchronous re-
ducibilit y.

Indeed, according to the SFE notions of [5,2,11], the protocol G1 consisting
of player P1 sending x1 to player P2 is a secureprotocol for g1. Similarly, the
protocol G2 consisting of player P2 sendingx2 to player P1 is a secureprotocol
for g2. However, there is no interleaving of G1 and G2 that will result in a secure
coin-°ip. This is becausethe last player to sendits bit (which includes the case
when the players exchangetheir bits in one round, due to the \rushing" abilit y
of the adversary; seeSection 2) is completely controlling the outcome.
On the positive side, we show3

Theorem 2: A slight modi¯cation of the SFE notion of Micali and Rog-
away [15] satis¯es synchronous reducibilit y.

Theorem 2 actually has quite a constructive form. Namely, the nature of the
de¯nition in [15] not only guarantees that \good" interleavings I always exist,
but also that there are many of them, that they are easy to ¯nd, and that
someof them producee±cient protocols.We summarizethe last property in the
following corollary.

Corollary 2: With respect to a slightly modi¯ed de¯nition of SFE of Micali
and Rogaway [15], let F be an ideal protocol for f that simultaneously calls
functions g1; : : : ; gk , and let Gi be an Ri -round SFE protocol for gi . Then
there exists (an easyto ¯nd) interleaving I of the Gi 's, consistingof at most
2 ¢max(R1; : : : ; Rk ) rounds, such that F I is a SFE protocol for f .

3 As is illustrated in Section 4.3, the above \natural" proto cols G1 and G2 are indeed
insecure according to the de¯nition of [15].
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In other words, irrespectiveof the number of sub-protocols,wecansynchronously
interleavethem usingat most twiceasmany roundsasthe longestof them takes.4

Let us remark that, unlike Corollary 1 (that simply follows from the de¯nition
of concurrent reducibilit y), Corollary 2 crucially dependson the very notion of
[15], as is discussedmore in Section 4.3.

In Sum. We have (1) clari¯ed the notion of parallel reducibilit y, (2) distilled
two important °avors of it, (3) modi¯ed slightly the SFE notion of Micali and
Rogaway, and (4) showed that there exist SFE notions (e.g., the modi¯ed notion
of [15]) as well as generalSFE protocols (e.g., the one of [4]) that satisfy (both
forms of) parallel reducibilit y.

Enjoying (both forms of) parallel reducibilit y do not necessarilyimply that
the de¯nition of [15] is \preferable" to others. If the protocol one is designing
is simple enoughor is unlikely to be composedin parallel with other protocols,
other de¯nitions are equally adequate (and may actually be simpler to use).
However, understanding which SFE notions enjoy parallel reducibilit y is crucial
in order to simplify the complex task of designingsecurecomputation protocols.

2 The (Mo di¯ed) Micali-Roga way De¯nition of SFE

Consider a probabilistic function f (x ; r ) = (f 1(x ; r ); : : : ; f n (x ; r )) (where x =
(x1; : : : ; xn )). We wish to de¯ne a protocol F for computing f that is secure
against any adversaryA that is allowed to corrupt in a dynamic fashion up to t
(out of n) players.5

2.1 Proto cols and Adv ersaries

Proto col: An n-party protocol F is a tuple (F̂ ; LR ; CR; I ; O; f ; t) where
² F̂ is a collection of n interactive probabilistic Turing machinesthat interact

in synchronous rounds.
² LR | the last round of F (a ¯xed integer, for simplicit y).
² CR | the committal round (a ¯xed integer, for simplicit y).
² I | the e®ective-input function, a function from strings to strings.
² O | the e®ective-output function, a function from strings to strings.
² f | a probabilistic function (which F is supposedto compute).
² t | a positive integer lessthan n (a bound on the number of players that

may be corrupted).
4 We note that the factor of 2 is typically too pessimistic. As it will be clear from the

precisestatement of synchronous reducibilit y in Section 3, natural proto cols G i (lik e
the onesdesignedusing a general paradigm of [4]) can be synchronously interleaved
in max(R1 ; : : : ; Rk ) rounds.

5 More generally, one can have an adversary that can corrupt only certain \allo wable"
subsets of players. The collection of these allowable subsets is usually called the
adversary structur e. For simplicit y purp osesonly, we consider threshold adversary
structures, i.e. the ones containing all subsets of cardinalit y t or less. We call any
such adversary t-restricted.
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Adv ersary: An adversaryA is a probabilistic algorithm.

Executing F and A : Adversary A interacts with protocol F as a traditional
adaptive adversary in the rushing model. Roughly, this is explained below.

The execution of F with an adversary A proceedsas follows. Initially , each
player j has an input x j (for f ) and an auxiliary input aj , while A has an
auxiliary input ®. (Auxiliary inputs represent any a-priori information known
to the corresponding party like the history of previous protocol executions.An
honest player j should ignore aj , but aj might be useful later to the adversary.)
At any point during the execution of F , A is allowed to corrupt someplayer j
(as long as A corrupts no more than t players overall). By doing so, A learns
the entire view of j (i.e., x j , aj , j 's random tape, and all the messagessent and
received by j ) up to this point input. From now on, A can completely control
the behavior of j and thus make j deviate from F in any malicious way. At the
beginning of each round, A ¯rst learnsall the messagessent from currently good
players to the corrupted ones.6 Then A can adaptively corrupt several players,
and only then doeshe sendthe messagesfrom bad playersto good ones.Without
loss of generality, A never sendsa messagefrom a bad player to another bad
player.

At the endof F , the view of A, denotedView(A; F ) consistsof ®, A's random
coins and the views of all the corrupted players. The tra±c of a player j up to
round R consistsof all the messagesreceived and sent by j up to round R. Such
tra±c is denoted tra±c j (R) (or by tra±c j (R; F [A]) whenever we wish to stress
the protocol and the adversary executing with it).

E®ectiv e Inputs and Outputs of a Real Execution: In an execution of
F with A, the e®ective input of player j (whether good or bad), denoted x̂F

j , is
determinedat the committal round CR by evaluating the e®ective-input function
I on j 's tra±c at round CR: x̂F

j = I (tra±c j (CR; F [A])). The e®ective output
of player j , denoted ŷF

j , is determined from j 's tra±c at the last round LR via
the e®ective output function O: ŷF

j = O(tra±c j (LR ; F [A])). Note that, for now,
the e®ective inputs x̂F and outputs ŷ F are unrelated to computing f .

History of a Real Execution: We let the history of a real execution, denoted
History (A; F ), to be hView(A; F ); x̂F ; ŷ F i . Intuitiv ely, the history contains all
the relevant information of what happenedwhen A attacked the protocol F : the
view of A, i.e. what he \learned", and the e®ective inputs and outputs of all the
players.

2.2 Sim ulators and Adv ersaries

Sim ulator: A simulator is a probabilistic, oracle-calling, algorithm S.
6 We can even let the adversary schedule the delivery of good-to-bad messagesand let

him adaptiv ely corrupt a new player in the middle of this process.For simplicit y, we
stick to our version.



83

Executing S with A : Let A be an adversary for a protocol F for function
f . In an execution of S with A, there are no real players and there is no real
network. Instead, S interacts with A in a round-by-round fashion, playing the
role of all currently good players in an execution of A with the real network,
i.e.: (1) (makes up and) sendsto A a view of a player j immediately after A
corrupts j , (2) sendsto A the messagesof currently good players to currently
bad players7 and (3) receivesthe messagessent by A (on behalf of the corrupted
players) to currently good players. In performing thesetasks, S makesuseof the
following oracle O(x; a)8:

² Before CR. When a player j is corrupted by A beforethe committal round,
O immediately sendsS the input values x j and aj . In particular, S uses
thesevalues in making up the view of j .

² At CR. At the end of the committal round CR, S sends O the value
x̂S

j = I (tra±c j (CR)) for each corrupted player j .9 In response,O randomly
selectsa string r , sets x̂S

j = x j for all currently good players j , computes
ŷ S = f (x̂S ; r ), and for each corrupted player j sendsŷS

j back to S.

² After CR. When a player j is corrupted by A after the committal round, O
immediately sendsS the input values x j and aj , as well as the computed
value ŷS

j . In particular, S usesthesevalues in making up the view of j .

We denote by View(A; S) the view of A when interacting with S (using O).

E®ectiv e Inputs and Outputs of a Sim ulated Execution: Consider an
execution of S (using oracle O(x; a)) with an adversary A. Then, the e®ective
inputs of this execution consist of the above de¯ned values x S . Namely, if a
player j is corrupted before the committal round CR, then its e®ective input
is x̂S

j = I (tra±c j (CR; S[A])); otherwise (j is never corrupted, or is corrupted
after the committal round) its e®ective input is x̂S

j = x j . The e®ective outputs
are the valuesy S de¯ned above. Namely, ŷ S = f (x̂S ; r ), where r is the random
string chosenby O right after the committal round.

History of a Sim ulated Execution: We let the history of a simulated execu-
tion, denotedHistory (A; S), to be hView(A; S); x̂S ; ŷ S i . Intuitiv ely, the history
contains all the relevant information of what happened when A was communi-
cating with S (and O): the view of A, i.e. what he \learned", and the e®ective
inputs and outputs of all the players.

7 Notice that S does not (and cannot) produce the messagesfrom good players to
good players.

8 Such oracle is meant to represent the trusted part y in an ideal evaluation of f . Given
this oracle, S's goal is making A believe that it is executing F in a real network in
which the players have inputs x and auxiliary inputs a.

9 Here tra±c j (R) = tra±c j (R; S[A]) of a corrupted player j denotes what A \thinks"
the tra±c of j after round R is.
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2.3 Secure Computation

De¯nition 3: An n-party protocol F is a SFE protocol for a probabilistic n-
input/ n-output function f (x ; r ), if there exists a simulator S such that for any
input x = (x1; : : : ; xn ), auxiliary input a = (a1; : : : ; an ), and any adversary A
with someauxiliary input ®, the historiesof the real and the simulated executions
are identically distributed:

History (A; F ) ´ History (A; S) (1)

Equivalently , hView(A; F ); x̂F ; ŷ F i ´ hView(A; S); x̂S ; ŷ S i .

2.4 Remarks

Let us provide a minimal discussionof the above de¯nition of SFE.

Sim ulators and Oracles vs. Ideal Adv ersaries. A standard benchmark
in determining if a SFE notion is \reasonable" is the fact that for every real
adversary A there exists an \ideal adversary" A0 that can produce (in the ideal
model with the trusted party) the sameview as A got from the real network.10

We argue that the existenceof a simulator S in De¯nition 3 indeed implies the
existenceof such an adversaryA0. A0 simply runs A against the simulator S. If A
corrupts a player j beforethe committal round, A0 corrupts j in the ideal model,
and givesthe valuesx j and aj (that it just learned) to S on behalf of the oracleO.
Right after the committal round of F hasbeensimulated by S, A0 computesfrom
the tra±c of A the e®ective inputs x̂S

j of currently corrupted players j , hands
them to the trusted party, and returns the outputs of the corrupted players to
S on behalf of O. Finally, if A corrupts a player j after the committal round,
A0 corrupts j in the ideal model, and gives the valuesx j , aj and the output of
j (that it just learned) to S on behalf of the oracle O. At the end, A0 simply
outputs the resulting view of A in the simulation. 11

We notice, however, that the \equivalent" ideal adversary A0 implied by our
de¯nition is much more special than the possible ideal adversary envisagedby
other de¯nitions (e.g., [5]).12

Our Mo di¯cations of the Original SFE Notion of Micali and Roga way.
We contribute a slightly cleaner and more powerful version of the SFE notion
of [15]. Their original original notion was the ¯rst to advocate and highlight the
importance of blending together privacy and correctness,a feature inherited by
all subsequent SFE notions. We actually use a stronger (and more compactly
expressed)such blending by demanding the equality of the joint distributions

10 In fact, this requirement is more or less the SFE de¯nition of [5].
11 The construction of A 0 intuitiv ely explains the de¯nition of e®ective inputs x̂ S and ef-

fective outputs ŷ S of the simulated execution, as they are exactly the inputs/outputs
in the run of A0 in the ideal model.

12 For instance, such A0 is constrained to run A only once and in a black-box manner.
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of \view, inputs and outputs" in the real and in the simulated executions |
a suggestionof [11], which was followed by other SFE notions as well. We also
extend the original SFE notion of [15] to include probabilistic functions.

Sim ulator Complexit y. Becauseweare in an information-theoretic setting, we
certainly do not want to imposeany computational restrictions on the adversary.
However, even though we chose not to do it for simplicit y, we could demand
that the simulator to be e±cient (i.e., polynomial-time in the running time of
the protocol13). Indeed, (1) the natural simulator for the general protocol of
[4] is e±cient, and (2) our parallel-reducibilit y theorems would hold even if we
required simulators to be e±cient.

3 The Notion of Parallel Reducibilit y

First, let us de¯ne the semi-ideal model which generalizesthe real model with
the abilit y to ideally evaluate some functions. More precisely, in addition to
regular rounds (where each player sendsmessagesto other players), the semi-
ideal model allows players to have ideal rounds. In such a round, the players can
simultaneously evaluate several functions g1; : : : ; gk using a trusted third party.
More speci¯cally, at the beginning of this round each player givesthe k-tuple of
his inputs to a trusted party. At the end of the round, each player getsback from
the trusted party the corresponding k-tuple of outputs. (Note, thesek-tuples are
parts of players' tra±c.)

Our de¯nition of security of a protocol F in the semi-idealmodel is the same
as that of a real model protocol with the following addition:

² The simulator S has to simulate all the ideal rounds as well, since they are
part of what the adversary A expects. S has to do this using no special \ g-
oracle". In other words, given the g-inputs of corrupted players in an ideal
round, S hasto generatethe corresponding outputs of corrupted playersand
give them back to A. Also, when A corrupts a player j , S has to produce
on its own the g-inputs/outputs of player j during all the ideal rounds that
happenedso far (as theseare parts of j 's tra±c, and therefore j 's view).

Let F be a SFE protocol for f in the semi-idealmodel, and let us ¯x our at-
tention on any particular ideal round R that evaluatessomefunctions g1; : : : ; gk .
We say that the ideal round R is order-independent if for any sequential order-
ing ¼of g1; : : : ; gk , semi-idealprotocol F remains secureif we replace the ideal
round R with k ideal rounds evaluating a single gi at a time in the order given
by ¼(we denote this semi-idealprotocol by F ¼).

13 Someother SFE notions (e.g., that of [5]) demand that, for each adversary A, there
is a simulator SA that is e±cient compared to the running time of A. Note that such
a requirement is meaningless in our de¯nition. Indeed, our simulator is universal:
it must reply \prop erly" and \on-line" to the messagesit receives, without any
knowledge of which adversary might have generated them.
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Let G1; : : : ; Gk be SFE protocols for g1; : : : ; gk . We would like to substitute
the ideal calls to the gi 's with the corresponding protocols Gi 's and still get a
secureprotocol for f . As we informally argued before, there are many ways to
substitute (or to interleave) the Gi 's, which is made precise by the following
de¯nition.

De¯nition 4:
² An interleaving of protocolsG1; : : : ; Gk is any scheduleI of their execution.

Namely, a singleround of an interleaving may executein parallel oneround
of oneor more of the Gi 's with the only restriction that the rounds of each
Gi are executedin the sameorder as they are in Gi .

² A synchronous interleaving of protocolsG1; : : : ; Gk with committal rounds
CR1; : : : ; CRk is any interleaving I such that for any 1 · i; ` · k, round
CRi of Gi strictly precedesround CR` + 1 of G` . We call the place after
all the \pre-committal" rounds but beforeall the \p ost-committal" rounds
the synchronization point of I .

² Given an interleaving I of G1; : : : ; Gk , we let F I be a protocol obtained
by substituting the ideal round R with the execution of the protocols
G1; : : : ; Gk in the order speci¯ed by I . The committal round of F I , its
e®ective input and output functions are de¯ned in a straightforward man-
ner from those of F and G1; : : : ; Gk . More speci¯cally, given the tra±c of
player j in F I , we replaceall j 's tra±c inside Gi (if any) with the e®ective
inputs and outputs of player j in Gi , and apply the corresponding e®ective
input/output function of F to the resulting tra±c. We also remark that
when we run Gi , we let the auxiliary input of player j to be its view of the
computation so far.

The fundamental question addressedby parallel reducibilit y is

Assuming F; G1; : : : ; Gk are SFE protocols, under which conditions is F I a
SFE protocol as well?

We highlight two kinds of su±cient conditions: (1) special properties of the
protocol F making F I secureirr espective of I (which will lead us to concurrent
reducibility ), and (2) restrictions on the interleaving I such that mere security
of F and G1; : : : ; Gk is enough(which will lead us to synchronous reducibility ).
The following Main Theorem restatesTheorem 1 and 2 of the intro duction.

Parallel-Reducibilit y Theorem: Considerthe SFE notion of De¯nition 3. Let
F be a semi-idealSFE protocol for f evaluating g1; : : : ; gk in an ideal round R;
let Gi be a SFE protocol for gi ; and let I be an interleaving of G1; : : : ; Gk . Then
F I is a SFE protocol for f if either of the following conditions holds:

1. (Concurren t-Reducibilit y Theorem) Round R is order-independent.
2. (Sync hronous-Reducibilit y Theorem) Interleaving I is synchronous.

As we argued in the intro duction, if we want F I to be securefor all I , round R
must be order-independent. Thus, the modi¯ed de¯nition of Micali and Rogaway
achieves the strongest form of concurrent reducibilit y. On the other, hand, we
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alsoarguedthat if wedo not put any extra conditions on F and G1; : : : ; Gk (aside
from being SFE protocols), not all interleavings I necessarilyresult in a SFE
protocol. In fact, we showed in Lemma 2 that under a \to o liberal" de¯nition of
SFE (which includesall SFE de¯nitions other than Micali-Rogaway), it could be
that no interleaving I will result in a secureprotocol F I . The stringent de¯nition
of Micali-Rogaway (in particular, the existenceof a committal round) not only
shows that such an interleaving must exist, but alsoallowsus to de¯ne a rich class
of interleavings which guarantee the security of F I : the only thing we require
is that all the \pre-committal" rounds precedeall the \p ost-committal" rounds.
In other words, players should ¯rst \declare" all their inputs to gi 's, and only
then proceed with the \actual computation" of any of the gi 's. The intuition
behind this restriction is clear: this is exactly what happens in the semi-ideal
model when the players simultaneously evaluate g1; : : : ; gk in F .

Remark 1: In the parallel-reducibilit y theorem we do not allow the adversary
choosethe interleaving I adaptively in the processof the computation. This is
only donefor simplicit y. For example,synchronousreducibilit y will hold provided
the adversary is restricted to selecta synchronousinterleaving I . And concurrent
reducibilit y holds if the semi-ideal protocol F remains secure if we allow the
semi-idealadversary adaptively order the ideal calls to g1; : : : ; gk .

4 Pro of of the Parallel-Reducibilit y Theorem

For economy and clarit y of presentation, we shall prove both concurrent and
synchronous reducibilit y \as together as possible". Let S be the simulator for
F , let ¼ be the order of committal rounds of the Gi 's in the interleaving I (if
several committal rounds of Gi 's happen in one round, order them arbitrarily),
and let Si be the simulator for Gi . We need to construct the simulator SI for
F I . The proofs for the concurrent and synchronous reducibilit y are going to be
very similar, the main di®erencesbeing the following:

² Concurrent Reducibility . SinceR is an order-independent round of F , the
protocol F ¼ is also secure,i.e. has a simulator S¼. We will useS¼ instead
of S (together with S1 : : : Sk ) in constructing SI . In particular, S¼ will
simulate the ideal call to gi right after the committal round of Gi , which
is exactly the order given by ¼.

² SynchronousReducibility . Here we must useS itself. In particular, at some
point S will have to simulate the simultaneous ideal call to g1; : : : ; gk , and
expects to seeall the inputs of the corrupted players.Sincethe interleaving
I is a synchronous interleaving, it has a synchronization point where all
the e®ective inputs of the corrupted players are de¯ned before any of the
Gi 's went on \with the rest of the computation." It is at this point where
we let S simulate the ideal call, becausewe will be able to provide S with
all the (e®ective) inputs.

To simplify matters, we can assumewithout lossof generality that each round of
I executesone round of a single Gi . Indeed, if we can construct a simulator for
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any such interleaving, we can do it for any interleaving executing in oneround a
round of several Gi 's: arbitrarily split this round into several rounds executing a
singleGi and usethe simulator for this new interleaving to simulate the original
interleaving.14

4.1 The Sim ulator S I

As we will see in Section 4.2, the actual proof will construct SI in k stages,
that is, will construct k simulators S1; : : : ; Sk , where Sk will be SI . However,
we present the ¯nal SI right away becauseit provides a good intuition of why
the proof \goesthrough".

For concreteness,we concentrate on the concurrent reducibilit y case.As one
can expect, SI simply runs S¼ and usesS1; : : : ; Sk to simulate the interleaving
of G1; : : : ; Gk .

² Run S¼ up to round R (can do it since F I and F ¼ are the same up to
round R).

² Tell each Si to corrupt all the players already corrupted by the adversary
(it is irrelevant what we give to Si as their inputs).

² Assume we execute some round of protocol Gi in the interleaving I . SI

then usesSi to producethe neededmessagesfrom good-to-bad playersand
givesback to Si the responseof the adversary.

² Right after the committal round CR i of Gi has been simulated, use the
e®ective input function of Gi and the tra±c of the adversary in the simu-
lation of Gi to determine the e®ective input wi

j of each corrupted player j
to gi .

² We notice that at this stage S¼ is exactly waiting to simulate the ideal
call to gi for the adversary. So SI gives S¼ the e®ective inputs wi

j as the
adversary's inputs to gi , and learnsfrom S¼ the output zi

j of each corrupted
player j .

² We notice that after round CR i has been simulated, the simulator Si ex-
pects to seethe outputs of all the corrupted players from the gi -oracle that
doesnot exist in our simulation. Instead, we give Si the valueszi

j that we
just learned from S¼.

² We keeprunning the above simulation up to the end of the interleaving I .
We note that at this stage S¼ has just ¯nished simulating the ideal calls
to all the gi 's, and waits to keepthe simulation of F ¼ starting from round
R + 1. And we just let S¼ do it intil the end of F I (we can do it sinceF I

and F ¼ are the sameagain from this stage).
² It remains to describe how SI handles the corruption requestsof the ad-

versary. This will depend on where in F I the corruption request happens.
But in any caseSI tells S¼ that the adversary asked to corrupt player j
and learns from S¼ the view Vj of j in (the simulation of) F ¼.

14 Here we use the fact that non-corrupted players execute all the G i 's independently
from each other, so the adversary can only bene¯t by executing one round of a single
Gi at a time.
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? If the corruption request happens before round R, simply return Vj

to the adversary.
? Otherwise, the adversary expects to see(possibly partial) transcript

of j inside every Gi , which Vj does not contain. However, Vj still
contains the supposedinputs wi

j of player j to each gi .
? For each i we now ask the simulator Si to corrupt player j in order to

learn its view inside Gi . To answer this request,Si needshelp from the
gi -oracle (that does not exist in our simulation), which SI provides
as follows.

- If the corruption happenedbefore the committal round CR i , Si

only expects to seethe input and the auxiliary input of player j
to gi . We give him wi

j as the actual input and extract from Vj

the view of j prior to round R as j 's auxiliary input.
- If the corruption happened after round CR i ,15 Si also expects

to seethe output zi
j of player j in gi . However, in this casesuch

an output is also contained in Vj , since right after the (already
elapsed) round CRi , we have simulated the ideal call to gi in
F ¼. Thus, zi

j is part of j 's view in F ¼, and as such should be
included by S¼ in Vj .

? We seethat in any of the above two caseswe can provide Si with the
information it expects.Therefore, we get back the view W i

j of j in Gi

so far.
? SI now simply combines Vj with W 1

j ; : : : ; W k
j to get the ¯nal simu-

lated view of j , and givesit back to the adversary (we will argue later
that the security of the Gi 's implies that theseviews \matc h").

We remark that the simulator for synchronous reducibilit y is very similar. We
essentially need to replace S¼ by S and let S simulate the single ideal call to
g1; : : : ; gk at the synchronization point of I , when the tra±c of the adversary
will simultaneously give S the (e®ective) inputs of the corrupted players to all
the gi 's.

4.2 Pro of Outline

While we have already constructed the simulator SI , in the proof we will needto
usethe security of someparticular Gi . Therefore, we will need\to move slowly"
from the assumedsecureprotocol F or F ¼ (evaluating all the g1; : : : ; gk ideally)
to the protocol F I (whose security we need to establish and which runs k real
protocols G1; : : : ; Gk ). Roughly, we need to \eliminate" one ideal call (to some
gi ) at a time, by \replacing" it with the protocol Gi . Using the security of Gi , we

15 This includes the case when the corruption happened \after the end" of G i . We
treat this corruption as having the adversary corrupt player j at the very end of the
computation of Gi . This kind of \p ost-executuion" corruption has caused a lot of
problems preventing someother SFE notions to satisfy reducibilit y. In our situation,
this casepresents no special problems due to the universality of the simulator and
the information-theoretic security.
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will then argue that this \substitution" still leavesthe resulting protocol a SFE
protocol for f . To make the above idea more precise,we needsomenotation. 16

First, from the interleaving I of G1; : : : ; Gk , we de¯ne the \pro jection inter-
leaving" I i (for each i · k). This is the interleaving of the protocols G1; : : : ; Gi

intermixed with the ideal calls to gi +1 ; : : : ; gk . More precisely, we remove from
I the rounds of all G` for ` > i . For concurrent reducibilit y, we add the ideal
calls to g` (for every ` > i ) right after the place where we previously had the
committal round of G` . We notice that this order of the ideal calls is consistent
with the permutation ¼. In particular, we will identify the \base" interleaving
I 0 of g1; : : : ; gk with the permutation ¼. For synchronous reducibilit y, we add
a single ideal call to gi +1 ; : : : ; gk right at the synchronization point of I , and
still call the resulting interleaving I i of G1; : : : ; Gi ; gi +1 ; : : : ; gk a synchronous
interleaving. Notice that I i ¡ 1 is also a \pro jection" of I i .

Slightly abusingthe notation, wenow de¯ne (in a straighforward way) \in ter-
mediate" semi-idealprotocols F i = F I i

, which essentially replacethe ideal calls
to g1; : : : ; gi with G1; : : : ; Gi (but leave the ideal calls to gi +1 ; : : : ; gk ). We note
that F k = F I and F 0 is either F ¼ (the concurrent case)or F (the synchronous
case).We know by the assumption of the theorem that F 0 is secure,and need
to show that F k is secure.Naturally , we show it by induction by showing that
the security of F i ¡ 1 implies that of F i . Not surprisingly, this inductiv e step will
follow from the security of Gi .

To summarize, the only thing we needto establish is the following. Assume
F i ¡ 1 is a SFE protocol for f with the simulator Si ¡ 1. We need to construct a
simulator Si for F i such that for all inputs of the players and for any adversary
A i in F i , we get

History (A i ; F i ) ´ History (A i ; Si ) (2)

We construct Si from Si ¡ 1 and the simulator Si for Gi . Essentially , Si will run
Si ¡ 1 in F i and useSi (together with Si ¡ 1 's simulation of the ideal call to gi ) to
answer the adversary inside the Gi . In the \other direction", given adversary A i

in F i , we de¯ne the adversary A i ¡ 1 in F i ¡ 1. This adversary will run A i in F i ¡ 1,
and will also useSi (together with the ideal call to gi in F i ¡ 1) to interact with
A i inside Gi . Informally , we will say that \ Si = Si ¡ 1 + Si " and \ A i ¡ 1 = A i + Si ".

We observe that the security of F i ¡ 1 implies that

History (A i ¡ 1; F i ¡ 1) ´ History (A i ¡ 1; Si ¡ 1) (3)

which is the sameas

hView(A i ¡ 1; F i ¡ 1); x̂F i ¡ 1
; ŷ F i ¡ 1

i ´ hView(A i ¡ 1; Si ¡ 1); x̂S i ¡ 1
; ŷ S i ¡ 1

i (4)

Now, sinceA i ¡ 1 essentially runs A i in the background, the view of A i ¡ 1 (against
both F i ¡ 1 and Si ¡ 1) will naturally \contain" the view of A i . We denote these

16 Below, we will try to use superscripts when talking about the notions related to
computing f , lik e F i , Si , A i . And we will use subscripts for the notions related to
computing somegi , lik e Gi , Si , A i .
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views by View(A i ; F i ¡ 1 + Si ) and View(A i ; Si ¡ 1 + Si ), and let

History (A i ; F i ¡ 1 + Si )
def= hView(A i ; F i ¡ 1 + Si ); x̂F i ¡ 1

; ŷ F i ¡ 1
i (5)

History (A i ; Si ¡ 1 + Si )
def= hView(A i ; Si ¡ 1 + Si ); x̂S i ¡ 1

; ŷ S i ¡ 1
i (6)

Thus, Equation (3) (i.e., assumedsecurity of F i ¡ 1) implies that

History (A i ; F i ¡ 1 + Si ) ´ History (A i ; Si ¡ 1 + Si ) (7)

However, from the de¯nition of Si = Si ¡ 1 + Si and the de¯nitions of the e®ective
inputs/outputs of F i basedon thoseof F i ¡ 1, it will immediately follow that the
latter distribution is syntactically the sameas History (A i ; Si )! That is,

History (A i ; Si ¡ 1 + Si ) ´ History (A i ; Si ) (8)

Therefore, Equation (7) and Equation (8) imply that what remains to prove in
order to show Equation (2) is that

History (A i ; F i ) ´ History (A i ; F i ¡ 1 + Si ) (9)

We remark that the \environments" F i and F i ¡ 1 + Si are identical except
the former runs the actual protocol Gi , while the latter evaluates gi ideally
and usesthe simulator Si to deal with A i inside Gi . Not surprisingly, the last
equality (whoseveri¯cation is the main technical aspect of the proof) will follow
from the security of Gi . Namely, assumingthat the last equality is false,we will
construct an adversary A i for Gi such that History (A i ; Gi ) 6´ History (A i ; Si ),
a contradiction. Roughly, A i will simulate the whole network of players in F i

(both the adversary A i and the honest players!), except when executing Gi .

This completesa brief outline of the proof. Additional details can be found in [9].

4.3 The De¯nitional Supp ort of Parallel Reducibilit y

Since at least synchronous reducibilit y provably does not hold for other SFE
de¯nitions, one may wonder what speci¯c features of our modi¯ed de¯nition of
[15] are \responsible" for parallel reducibilit y. While such key features can be
properly appreciatedonly from the full proof of the parallel-reducibilit y theorem,
we can already informally highlight two such features on the basisof the above
proof outline.

On-line Sim ulatabilit y. The simulator S not only is universal (i.e., indepen-
dent of the adversary A) and not only interacts with A in a black-box manner,
but must alsointeract with A \on-line". In other words, S runs with A only once:
each time that S sendsa pieceof information to A, this piecebecomespart of
A's ¯nal view. This is in contrast with traditional simulators, which would be
allowed to interact with A arbitrarily many times, to \rewind" A in the middle
of an execution, and to produce any string they want as A's entire view.
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The abilit y to generateA's ¯nal view on-line is probably the most crucial
for achieving any kind of parallel reducibilit y. For example, an adversary A of
the composedprotocol might base it actions in sub-protocol G1 depending on
what it seesin sub-protocol G2 and vice versa. Therefore, the resulting views
of A inside G1 and G2 are very inter-dependent. It thus appearscrucial that, in
order to simulate theseinter-dependent views, the simulator Si for Gi should be
capable of extending A's view inside Gi incrementally \in small pieces" (as it
happenswith A's view in the real execution) that should never \b e taken back".
If, instead, we wereonly guaranteed that the simulator could simulate the entire
(as opposedto \piece-by-piece") view of A in each of the Gi 's separately, there
is no reason to expect that these separate views would be as inter-dependent
as A can make them in the real model. As demonstrated in Section 4.1, on the
other hand, having on-line \one-pass" simulation makes it very easy to de¯ne
the neededon-line simulator for A.

Committal Rounds. Intuitiv ely, the committal round correspondsto the \syn-
chronization point" in the ideal function evaluation: when all the players have
sent their inputs to the trusted party, but have not received their corresponding
outputs yet. Not surprisingly, the notion of the committal round plays such a cru-
cial role in synchronous reducibilit y. In particular, the very existenceof \good"
interleavings (i.e., synchronous interleaving, asstated in Theorem 2) is basedon
the committal rounds. Committal rounds also play a crucial role in Corollary
2. Indeed, the greedyconcurrent execution of all the \pre-committal" rounds of
any number of sub-protocols G1; : : : ; Gk (which takesat most max(R1; : : : ; Rk )
rounds), followed by the greedyconcurrent executionof all the \p ost-committal"
rounds of G1; : : : ; Gk (which also takesat most max(R1; : : : ; Rk ) rounds), yields
a synchronous interleaving of G1; : : : ; Gk with the claimed number of rounds.

The Price of Parallel Reducibilit y. The de¯nitional support of parallel re-
ducibilit y \comes at a price": it rules out somereasonableprotocols from being
called secure.For example,having P1 simply sendx1 to P2 is not a securepro-
tocol (in the senseof [15] and De¯nition 3) for the function g1(x1; ¸; ¸; : : : ; ¸ ) =
(x1; x1; ¸; : : : ; ¸ ) of Example 2. Indeed, assumethe adversary A corrupts player
P2 before the protocol starts and does not corrupt anyone else later on. Then
A will learn x1 in the real execution. Therefore, for the simulator S to match
the view of A, it must also sendx1 to A in round 1. For doing so, S must learn
x1 from its oracle before round 1. Since A does not corrupt player 1, this can
only happen when S learns the output of corrupted player P2 (which is indeed
x1) after the committal round. Unfortunately, the committal round is round 1
itself, becauseonly then doesP1 manifest its input x1 via its own messagetra±c.
Thus, S will learn x1 only after round 1, which is too late.

In sum, a reasonableprotocol for function g1 is excluded by the De¯nition
3 from being secure,but this \price" has a reason:Example 2 proves that such
(individually) reasonableprotocol is not synchronously reducible.

Parallel Reducibilit y in Other Settings. We have examinedthe conceptof
parallel reducibilit y in the information-theoretic setting. In particular, our proof
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of the parallel-reducibilit y theorem strongly usesinformation-theoretic security.
It is a very interesting open question to examine parallel reducibilit y in the
statistical and computational settings.
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