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Abstract.  SecureFunction Evaluation (SFE) proto colsare very hard to
design, and reducibility hasbeenrecognizedasa highly desirable property
of SFE protocols. Informally speaking, reducibilit y (sometimes called
modular composition) is the automatic ability to break up the design
of complex SFE protocols into seweral simpler, individually securecom-
ponernts. Despite much e®ort, only the most basic type of reducibilit y,
saquential reducibility (where only a single sub-protocol can be run at
a time), has been considered and proven to hold for a speci ¢ class of
SFE proto cols. Unfortunately , sequeriial reducibilit y doesnot allow one
to save on the number of rounds (often the most expensive resourcein
a distributed setting), and achieving more general notions is not easy
(indeed, certain SFE notions provably enjoy sequerial reducibilit y, but
fail to enjoy more general ones).

In this paper, for information-theoretic SFE proto cols, we

2 Formalize the notion of parallel reducibility , where sub-protocols can
be run at the sametime;
2 Clarify that there are two distinct forms of parallel reducibilit y:

? Concurrent reducibility , which applies when the order of the sub-
protocol calls is not important (and which reduces the round
complexity dramatically ascomparedto sequerial reducibilit y);
and

? Synchronous reducibility , which applies when the sub-protocols
must be executed simultaneously (and which allows modular
design in settings where sequerial reducibilit y does not even
apply).

2 Show that alarge classof SFE proto cols (i.e., those satisfying a slight
modi cation of the original de nition of Micali and Rogaway [15])
provably enjoy (both forms of) parallel reducibilit y.

1 Intro duction

The objective of this paperis to understand, de ne, and prove the implementabil-
ity of the notion of parallel reducibilit y for information-theoretically securemulti-
party computation. Let us start by discussingthe relevant concepts.
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SFE Proto cols. A securefunction evaluation (SFE) is a communication pro-
tocol enabling a network of players (say, having a speci ed threshold of honest
players) to compute a (probabilistic) function in a way that is as correct and
as private as if an uncorruptable third party had carried out the computation

on the players' behalf. SFE protocols were intro duced by Goldreich, Micali and
Wigderson [13] in a computational setting (where the parties are computation-

ally bounded, but can obsene all comnmunication), and by Ben-Or, Goldwasser
and Wigderson [4] and Chaum, Cr@peau and Damdard [7] in an information-

theoretic setting (where the security is unconditional, and is achieved by means
of private channels). We focus on the latter setting.

SFE De nitions.  Togetherwith better SFE protocols,increasingly precisedef-
initions for information-theoretic SFE have beenproposed;in particular, thoseof
Beaver [2], Goldwasserand Levin [11], Canetti [5], and Micali and Rogaway [15].
At a high-level, these de nitions expressthat whatever an adversary can do in
the real model (i.e., in the running of the actual protocol, whereno trusted party
exists) equalswhat an adversary can do in the ideal model (i.e., when players
give their inputs to the trusted third party, who then computesthe function for
them). This more or lessmeansthat the most harm the adversary cando in the
real model consistsof changing the inputs of the faulty players (but not based
on the inputs of the honest players!), and then running the protocol honestly.

All theseprior de nitions are adequate,in the sensethat they (1) reasonably
capture the desired intuition of SFE, and (2) provide for the existenceof SFE
protocols (in particular, the general protocol of [4] satis es all of them). Were
properties (1) and (2) all one cared about, then the most \lib eral" de nition of
SFE might be preferable,becauseit would allow a greater number of reasonable
protocolsto be called secure.Howewer, if one cared about satisfying additional
properties, such asreducibility (i.e., as discussedbelow, the ability of designing
SFE protocolsin a modular fashion), then more stringent notions of SFE would
be needed.

Reducibilit y and Sequential Reducibilit y. Assumethat we have designed
a SFE protocol, F, for a function f in a so called semi-ideal model, where one

that we have designeda SFE protocol, G;, for ead function g'. The reducibility
property says that, by substituting the ideal calls to the g''s in F with the
corresponding SFE protocols G;'s, we are guaranteed to obtain a SFE protocol
for f in the real model.

Clearly, reducibility is quite a fundamertal and desirable property to have,
becauseit allows oneto break the task of designinga secureprotocol for a com-
plex function into the task of designing secureprotocols for simpler functions.
Reducibility, however, is not trivial to satisfy. After considerablee®ort, only the
the most basic notion of reducibility, segquential reducibility, has been proved

! This meansthat every pair of players has a dedicated channel for communication,
which the adversary can listen to only by corrupting one of the players.
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to hold for some SFE notions: those of [5] and [15]. Informally, sequetial re-
ducibility guaranteesthat substituting the ideal calls to the g''s in F with the
corresponding G;'s yields a SFE protocol for f in the real model only if a single
G; is executed(in its ertirety!) at a time.? Therefore, sequetial reducibility is
not generalenoughto handle protocolslike the expected O(1)-round Byzantine
agreemen protocol of [10] (which relieson the concurrert executionof n? speci ¢
SFE protocols) whosesecurity, up to now, must be proven \from scratch".

1.1 Our Results

In this paper, we put forward the notion of parallel reducibility and shov which
kinds of SFE protocols satisfy it. We actually distinguish two forms of parallel
reducibility:

2 Concurrent reducibility.

canbe executedin any order. The goal of concurrert reducibility isimproving
the round-complexity of modularly designedSFE protocols.

2 Synchonous reducibility.

must be executed\sim ultaneously." The goal of syndronous reducibility is
enlarging the class of modularly designel SFE protocols (while being round-
excient aswell).

Concurren t Reducibilit y. There are many ways to schedulethe execution of

very special and \v ery few," becauseinterleavings may occur at a round-level.
For instance, we could executethe G;'s one round at a time in a round-robin
manner, or we could simultaneously execute,in singleround r, the r-th round (if

relative to somespeci ed goal, meansthat this goal is achieved for all of their
interleavings

Assumenow that a function f is securelyevaluated by a semi-ideal protocol
F which, in a set of contiguous instructions, only makesideal calls to functions

fundamental question arise:

Wil | substituting each g with G; yield a (real-model) SFE
protocol for f in which the G;'s are concurrently executable?

Let us elaborate on this question. Assume,for instance, that F calls g% on inputs
that include an output of g'. Then we clearly cannot hope that the G;'s are

2 This is true even if, within F, one could \ideally evaluate” all or many of the g''s
\in parallel."
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concurrertly executable. Thus, to make senseof the question, all the inputs to
the g''s should be determined beforeany of them is ideally evaluated. Moreover,
even if all the ¢g''s are evaluated on completely unrelated and \indep endert"
inputs, F may be secureonly for some orders of the g''s, but not for others,
which is illustrated by the following example.

Examplel: Let f bethe coin-°ipping function (that takesno inputs and outputs
a joint random bit), let g' be the coin-°ipping function as well, and let g? be
the majority function on n bits. Let now F be the following semi-idealprotocol.
Each player P; locally °ips a random bit b . Then the players \concurrently"

common output of F is r © c. We claim that F is secureif we rst call g? (the
majority) and then g' (the coin-°ip), but insecureif we do it the other way
around. Indeed, irrespective of which ¢ we get in the rst ordering, sincer is
random (and independert of ¢), then sois r © ¢c. On the other hand, assumewe
“rst learn the random bit r and assumefaulty players want to bias the result-
ing coin-°ip towards 0. Then the faulty players pretend that their (supposedly
random) inputs Iy for the majority are all equalto r. Provided there are enough
faulty players, this strategy will bias the outcome c of g? (the majority) towards
r, and thus the output of F towards 0.

Clearly, in the caseof the above example, we cannot hope to execute the
Gj's concurrertly: one of the possibleinterleavings is the one that sequetially
executesthe Gi's in the order that is insecure even in the semi-ideal model.
Thus, the example illustrates that the following condition is necessaryfor the
concurrert execution of the Gj's.

Condition 1: F is securein the semi-idealmodel for any order of the ¢''s.

Is this necessarycondition also su+cient? Of course,the answer also depends
on the type of SFE notion we are using. But, if the answer were YES, then we
would get the \strongest possibleform of concurrert reducibility.” Let us then
be optimistic and put forward the following informal de nition.

De nition  1: We say that a SFE notion satis es concurrent reducibility if,

is (both necessaryand) suxcient for the concurrert execution of the G;'s
inside F (in the real model).

Our optimism is justi ed in view of the following

Theorem 1: A slight modi cation of the SFE notion of Micali and Rog-
away [15] satis es concurrert reducibility.

We note that the SFE notion of Micali and Rogaway is the strictest one proposed
sofar, and that we have beenunable to prove analogoustheoremsfor all other,
more liberal notions of SFE. We conjecture that no such analogoustheorems
exist for those latter notions. In support of our conjecture, we shall point out in
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Section4.3 the strict properties of the de nition of [15]that seemto be essetial
in establishing Theorem 1.

We remark that concurrert reducibility is important becauseit implies sig-
ni cant exciency gains in the round-complexity (often the most expensiwe re-
source)of modularly designedSFE protocols. This is expressedby the following
immediate Corollary of De nition 1.

cols according to a SFE notion satisfying concurrert reducibility. Then,
there is a (real model) SFE implementation of F executing all the Gj's

This number of roundsis the smallestone can hope for, and should be cortrasted
with R; + ¢¢¢+ Ry, the number of rounds required by sequettial reducibility.

Synchronous Reducibilit y. The needto executeseeral protocolsin parallel
doesnot necessarilyarise from exciency considerationsor from the fact that it
is nice not to worry about the order of the execution. A special type of parallel
execution, synchronous execution, is neededfor correctnessitself.

Example2: Let f bethe two-player coin-°ipping function that returns a random
bit to the rst two players, P; and P,, of a possibly larger network. That is,
f(r . i) =06x%,; :0;,), wherex is arandom bit (and , is the empty
string). Considernow the following protocol F: player P; randomly and secretly
selectsa bit x1, player P, randomly and secretly selectsa bit x,, and then P;
and P, \exchange" their selectedbits and both output x = x; © X5.

Clearly, F is a securefunction evaluation of f only if the exchangeof x; and
X2 is\simultaneous", that is, whenewer P; learnsx, only after it declaresx;, and
vice versa. This requiremert can be modeled as the parallel composition of two
sendingprotocols:g(x1;,; ,; t::5,) = (Xu;X4s,; tiop,)and@?(,; Xa; . iiiy,) =
(X2;%2;,; 1213 ,). That is, we can ervisagea semi-idealprotocol in which players
P. and P, locally °ip coinsx; and X», then simultaneously evaluate g* and g2,
and nally exclusive OR their outputs of g* and g?. However, no sequential order
of the ideal calls to g* and g® would result in a securetwo-player coin-°ipping
protocol. This example motivates the introduction of a special type of parallel
composition (for security rather than exciency considerations).

The ability to evaluate se\eral functions synchronouslyis very natural to de-
“ne in the ideal model: the players simultaneously give all their inputs to the
trusted party, who then givesthem all the outputs (i.e., no output is given be-
fore all inputs are preseried). We can also naturally de ne the corresponding
semi-idealmodel, where the players can ideally and simultaneously (i.e., within
a single round) evaluate sewral functions. Assume now that we have a semi-
ideal protocol F for somefunction f which simultaneously evaluates functions

L.::::g¥, and let G; be a secureprotocol for g'. Given an interleaving | of
the G;'s, we let F' denote the (real-model) protocol where we substitute the
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leaved accordingto | . As apparert from Example 2, we cannot hope that every
interleaving 1 will be\good," that is, will yield a SFE protocol F' for f. (For
instance, in the semi-idealcoin-°ipping protocol F of Example 2, no matter how
we design SFE protocols G; and G, for g* and g?, any sequetial interleaving
of G; and G;, yields an insecureprotocol.) Actually, the guaranteed existenceof
even a single good interleaving cannot be taken for granted, therefore:

Can we be guaranteed that there is alwaysan interleaving |

Of course,the answer to the above question should depend on the notion of SFE
we are using. This leadsus to the following informal de nition.

De nition 2. We say that a SFE notion satis es synchronous reducibility

an interleaving | such that F' is a SFE protocol under this notion.

Example 2 not only shows that there are bad interleavings, but also that a
\lib eral" enoughde nition of SFE will not satisfy synchronous reducibility. In
particular,

Lemma 2: The SFE notions of [5,2,11] do not support synchronous re-
ducibilit y.

Indeed, according to the SFE notions of [5,2,11], the protocol G; consisting
of player P; sendingx; to player P, is a secureprotocol for g'. Similarly, the
protocol G, consisting of player P, sendingx; to player P; is a secureprotocol
for g?. Howevwer, there is no interleaving of G; and G, that will result in a secure
coin-°ip. This is becausethe last player to sendits bit (which includesthe case
when the players exchangetheir bits in one round, due to the \rushing" ability
of the adversary; seeSection 2) is completely cortrolling the outcome.

On the positive side, we show?®

Theorem 2: A slight modi cation of the SFE notion of Micali and Rog-
away [15] satis es synchronous reducibilit y.

Theorem 2 actually has quite a constructive form. Namely, the nature of the
de nition in [15] not only guaranteesthat \good" interleavings | always exist,
but also that there are many of them, that they are easyto nd, and that
someof them produce etcient protocols. We summarizethe last property in the
following corollary.

Corollary 2: With respectto a slightly modi ed de nition of SFE of Micali
and Rogaway [15], let F be an ideal protocol for f that simultaneously calls

% As isillustrated in Section 4.3, the above \natural" protocols G; and G, are indeed
insecure according to the de nition of [15].
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In other words, irrespective of the number of sub-protocols, we can synchronously
interleave them using at most twice asmany rounds asthe longestof them takes?*
Let us remark that, unlike Corollary 1 (that simply follows from the de nition

of concurrert reducibility), Corollary 2 crucially dependson the very notion of
[15], asis discussedmore in Section 4.3.

In Sum. We have (1) clari ed the notion of parallel reducibility, (2) distilled
two important °avors of it, (3) modi ed slightly the SFE notion of Micali and
Rogaway, and (4) shawed that there exist SFE notions (e.g., the modi ed notion
of [15]) as well as general SFE protocols (e.g., the one of [4]) that satisfy (both
forms of) parallel reducibilit y.

Enjoying (both forms of) parallel reducibility do not necessarilyimply that
the de nition of [15] is \preferable" to others. If the protocol one is designing
is simple enoughor is unlikely to be composedin parallel with other protocols,
other de nitions are equally adequate (and may actually be simpler to use).
However, understanding which SFE notions enjoy parallel reducibility is crucial
in order to simplify the complextask of designingsecurecomputation protocols.

2 The (Mo died) Micali-Roga way De nition of SFE
Consider a probabilistic function f (x;r) = (fo(x;r);:::;fn(X;1)) (Where x =

against any adversary A that is allowed to corrupt in a dynamic fashionup to t
(out of n) players®

2.1 Proto cols and Adv ersaries

Proto col: An n-party protocol F is a tuple (If; LR;CR;1;0;f;t) where

2 F is acollection of n interactive probabilistic Turing machinesthat interact
in synchronous rounds.

2 LR | the last round of F (a "xed integer, for simplicity).

2 CR| the committal round (a xed integer, for simplicity).

2 1 | the e®etive-input function, a function from strings to strings.

2 0| the e®etive-output function, a function from strings to strings.

2 f | aprobabilistic function (which F is supposedto compute).

2 t| apositiveinteger lessthan n (a bound on the number of players that
may be corrupted).

4 We note that the factor of 2 is typically too pessimistic. As it will be clear from the
precise statement of synchronous reducibilit y in Section 3, natural protocols G; (like
the onesdesignedusing a general paradigm of [4]) can be synchronously interleaved

5 More generally, one can have an adversary that can corrupt only certain \allo wable"
subsets of players. The collection of these allowable subsetsis usually called the
adversary structure. For simplicity purposesonly, we consider threshold adversary
structures, i.e. the onescontaining all subsets of cardinality t or less. We call any
such adversary t-restricted.
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Adv ersary: An adversaryA is a probabilistic algorithm.

Executing F and A: Adversary A interacts with protocol F as a traditional
adaptive adversary in the rushing model. Roughly, this is explained below.

The execution of F with an adversary A proceedsas follows. Initially , eat
player j has an input x; (for f) and an auxiliary input &, while A has an
auxiliary input ®. (Auxiliary inputs represen any a-priori information known
to the corresponding party like the history of previous protocol executions. An
honestplayer j shouldignore &, but g might be useful later to the adversary,)
At any point during the execution of F, A is allowed to corrupt someplayer j
(as long as A corrupts no more than t players overall). By doing so, A learns
the ertire view of j (i.e., xj, &, j's random tape, and all the messagesen and
received by j) up to this point input. From now on, A can completely cortrol
the behavior of j and thus make ] deviate from F in any malicious way. At the
beginning of eac round, A rst learnsall the messagesert from currently good
players to the corrupted ones® Then A can adaptively corrupt seweral players,
and only then doeshe sendthe message$rom bad playersto good ones.Without
loss of generality, A never sendsa messagefrom a bad player to another bad
player.

At the end of F, the view of A, denotedView (A; F) consistsof ®, A's random
coins and the views of all the corrupted players. The tratc of a playerj up to
round R consistsof all the messageseceived and sert by j up to round R. Such
traxc is denotedtratc ; (R) (or by tratc  (R; F[A]) whenewr we wish to stress
the protocol and the adversary executing with it).

E®ectiv e Inputs and Outputs of a Real Execution: In an execution of
F with A, the e®etive input of playerj (whether good or bad), denoted kjF, is
determined at the committal round CR by evaluating the e®ectie-input function
| onj's tratc at round CR: kjF = | (traxc j (CR; F[A])). The e®etive output
of player j, denoted 9jF , Is determined from j's tratc at the last round LR via
the e®ective output function O: g = O(tratc j (LR;F[A])). Note that, for now,
the e®ective inputs *F and outputs 9" are unrelated to computing f .

History of a Real Execution: We let the history of a real execution, denoted
History (A; F), to be hiew(A; F); ®F; ¢Fi. Intuitiv ely, the history cortains all
the relevant information of what happenedwhen A attacked the protocol F: the
view of A, i.e. what he\learned", and the e®ecti\e inputs and outputs of all the
players.

2.2 Simulators and Adv ersaries

Simulator: A simulator is a probabilistic, oracle-calling, algorithm S.

5 We can even let the adversary schedule the delivery of good-to-bad messagesand let
him adaptively corrupt a new player in the middle of this process.For simplicity, we
stick to our version.
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Executing S with A: Let A be an adversary for a protocol F for function
f. In an execution of S with A, there are no real players and there is no real
network. Instead, S interacts with A in a round-by-round fashion, playing the
role of all currently good players in an execution of A with the real network,
i.e.: (1) (makesup and) sendsto A a view of a player j immediately after A
corrupts j, (2) sendsto A the messagef currently good players to currently
bad players’ and (3) receivesthe messagesert by A (on behalf of the corrupted
players) to currently good players.In performing thesetasks, S makesuseof the
following oracle O(x; a)®:

2 Before CR. When a playerj is corrupted by A beforethe committal round,
O immediately sendsS the input valuesx; and & . In particular, S uses
thesevaluesin making up the view of j .

2 At CR. At the end of the committal round CR, S sendsO the value
kjs = | (tratc j (CR)) for eadh corrupted playerj.° In response,O randomly
selectsa string r, setskjS = x; for all currently good players j, computes
$° = f(#%;r), and for eat corrupted player j sendsy® bac to S.

2 After CR. When a playerj is corrupted by A after the committal round, O
immediately sendsS the input valuesx; and &, aswell asthe computed
value 9]-5. In particular, S usesthesevaluesin making up the view of j.

We denote by View(A; S) the view of A when interacting with S (using O).

E®ectiv e Inputs and Outputs of a Simulated Execution: Consider an
execution of S (using oracle O(x;a)) with an adversary A. Then, the e®ectiwe
inputs of this execution consist of the above de ned values xS. Namely, if a
player j is corrupted before the committal round CR, then its e®ectiwe input
is kjs = | (traxc ; (CR; S[A])); otherwise (j is never corrupted, or is corrupted
after the committal round) its e®ectiwe input is kjs = Xj. The e®ecti\e outputs
are the valuesy®S de ned above. Namely, §S = f (8S;r), wherer is the random
string chosenby O right after the committal round.

History of a Simulated Execution: We let the history of a simulated execu-
tion, denotedHistory (A; S), to be iew (A; S); ®S; ¢Si. Intuitiv ely, the history
contains all the relevant information of what happenedwhen A was communi-
cating with S (and O): the view of A, i.e. what he \learned", and the e®ectiwe
inputs and outputs of all the players.

" Notice that S does not (and cannot) produce the messagesfrom good players to
good players.

8 Such oracleis meart to represert the trusted party in an ideal evaluation of f . Given
this oracle, S's goal is making A believe that it is executing F in a real network in
which the players have inputs x and auxiliary inputs a.

® Here trazc ; (R) = trazc ; (R; S[A]) of a corrupted player j denoteswhat A \thinks"
the tratc of j after round R is.
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2.3 Secure Computation

De nition  3: An n-party protocol F is a SFE protocol for a probabilistic n-
input/ n-output function f (x;r), if there exists a simulator S such that for any

with someauxiliary input ®, the histories of the real and the simulated executions
are identically distributed:

History (A; F) ~ History (A; S) Q)

Equivalertly, Wiew(A; F); ®F; 9Fi ~ hiew(A; S); &S; ¢Si.

2.4 Remarks

Let us provide a minimal discussionof the above de nition of SFE.

Simulators and Oracles vs. Ideal Adv ersaries. A standard bendmark
in determining if a SFE notion is \reasonable" is the fact that for every real
adversary A there exists an \ideal adversary" A°that can produce (in the ideal
model with the trusted party) the sameview as A got from the real network.1°
We argue that the existenceof a simulator S in De nition 3 indeed implies the
existenceof such an adversary A% A°simply runs A againstthe simulator S. If A
corrupts a player j beforethe committal round, A° corrupts j in the ideal model,
and givesthe valuesx; and a; (that it just learned)to S on behalf of the oracleO.
Right after the committal round of F hasbeensimulated by S, A° computesfrom
the tratc of A the e®ectie inputs kjs of currently corrupted players j, hands
them to the trusted party, and returns the outputs of the corrupted players to
S on behalf of O. Finally, if A corrupts a player j after the committal round,
A°corrupts j in the ideal model, and givesthe valuesx;, a and the output of
j (that it just learned) to S on behalf of the oracle O. At the end, A° simply
outputs the resulting view of A in the simulation. !

We notice, however, that the \equivalent" ideal adversary A°implied by our
de nition is much more special than the possibleideal adversary envisaged by
other de nitions (e.g., [5]).%?

Our Mo dications of the Original SFE Notion of Micali and Rogaway.
We cortribute a slightly cleanerand more powerful version of the SFE notion
of [15]. Their original original notion wasthe rst to advocate and highlight the
importance of blending together privacy and correctness,a feature inherited by
all subsequeh SFE notions. We actually use a stronger (and more compactly
expressed)such blending by demanding the equality of the joint distributions

0 n fact, this requirement is more or lessthe SFE denition of [5].

11 The construction of A%intuitiv ely explains the de nition of e®ectiveinputs *5 and ef-
fective outputs $° of the simulated execution, asthey are exactly the inputs/outputs
in the run of A%in the ideal model.

12 For instance, such A®is constrained to run A only onceand in a black-box manner.
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of \view, inputs and outputs" in the real and in the simulated executions |
a suggestionof [11], which was followed by other SFE notions as well. We also
extend the original SFE notion of [15] to include prokabilistic functions.

Simulator Complexit y. Becausewe arein aninformation-theoretic setting, we
certainly do not want to imposeany computational restrictions on the adversary.
Howewer, even though we chosenot to do it for simplicity, we could demand
that the simulator to be excient (i.e., polynomial-time in the running time of
the protocol*®). Indeed, (1) the natural simulator for the general protocol of
[4] is excient, and (2) our parallel-reducibility theoremswould hold even if we
required simulators to be excient.

3 The Notion of Parallel Reducibilit y

First, let us de ne the semi-ideal model which generalizesthe real model with
the ability to ideally evaluate some functions. More precisely in addition to
regular rounds (where ead player sendsmessagedo other players), the semi-
ideal model allows playersto have ideal rounds In sudc a round, the playerscan

More speci cally, at the beginning of this round ead player givesthe k-tuple of
his inputs to atrusted party. At the end of the round, eat player getsbadk from
the trusted party the corresponding k-tuple of outputs. (Note, thesek-tuples are
parts of players' tratc.)

Our de nition of security of a protocol F in the semi-idealmodel is the same
asthat of a real model protocol with the following addition:

2 The simulator S hasto simulate all the ideal rounds as well, sincethey are
part of what the adversary A expects. S hasto do this using no special \ g-
oracle". In other words, given the g-inputs of corrupted players in an ideal
round, S hasto generatethe corresponding outputs of corrupted playersand
give them badk to A. Also, when A corrupts a player j, S hasto produce
on its own the g-inputs/outputs of player j during all the ideal rounds that
happenedsofar (as theseare parts of j's tratc, and thereforej's view).

Let F be a SFE protocol for f in the semi-idealmodel, and let us x our at-

round R with k ideal rounds evaluating a singleg' at a time in the order given
by ¥4 (we denote this semi-ideal protocol by F ).

13 Someother SFE notions (e.g., that of [5]) demand that, for eac adversary A, there
is a simulator Sa that is excient comparedto the running time of A. Note that such
a requirement is meaninglessin our de nition. Indeed, our simulator is universal:
it must reply \prop erly" and \on-line" to the messagesit receives, without any
knowledge of which adversary might have generated them.



86

the ideal calls to the g''s with the corresponding protocols G;'s and still get a
secureprotocol for f. As we informally argued before, there are many ways to
substitute (or to interleave) the G;'s, which is made precise by the following
de nition.

De nition 4:

Namely, a singleround of an interleaving may executein parallel oneround
of one or more of the G;'s with the only restriction that the rounds of each
G;j are executedin the sameorder asthey are in G;.

CRjy;:::;CRy is any interleaving | such that for any 1 - i;" - k, round
CR; of G; strictly precedesround CR- + 1 of G-. We call the place after
all the \pre-committal" rounds but beforeall the \p ost-committal" rounds
the synchmonization point of I .

playerj in F', wereplaceall j's traxc inside G; (if any) with the e®etive
inputs and outputs of player j in G;, and apply the correspnding e®ective
input/output  function of F to the resulting tratc. We also remark that
when we run G;j, we let the auxiliary input of player j to beits view of the
computation so far.

The fundamental question addressedby parallel reducibility is

SFE protocol as well?

We highlight two kinds of sutcient conditions: (1) special properties of the
protocol F making F' secureirr esgctive of | (which will lead us to concurrent
reducibility), and (2) restrictions on the interleaving | such that mere security

The following Main Theorem restates Theorem 1 and 2 of the introduction.

Parallel-Reducibilit y Theorem: Considerthe SFE notion of De nition 3. Let

F' is a SFE protocol for f if either of the following conditions holds:

1. (Concurren t-Reducibilit y Theorem) Round R is order-independert.
2. (Sync hronous-Reducibilit y Theorem) Interleaving | is syndironous.

As we arguedin the introduction, if we want F' to be securefor all I, round R
must be order-independert. Thus, the modi ed de nition of Micali and Rogaway
achieves the strongest form of concurrent reducibility. On the other, hand, we
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from being SFE protocols), not all interleavings | necessarilyresult in a SFE
protocol. In fact, we showved in Lemma 2 that under a \to o liberal" de nition of
SFE (which includesall SFE de nitions other than Micali-Rogaway), it could be
that no interleaving | will result in a secureprotocol F'. The stringent de nition

of Micali-Rogaway (in particular, the existenceof a committal round) not only
shawsthat such aninterleaving must exist, but alsoallows usto de ne arich class
of interleavings which guarartee the security of F': the only thing we require
is that all the \pre-committal" rounds precedeall the \p ost-committal® rounds.
In other words, players should st \declare" all their inputs to g''s, and only
then proceedwith the \actual computation” of any of the g''s. The intuition

behind this restriction is clear: this is exactly what happensin the semi-ideal

Remark 1: In the parallel-reducibility theorem we do not allow the adversary
choosethe interleaving | adaptively in the processof the computation. This is
only donefor simplicity. For example,synchronousreducibility will hold provided
the adversaryis restricted to selecta synchronousinterleaving | . And concurrert
reducibility holds if the semi-ideal protocol F remains secureif we allow the

4 Pro of of the Parallel-Reducibilit y Theorem

For econony and clarity of preseration, we shall prove both concurrert and
syndhronous reducibility \as together as possible”. Let S be the simulator for
F, let Yabe the order of committal rounds of the G;'s in the interleaving | (if
seweral committal rounds of G;'s happen in one round, order them arbitrarily),

and let S; be the simulator for G;. We needto construct the simulator S' for
F'. The proofs for the concurrert and synchronous reducibility are going to be
very similar, the main di®erenceseing the following:

2 Concurrent Reducibility. SinceR is an order-independert round of F, the
protocol F* is also secure,i.e. has a simulator S”. We will use S” instead
of S (together with S;:::Sy) in constructing S'. In particular, S* will
simulate the ideal call to g right after the committal round of G;, which
is exactly the order given by %

2 Synchronous Reducibility . Here we must useS itself. In particular, at some

expectsto seeall the inputs of the corrupted players. Sincethe interleaving
| is a synchronous interleaving, it has a syncironization point where all
the e®ective inputs of the corrupted players are de ned before any of the
Gi's went on \with the rest of the computation." It is at this point where
we let S simulate the ideal call, becausewe will be able to provide S with
all the (e®ectiwe) inputs.

To simplify matters, we can assumewithout lossof generality that ead round of
| executesone round of a single G;. Indeed, if we can construct a simulator for
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any sud interleaving, we cando it for any interleaving executingin oneround a
round of seweral G;'s: arbitrarily split this round into se\eral rounds executing a
single G; and usethe simulator for this new interleaving to simulate the original
interleaving.'#

4.1 The Simulator S'
As we will seein Section 4.2, the actual proof will construct S' in k stages,
we presert the nal S' right away becauseit provides a good intuition of why

the proof \go esthrough”.
For concretenesswe concerirate on the concurrert reducibility case.As one

can expect, S' simply runs S” and usesS;;:::; S¢ to simulate the interleaving
of Gq;::1; Gk.

2 Run S” up to round R (can do it since F' and F* are the sameup to
round R).

2 Tell eath S; to corrupt all the players already corrupted by the adversary
(it is irrelevant what we give to S; astheir inputs).

2 Assume we execute someround of protocol G; in the interleaving |. S'
then usesS; to producethe neededmessage$rom good-to-bad playersand
givesbad to S; the responseof the adversary.

2 Right after the committal round CR; of G; has been simulated, use the
e®etive input function of G; and the tratc of the adversary in the simu-
lation of G; to determine the e®ectiwe input W]-i of eadh corrupted player j
tog.

2 We notice that at this stage S” is exactly waiting to simulate the ideal
call to ¢ for the adversary. SoS' gives S the e®ectie inputs w| asthe
adversary'sinputs to ¢, and learnsfrom S* the output zJ-i of each corrupted
player j.

2 We notice that after round CR; has beensimulated, the simulator S; ex-
pectsto seethe outputs of all the corrupted playersfrom the g'-oraclethat
doesnot exist in our simulation. Instead, we give S; the valuesz]-i that we
just learned from S*.

2 We keeprunning the above simulation up to the end of the interleaving | .
We note that at this stage S* has just nished simulating the ideal calls
to all the ¢g''s, and waits to keepthe simulation of F * starting from round
R+ 1. And we just let S* do it intil the end of F' (we cando it sinceF!
and F” are the sameagain from this stage).

2 |t remainsto describe how S' handlesthe corruption requestsof the ad-
versary. This will depend on wherein F' the corruption requesthappens.
But in any caseS' tells S” that the adversary asked to corrupt player |
and learns from S* the view V; of j in (the simulation of) F*.

1 Here we use the fact that non-corrupted players execute all the G;'s independertly
from ead other, sothe adversary can only benet by executing one round of a single
G at atime.
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? If the corruption request happens before round R, simply return V;
to the adversary.

? Otherwise, the adversary expects to see(possibly partial) transcript
of j inside every G;, which V; does not cortain. However, V; still
cortains the supposedinputs w! of player j to eat g'.

? For eadh i we now askthe simulator S; to corrupt playerj in order to
learnits view inside G;. To answer this request,S; needshelp from the
g -oracle (that doesnot exist in our simulation), which S' provides
as follows.

- If the corruption happenedbeforethe committal round CR;, S
only expectsto seethe input and the auxiliary input of player j
to g'. We give him w! asthe actual input and extract from V;
the view of j prior to round R asj's auxiliary input.

- If the corruption happened after round CR;,'®> S; also expects
to seethe output zji of player j in g'. However, in this casesuch
an output is also cortained in V;, sinceright after the (already
elapsed) round CR;, we have simulated the ideal call to ¢' in
F*. Thus, Z| is part of j's view in F”, and as such should be
included by S*in V.

? We seethat in any of the above two caseswe can provide S; with the
information it expects. Therefore, we get bac the view WJ-i ofj in G;
sofar.

lated view of j , and givesit badk to the adversary (we will arguelater
that the security of the G;'s implies that theseviews \matc h").

We remark that the simulator for syndronous reducibility is very similar. We
essetially needto replace S by S and let S simulate the single ideal call to

will simultaneously give S the (e®ectiwe) inputs of the corrupted players to all
the g''s.

4.2 Pro of Outline

While we have already constructed the simulator S', in the proof we will needto
usethe security of someparticular G;. Therefore, we will need\to move slowly”

g') at atime, by \replacing" it with the protocol G;. Using the security of G;, we

15 This includes the casewhen the corruption happened \after the end" of G;. We
treat this corruption as having the adversary corrupt player j at the very end of the
computation of G;. This kind of \p ost-executuion" corruption has causeda lot of
problems preventing someother SFE notions to satisfy reducibilit y. In our situation,
this casepreserts no special problems due to the universality of the simulator and
the information-theoretic security.
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will then arguethat this \substitution" still leavesthe resulting protocol a SFE
protocol for f . To make the above idea more precise,we need somenotation. 16

First, from the interleaving | of Gy;:::; Gk, we de ne the \pro jection inter-
leaving" 1' (for each i - k). This is the interleaving of the protocols Gy;:::; G
intermixed with the ideal callsto g'*';:::;g*. More precisely we remove from

| the rounds of all G- for = > i. For concurrert reducibility, we add the ideal
callsto g (for every * > i) right after the place where we previously had the
committal round of G-. We notice that this order of the ideal calls is consisten
with the permutation ¥ In particular, we will identify the \base" interleaving

interleaving. Notice that 1'i ! is also a \pro jection" of | .

Slightly abusingthe notation, we now de ne (in a straighforward way) \in ter-
mediate" semi-idealprotocols F' = F'!', which essetially replacethe ideal calls
to gt;:::;d with Gi;:::;G; (but leave the ideal callsto g'*';:::;gX). We note
that FK = F' and FO is either F* (the concurrert case)or F (the synchronous
case).We know by the assumption of the theorem that F© is secure,and need
to shawv that FX is secure.Naturally, we shaw it by induction by shawing that
the security of F'i 1 implies that of F'. Not surprisingly, this inductiv e step will
follow from the security of G;j.

To summarize, the only thing we needto establishis the following. Assume
Fii 1 is a SFE protocol for f with the simulator S'i 1. We needto construct a
simulator S' for F' such that for all inputs of the players and for any adversary
Al in F', we get o o

History (A';F') © History (A';S'") 2
We construct S' from S'i 1 and the simulator S; for G;. Esserially, S' will run
S'i Yin F' and useS; (together with S'i 1's simulation of the ideal call to g') to
answer the adversary inside the G;. In the \other direction”, given adversary Al
in F', we dene the adversary A'i 1 in Fii 1, This adversarywill run A’ in Fi 1,
and will alsouseS; (together with the ideal call to g in F'i 1) to interact with
Al inside G;. Informally, we will say that \S' = S'i 1+ §;" and\A'i 1 = AT+ ;"

We obsene that the security of F'i * implies that
History (A"l ;F'i 1) * History (Ali *; S'i 1) (3)
which is the sameas
Wview(All 1 F1 1) 2F7 5 9F " Riew (Al 1S 1) 28T 98T (g)

Now, sinceA'i ! essetially runs A’ in the badkground, the view of A'i * (against
both F'i * and S'i 1) will naturally \contain" the view of Al. We denote these

18 Below, we will try to use superscripts when talking about the notions related to
computing f, like F', S', A'. And we will use subscripts for the notions related to
computing somed', like Gi, Si, A;.
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views by View(A';Fii 1 + S;) and View(A'; S'i 1 + S;), and let

i1 ijp 1.

History (A" F'i 1+ §) € hiew(A;Fli 1+ §); #F' 1 ¢9F ' i (5)
History (A': S 1+ S) € hiew(A;S'i 1+ g); &S " 98" (6)

Thus, Equation (3) (i.e., assumedsecurity of F'i 1) implies that
History (A"; F'i 1 + ;) History (A";S'i 1 + ) (7)

Howevwer, from the de_nition of St = Sl 1A+ S; and the de nitions of the e®ectie
inputs/outputs of F' basedon thoseof F'i 1, it will immediately follow that the
latter distribution is syntactically the sameas History (A'; S')! That is,

History (A';S'i 1 + S;) © History (A'; S') (8)

Therefore, Equation (7) and Equation (8) imply that what remainsto prove in
order to shav Equation (2) is that

History (A"; F') ~ History (A"; F'i 1 + §)) (9)

We remark that the \environments" F' and F'i 1 + S; are identical except
the former runs the actual protocol G;, while the latter evaluates g ideally
and usesthe simulator S; to deal with A inside G;. Not surprisingly, the last
equality (whoseveri cation is the main technical aspect of the proof) will follow
from the security of Gj. Namely, assumingthat the last equality is false, we will
construct an adversary A; for G; suc that History (A;; G;j) 6  History (Ai;Si),
a cortradiction. Roughly, A; will simulate the whole network of playersin F'
(both the adversary A' and the honest players!), except when executing G;.

This completesa brief outline of the proof. Additional details canbe found in [9].

4.3 The De nitional Support of Parallel Reducibilit y

Since at least syndhronous reducibility provably does not hold for other SFE
de nitions, one may wonder what speci ¢ features of our modi ed de nition of
[15] are \responsible" for parallel reducibility. While such key features can be
properly appreciatedonly from the full proof of the parallel-reducibility theorem,
we can already informally highlight two such features on the basis of the above
proof outline.

On-line Simulatabilit y. The simulator S not only is universal (i.e., indepen-
dent of the adversary A) and not only interacts with A in a black-box manner,
but must alsointeract with A \on-line". In other words, S runs with A only once:
ead time that S sendsa piece of information to A, this piece becomespart of
A's nal view. This is in contrast with traditional simulators, which would be
allowed to interact with A arbitrarily many times, to \rewind" A in the middle
of an execution, and to produce any string they want asA's ertire view.
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The ability to generate A's nal view on-line is probably the most crucial
for adchieving any kind of parallel reducibility. For example, an adversary A of
the composed protocol might baseit actions in sub-protocol G; depending on
what it seesin sub-protocol G, and vice versa. Therefore, the resulting views
of A inside G; and G, are very inter-dependent It thus appearscrucial that, in
order to simulate theseinter-dependert views, the simulator S; for G; should be
capable of extending A's view inside G; incremertally \in small pieces" (as it
happenswith A's view in the real execution) that should never \b e taken bad".
If, instead, we were only guaranteed that the simulator could simulate the entire
(as opposedto \piece-by-piece") view of A in ead of the G;'s separately there
is no reasonto expect that these separate views would be as inter-dependert
as A can make them in the real model. As demonstratedin Section4.1, on the
other hand, having on-line \one-pass" simulation makesit very easyto de ne
the neededon-line simulator for A.

Committal Rounds. Intuitiv ely, the committal round correspondsto the \syn-
chronization point" in the ideal function evaluation: when all the players have
sert their inputs to the trusted party, but have not received their corresponding
outputs yet. Not surprisingly, the notion of the committal round plays suc a cru-
cial role in synchronous reducibility. In particular, the very existenceof \good"
interleavings (i.e., synchronousinterleaving, asstated in Theorem 2) is basedon
the committal rounds. Committal rounds also play a crucial role in Corollary
2. Indeed, the greedy concurrert execution of all the \pre-committal” rounds of

The Price of Parallel Reducibilit y. The de nitional support of parallel re-
ducibility \comes at a price": it rules out somereasonableprotocols from being
called secure.For example, having P; simply sendx; to P, is not a securepro-
tocol (in the senseof [15] and De nition 3) for the function g*(xy;,; ,; :::;,) =
(X1;X1;,; ::1;, ) of Example 2. Indeed, assumethe adversary A corrupts player
P, before the protocol starts and does not corrupt anyone elselater on. Then
A will learn x; in the real execution. Therefore, for the simulator S to match
the view of A, it must alsosendx; to A in round 1. For doing so, S must learn
x1 from its oracle before round 1. Since A doesnot corrupt player 1, this can
only happen when S learns the output of corrupted player P, (which is indeed
X1) after the committal round. Unfortunately, the committal round is round 1
itself, becauseonly then doesP; manifestits input x; via its own messagérazc.
Thus, S will learn x; only after round 1, which is too late.

In sum, a reasonableprotocol for function g' is excluded by the De nition
3 from being secure,but this \price" hasa reason:Example 2 provesthat such
(individually) reasonableprotocol is not synchronously reducible.

Parallel Reducibilit y in Other Settings. We have examinedthe conceptof
parallel reducibility in the information-theoretic setting. In particular, our proof
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of the parallel-reducibility theorem strongly usesinformation-theoretic security.
It is a very interesting open question to examine parallel reducibility in the
statistical and computational settings.
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