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Abstract. Code-based cryptography has a long history but did suffer
from periods of slow development. The field has recently attracted a lot
of attention as one of the major branches of post-quantum cryptography.
However, its subfield of privacy-preserving cryptographic constructions is
still rather underdeveloped, e.g., important building blocks such as zero-
knowledge range proofs and set membership proofs, and even proofs of
knowledge of a hash preimage, have not been known under code-based
assumptions. Moreover, almost no substantial technical development has
been introduced in the last several years.

This work introduces several new code-based privacy-preserving cryp-
tographic constructions that considerably advance the state-of-the-art
in code-based cryptography. Specifically, we present 3 major contribu-
tions, each of which potentially yields various other applications. Our
first contribution is a code-based statistically hiding and computation-
ally binding commitment scheme with companion zero-knowledge (ZK)
argument of knowledge of a valid opening that can be easily extended
to prove that the committed bits satisfy other relations. Our second
contribution is the first code-based zero-knowledge range argument for
committed values, with communication cost logarithmic in the size of
the range. A special feature of our range argument is that, while previ-
ous works on range proofs/arguments (in all branches of cryptography)
only address ranges of non-negative integers, our protocol can handle
stgned fractional numbers, and hence, can potentially find a larger scope
of applications. Our third contribution is the first code-based Merkle-tree
accumulator supported by ZK argument of membership, which has been
known to enable various interesting applications. In particular, it allows
us to obtain the first code-based ring signatures and group signatures
with logarithmic signature sizes.

1 Introduction

Code-based cryptography, pioneered by McEliece [50] in 1978, is the study of
cryptosystems based on conjectured hard problems from coding theory and is
one of the oldest branches of public-key cryptography. The field did suffer from
periods of relatively slow development, but recent years have witnessed its resur-
gence. On the one hand, solutions to important theoretical problems such as con-
structing identity-based encryption [33I14] and obtaining worst-case hardness for



Learning Parity with Noise (LPN) [15] have been introduced. On the other hand,
plausible algorithms for practical applications are being recognized by the com-
munity: with 7 PKE/KEM from codes accepted into the second round of the
NIST Post-Quantum Cryptography Standardization process, the field stands to-
gether with lattice-based cryptography [2] as the two most promising candidates
for post-quantum cryptography. Nevertheless, many interesting questions are
still left open in the scope of code-based cryptography.

A prominent subfield of cryptography research is the designs of advanced
schemes aiming to protect both privacy and security of users, namely, privacy-
preserving cryptographic constructions. The major tools for building those con-
structions are zero-knowledge (ZK) proof [36] and argument [34/17] systems that
allow to prove the truth of a statement while revealing no additional information.
Almost all known zero-knowledge proof/argument systems used in code-based
cryptography follow Stern’s framework [63], in which the main technical idea
is to employ random permutations to prove some specific properties of binary
secret vectors, e.g., the secret vectors have a fixed Hamming weight. Variants
of Stern’s protocol have been employed to design a few privacy-preserving con-
structions, e.g., proofs of plaintext knowledge for code-based encryption [54],
linear-size ring signatures [GI27I52JT6], linear-size and sublinear-size group sig-
natures [31I3], proofs of valid openings for LPN-based computationally hiding
commitments [41] and proofs for general relations [41]. However, this line of re-
search is still rather underdeveloped, since many important building blocks for
privacy-preserving code-based cryptography are still missing, ranging from very
basic ones like proof of knowledge of a hash preimage to advanced ones such
as range proofs and set membership proofs. Even more worrisome is the slow
progress in the field, with almost no substantial technical development being
introduced in the last 6 years. This unsatisfactory state-of-affairs motivates our
work.

OUR REsuLTS. In this work, we introduce several new privacy-preserving con-
structions that we believe will considerably advance the state-of-the-art in code-
based cryptography. Specifically, we provide 3 main contributions, each of which
potentially yields various other applications.

First, we put forward a code-based statistically hiding and computation-
ally binding commitment scheme with companion zero-knowledge argument of
knowledge (ZKAoK) of a valid opening. The commitment scheme is based on
a family of collision-resistant hash functions introduced by Augot, Finiasz and
Sendrier (AFS) [6l7], similar variants of which was recently studied in [4I64UT5].
The design of the scheme is quite standard, in which we plug in a randomness
with sufficient min-entropy and make use of the left-over hash lemma [35]. Our
non-trivial contribution here is a companion ZK argument system that makes the
commitment scheme much more useful for privacy-preserving protocols. In many
advanced protocols, one typically works with different sub-protocols that share
a common secret, and a commitment supported by ZK proofs/arguments can
greatly help in bridging these layers. In the code-based setting, such a commit-
ment was proposed in [41], but it relies on the hardness of the LPN problem and



operates in the computationally-hiding setting. In our setting, to base security
on a variant of the Syndrome Decoding problem, the committed message has to
be non-linearly encoded into a low-weight vector of larger dimension before be-
ing hashed. This makes proving knowledge of a valid opening quite challenging,
since one has to prove that the non-linear encoding process is done correctly. We
overcome this problem by employing a specific permuting technique that works
in the framework of Stern’s protocol [63] and that enables us to keep fine-grained
control on how each bit of the message behaves in the encoding process. The fact
that we can “keep track” of the secret committed bits indeed makes our protocol
composable with other privacy-preserving protocols, where we can additionally
prove that these bits satisfy other relations. In particular, it paves the way for
our next 2 contributions.

Second, we provide zero-knowledge range arguments for signed fractional
numbers committed via our code-based commitment. For £ > 0 and f > 0,
we consider fractional numbers X represented as x¢z;—1...zo®T_1T_2...2_y,
where xy is the sign bit, xy_1,..., 20 are the integer bits, and x_y,...,27_y are
the fractional bits. Our techniques allow to prove in zero-knowledge that a com-
mitted number X satisfies inequalities X <Y or X < Y, where Y is another
signed fractional number (that could be publicly given or be committed). These
techniques directly yield range arguments addressing both public and hidden
ranges with communication cost logarithmic in the sizes of the ranges. This
not only solves an open problem in code-based cryptography but also brings a
novel feature to the topic of range proofs in general. Range proofs, introduced
by Brickell et al. [18], serve as building blocks in various applications, includ-
ing anonymous credentials [22], auctions [4§], e-voting [39] and anonymous e-
cash [20]. Efficient constructions [T9474024126/3746/30] have been proposed in
almost all major branches of cryptography, but up to our knowledge, they only
address non-negative integers. Negative numbers do often appear in our daily
life in the forms of financial loss, bad reputation, medical data, etc., and it would
be desirable to be able to handle them in a privacy-preserving manner. More-
over, these data values could be stored as fractional numbers, e.g., bank account
balances, GPAs and tax records, and hence, a protocol addressing them directly
in such forms would potentially be interesting. This inspires our investigation of
range arguments for signed fractional numbers.

Our third contribution is the first code-based accumulator [9] supported by
ZK arguments of valid accumulated values, which directly imply ZK arguments
of set membership. Accumulators are essential building blocks in numerous au-
thentication mechanisms, including ring and group signatures [29/45l28], anony-
mous credentials [23I211T], e-cash [B], and authenticated data structures [60J59].
Accumulators with companion ZK proofs have been proposed from number-
theoretic assumptions [957], lattice assumptions [45] and from symmetric-key
primitives [28/13], but have not been known in the scope of code-based cryptogra-
phy. Our construction fills in this gap and opens up a wide range of applications
that have not been achieved from code-based assumptions. Our design resembles
Libert et al.’s approach for lattices [45], which relies on Merkle hash trees [53]



and ZKAoK of a tree path from the root to a secret leaf. However, unlike the lat-
tice setting where smallness (and computational hardness) can be defined with
respect to various metrics and the output of each hashing can be easily decom-
posed into binary to serve as the input of the next step, the binary linear code
setting with Hamming metric makes the problem more challenging. At each step,
we have to encode the hash output to a small-weight vector (with respect to its
dimension) before going to the next step, and prove that the whole recursive
process is done correctly. Fortunately, this difficulty can be overcome with our
ZK techniques. As applications, we put forward 2 prominent anonymity-oriented
constructions: ring signature [62] and group signature [25].

Our ring signature scheme is the first one from code-based assumptions
that achieves signature size logarithmic in the cardinality of the ring. Previ-
ous constructions [HI2752/16] all suffer from linear-size signatures. Designing
logarithmic-size ring signatures is generally a hard problem, which usually re-
quires a powerful supporting technique, which is - in this case - an accumulator
that enables logarithmic-size arguments of set membership.

Our group signature scheme is also the first one that produces logarithmic-
size signatures in the scope of code-based cryptography. Compared with previ-
ous works [31I3], our scheme not only has shorter signatures (for large groups),
but also achieve the stronger notion of CCA-anonymity. The scheme is also ap-
pealing in the sense that it is the first time in all branches of cryptography a
CCA-anonymous group signature scheme is achieved before a standard-model
signature compatible with ZK proofs is known. (The latter is traditionally con-
sidered to be a necessary ingredient for building the former in a generic manner.)

OUR TECHNIQUES. Let us first discuss our basic techniques for proving in zero-
knowledge the knowledge of a preimage of a hash, computed via the AFS hash
function Hag : {0,1}% — {0,1}". Let B & Z;wc'k/c, for some constant ¢ di-
viding k. Let RE: {0,1}* — {0,1}?"*/¢ be an encoding function that maps x
to RE(x), defined as follows. First, write x block-wise as x = (x1||... Xz /c),
where x; = (2j1,...,2jc)' for j € [k/c|. Denote by Asc(x;) the binary vec-
tor of dimension 2¢ and Hamming weight 1 whose sole 1 entry is at the ¢;-th
position, for t; = X¢ 27" . x;; € [0,2¢ — 1]. Then RE(x) is defined to be
(Ase(x1)| ... | A2 (Xp/c)), and the hash output is set as u = B - RE(x). Given
(B, u), to prove that we know x such that Ha.g(x) = u, we have to demonstrate
that the encoding RE(-) is done correctly for x. To this end, we introduce the
following permuting technique.

For every vector s = (s1,...,8.) € {0,1}°, define the permutation Es that
transforms vector X = (20.0.....0s--+>Tiy....ivs--->T1.1,...1) € {0,1}%" into vector
Es(x) = (200, 05--->%11,..1), where for each (iy,...,i.) € {0,1}°, we have
Liy,ic = ‘Tgléesl,.“,iceasc'

Note that, for any s, v € {0,1}¢, we have:

X = Age(v) <= E5(x) = Age(vDs). (1)
For t = (t1]|...[[tx/c) € {0,1}" consisting of k/c blocks of length ¢, define
the permutation Ef that transforms vector y = (yil...|lyrs.) € {0,1}2%k/e



consisting of k/c blocks of length 2¢ into vector of the following form Ei(y) =
(Ee, y)II--- | Bx,,,.(¥nse))- Note that, for any t,x € {0,1}*, we have:

y =RE(x) < E(y) =RE(x®t). (2)

In the framework of Stern’s protocol [63], the equivalence in enables us
to prove that y is the correct encoding of x, as follows. The prover samples
uniformly random t and demonstrates to the verifier that the right-hand side
of holds. The verifier is thus convinced that its left-hand side also holds, while
learning no additional information about x, thanks to the “one-time pad” t.
Moreover, this permuting technique allows us to keep control over the bits of x,
in order to prove that they satisfy other relations. To this end, it suffices to use
the same “one-time pad” at other appearances of x.

Our discussed above technique then readily extends to handle the case when
there are two inputs to the hash function, i.e., Hags : {0, 1} x {0,1}F — {0, 1}™.
If we set k sufficiently large so that the leftover hash lemma [35] applies, then
we obtain a statistically hiding commitment scheme that is supported by our
ZK technique. On the other hand, if we set £ = k = n, then we get a function
that compresses two child-inputs of n bits to one parent-output, which is then
can be used to build a Merkle hash tree. Then, by combining the ZK techniques
from [45] and our techniques for proving correctness of re-encoding at each step
in a tree path, we get a Merkle-tree-accumulator supported by logarithmic-size
zero-knowledge arguments.

To build a ring signature, we add one more level of secret under every leaf
in the tree, so that each leaf corresponds to a user’s public key, and define
the signing process as the process of proving knowledge of an extended path
from beneath a leaf up to the root of the tree. Furthermore, as in [45], by
adding a CCA2-secure encryption layer supported by zero-knowledge arguments
of plaintext knowledge, we can build a secure group signature. To this end, we
employ the randomized McEliece scheme [58] and make it CCA2-secure in the
random oracle model via the Naor-Yung transformation [55]. Both our ring and
group signatures feature logarithmic-size signatures, thanks to the tree structure.

Let us next discuss our techniques for handling inequalities among signed
fractional numbers, which lead to our range arguments. Comparing signed frac-
tional numbers in zero-knowledge is highly non-trivial, due to 2 main reasons.
First, unlike for non-negative numbers, the order of (binary) signed numbers is
not lexicographical, e.g., for (¢, f) = (5,2), the number 110110011 is lexicograph-
ically larger than 000011 e 00, yet its decimal value is —9.25, which is smaller
than than the decimal value 3 of the latter. Thus, it is counterintuitive when we
compare them in zero-knowledge. Second, the approach of proving X <Y via
demonstrating the existence of Z > 0 such that X+Z =Y (as used in [46]) is not
easily applicable here, due to the problem of overflows. For instance, the binary
addition (with carries) of 011110 e 11 and 000011 e 00 would yield 100001 e 11,
which is translated into an incorrect expression 30.75 4+ 3 = —30.25. Therefore,
we have to carefully address the complications caused by the signed bits and to
ensure that overflows do not occur.



Our idea is to derive necessary and sufficient conditions for X <Y, in a way
such that these conditions can be correctly and efficiently proved in ZK. Let
(e ..z, =15, 2—¢), (Ye,---+Y0,Y=1,--.,Y—y) be the bits representing X
and Y, respectively. We observe and then formally prove that X <Y if and only
if there exist bits z¢, 20—1,...,20,2—1,- -1 2—f, Co41,Cl,Cl1y-++,C05C1,+,Cft1
satisfying

Coppr=Tf 2y

Ci =Ti—1 %-1 D Yi—1-Ci—1 D Ci—1, Vi€ [—f + 2,0+ 1]
Y- =25 @O 2y

Yyi=r ® zi®e, Vie|[-f+1,/

Y¢e =Ty D Coq1.

This simple-yet-vital result allows us to reduce the inequality relations among
signed fractional numbers to simple relations among bits, which can be effectively
addressed using existing techniques [45/44] for Stern’s protocol.

ORGANIZATION. The rest of the paper is organized as follows. In Section [2] we
recall the background on code-based hash functions, ZK arguments and previous
Stern-like techniques. Our commitment scheme together with our techniques for
proving knowledge of code-based hash preimages and committed values are de-
scribed in Section [3| In Section 4l we present our treatment of signed fractional
numbers and construct ZK range arguments for committed signed fractional
numbers. Our accumulator and its supporting ZK argument of membership are
given in Section [5] Applications of to ring signatures and group signatures are
then discussed in Section [6] Due to space restriction, the descriptions and analy-
ses of our ring and group signature schemes are deferred to the full version [56].

2 Background

2.1 Code-Based Collision-Resistant Hash Functions

This section recalls the family of code-based hash functions proposed by Au-
got, Finiasz and Sendrier (AFS) [6l7], which is based on the hardness of the
2-Regular Null Syndrome Decoding (2-RNSD) problem. We note that the more
recent proposals of code-based hash functions [4J64IT5], although relying on dif-
ferent assumptions, are syntactically similar to the AFS family at a high level.
Working with the AFS family allows us to derive practical parameters, based on
the analyses of [I2/T1]. Let us begin by introducing some supporting notations.

NotaTIiONS. We identify Zy as the set {0,1}. The set {a,...,b} is denoted by
[a, b]. We often write [b] when a = 1. Let @ denote the bit-wise addition operation

modulo 2. If S is a finite set, then « & S means that = is chosen uniformly at
random from S. Throughout this paper, all vectors are column vectors. When
concatenating vectors x € ZJ' and y € Zk, for simplicity, we use the notation
(x|ly) € Z3""* instead of (x'|ly")". Denote B(n,w) to be the set of all binary



vectors of length n with weight w and the symmetric group of all permutations
of n elements to be S,,.

For ¢ € Z™ and for k divisible by ¢, define the following.

— Regular(k, c): the set of all vectors w = (w1 ...[wg/.) € {0,1}2*/¢ con-
sisting of k/c blocks, each of which is an element of Bl.. Here Bi. is the
set that contains all the elements in {0,1}?" with Hamming weight 1. If
w € Regular(k, ¢) for some k, ¢, then we call w a regular word.

— RE: {0,1}* — {0,1}*>"*/¢, a regular encoding function that maps x to RE(x),
defined as follows. Denote x = (x1]|...[|xy/.), where x; = (2j,1,...,%jc) "
for j € [k/c|. Then compute t; = ¢ 2% . z;,;. Denote by Asc(x;) the
element in B3, whose sole 1 entry is at the ¢;-th position for ¢; € [0,2¢ — 1].
RE(x) is then defined to be (Aze(x1)]| ... [|A2:(xk/c)). One can check that
RE(x) € Regular(k, c).

— 2-Regular(k, ¢): the set of all vectors x € {0,1}?"*/¢  such that there ex-
ist regular words v,w € Regular(k,c) satisfying x = v @ w. Note that,
x € 2-Regular(k,c) if and only if x can be written as the concatenation
of k/c blocks of length 2¢, each of which has Hamming weight 0 or 2. If
x € 2-Regular(k, ¢) for some k, ¢, then we call x a 2-regular word.

The 2-RNSD problem. Introduced by Augot, Finiasz and Sendrier [6J7], the
2-RNSD problem asks to find low-weight 2-regular codewords in random binary
linear codes. This problem is closely related to the Small Codeword Problem [49]
and binary Shortest Vector Problem [4], with an additional and strong constraint
that the solution codeword must be 2-regular.

Definition 1. The 2-RNSD,, i, . problem, parameterized by integers n, k, c, is as
follows. Given a uniformly random matriz B € Z3*™, where m = 2° - k/c, find
a non-zero vector z € 2-Regular(k,c) C {0,1}™ such that B -z = 0.

The problem is shown to be NP-complete in the worst case [6]. In practice,
for appropriate choices of n, k, ¢, the best known algorithms require exponential
times in the security parameter. See [11] for a comprehensive discussion of known
attacks and parameter settings.

The AFS hash functions. Let A be the security parameter. The AFS family

of hash functions H,g maps {0,1}* to {0,1}", where n,k = 2()\) and k > n.

Each function in the family is associated with a matrix B & Z;XT'W “, for

some properly chosen constant ¢ dividing k. To compute the hash value of x €
{0,1}*, one encodes it to the corresponding regular word RE(x) € {0,1}2"*/¢
and outputs B - RE(x).

The above hash functions are collision-resistant assuming the hardnes of the
2-RNSD,, . problem. Suppose that the adversary can produce distinct xg,x3
such that B - RE(xg) = B - RE(x;). Let z = RE(x() & RE(x1) # 0 then we
have z € 2-Regular(k,c) and B -z = 0. In other words, z is a solution to the
2-RNSD,, 1 problem associated with matrix B.



In this work, we rely on the above hash function family to develop two tools
for privacy-preserving code-based cryptography: (i) computationally binding and
statistically hiding commitments supporting by ZK arguments of knowledge of
valid openings; (ii) Cryptographic accumulators supporting by ZK arguments of
accumulated values.

2.2 Zero-Knowledge Argument Systems and Stern-like Protocols

We will work with statistical zero-knowledge argument systems, namely, inter-
active protocols where the zero-knowledge property holds against any cheat-
ing verifier, while the soundness property only holds against computationally
bounded cheating provers. More formally, let the set of statements-witnesses
R = {(y,w)} € {0,1}* x {0,1}* be an NP relation. A two-party game (P, V) is
called an interactive argument system for the relation R with soundness error e
if the following conditions hold:

— Completeness. If (y,w) € R then Pr[(P(y,w), V(y)) = 1] = 1.
— Soundness. If (y,w) € R, then ¥ PPT P: Pr[(P(y, w),V(y)) = 1] < e.

An argument system is called statistical zero-knowledge if there exists a PPT
simulator S(y) having oracle access to any V(y) and producing a simulated
transcript that is statistically close to the one of the real interaction between
P(y,w) and V(y). A related notion is argument of knowledge, which requires
the witness-extended emulation property. For protocols consisting of 3 moves
(i.e., commitment-challenge-response), witness-extended emulation is implied by
special soundness [38], where the latter assumes that there exists a PPT extractor
which takes as input a set of valid transcripts w.r.t. all possible values of the
“challenge” to the same “commitment”, and outputs w’ such that (y,w’) € R.

Stern-like protocols. The statistical zero-knowledge arguments of knowledge
presented in this work are Stern-like [63] protocols. In particular, they are X-
protocols in the generalized sense defined in [4TJ10] (where 3 valid transcripts are
needed for extraction, instead of just 2). The basic protocol consists of 3 moves:
commitment, challenge, response. If we employ our first explicit construction
of statistically hiding string commitment from a code-based assumption in the
first move, then one obtains a statistical zero-knowledge argument of knowledge
(ZKAoK) with perfect completeness, constant soundness error 2/3. In many ap-
plications, the protocol is repeated a sufficient number of times to make the
soundness error negligibly small. For instance, to achieve soundness error 2789,
it suffices to repeat the basic protocol 137 times.

An abstraction of Stern’s protocols. We recall an abstraction, adapted
from [43], which captures the sufficient conditions to run a Stern-like protocol.
Looking ahead, this abstraction will be helpful for us in presenting our ZK
argument systems: we will reduce the relations we need to prove to instances
of the abstract protocol, using our specific techniques. We recall an abstraction
proposed in [43]. Let K, L be positive integers, where L > K, and let VALID be a



subset of {0,1}L. Suppose that S is a finite set such that one can associate every
¢ € S with a permutation I'y of L elements, satisfying the following conditions:

3)

w € VALID <= TI,(w) € VALID,
If w € VALID and ¢ is uniform in S, then I'y(w) is uniform in VALID.

We aim to construct a statistical ZKAoK for the following abstract relation:
Rabstract = { (M, V), w € Z5*F x ZK x VALID : M - w = v}.

The conditions in play a crucial role in proving in ZK that w € VALID: To

do so, the prover samples ¢ & S and lets the verifier check that I'y(w) € VALID,
while the latter cannot learn any additional information about w thanks to the
randomness of ¢. Furthermore, to prove in ZK that the linear equation holds,

the prover samples a masking vector r,, & 7% and convinces the verifier instead
that M- (w®r,)=M-r, ®v.

The interaction between prover P and verifier V is described in Figure [I}
The protocol employs a statistically hiding and computationally binding string
commitment scheme COM.

1. Commitment: Prover samples r,, & 7y & S and randomness p1, p2, p3 for
COM. Then he sends CMT = (C1, C2,C3) to the verifier, where

C1 = COM(¢, M - ru;p1), C2=COM(Iy(rw);p2),
Cs = COM(Ly(W @ ryw); p3).

2. Challenge: The verifier sends a challenge Ch & {1,2, 3} to the prover.
3. Response: Depending on Ch, the prover sends RSP computed as follows:

— Ch =1: Let ty = I'y(w), t, = ['4(rw), and RSP = (tw, tr, p2, p3).
— Ch =2: Let ¢2 = ¢, wo = W B ry, and RSP = (2, wa, p1, p3).
— Ch = 3: Let ¢3 = ¢, wg = rw, and RSP = (¢3, w3, p1, p2).

Verification: Receiving RSP, the verifier proceeds as follows:

— Ch = 1: Check that t., € VALID, Cy = COM(t,; p2), Cs = COM(tw, & t,; p3).
- Ch = 2: Check that C1 = COM(¢27 M- W2 B v, pl), C3 = COM(F¢2 (WQ); p3).
— Ch = 3: Check that 01 = C:O'\/l((i)g7 M- W3; pl)7 CQ = COM(Fd,S (Wg); pz).

In each case, the verifier outputs 1 if and only if all the conditions hold.

Fig. 1: Stern-like ZKAoK for the relation Rapgtract-

The properties of the protocols are summarized in Theorem [I} whose proof
can be found in [43] or the full version of the present paper [56].




Theorem 1 ([43]). Assume that COM is a statistically hiding and computa-
tionally binding string commitment scheme. Then, the protocol in Figure[d] is a
statistical ZKAoK with perfect completeness, soundness error 2/3, and commu-
nication cost O(L). In particular:

— There exists a polynomial-time simulator that, on input (M, V), outputs an
accepted transcript statistically close to that produced by the real prover.

— There exists a polynomial-time knowledge extractor that, on input a com-
mitment CMT and 3 valid responses (RSP1, RSPy, RSP3) to all 3 possible
values of the challenge Ch, outputs w' € VALID such that M - w' = v.

2.3 Previous Extending-then-Permuting Techniques

We next recall the extending-then-permuting techniques for proving in Stern’s
framework the knowledge of a single secret bit x and a product of 2 secret bits
x1 - xa, presented in [45] and [44], respectively.

Let @ denote the bit-wise addition operation modulo 2. For any bit b € {0, 1},
denote by b the bit b = b @ 1. Note that, for any b,c € {0,1}, we have b® ¢ =
b®c@1=>bd c. For any bit b, let enc(b) = (b,b) € {0,1}2.

For any bit ¢ € {0,1}, define F,. as the permutation that transforms integer
vector v = (vg,v1) € Z? into vector F.(v) = (v, vz). Namely, if ¢ = 0 then F,
keeps the arrangement the coordinates of v; or swaps them if ¢ = 1. Note that:

v=enc(b) <= F.(v)=-enc(bPc). (4)

The authors of [45] showed that the equivalence is helpful for proving
knowledge of a secret bit x that may appear in several correlated linear equations.
To this end, one extends z to enc(z) € {0,1}?, and permutes the latter using F.,
where ¢ is a uniformly random bit. Then one demonstrates to the verifier that
the permuted vector is enc(x @ ¢), which implies that the original vector enc(x)
is well-formed - which in turn implies knowledge of some bit x. Meanwhile, the
bit ¢ acts as a “one-time pad” that completely hides x.

In [44], Libert et al. proposed a method for proving the well-formedness of
the product of two secret bits z1,x2, based on the following technique.

— For any two bits by, ba, define the vector
ext(b1,ba) = (b1 - bz, by - b, by -ba, by by ) € {0,1}4,

that is an extension of the bit product by - bs.
— For any two bits ¢, c2 € {0, 1}, define T, ., as the permutation that trans-
forms vector v = (vg.0,v0.1,1,0,v1,1) € Z* into vector

_ 4
T61’02 (V) - (vCthvUClyEz’thsz 051,52) EL.

Then, the following equivalence holds. For any bits b1, ba, ¢1, ¢ and any vector
v = (v0,0,v0,1,v1,0,v1,1) € Z*,

vV = ext(bl, bg) <~ Tcl’c2 (V) = ext(b1 @ c1,b D CQ). (5)
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As a result, to prove that a bit has the form z; - £, one can extend it to
vector ext(z1, x2), then permute the latter using T, .,, where c1, ¢ are uniformly
random bits. One then demonstrates to the verifier that the permuted vector is
ext(z1 @ c¢1, 22 @ ). This convinces the verifier that the original vector, i.e.,
ext(xz1,x2), is well-formed, while learning no additional information about
and x5, thanks to the randomness of ¢; and cs.

3 Code-Based Statistically Hiding Commitments With
Companion Zero-Knowledge Protocols

In Section we develop the AFS hash function to obtain a code-based com-
putationally binding and statistically hiding commitment scheme. Then, in Sec-
tion [3:2] we build up our techniques for proving in zero-knowledge the correct
encoding of binary strings into regular words. Relying on these techniques, we
put forward in Section [3.3|a ZKAoK of a valid opening for the given commitment
scheme. This building block will further be used in other advances constructions,
which will be presented later in the paper.

3.1 Our Construction

Given security parameter A, choose n = O(\), k > n + 2\ + O(1). Let the
message space be M = {0,1}%, and let ¢ be a constant dividing L and k. Let
mo =2°-L/c, my =2°-k/cand m = mg + my. Our scheme works as follows.

— KGen: Sample By & Z5*™0, By & Z5*™, and output commitment key
pk =B = [Bo | Bl} S ngm.

— Com: On input a message x € {0,1}* and commitment key pk, sample ran-
domness s < {0,1}*, compute ¢ = By - RE(x) @ By - RE(s) € Z%, and output
commitment ¢ together with opening s. Here, RE(-) is the regular encoding
function from Section 2.1l

— Open: On input commitment key pk, a commitment ¢ € Z, a message x €
{0,1}* and an opening s € {0,1}*, output 1 if ¢ = By - RE(x) ® By - RE(s),
or 0 otherwise.

One can check that the proposed scheme is correct. Let us now prove the
computationally binding and statistically hiding properties.

Lemma 1. The scheme is computationally binding, assuming the hardness of
the 2-RNSD,, 1+ . problem.

Proof. Suppose that the adversary outputs ¢, x,x’,s,s’ such that x # x’ and
c = By - RE(x) ® B; - RE(s) = Bo - RE(x’) @ By - RE(s').

Let z = RE(x) ® RE(x') # 0 and y = RE(s) ® RE(s’). Then By -z+ By -y = 0.
Next, let t = (z|ly) then we have t # 0, t € 2-Regular(L + k,¢) and B-t = 0.
In other words, t is a solution to the 2-RNSD,, .4« . problem associated with
uniformly random matrix B. a
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The statistically hiding property of the scheme is based on the following
leftover hash lemma.

Lemma 2 (Leftover hash lemma, adapted from [35]). Let D be a distribu-
tion over {0, 1}! with min-entropy k. For any e > 0 andn < k—2log(1/¢)—0O(1),
the statistical distance between the joint distribution of (B,B -t), where B &
Z;Xt and t € {0,1}t is drawn from distribution D, and the uniform distribution
over Z5*" x 7% is at most e.

If t is uniformly random over {0, 1}*, then the distribution of RE(t) over {0, 1}™1
has min-entropy exactly k. Since k > n+2A+O(1), the distribution of By -RE(s) is
at most 2~ *-far from the uniform distribution over Z%. Then, for any x € {0, 1},
the distribution of ¢ = By - RE(x) @ By - RE(s) is statistically close to uniform
over Z%. As a result, the scheme is statistically hiding.

Remark 1. As for the lattice-based commitment scheme from [42], we can extend
the message space of our scheme to {0, 1} for arbitrary L = poly()\) using the
Merkle-Damgard technique together with the AFS hash function.

3.2 Techniques for Handling Well-Formed Regular Words

In our ZKAoK of a valid opening for the given commitment scheme, which will
be presented in Section [3.3] as well as in all subsequent argument systems of
this paper, we need a special mechanism allowing to prove the correctness of the
(non-linear) encoding process from v € {0,1}™, for some m € ZT, to regular
word y = RE(v) € Regular(m, ¢), where ¢ divides m. To this end, we introduce
the following notations and techniques.

— Let c € Z*. For every s = (s1,...,5.) € {0,1}¢, define the permutation Fg
that transforms vector X = (0.0, .0s---,Tiy...icr--sT11,..1) € 0,1}
into vector Es(x) = (% s--->211,. 1), Where for each (i1,...,i.) €

c /
{0,1}°, we have z;, 1 i

Note that, for any s,v € {0,1}¢, we have:

c

X = Age(v) <= Es(x) = Age(vDs). (6)
— For t = (t1]]...[[t,/c) € {0,1}" consisting of n/c blocks of length ¢, define
the permutation Ej that transforms vector y = (y1]|. .. |lyn/e) € {0, 1}* /¢

consisting of n/c blocks of length 2¢ into vector of the following form Ef(y) =
(B, (y1)| - - ||Etn/c(yn/c)). Note that, for any t,v € {0,1}", we have:

y =RE(v) < E(y)=RE(v®t) (7)

The equivalence in enables us to prove that y is the correct encoding of
v, as follows. The prover samples uniformly random t and demonstrates to the
verifier that the right-hand side of holds. The verifier is thus convinced that
its left-hand side also holds, while learning no additional information about v,
thanks to the “one-time pad” t.
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3.3 ZKAoK of a Valid Opening

We now describe a ZKAoK of a valid opening for the commitment scheme from
Section Specifically, we consider the relation Reom, defined as:

Reom = {((B = [By | B1],¢),x,s) : By - RE(x) + By - RE(s) = c}.

The protocol is realized based on the permuting technique of Section Let
z = (x| s) € {0,1}*** and Weom = RE(z) € Regular(L+k,c) C {0,1}2"(E+k)/c,
Then the equation By - RE(x) + B; - RE(s) = ¢ can be written as B - weom = €.

Next, define the sets VALIDeom = Regular(L + k,¢) and S = {0,1}+*. For
t = (ti|l...[[tr+r)/c) € S consisting of (L + k)/c blocks of length ¢, it follows
from that we have

Weom = RE(z) <= E{(Weom) = RE(z D t). (8)

Moreover, if t is chosen uniformly at random in S, then E{(Wcom) is uniformly
random in VALIDcom. In other words, the conditions of hold, and relation Rcom
can be reduced to an instance of Rapstract i Section As a result, we can run
the interactive protocol in Figure[l| with public input (B, ¢) and prover’s witness
Weom, and obtain a ZKAoK for Reom.

4 Range Arguments for Signed Fractional Numbers

In this section, we present our techniques for obtaining zero-knowledge argu-
ments that signed fractional numbers, committed via the code-based commit-
ment scheme of Section [3] belong to a (hidden or given) range. We first describe
our method for handling signed fractional numbers and establish the crucial the-
oretical foundations of our range arguments in Section Next, in Section [4.2
we present our protocol for proving in zero-knowledge that two committed signed
fractional numbers XY satisfies the inequality X < Y. In Section we then
discuss how to handily derive various variants of range arguments, based on the
results of Section 1] and

NotAaTIONS. For a,b € Z and ¢ € Q, we let [a,b] denote the set of all integers
between a and b (inclusive), and let ¢ - [a, b] denote the set {c-z | z € [a,b]}.

4.1 A Treatment of Signed Fractional Numbers

We will work with signed fractional numbers represented in fixed-point binary
format. For integers ¢ > 0, f > 0, define the set

Qe fy =271 .[-2tHf o4/ _ 1]
-1

={-2a,+ Z 20 x| (we, xe—1, ..., T0, X1, ..., x_p) € {0, 1} T L
i——f
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Each element X € Q(le f) can be represented as xyz¢—1 ... To®T_1T_2...T_7,

where z, is the sign bit, x¢_1,..., 20 are the integer bits, and x_,,...,z_¢ are
the fractional bits.
The binary vector (z¢,2¢—1,...,%0,7—1,...,2_s) € {0,1}}*+/ representing

X is denoted as sbing ¢(A). For notational convenience, we write A = sbinzjlc (a)
if a = sbing ¢(A). In this way, we have Q(( e f) = {sbinzjlc(a) |a€ {0, 1}/,

We aim to prove in zero-knowledge inequality relations among elements of
Q(l e f), e.g., to prove that X < Y for secret/committed X,Y. As we have
discussed in Section handling inequalities over Q{/e ) is highly non-trivial, due
to 2 main reasons: the existence of the signed bit and the problem of overflows.

Our idea is to derive necessary and sufficient conditions for X < Y, with
X, Y € Qe f), in a way such that these conditions can be correctly and effi-
ciently proved in zero-knowledge. Theorem [2] captures this idea via the existence
of 2(¢ + f + 1) extra bits that are related to the bits representing X and Y via
2(¢+ f) 4+ 3 simple equations modulo 2. This result lays the vital foundation for
the argument system we will construct in Section 4.2

Theorem 2. Let X,Y € Q(leof) and let sbing (X) = (z4,...,%0,2-1,...,2_5),
sbing ¢ (Y) = (ye, .-, Y0, Y=1,-..,Y—5). Then, X <Y if and only if there exist
bits 2g, 24—1, -y 20y 21y -y B—fy Coq1,Cly Cl—1y--1C0,C1,--.,Cefy1 Salisfying

Cofr1 =T f 2y

Ci=Ti—1 %1 B Yi—1-Cim1 D 1, Vie[—f+2,0+1]

Y-y =25 ® 2y (9)
Yyi=x; ® 2, De, Vie[-f+1,{

Yo =g D coy1.

Before proving Theorem [2] we first introduce a few notations, definitions and a
technical lemma.

Additions. To avoid the problem of overflows, we will treat elements of Q(/e f)
as elements of Q((¢+2)e f). If X € Q(le f) with sbing (X)) = (z¢,x¢—1,...,2_)
then we have

-1 =1
A=—2"qp4+ Y 2 m= (=22 42 42 a4 > 20y,
i=—f i=—f

and thus sbingio 1 (X) = (z¢, 20, T4, Tp—1, ..., 7_p) € {0,137,

Now, let X,Z € Q((£+2) e f). The addition of X and Z when executed in a
conventional computer is indeed the addition of two fractional binary numbers
whose decimal encodings are equal to X and Z. Such addition is formally defined
as follows.

Definition 2 (Signed Fractional Additions in Binary). Let X, Z be ele-
ments of Q((€ +2) e f). The sum sbingio ;(X) Heto s sbingro 1(Z) is a vector

14



Y = (Yet+2,Ye+1,---,Y—y) associated with a vector ¢ = (Cot2,Co41y---,C—f+1)
such that

Coppi=Topzog

Ci=Ti—1-Zi—1 D Yim1-Cim1 D i1, Vie[—f+2,4+2]
Y-y =25 ® 2y

Yyi=x; Dz D ¢, Yie[-f+1,0+2].

The above definition is similar to computing sum of two’s complement inte-
gers up to a scaled factor [61, Section 3.2]. Intuitively, Definition 2] can be viewed
as a binary addition of two binary numbers x,y while sequence ¢ plays a role as
a sequence of carries computed in each step (the last carry-out bit is discarded).

Cp42 Co+1 e C1 Co e C_f+1 0

Ty42 Tp4+1 e I Zo . T f41 T_f
+ 2042 2041 S 21 20 ce. Z_fy1 Z_f

Yo4-2 Ye+1 ce Y1 Yo . Y—fe1 Y_y

Itisclearthat y_y=2_; ® z_yand, Vi€ [—f+1,0+2],y, =z, &2 Dy

Regarding computing carries, ¢; = (-1 - zi—1) ® (¢i—1 - (i—1 D 2i—1)), Vi €
[-f+1,£+2] and c_y = 0. It is easy to verify that, Vi € [—f + 1,4+ 2],
€ =Ti—1%Zi-1 D Yi—1-Ci—1 D Ci—1.
Overflows. Note that Q((£+2)e f) =27/ . [-22F+/ 22+4/ 1] For X,Y €
Q((£+2) e f), where X +Y falls out of the range 27/ - [-22H¢+F 22+6+) 1] e,
X+Y <22t or X +Y > 22+ _ 2=/ the addition would yield an overflow.
This phenomenon is formally defined as follows.

Definition 3 (Overflows). Let X,Y € Q(({+2)e f) and let x = sbing;o ;(X),
y = sbingyo ¢(Y). The signed fractional addition x Beio ¢ y is called to cause
an overflow (with respect to £ + 2 and f) if and only if X +Y < —22+¢ or
X +Y >22H 27/

The following lemma implies that, if we are given X, Y € Q(f e f) but we
compute their sum over Q{(¢ + 2) e f), then we can avoid overflows, and hence,
can reliably capture the inequality X <Y via addition.

Lemma 3. Let X,Y € Q(lef) C Q((¢+2)ef) . Then X <Y if and only if Z =
Y—X €277.[0,21 —1] € Q((¢+2)ef) and sbingio (X)) Beyo ¢ sbingis 1(Z)
does not cause an overflow. As a corollary, sbingyo f(X) Heqo,r sbingie f(2) =
sbingyo ¢(Y) and sbingio r(Z) = (0,0, z¢, ze—1,. .., 2—f).

Proof. Assume that X <Y and let Z =Y — X (over Q). Since we have X,Y €
2= f . [—20+F 2t 1], it follows that

Z el 0,20 1] c 27 [LoftBHS 9t2Hf 4] — QU+ 2) e f).

Furthermore, X + Z € 277/ .[-2¢+f 21+6+f 4 ot+f 9] Hence, we have —2/+2 <
X +Z < 2t+2 _2-1 . As a result, the addition shingto, £ (X) Heyo,r sbingis ¢(Z)
does not cause an overflow and produces the correct result sbingto r(Y).
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For the reverse direction, if sbingyo f(X) Heqo ; sbingro ;(Z) does not cause
an overflow, then sbingio ;(X) Hpto s sbingio (Z) = sbingrs ;(Y) and hence
X + Z =Y. Moreover, since Z € 2=/ . [0,2'7/ — 1], we have Z > 0. It then
follows that X <Y.

To see that the first two bits of sbingo ;(Z) are 0, let Z’ := 2/ - Z. Then
7' is a non-negative integer in the range [0,2!17¢+/ — 1] C [-22F6+/ 22+6+]
1] which needs exactly 1 + ¢ 4+ f bits to store in place of 3 + £ + f bits.
Therefore, sbingio (Z') = (0,0, 24 ¢, 254 p_1,---529) and thus sbingi ((Z) =
(0,0,247%,1,...72,]?). O

We are now ready to prove Theorem

Proof of Theorem . We first assume that X, Y € Q(£e f) and X <YVY. Let x =
sbingio £ (X) = (z¢, 20,20, 701, ..., 2—p) and y = sbingio ¢ (Y) = (ye, Yo, Yo, yo—1,

-.,y—f). By Lemma[3] Z =Y — X € Q((£+2) o f) such that sbings ¢(Z) =
(0,0, 2¢,...,2—5) and sbingto (X)) Byta, 7 sbingyo f(Z) = sbingia f(Y) where the
signed fractional addition does not cause an overflow. Let ¢ be the sequence of
carries as in Definition 2l It follows that

Cofr1=T_f 2y

Ci=Ti—1 %1 D Yi—1-Cic1 B o1, Vi€ [—f+2,4+1]
Cot2 =Yo-Coy1 D Copa

Y-y =25 O 2y

Yyi=2; D z ¢, Vie[-f+1,{

Yo =x¢ ® copi, Vi€[l,2].

We can deduce that cp11 = y¢ & ¢ = cgy2. Hence, we obtain the system of
equations in @D

We now prove the reverse direction. If there exists bits z¢, 2¢—1,...,2—f, Co41,
Cty ..., Copy1 satisfying @, then we can construct the following vectors: x =
(x2+27m2+17 e 71'/_]0) = (e, 20,20, T0-1,...,T—f),y = (%-&-27924_17 - 7y/—f) =
(Yes Yo, Yes Yo—1y- - Y—1),2 = (219s Zpg1s- - -2 22 p) = (0,0, 20, 201, ..., 2 ), and
C = (ChyorCoyrseo» ch+1) = (Ce41,Co41, €0, Co—1, - - -, C—f+1). From the assump-
tion, we deduce that

/ _ / !

Cofr1 =g Ay

G=x_1% ® Yy Cy B Gy, VieE[-f+2,0+]1]

/ — ! !/

y—f _xff &) Z*f

yi=a, ® 2zl © d, Vie[-f+1,0+2].
It remains to show that ¢, o =x), | -2, © yyp ¢y © cpyq. We have

Yos1 Cop1 D oy = Yo - cor1 ® o
=yo (T 20D Yo co®ce) Dcopr = Yo To 20 D Coya-

We claim that y, - 24 - z; = 0. To prove this claim, we assume by contradiction
that y; - @y - 2z = 1. This is equivalent to xp = 2, = y, = 1. Hence ¢, = 1
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because y;, = 2} @ 2z, © ¢;. This also implies that 2j,, = 1 and ¢j,; = 1 because
Cop1 = Ty 2y DYy~ Cp Dy Since yy = x) © 2y Sy, and 2, = 0, we
have y; 1 =0# Yy, which is a contradiction. Therefore, the claim follows. Thus
Y1 Copr D Cpyy = Ccoy1 and, since zj,; = 0, we deduce that xj - 2;,, Syj, -
Cpp1 D Coy1 = Co41 = Copp-

By Definition 2| the above facts imply that x H,ys ; z =y. It is clear that
X = sbin,, (x) and Y = sbin,, ((y) € Q({ e f). Let Z := sbin,, ;(z) €
27 .10,21++/ —1]. By Definition [3| the addition x Hy12, ; z does not cause an
overflow. Therefore, X + Z =Y, and since Z > 0, we obtain that X <Y. This
completes the proof. a

We also obtain necessary and sufficient conditions for strict inequalities of ele-
ments in Q(£ e f), which allow us to handle those of the form X < Y in zero-
knowledge. This result is stated in Theorem [3] whose proof follows the same
lines as that of Theorem [2] and is thus omitted.

Theorem 3. Let X,Y € Q(lof) and let sbing ¢(X) = (2, ..., T0,T-1,...,2_f),
sbing ¢ (Y) = (yes- -5 %0,Y—1,---,y—5). Then, X <Y if and only if there exist
bits 2p, 20— 1, .« 320, %15+ s Z—f, Co41,C0,Cl—1,--+,C0,C—1,...,C_fy1 Satisfying

Coft1=T—p2fp O y-y & 1

Ci =Ti—1-%i-1 D Yi—1-Ci—1 D ci—1, Vi€ [—f+27£+1]
Y-r=2-5 & 2y & 1

yi=xz; & 2z B ¢, Vie|[-f+1,4

Y¢e=T¢ D Coq1-

4.2 Proving Inequalities Between Committed Elements of Q(£ e f)

Let ¢ > 0, f > 0 be integers, and let L = 1 + ¢ 4 f. Consider the code-based
commitment scheme of Section [3] with parameters n, k, ¢, mo, my, m and L and
commitment key B = [Bq | By] € Z5*™.

Let X,Y € Q{¢ e f), whose binary representations

x = sbing ¢ (X) = (z¢, 201, ..., 20, 2-1,...,2_¢) € {0, 1},
y= Sbinﬁ,f(y) = (y@; Yo—15---5Y90,Y—15--- 7y*f) € {07 1}L
are committed as
e, = Bo-RE(x) ®B; - RE(s;) € Z5, e, =Bg-RE(y) @B -RE(sy) € Z5,

respectively. Our goal is to design an argument system allowing the prover to
convince the verifier in zero-knowledge that the vectors x, y committed in e, e,
satisfy sbinZ} (x) < sbin[,}(y), i.e., they represent numbers X,Y € Q(le f) such
that X <Y. Formally, we will build a ZKAoK for the relation Rj,q defined as
follows.
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Rineq = {((B = [By | Bl],ex,ey)7x,y,sw,sy) : sbin[}(x) < sbinZ}(y) A
e, = By - RE(x) ® By - RE(s;) A e, =Bg-RE(y) ® By - RE(s,)}.

To prove in zero-knowledge that the inequality sbinZ} (x) < sbinZ} (y) holds,
we rely on the results established in Section[£.1] Specifically, based on Theorem 2]
we can equivalently prove the existence of bits z¢, 21, ..., 20, 2=1,. .., 2—f, Co41,
ClyCo1y.-.,C0,C—1,...,C_f41 satisfying the following 2(£ + f) +3 = 2L + 1
equations modulo 2:

c—f+1 © @przy =0,
¢i D Ti—1-2i—1 D Yi—1:Co1 D o1 =0, Vie[-f+2,0+1]
Yy_y © w_y ® z2_5=0, (10)
Y ® xm & z ® =0, Vie[-f+1,/
Y © m @ cpp1 = 0.
Now, to handle in zero-knowledge, we can use the extending-then-permuting

techniques of Section To this end, we first perform the following extensions
for each i € [—f, /]

x; = x; = enc(z;), yi — yi =enc(y;), z — z; =enc(z;), Cit1+— enc(cit1),
as well as the following extensions
Vi € [—f + 1,0+ 1] DT 21—t = ext(xi_l, Zi_1);
Vi € [—f + 2,£ + 1] D Yi—1Ci—1 > Zi—1 = ext(yi,l,ci,l).

Let My = (0,1) € Zs*?* and My = (0,0,0,1) € Z3** Then (10) can be
rewritten as

My-c_jy1 @& My-t_; =0,

My-c; @ My-tig © My-gi1 & Ma-ci1 =0, Vie|[-f+2,0+1]
My y_y @ Ma-x_y © My-z_;=0,

My-y; @ Mo-x; & My-z; & Mo-c; =0, Vie[-f+1,/]

Mz-ye ©@ Ma-x¢ @& My -cpp1 =0,

which then can be combined via linear algebra into one equation of the form

Mg - wo = 0, where M, € ZéQLH)XwL is a public matrix, and wq € {0,1}16F

has the form:

wo= (x|l oo Ixop lwell oo Dyoplzell oz e Il oe empa |
toll oo [ty lgess I oo [l 8= pr1)- (11)

Next, by combining equation M, - wg = 0 with the two equations underlying
the commitments e, e,, we can obtain a unified equation of the form M- w =
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v, where M € Z{2ET2nDxU6L52m) o v e 725201 are public, and w €
{0,1}16L+2m hag the form

w = (wo || RE(x) || RE(y) || RE(s,)) || RE(s,) ). (12)

At this point, we have translated our task into proving knowledge of a well-
formed vector w € {0, 1}16L+2m gsatisfying equation M - w = v. We next will
reduce the latter task to an instance of the abstraction of Stern’s protocol in
Section To this end, we will specify the sets VALIDineq, S and permutations
{I'; : ¢ € S} that meet the requirements in

Define VALIDjeq as the set of all Vectors w € {0,1}16L+2™m that has the
form (12 ., where s,,s, € {0,1}* and

o x=(2p,..., %0, 2—f) €0, 1}, y = (Yo, ..., Y0, .-, y—f) € {0,1}%;
& wq has the form , where: for each ¢ € [—f, ], there exist bits z;, ;11
satisfying
(i) For each i € [—f,£], one has x; = enc(z;), y; = enc(y;), z; = enc(z;), and
Cit1 = enc(cit1);
(ii) For each i € [-f 4+ 1,¢+ 1], one has t;_1 = ext(x;_1, zi—1);
(iii) For each i € [—f +2,¢+ 1], one has g;_1 = ext(y;—1,¢i—1).

It can be observed that the vector w we obtained from the above transfor-
mations is an element of this tailored set VALIDjneq. Next, we will employ the
permuting techniques from Section 2.3 and Section [3:2] to handle the special
constraint of w.

Define S as the set {0, 1}45+2% and for each element ¢ € S of the form

¢ = (b:l?,f? B bz’,]ﬁ by,fv e 7by,7f7 bz,l7 B bz,ffa bc,€+17 B bc,ff+17 bs,:ry bs,y)v

where b; ;,bs, € {0,1}*, define the permutation I, that, when applying to

vector t € Z'0L+2m  whose blocks are denoted as
(Xe\|--~||x—f||)’e||- ly—sllzell - Mz—gp lleerr || oo [ e—pgr |l
tofl oo [ t—g lgesn | -+ Il g—p+1 || RE( ) | RE(y) || RE(s) || RE(sy) ),

it transforms t as follows:

A= ] X; — Fb (Xi)§ yi— Fby,i (yz)v z; — szﬂ- (Zi); Cit1 = Fbc,i+1 (Ci+1)
o Vi e f"‘l Z“‘l] i— 1'_>sz1 1,b2i— 1(t’t 1)
o Vi e +2£+1] gi— 1'_>Tbyz 1,bc,i— l(g’L 1)

[—f
o
o RE(x) — E},_(RE(x)), where by = (by.s, ..., bs, 7).
o RE(y) ~ Ej, (RE(y)), where b, = (by.r.....by_7).
o RE(s.) = Ej,_(RE(s.)), RE(sy) ~ B, (RE(s,)).

Based on the equivalences observed in , and , one can verify that the
requirements in are satisfied. In other words, we have reduced the considered
relation Rineq to an instance of the relation Rabstract in Section

The interactive protocol. Given the above preparations, our protocol now
goes as follows.
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— The public input consists of matrix M and vector v, which are constructed
from the original public input, as discussed above.

— The prover’s witness consists of vector w € VALIDjeq, which is built from
the initial secret input, as described above.

The prover and the verifier then interact as in Figure(l} The protocol employs
the statistically hiding and computationally binding string commitment scheme
from Section [3| to obtain the desired statistical ZKAoK. As a corollary of The-
orem [} we obtain the following theorem, which summarized the properties our
protocol for inequality relation between committed signed fractional numbers.

Theorem 4. There ezists a statistical zero-knowledge argument of knowledge
for the relation Rineq with perfect completeness, soundness error 2/3 and com-
munication cost O(L +m) = Ol + f).

For simulation, we simply invoke the simulator of Theorem [I| For extraction, we
first run the knowledge extractor of Theorem [1| to obtain W’ € VALIDjneq such
that M - w’ = v. Then, by backtracking the transformations presented above,

! /

we can obtain x',y’, s}, s; such that sbinzjlc (x') < sbinZ} (y') and

e, = By -RE(x') ® B1 - RE(s}) A e, = Bg-RE(y’) ® By - RE(s),).

In particular, let X’ = sbinZ}(X’) €EQle fyand V' = sbinZ}(Y') € Qlef),
then we have X’ <Y’.

4.3 Range Arguments

We now discuss how to use our results in Section [£1] and Section 2] to derive
various variants of range arguments for signed fractional numbers. Depending
on the application contexts, different range types could be considered. Let us
name a few of them.

1. Hidden ranges with non-strict inequalities. This requires to prove that
T <X <Y, where T, X,Y are all committed. Such a range argument can
be easily obtained by running two instances of our protocol of Section

2. Hidden ranges with strict inequalities. In this setting, T, X, Y are hid-
den and the range relations are defined as T < X <Y, or T < X < Y.
Here, a zero-knowledge argument of strict inequality is required. Such a pro-
tocol can be obtained by results of Theorem [3] and the techniques used in
Section

3. Public ranges: This type of range arguments is the easiest one, where A, B
are publicly given and one proves that A < X < Bor A < X < B, for
a committed number X. In fact, inequality X < B can be handled using a
simplified version of the protocol in Section .2 where the bits representing B
are not required to be kept secret. Meanwhile, strict inequality X < B can
simply be interpreted as X < B’ for public B’ = B —2~7.

In all cases considered above, the size of range arguments remains O(¢ + f),
i.e., it is logarithmic in the size of the range.
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5 Code-Based Accumulators and Logarithmic-Size
Zero-Knowledge Arguments of Set Membership

In this section, we provide a code-based accumulator scheme supported by zero-
knowledge argument of knowledge of an accumulated value. Such an argument
system is essentially an argument of set membership, in which the prover con-
vinces the verifier in zero-knowledge that his data item (e.g., his public key or
his pseudonym) belongs to a given set, and is a highly desirable building block
in various privacy-preserving applications. Our accumulator relies on a Merkle
hash tree that is built from a suitable variant of the AFS hash function. To
design a supporting zero-knowledge protocol for the hash tree, we first use the
techniques for handling regular words from Section [3.2] to prove knowledge of
hash preimages and images in the path from a leaf to the tree root, and then
adapt Libert et al.’s method [45] to hide the bits determining steps in the path.
As the tree depth is logarithmic in its size, we obtain an argument system for
set membership with size logarithmic in the cardinality of the set.

In Section[5.1] we first recall the definitions and security requirement for cryp-
tographic accumulators. Then, in Section [5.2] we modify the AFS hash function
to support hashing with two inputs, upon which we build our Merkle-tree accu-
mulator in Section [5.3] In Section we describe our zero-knowledge argument
system.

5.1 Cryptographic Accumulators
We recall the definitions and security requirement for accumulators.

Definition 4. An accumulator scheme is a tuple of polynomial-time algorithms

(Setup, Accu, WitGen, Verify):

— Setup(1*) Given a security parameter 1, outputs the public parameter pp.

— Accupp(R) Toke as input a set R with n data values as R = {dy,...,dny_1},
outputs an accumulator value u.

— WitGen,,(R,d) Take as input the set R and a value d, outputs a witness w
such that d is accumulated in TAcc(R), otherwise returns L if d ¢ R.

— Verify,,(u, (d,w)) This deterministic algorithm takes as inputs the accumulator
value u and (d,w), outputs 1 if (d,w) is valid for the accumulator u, otherwise
returns 0 if tnvalid.

Correctness. For all pp + Setup(n), the following holds:
Verify,, (Accu,,(R), d, WitGen,,(R,d)) = 1 for d € R.

An accumulator is secure, as defined in [823], if it is infeasible to output a valid
witness for a value d* that is not chosen from the data value set.

Definition 5. An accumulator scheme is secure if for all PPT adversaries A:
Pr [pp + Setup(\); (R, d*, w™) + A(pp) :
d* & R A Verify,, (Accup,(R),d*, w*) = 1] = negl(}).

21



5.2 Hashing with Two Inputs

We aim to build a Merkle-tree accumulator based on the AFS family of hash
functions. Since in Merkle trees, every internal node is the hash of its two children
nodes, we slightly modify the AFS hash functions so that the function takes two
inputs instead of just one.

Definition 6. Let m = 2-2°-n/c. The function family H mapping {0,1}™ x
{0,1}™ to {0,1}" is defined as H = {hg | B € Z5 ™}, where for B = [By|B;]
with By, By € Z;XM/Q, and for any (up,ur) € {0,1}" x {0,1}"™, we have:

hB(u07u1) =By - RE(UO) ® B - RE(ul) S {0, 1}”.

Lemma 4. The function family H, defined in Definition [0 is collision-resistant,
assuming the hardness of the 2-RNSD,, ,, . problem.

Proof. Given B = [By|B1] & Z5*™, if one can find two distinct pairs (ug, uy) €
({0,1}")2 and (vg,vy) € ({0,1}”)2 such that hg(ug,u1) = hp(vo,v1), then

one can obtain a non-zero vector z = <§EE3?§ g EEEX);) € 2-Regular(2n,c)
such that

B -z = hg(ug,u1) ® hg(vo,v1) = 0.

In other words, z is a valid solution to the 2-RNSD,, 2,, . problem associated with
matrix B. a

5.3 Code-Based Merkle-tree Accumulator

We now describe our Merkle-tree accumulator based on the code-based hash
functions H in Definition [} The construction is adapted from the blueprint by
Libert et al. [45].

Setup(A). Given n = O(N), ¢ = O(1) and m = 2-2°-n/c. Sample B & /Sl
and output the public parameter pp = B.

Accug(R = {do,...,dx_1} C ({0,1}™)"). Let the binary representation of j be
(1,- - Je) € {0,1}¢, re-write d; as u;, . j,. Build a binary tree with N = 2t
leaves ug0,....0,---,U1,1,....1 in the following way:

1. At depth ¢ € [1,¢—1], for the nodes u,,,. . 4,0 € {0,1}" and ug,, 4,1 €
{0,1}", compute hg(Uq,,. .. a;.0,Uas,...,a;,1) and define it to be ug, .. 4,
for all (a1, ...,a;) € {0,1}".
2. At depth 0, for the nodes ug € {0,1}" and u; € {0,1}", compute
hs(up,u;) and define it to be the root value u.
Output the accumulated value u.
WitGeng(R,d). If d ¢ R, the algorithm outputs L. Otherwise, it outputs the
witness w for d as follows.

.....
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1. Set d = d; for some j € [0, N — 1]. Re-write d; as uy,, . j, using the
binary representation of the index j.

2. Consider the path from uy, .. j, to the root u, the witness w then consists
of the binary representation (ji,...,j¢) for j as well as all the sibling
nodes of the path. Specifically,

. . 2
w = ((]17 ce 7]@)3 (ujl,...,jg,l,fp ey ujl,j;a uﬁ)) € {07 1}4 X ({Ov 1} ) )
Verifyg (u, d, w). Let w be of the following form:

. . 2
w= (1, Je)s (Wey ..., w1)) € {0,1} x ({0,1}")".

This algorithm then computes vy, ..., vq. Let vy = d and
he(Vig1, Wit1), if jig1 = 0;
Vie{l—1,... 1,00 vy = BUVEHL W), i i =0
hg(Wit1,Vig1), if jig1 = 1.

Output 1 if vg = u or 0 otherwise.

The correctness of the above Merkle-tree accumulator scheme follows imme-
diately from the construction. Its security is based on the collision resistance
of the hash function family #: if an adversary can break the security of the
accumulator, then one can find a solution to the 2-RNSD,, 2, . problem.

Theorem 5. Assume that the 2-RNSD,, 2, . problem is hard, then the given
accumulator scheme is secure.

Proof. Assume that there exists a PPT adversary B who breaks the security
of the given accumulator scheme with non-negligible probability. By Defini-
tion |5} B first receives a uniformly random matrix B € ZJ*™ generated by
Setup(1?), and then outputs (R = (do,...,dy_1),d*,w*) such that d* ¢ R and
Verifyg (u*,d*, w*) = 1, where u* = Accup(R).

Let w*=((47,...,47), (wp,...,w})) and (j7,...,j;) be the binary represen-
tation of some index j*€ [0, N—1], then we can find a path that starts from d;-

to the accumulated value uw: ujs i+ =dj-,ugr 5= ... 0, u”.

On the other hand, the algorithm Verifyg(u*,d*, w*) can compute another
path: kj =d*, k;_,,..., ki, ki =u".

Since d* ¢ R, then d* # d;«. Comparing two paths, dj«, u;z _ js ..., u;r,u"
and d*,k;_,...,kj,u*, we can find the smallest integer ¢ € [{], such that
ki # u;r . j:. So we obtain two distinct solutions to form a collision solution to
the hash function hg at the parent node of Ujr e a

5.4 Logarithmic-Size Arguments of Set Membership

In this section, we describe a statistical zero-knowledge argument that allows
prover P to convince verifier V in zero-knowledge that P knows a value that was
correctly accumulated into the root of the above code-based Merkle tree. Our

23



protocol directly implies a logarithmic-size argument of set membership, with
respect to the set of all data items accumulated into the tree root.

Given a uniformly random matrix B € Z3*™ and the accumulated value
u € {0,1}" as input, the goal of P is to convince V that it possesses a value d
and a valid witness w. We define the associated relation R,.. as follows:

Ruce = { ((B,u) € Z5*™ x {0,1}"d € {0,1}",w € {0,1}* x ({0,1}")") :
Verifyg (u7d,w) = 1}.

Before constructing a ZKAoK for the above relation, we first present several
additional permuting techniques, which are developed from [45] and from our
permuting technique presented Section [3.2]

— For vector b = (by,...,b,) € {0,1}", where n € Z*, denote by Encode(b)

the vector (b1, b1, ...,bn,b,) € {0,1}2".

— Let I € ngzn be an extension of the identity matrix I,, obtained by
inserting a zero-column 0" right before each of the columns of I,,. Note that
if b € {0,1}", then b =TI - Encode(b).

— For t = (t1,...,t,) " € {0,1}", define the permutation F{ that transforms
vector w = (W1,0, W11, -, Wn 0, Wn1) € {0,1}2" into:

Fé(W) = (wl,tl y W1 Eys- - 7wn,tn,awn,fn)T'

Note that, for any t,v € {0,1}", we have:

w = Encode(b) <= F{(w) = Encode(b & t). (13)

— For b€ {0,1} and v € {0,1}™/2, we denote Ext(b,v) as (Z z>
— For e € {0,1}, for t € {0,1}", define the permutation ¥, that acts on
z = <;0> € {0,1}™, where zg,z; € {0,1}™/2, as follows. It transforms z
1

/
to W, ¢(z) = (gzgzg) Namely, it rearranges the blocks of z according to

e and permutes each block using E}.

— For any b,e € {0,1} and v,w,t € {0,1}", it follows from @ that the
following equivalences hold:

z = Ext(b, RE(v))
y = Ext(b, RE(w))

= U, ¢(z) =Ext(b® e, RE(vat)) (14)
<= U.4(y) =Ext(b@e,RE(w @ t)).

Now let us examine the equations associated with the relation R,... Note that
algorithm Verify computes the path vy, = d,vy_1,...,v1,vg = u, where v; for
ie{—1,...,1,0} is computed as follows:

(15)

v — he(Vig1, Wit1), if jiy1 = 0;
' hs(Wit1,Vig1), if jig1 = 1.
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We translate equation into the following equivalent form.

Vi = Jit1 - h(Vit1, Wit1) © jiy1 - hB(Wiy1, Vig)
= jit+1- (Bo-RE(vi41)®B1-RE(Wit1)) ®jit1- (Bo-RE(Wit1)&B1-RE(viy1))
_n. (3z‘+1 : RE(Vi+1)) ©B. <2i+1 : RE(WiJrl))
Ji+1 - RE(vit1) Ji+1 - RE(Wit1)
=B Ext(ji+1, RE(vit1)) @& B - Ext(ji+1, RE(Wit1))

Therefore, to obtain a ZKAoK for R, it is necessary and sufficient to construct
an argument system in which P convinces V in zero-knowledge that P knows
Giseey g0 € 10,1} and vy, ..., vy, Wy, ..., wp € {0, 1} satisfying

B - Ext(j1,RE(v1)) ® B - Ext(j1, RE(w1)) = u;
B- EXt(jQ, RE(VQ)) D B- EXt(jQ, RE(WQ)) Dvy = 0.

B- EXt(jg7 RE(V@)) ®B- EXt(jg, RE(W@)) ®ve_1 =0.

(16)

Next, we apply the function Encode defined above to vectors vy_q1,...,vy.
Let x; = Encode(v;) € {0,1}?" for i € [¢ — 1]. Then we have v; = I% - x; for
i € [¢ — 1]. For ease of notation, for i € [¢], denote

{yi = Ext(j;, RE(vi)) € {0,1}" a7
z; = Ext(ji;, RE(w;)) € {0, 1}
Therefore, the equations in is equivalent to the following.
B-yi®B-z; = u;
B y:6B-z;8I} -x1 =0. (18)

B.-y,®B -z, &I’ -x,_1 =0.

Now, using linear algebra, we can transform the equations in into a
unifying equation of the form M4 - w4 = v 4, where M4 € Zg”XL, v € Z5 are
public and w4 € {0,1}% is secret with L = 2¢m + 2(¢ — 1)n and

wa=(yill - lyellzll - lzellx ] - llxe-1) (19)

At this point, let us specify the set VALID 4 containing our secret vector w4,
the set S4 and permutations {Iy : ¢ € Sa} such that the conditions in (3]) hold.
Let VALID4 be the set of all w/, = (y/1HHY;zHZi”||Z/e||x/1||||xéf1) €
{0,1}% satisfying the following conditions:

— For i € [{], there exists v}, w} € {0,1}", 5/ € {0,1} such that

y, = Ext(j/,RE(v})) € {0,1}™, and z, = Ext(j},RE(w})) € {0,1}™.
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— For i € [¢ — 1], x; = Encode(v}) € {0,1}".
Let Sa = ({0, 1}")2 x ({0, 1}”)Z x {0,1}*. Then, for each element

¢=(bi| ... lIbellecll ... [lecligill - lge) € Sa,

define the permutation Iy that transforms
wi = (yill-- Iyillzill- -2zl - lxi_y) € {0, 1}

with y#,z} € {0,1}™ for i € [{] and x} € {0,1}" for i € [¢ — 1] into

Ls(wWi) = (P o DI - - 190 b, YD) W1 00 (2] - 11,0 (27
Fy, DIl - 17, (i)

Based on the equivalences observed in and , it can be checked that
the conditions in are satisfied. We thus have reduced the considered relation
into an instance of Rapstract-

The interactive protocol. Given the above preparations, our protocol goes
as follows.

— The public input consists of matrix M 4 and vector v 4, which are constructed
from the original public input, as discussed above.

— The prover’s witness consists of vector w4 € VALID 4, which is built from
the initial secret input, as described above.

The prover and the verifier then interact as in Figure [} The protocol utilizes
the statistically hiding and computationally binding string commitment scheme
from Section [3| to obtain the desired statistical ZKAoK. The protocol has com-
munication cost O(L) = £- O(m + n) = O(log N) bits and soundness error 2/3.

6 Applications to Ring and Group Signatures

Our Merkle-tree accumulator together with its supporting zero-knowledge argu-
ment of set membership do enable a wide range of applications in code-based
anonymity-oriented cryptographic protocols. In particular, these building blocks
pave the way for the designs of logarithmic-size ring signatures and group signa-
tures from code-based assumptions. In the following, we provide the high-level
ideas of our constructions. The detailed descriptions and analyses can be found
in the full version [56].

Ring signatures are arguably the most natural applications of accumulators,
due to their decentralized setting and the observation that the ring signing pro-
cedure does capture a proof of ownership of a secret key corresponding to one
of the public keys in the given ring. In our instantiation, the secret x of each
user is an AFS hash preimage, while its image d = B - RE(x) serves as the user’s
public key. To issue a signature with respect to a ring R = {dy,...,dy—_1} con-
taining his public key, the user builds a Merkle tree on top of R, and proves
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knowledge of an extended path of hash preimages from his own secret key to the
leaf corresponding to his public key, and then, from there to the tree root. This
can be done by extending the ZKAoK from Section to handle one more layer
of hashing. The obtained interactive zero-knowledge protocol is then repeated a
sufficient number of times to achieve negligibly small soundness error, and then
converted to a ring signature in the random oracle model via the Fiat-Shamir
transformation [32]. The scheme is statistically anonymous and is unforgeable
thanks to the security of the AFS hash function.

Building group signatures from accumulators is somewhat less intuitive. In
fact, accumulators have been mainly used in group signatures for handling revo-
cations. Libert et al. [45], however, showed that one in fact can design fully-
anonymous group signatures from a Merkle-tree-based ring signature and a
CCA2-secure encryption scheme where the latter admits a zero-knowledge argu-
ment of plaintext knowledge that is compatible with the supporting ZKAoK of
the former. Since we have already obtained the ring signature block, to adapt the
blueprint of [45], it remains to seek a suitable CCA2-secure encryption scheme
and make them work together. To this end, we employ the Naor-Yung double
encryption technique [55] to a randomized variant of the McEliece encryption
scheme [50], suggested in [58]. The resulting CCA2-secure encryption mechanism
is used to encrypt the identity of the signer - which is defined to be the log NV
bits determining the path from the tree leaf corresponding to the signer to the
tree root. To complete the picture, we develop a Stern-like zero-knowledge layer
for proving that such CCA2 ciphertexts are well-formed, which works smoothly
with the zero-knowledge underlying the ring signature.
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