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Abstract. Strong Pseudo-random Permutations (SPRPs) are impor-
tant for various applications. In general, it is desirable to base an SPRP
on a single-keyed primitive for minimizing the implementation costs.
For constructions built on classical block ciphers, Nandi showed at ASI-
ACRYPT’15 that at least two calls to the primitive per processed mes-
sage block are required for SPRP security, assuming that all further
operations are linear. The ongoing trend of using tweakable block ci-
phers as primitive has already led to MACs or encryption modes with
high security and efficiency properties. Thus, three interesting research
questions are hovering in the domain of SPRPs: (1) if and to which ex-
tent the bound of two calls per block can be reduced with a tweakable
block cipher, (2) how concrete constructions could be realized, and (3)
whether full n-bit security is achievable from primitives with n-bit state
size.

The present work addresses all three questions. Inspired by Iwata et al’s
ZHash proposal at CRYPTO’17, we propose the ZCZ (ZHash-Counter-
ZHash) construction, a single-key variable-input-length SPRP based on
a single tweakable block cipher whose tweak length is at least its state
size. ZCZ possesses close to optimal properties with regards to both per-
formance and security: not only does it require only asymptotically 3¢/2
calls to the primitive for ¢-block messages; we show that this figure is
close to the minimum by an PRP distinguishing attack on any construc-
tion with tweak size of 7 = n bits and fewer than (3¢ — 1)/2 calls to
the same primitive. Moreover, it provides optimal n-bit security for a
primitive with n-bit state and tweak size.
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1 Introduction

SPRPs. Strong Pseudo-Random Permutations (or wide-block ciphers), are im-
portant symmetric-key schemes for protecting the privacy of variable-length mes-
sages. Their tweakable variants (STPRPs) are useful to build strong authen-
ticated encryption [12, 31] or onion AE [30]. During the previous two decades,
the symmetric-key community proposed a considerable corpus of SPRPs. From
a high-level point of view, existing constructions could be categorized into (1)
Generalized Feistel networks, (2) Encrypt-Mix-Encrypt, (3) Hash-ECB-Hash,
(4) Hash-Counter-Hash, and (5) miscellaneous designs.

OPTIMIZATION GOALS. The primary goals for optimizations in cryptographic
schemes are, in general, low implementation costs, high provable security guar-
antees, and high performance. For the first criterion, it is desirable to construct
higher-level schemes from a single well-analyzed primitive without large internal
state and with a single key.

High security is essential in many domains that have to process large amounts
of data without the ability of frequent re-keying. In most constructions, however,
it comes at the cost of decreased performance. Unsurprisingly, the challenges of
combining high security guarantees with high performance have been identified
among the hot topics of symmetric-key cryptography at the ESC 2017 work-
shop [5]. Often, high security is associated with security beyond the birthday
bound. In the areas of authentication (e.g., [19, 32, 33]), encryption, as well as
authenticated encryption (e.g., [13, 14, 28]), beyond-birthday security has un-
dergone a long line of research. In the area of SPRPs, however, the security of
the vast majority of existing constructions is still limited by the birthday bound
of n/2 bits, where n is the state size of the underlying primitive. So, the privacy
guarantees are lost if ¢ ~ 2"/2 message blocks have been encrypted under the
same key. Assuming the AES as primitive, this would imply that significantly
fewer than 254 blocks could safely be encrypted under a single key.

SECURITY OF SPRPS: STATE OF THE ART. Among the earlier proposals, the
LARGEBLOCK1 and LARGEBLOCK2 constructions by Minematsu and Iwata [23]
as well as TCTy by Shrimpton and Terashima [31] are exceptional for their
security guarantees. The LARGEBLOCK designs can achieve optimal n-bit secu-
rity, whereas TCTy is limited by 2n/3 bits. Both share similarities to the ¥y
and W3 constructions from Coron et al. [9], which use two and three calls to
a tweakable block cipher. Both LARGEBLOCK2 and TCTy possess a sandwich
structure, where an encryption layer is wrapped by two layers of hashing. In the
former, the encryption layer is an application of ¥, in ECB-mode; the hashing
layers employs two calls to a polynomial hash of 2(¢ — 1)multiplications each.
TCT; can be seen as an unbalanced version of W3, where also 2(¢ — 1) of £ input
blocks are hashed in each hashing layer. Both constructions are remarkable for
their time. To be comparably efficient, however, they required two primitives, a
block cipher and a universal hash function.



A different direction is followed by HHFHFH [2] and its instantiations
(e.g., [3]), which is a four-round unbalanced Feistel network, built on a large-
state primitive. Instead of providing beyond-birthday security, it possesses large
security margins due to a larger birthday bound of their internal primitives.
However, the large state size limits its efficiency.

The only approach we are aware of that almost combines both security and
performance desiderata is SIMPIRA (v2) [10], a family of Feistel-like construc-
tions built upon the AES round function. Its authors claim 128-bit security and
high performance on current processors with support for AES native instruc-
tions. However, SIMPIRA’s security claim stems purely from heuristics, which
will demand intensive further cryptanalysis to increase trust into it.

TWEAKABLE BLOCK CIPHERS. One established approach for achieving higher
security without considerably sacrificing performance is to use a tweakable block
cipher (TBC) [18] as underlying primitive. At the core, tweakable block ciphers
employ an additional public input called tweak, which allows to efficiently sep-
arate the domains of different calls to the primitive. This fact can reduce the
impact of internal collisions on the security of the scheme built around them. For
message authentication codes (MACs), a series of recent works pushed the secu-
rity bounds further [8, 15, 24], but a similar trend is also observable in the domain
of encryption modes and authenticated encryption schemes [14, 17, 21, 28, 29].
This approach has also been used earlier for SPRPs [9, 20, 22, 23, 31] — those
proposals, however, originate from at least half a decade ago where TBCs used to
be constructed in cumbersome fashion from classical block ciphers. Nowadays,
we have the option of using efficient dedicated TBCs, such as DEoOXYS-BC,
JoLTIK-BC [16], or SKINNY [1].

The application of TBCs can also boost the efficiency of constructions, as
has been demonstrated recently for MACs. At CRYPTO’17, Iwata et al. [15]
introduced ZM AC, a TBC-based parallelizable, single-key single-primitive MAC
whose internal hash function ZHASH processed the message in both the tweak
and plaintext simultaneously. The additional message bits per primitive call
render ZMAC more efficient than previous MACs and suggest the adoption of
the approach to other domains.

OPEN RESEARCH QUESTIONS. When abstracting away the details of the prim-
itive, the number of calls to it per input block becomes the main efficiency
metric. From Encrypt-Mix-Encrypt-based constructions, it is well-known that
the bound is at most two calls per block (plus some minor overhead), assuming
all further operations are linear. Thus, it is an interesting question if SPRPs
can be built from fewer calls to a single-keyed primitive. Moreover, a strongly
related question is that for the minimal number of calls necessary for SPRP
security.

From a theoretical perspective, Nandi [26] showed that constructions built
from a classical single-keyed block cipher require 2/ calls for ¢-block messages
for SPRP security. Though, it seems as though this bound is reducible if one
used a TBC instead as the underlying primitive. For Hash-Counter-Hash-based



Table 1: Asymptotic #primitive calls for SPRP paradigms. We assume that hash
functions and encryption layers use a single-keyed (tweakable) block cipher with
n-bit state and 7-bit tweak size to encrypt an ¢-block message of o bits in total.
We assume the hashing layers use ZHASH (as the most efficient blockcipher-based
hash function we are aware of).

#Block-cipher calls

Paradigm Top Middle Bottom Total (asympt.)
LARGEBLOCK2 2[(¢—1)/2] 14 2[(t—1)/2] 4[(£—-1)/2]+¢
TCT, 2[(6—1)/2] 2(0—1) 2[(£—-1)/2] 4[(—-1)/2]+2¢
Encrypt-Mix-Encrypt £ [¢/n] 14 20+ [¢/n]
Hash-ECB-Hash 4 l l 3¢
Hash-Counter-Hash [o/(n+T)] L [o/(n+7)] £+2[c/(n+7)]
ZCZ £/2 /24 [€/2n] £/2 3¢/2 + [£/2n]

constructions, the most efficient (T)BC-based hash function we are aware of is
ZHAsH. For a TBC with n-bit state and 7-bit tweak length, it would yield a
construction of about £ 4+ 2 [o/(n+ 7)] calls for messages of o bits. For dedi-
cated TBCs, such as DEOXYS-BC-128-384 or SKINNY-128-384, this figure still
implies that approximately 5¢/3 calls are necessary. Regarding the other design
principles, it is unclear if similar results are applicable to constructions based
on the Encrypt-Mix-Encrypt or Hash-ECB-Hash paradigms. We estimate that
Hash-ECB-Hash constructions would need about ¢ primitive calls in each hash-
ing layer, plus ¢ calls in the encryption layer. An instantiation of LARGEBLOCK2
with ZHASH instead of multiplications would yield 2[(£—1)/2] calls in each hash-
ing layer, plus ¢ calls in the middle, or 3¢ calls in sum. TCT5 could use a ZHASH
layer each for both top and bottom hashing layer. While further modifications
could make it more efficient, its proposal employed 2¢ — 2 calls in the middle. We
compare the approaches in Table 1. Altogether, three interesting research ques-
tions remain: (1) to which extent can the number of primitive calls be reduced
when employing a tweakable block cipher, (2) how can a specific construction
be realized, and (3) can it be built with high provable security guarantees.

CONTRIBUTION. This work tries to answer all three questions above: for the
theoretical interest, (1) we show that 1.5¢ primitive calls per message block
is close to minimal by a generic distinguisher on any construction that em-
ploys fewer than (3¢ — 1)/2 calls to a single-keyed primitive per message block,
where all further operations are linear. For the practitioner’s interest, (2) we
propose ZCZ (ZHash-Counter-ZHash), an almost fully parallelizable variable-
input-length SPRP based on a single-keyed TBC with n-bit state and n-bit
tweak size. ZCZ matches approximately the optimal number of 1.5¢ calls to the
primitive for an ¢-block message, plus a small overhead. Finally, we show (3) that
7Z.CZ achieves optimal n-bit security, i.e., the SPRP advantage of any adversary
that asks at most g queries of o blocks in total is in O(a?/2%").



We note that instantiations of Hash-Counter-Hash with ZHASH and a TBC
with large tweaks of 7 = 3n, the number of primitive calls could become equal to
that of ZCZ. However, such primitives would introduce a significant slowdown,
be it due to the requirements of more rounds in a TWEAKEY-like cipher, or
due to the need of calling an additional universal hash function for compressing
the tweak. Concerning practical tweak sizes 7 < 3n, the number of calls is
significantly lower for our construction.

YET ANOTHER ENCRYPTION SCHEME? It may appear that ZCZ is yet another
encryption scheme after all, and with hundreds of encryption schemes already
being present in the literature, it is difficult get excited about another one,
notwithstanding small improvements in performance and security. We beg to
differ on this point primarily for two reasons: (1) very few existing encryption
schemes built upon a primitive with an n-bit output provide n-bit security —
most in fact are only secure up to the birthday bound. As such, the improvement
by ZCZ in terms of security is not a small step, but rather a leap. Since there is a
considerable interest in the (still) small group of constructions that achieve this
security, we believe that our encryption scheme is an exciting addition to this
group. (2) Even more significant is the way that ZCZ exploits the randomness
generated by a tweakable blockcipher. While most previous approaches were
based on generic replacements of two or more blockcipher calls by a single call
to a tweakable block cipher, the approach used by ZCZ is not a corollary of
any previous work. Given its efficiency, we believe it can lead to exciting new
directions in research on tweakable-blockcipher modes.

OUTLINE. The remainder is structured as follows: first, Section 2 briefly summa-
rizes the necessary preliminaries. Given a primitive with an effective tweak size®
T = n, Section 3 illustrates that every PRP with fewer than 3/—1 primitive calls
for 2¢-block messages is insecure, which was the core motivation for our search
for constructions with about 1.5¢ calls. Subsequently, Section 4 defines our ba-
sic construction, which is first described for messages whose length is a positive
multiple of 2n bits. Thereupon, Section 5 extends our definition to messages of
more general lengths. Section 6 provides the details of our security analysis.

We provide further insights on the starting point of our research in the full
version of this work [4]. Therein, we also discuss attacks on insecure preliminary
variants that motivated our studies towards the final design of ZCZ.

2 Preliminaries

GENERAL NOTATION. We use lowercase letters = for indices and integers, up-
percase letters X, Y for binary strings and functions, and calligraphic uppercase
letters X, Y for sets. We denote the concatenation of binary strings X and Y by
X ||Y; we mostly treat bit strings as representations of elements in the finite field

3 By effective tweak size, we mean the usable tweak domain without bits that are used
for other purposes such as domain separation.



Fan, which is the Galois Field GF(2") with a fixed irreducible polynomial p(x).
There, we interpret a bit string (x,_1 ...212¢) as polynomial E?:_Ol a;-x* in Fon.
Bit x; represents the coefficient a; € {0,1}, for 0 < ¢ < n — 1, and the most sig-
nificant bit is the leftmost, and the least significant bit is the rightmost bit. We
denote the result of the addition of two elements as X + Y, which is equivalent
to the XOR of X and Y. For tuples of bit strings (X1,...,X:), (Y1,...,Ys) of
equal domain, we denote by (X1,...,X,) + (Y1,...,Y,) the element-wise XOR,
ie, (X1 +Yq,..., X, +Y,). Unless stated otherwise, we consider all additions
of n-bit values to be in F5. Moreover, we will use @ for the XOR of bit strings
in illustrations. However, all additions and subtractions in sub- and superscripts
that denote indices represent integer additions. We indicate the length of a bit
string X in bits by |X|, and write X; for the i-th block. Moreover, we denote by
X « X that X is chosen independently uniformly at random from the set X.
We define three sets of particular interest: Func(X,)) be the set of all functions
F: X — Y, Perm(X) the set of all permutations over X, and %(T,X) for
the set of tweaked permutations over X' with associated tweak space T .

(X1,...,X,) <% X denotes that X is split into the minimal number of n-bit
blocks possible ie., X1 ... || Xy = X, and |[X;| =n for 1 < ¢ <z —1, and
|X.| < n. So, when |X| > 0, then |X,| > 0. If |[X| =0, Y <~ X sets Y to the
empty string. (X),, denotes an encoding of an integer X € Z,, as an n-bit string.
For two sets X and ), a uniform random function p : X — Y maps inputs X € X
independently and uniformly at random to outputs Y € Y. For an event FE, we
denote by Pr[E] the probability of E; ¢ is the empty string. For a given set X
and integer x, we define X=* = (Ji_; X’ and X* = |J;2, &7. For two integers
n,k with n > k > 1, we denote the falling factorial as (n), = Hf;ol(n —1).
ADVERSARIES. An adversary A is an efficient Turing machine that interacts
with a given set of oracles that appear as black boxes to A. We denote by A®
the output of A after interacting with some oracle ©O. We write A (O'; 0?) :=
|Pr[AC" = 1] — Pr[A9” = 1]| for the advantage of A to distinguish between
oracles O and O2. All probabilities are defined over the random coins of the
oracles and those of A, if any. W.l.o.g., we assume that A never asks queries to
which it already knows the answer.

A block cipher F with associated key space K and message space M is a
mapping F : K x M — M such that for every key K € K, it holds that E(K,-)
is a permutation over M. A tweakable block cipher E with additional tweak
space T is a mapping E : K X T x M — M such that for every key K € K and
tweak T € T, it holds that E(K,T,-) is a permutation over M. We also write
EIT(() as short form. In this work, we assume that SPRPs allow variable-length
inputs, i.e., there is no single fixed length, but the length of the ciphertext always
equals that of the plaintext and vice versa; moreover, over all inputs of equal
length, the construction is a permutation. The advantage is defined as follows.

Definition 1 (SPRP Advantage). Let K be a non-empty set and M C
{0,1}*. Let IT : K x M — M be a length-preserving permutation. Let 7 «



Perm(M) be sampled from the set of all length-preserving permutations of M,
and K « K. Then, the SPRP advantage of A with respect to II is defined as

AdvTP(A) AL (I, T s, m ).
Definition 2 (STPRP Advantage). Let K and 7 be non-empty sets and
let E: K xT x{0,1}" — {0,1}" denote a tweakable block cipher. Let 7 «

Isé?r/n(’T, {0,1}") and K « K. Then, the STPRP advantage of A w.r.t. E is

defined as AdvI T (A) € AL (B, Ex5 7,770,

Definition 3 (Almost-XOR-Universal Hash Function). Let K, X, and
Y C {0,1}* be non-empty sets. Let H : K x X — ) be a function keyed by
K € K. We call H e-almost-XOR-~universal (e-AXU) if, for all distinct X, X’ €
X and any A € Y, it holds that Prg.x [Hx(X) — Hx(X’) = A] < ¢, where
subtraction is in Fon.

THE H-COEFFICIENT TECHNIQUE. The H-coefficient technique is a proof method
by Patarin [27]. It assumes that the results of the interaction of an adversary A
with its oracles are collected in a transcript 7 of the attack: 7 = ((My,C1,dy),
ooy (Mg, Cq,dy)). (M;,C;) denotes the in- and output of the i-th query of A;
a Boolean variable d; denotes the query direction: d; = 1 indicates that C; was
result of an encryption query, and d; = Othat M; was the result of a decryp-
tion query. The task of A is to distinguish the real world Oe, from the ideal
world Ojgeal- A transcript 7 is called attainable if the probability to obtain 7 in
the ideal world is non-zero. We denote by ©O;e¢a1 and Oigea; the distribution of
transcripts in the real and the ideal world, respectively. Then, the fundamental
Lemma of the H-coefficients technique, whose proof is given in [6, 27], states:

Lemma 1 (Fundamental Lemma of the H-coefficient Technique [27]).
Assume that the set of attainable transcripts is partitioned into two disjoint sets
GooODT and BADT. Further assume that there exist €1, e > 0 such that for any
transcript 7 € GOODT, it holds that

Pr [@real = T]

Tl 7T 5 ), d  Pr|Oien € BADT] < es.
Pr[eideal:T] N “ an r[ deal ] “

Then, for all adversaries A, it holds that AA (Oreal; Oideal) < €1 + €.

3 On the Minimal Number of Required Primitive Calls

This section shows that any PRP with fewer than 3¢ — 1 calls for messages of 2¢
blocks to a primitive with n-bit tweak size and n-bit state size is insecure. We
follow the approach by [26], who proved that an SPRP based on a single-keyed
classical block cipher needs at least 2¢ calls to the primitive for ¢-block messages.
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Fig. 1: Generic model of a PRP that consists of at most r < 3¢ — 2 calls to
tweakable block ciphers 7; for messages of 2¢ blocks.

3.1 Generic Construction

Define positive integers n, 7, and ¢, and let M C {0, 1}* denote a space for which
({0,1}™)2 € M. Let r < 3¢ — 2 and let 7; : {0,1}7 x {0,1}" — {0,1}", for all
1 < i < r, denote tweakable permutations with tweak space {0,1}” and state
size n. Let II[m,..., 7] : M — M be a length-preserving cipher that employs
as its only non-linear functions in total r calls to the permutations 71, ..., 7.
For simplicity, we also write IT as short form, hereafter. All further components
of IT are linear over Fon. For any such construction, we can formulate this as
follows. Let X; denote the input to m;, T; the tweak to m;, and let Y; + m;(X;)
denote its output. The linear operations in II must be describable as non-zero
linear functions L; : M x ({0,1}")""1 — {0,1}" x {0,1}7, for 1 < i < r, and
an additional non-zero linear function L,i; : M x ({0,1}")" — M that, for
all given inputs (M,Y1,...,Y,) € M x ({0,1}"™)", outputs C s.t. it holds that
|C| = |M]|. Then, we can describe the encryption with IT(M) as

(X, T;) « L; (M, Yq,...,Yi_1), forall 1 <i<r,
Y; « 71(X;), forall 1 <4 <r, and
C «+ LT+1(M,Y1,...7Y;).

IT must be correct for all inputs, i.e., for all M,C € M, it must hold that
II=Y(II(M)) = M and II(II-*(C)) = C. Figure 1 gives an illustration.

Remark 1. It may not be instantaneously clear why the generic construction
above covers all considered schemes. Note that it computes the values X; and T;
by a non-zero linear function of M, Y7, Yo, ..., Y;_1. So, the previous values Y;



can also be used to generate X;. Indeed, it is generic enough to include all such
constructions where the only non-linear components are the permutation calls.

For simplicity, we consider independent permutations with tweak domain F7
in this section. For efficiency, our proposal later in this work will employ only a
single tweakable primitive with a composite tweak domain 7p = D x Fj, where
D is a non-empty set of domains. So, this approach achieves the same goal of
having independent permutations. We consider that 7 is the effectively usable
size of the tweaks without domains.

3.2 A PRP Attack on Constructions with At Most 3¢ — 2 Calls

CASE 7 =n. Let A be an adversary with the goal to distinguish the outputs of
a variable-input-length PRP IT under a secret key as above from an ideal PRP.
First, A chooses two messages M and M’ of 2¢ blocks each, i.e., M = (M, ...,
Mye) and M’ = (M{, ..., Mj},). We define the differences AM = M — M’, and
analogously the differences AX;, AY;, and AC in the obvious manner. Choose
M and M’ such that it holds that AX; = 0 and AT; =0, for 1 <7 < /- 1.
Note that such a choice of M and M’ must be possible since these variables
correspond to 2¢ — 2 equations (¢ — 1 equations for adjusting the values AX; and
£ —1 equations for adjusting the values AT;) and there exist 2¢ blocks AM;. For
instance, the adversary can efficiently derive an element N from the null space
of Lq,..., La—1). It chooses M arbitrarily and derives M =M+ N.

From AX; = 0" and AT; = 07 for 1 < i < ¢ — 1, it follows that AY; =
7T(X;) @77 (X]) = 0™, for all 1 < i < £—1. The non-linear layer of calls to the
tweakable block cipher maps (AXjy, ..., AX,) to (AY3,..., AY,). We obtain

Loi(AM, AY:, ... AY,_y, AY,,..., AY,) = AC.
—

:(O""’O)
Since A fixed AM and chose M and M’ so that AX; = ... = AX,_; = 0"
and ATy, = ... = ATy,_1 = 07, we obtain AY7,..., AY,_1 = 0™. So, there are

at most 2¢ — 1 free variables AYy,... AY,, and 2¢ equations for ACY, ..., ACyy,
which implies that 2¢ blocks of AC are a linear combination of 2¢ — 1 values
AYy, ..., AY,. So, in the real construction, L,; defines a map from 2¢ — 1 to
2¢ n-bit variables, and A can efficiently derive a solution AYy, ..., AY, from the
null space of the equation system. This becomes a distinguishing event happening
with probability one in the real construction and with probability 1/2™ in the
ideal world for this example. The distinguishing advantage is hence 1 — 1/2".
A can query it with two messages as above and output real if such a non-zero
linear function L exists and random otherwise, as summarized in Algorithm 1.

FOR GENERAL VALUES OF 7. A similar attack is applicable for general values
of 7. Though, we have to consider linearity over Fo then. Define

{%nJ
s = —1.
n—+rT




Algorithm 1 PRP attack on generic constructions I7 with at most 3¢ — 2
primitive calls, here for 7 = n.

1: function A7
2: Choose M, for 1 < i < 2¢ arbitrarily
Choose M/ for £ < i < 2¢ s. t. it holds that
L;(AM;) = (AX;, AT;) = (0™,07), for 1 < < 2(4 —1)
Ask for the encryption of C' = IT(M) and C' = II(M’)
Derive AC =C' - C
if there exists (AYy,..., AY,), s. t. Ly41(AM, AY) = AC then
return “Real”
return “Random”

The adversary chooses M € (F%)2¢ arbitrarily, and M’ € (F5)% with M # M’
s.t. AX; =...AX, =0" and AT} = ... = AT, = 0". Note that we consider
the inputs X; € F} and the tweaks T; € FJ as blocks. Again, such a choice of M’
exists for the same reason as above and can be found efficiently from the null
space of the linear functions Ly, Lo, ...that are involved in the computation of
AXy,...,AX; and ATy, ..., ATs. Again, we obtain AY; =07, for 1 < ¢ < s for
the real construction. We obtain the equation

LT+1(AM7 AYh . ~7A}/37A}/3+15 .- aAK) = AC.
—— —
=(0,...,0)

The blocks AY;11,..., AY, contain (r — s)n bits, that are mapped through L, ;1
to AC5, bits. For all schemes IT that use r calls to the primitive with

(r—s)-n < 2n, which leads to r <20 (1+ n >1,
n+T

we obtain a compressing mapping. Then, there exist are more equations than
variables, and the distinguisher as before applies. However, the advantage may
be smaller and depends on the values of r, n, and 7.

4 Definition of The Basic ZCZ Construction

This section defines the basic ZCZ scheme. First, we consider messages that
consist of at most 2n blocks, and will extend it thereupon to all messages whose
length is a multiple of 2n bits. The subsequent section will then further define
it for messages whose lengths are not necessarily multiples of 2n bits.

PARAMETERS. Let n,7,k,d > 1 be integers with d < n and n = 7; we define

N % 9n a5 an alias. Let B = {0,1}2" define a di-block (or dual block, double

block), i.e., 2n bits. We define non-empty sets of tweaks 7 = {0,1}7, keys
K = {0,1}*, domains D = {t,s,c,b,t$,s$,c$,b$,xl, xr,yl,yr,p,kd} C {0,1}4,
and a set of indices Z C {1,...,2"™ — 1}. The purpose of domains and indices is
to define an extended tweak set Tp ;=D x Z x T for a tweakable block cipher

E:KxTprx{0,1}" = {0,1}".
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OVERVIEW. The basic ZCZ[E K| construction takes as input a secret key K € K
and a plaintext M € B=" that is split into ¢ € [1..n] di-blocks. The design can
be split into a top, middle, and a bottom layer. In the top layer, the first £ — 1
complete di-blocks (L;, R;) are processed similarly as in the ZHASH construction
by Iwata et al. [15]. The TBC outputs X; are accumulated by an MDS code to
two values X; and X}, using the Horner rule, which are finally encrypted in a
butterfly-like structure [24] to X, + Eﬁ,e,xg (X7)and Xp E;;’E’XZ (Xp) Xt
and X g are used to mask the branches of the final di-block, L, and R,. The final
di-block is processed by a four-round Feistel-like network of four TBC calls in
the spirit of the constructions by Coron et al. [9].



This four-round network generates two intermediate values S and T' after
the first and second call to E. The middle layer derives from S and T" a value
S+ E}O’l(S) and a series of £ — 1 chaining values Z; j; «+ E%T(S;). For the
Jj-th di-block, the chaining value Z; ; is added to both branches of the j-th block.
Moreover, 57 is also added to the right branch of each di-block: L; —X;+2;;
and Y; < R;+ 7, ;+5:. So, this middle layer ensures that each di-block depends
on all others. Finally, the middle layer generates from the blocks Y; and L two
values Y7 and Yr symmetrically as X and Xg, from the values Y.

The bottom layer is then a symmetric version of the top layer. The £ — 1 di-
blocks are processed by an/other ZHASH layer to compute the ciphertext blocks:
L + Xj and R, < E;’Z’Lj (Y;). The final complete di-block is processed by two
further Feistel rounds before Y7, added to the left branch, and Yy is added to
the right branch of the ¢-th di-block. The resulting values L}, R}, for 1 <34 < ¢,
are concatenated and returned as the ciphertext. The details of the encryption
with ZCZ[Ek] is given in Algorithm 2, and is illustrated in parts in Figure 2,
already for more than n complete di-blocks.

RATIONALE. The structure is inspired by ZHASH [15] and AEZ [12]. The use of
a and o? prevents that a collision in X; would automatically lead to a collision
also in X and vice versa; considering also the tweak values R; for Xy renders
birthday collisions in X; from separate tweaks ineffective. Encrypting X7, X5,
Y7, and Y avoids that differences in the masks cancel differences in the final di-
block. Finally, adding S; and Z; ; prevents adversaries from observing differences
AZy ;. Using the masks X1, Xgr, Y7, and Y in the final block makes its outputs
depend on all blocks; Using S and T for the counter mode in the middle layer
creates a dependency of each di-block on all others. We elaborate on attacks on
preliminary versions of ZCZ in the full version of this work. We employ pairwise
distinct domains for all calls to E to prevent dependencies between the calls.

EXTENSION TO LONGER MESSAGES. Messages with more than n di-blocks are
partitioned into chunks. The i-th (complete) chunk denotes the series of the
n consecutive di-blocks (L(i—1)nt1, Rii—1)yn+1; -+ Lin, Rixn), and employs the
chaining values S; and Z; ;. We derive all chaining values under distinct domains
as before. Furthermore, we derive £ — 1 chaining values Z; ; by a TBC call each
from S. For the i-th chunk, S; is computed as S; < E}O’i(S). Then, for j € [1..n],
Z; ; for the j-th block of the i-th chunk is generated as Z; ; + ES>" D% (g,).
Yn(i—1)+j is then computed as Yn(i_l)ﬂ, — Rn(i—l)-{—j +5;+ Z7l(i_1)+j. The rest
of the computations remain unchanged. Letting j take any value in [1..£], we can
rewrite this as

Y3<~R3+SD/M +Zj. (2’)

The encryption of ZCZ[E k] is defined in Algorithm 2, and illustrated in parts in
Figure 2, already for more than n complete di-blocks. The figure employs bold
bars in the blocks of E to indicate the parts of the tweaks that stem from 7.
The decryption is defined in the obvious way.



Algorithm 2 Definition of the encryption algorithm of ZCZ[E] given a tweak-

able block cipher E. The code in the boxes is only part of ZCZ*[E] in Algo-
rithm 3.

10: function ZCZ[Ex](M) 50: procedure LASTTOPENC[Ex](X1, Xr)
11: 74 |M|mod 2n 51: S« BSOS XR(r, 4 xp)
122 L« (M| =7)/2n 520 T+ Ep"S(Re+ Xr)
13: z+ [(L—=1)/n]
14: L.+ R, ¢ 60: procedure BOTENC[Ex]
15: PARSE(M, £) 61: Y« o"
16: ToPENC[EK]() 62: Yi « 0"
17: if » > 0 then _ 63: fori+1...2—1do
18: ‘PARTIALTOPENC[EK]()‘ 64: for j« 1...ndo
19: LASTTOPENE[EK](XL,XR) gg lz/% (z)g 1)’ILZ<‘|>._]
20: MIDLAYER[EK](S, T)) 67; Y: :R::Z?’?Jr s,
21: BOTENC[EK}()~ o5 o Eb«k,L’;(’]Y : i
22:  LasTBOTENC[Ex](Yi, Vi) o, Vi e Y§+(a2)é"_1_k(yk+y)
23: if > 0 then _ 0. YL* - YL* et k
24: ‘PARTIALBOTENC[EK]()‘ R R
— — 71: forj«—1.../—1—(z—1)ndo
25: O« (Li||Rall- - [|Le ]| Rel | LE N L) 72: ke (z—1)n+3
26: return C 73: L+ Xk + 2. ;
- 74: Yo <~ Re+Z.;+ 5.
30: procedure TOPENC|[FEk] ) Ij ~kb,k,LL ?
3 Xj e Xj O Zg g’;‘ < 5§+ ( %L,k(y L
. . : — [e%
82 forie1...(—1do o Ve e YE 4 at-1-ky, Bk
33: Xi = B (L) ’ R ~yi.0 N g
34: Xi+ Xj+a' X 78 Yo B (YD)
35: Xp X+ (07 (Xi+R:) | 79 Ya< EROE(YR)
36: X+ E;QZ’XR(XE) 7
37: XR P E;;’LXL (X}*%) 80: pI‘OC/edllI:?CSBI;AﬁTBOTENC[E‘K](YYL7 YR)
81: L+ ESHT(S)+ Yy
40: procedure MIDLAYER[Ex](S, T) 82: Ry ERT(Ly+ Y1) + Y
41: So — S
49: for i+ 1...z do 90: progedure PARSE(M, ¢)
43: S+ B (Si) 3;: (s 2 Qn Le,Re) € M[0.i— 1
44: fori<1...zdo 93: i(f ;7>1[7).;:.h7erf7 0) = M0-i = 1]
45: for j«1...ndo n .
10, T o E;g(l_U"ﬂ’T(Si) 94: (Lx, Ry) — M[i..|M]|]

5 ZCZ* for Messages with Partial Final Di-block

We extend the definition of ZCZ to messages whose length is not a multiple
of 2n bits. We denote the last r « |M|mod 2n bits as partial di-block. Our
approach for ZCZ* is inspired by the DE domain extender from [25]. Therefore,
we briefly recap it.

THE DOMAIN EXTENDER DE[I, F, H] : {0,1}=" — {0,1}=" [25] takes a block-
wise-operating length-preserving permutation 17 : ({0,1}")* — ({0,1}")7", a
PRF F: {0,1}" — {0,1}", and an XOR~universal hash function H : {0,1}" x



Algorithm 3 Functions of the encryption algorithm of ZCZ*[E] for messages
whose length is not necessarily a multiple of 2n bit (but at least 2n bit). Recall
that r = |M| mod 2n.

10: procedure PARTIALTOPENC[E] 40: procedure PARTIALBOTENC[E]
11: My« Le| Re 41:  (P,Q) + H[Ex,2)(Le + Ly, Re + RY)
12: M. <= pad,,, (L« || Rx) 42: W« msb,.(P| Q)| 0> "
13:  (L.,R.) < M. 43: (P, Q) & W
14: (U, Vi) « H[Ex,0)(L., R.) 44: L.« L.+ P.
15: L+ L,+U; 45: R, + R. + Q.
168 Re« Re+V, 46: (L., R.) < pad,, (L. || R.)
AT (U, V) « H[Bx, 4|(LL, R.)
20: function msb,(X) 48: Ly« L, +U;
21: return X[0..x — 1] 49: Ry + Ry +V/
30: function pad,(X) 50: function Z{[E‘f(’ A, V)
31: return X || 1 0%~ %It 51: U’ @E(Z @)
52: V'« ERFVV(U)
53: return (U, V')

{0,1}2" — {0,1}". It produces a length-preserving permutation over bit strings
of any length > n bits. A message M € {0,1}2" is split into blocks (Mj, . .., My);
DEIII, F, H] computes the corresponding ciphertext C = (Cy,...,Cy) as: (1)
leil — H(Mg_l, Mg), (2) (Cl, cey Cg_g, 0211) — H(Ml, vy My_o, M;ﬁl), (3)
Cp F(M; | +C;_y) +m, My, and (4) Cp—y < H(C;_,,Cy). where

€

T+ny def msb,, (z) +y

for any x,y € {0,1}* and integer n. To obtain that DE is a permutation, the
hash function H must satisty H(H(Me-1, M), My) = M;_1 for any allowed
input My_1, My (see [25, Remark 2]).

OVERVIEW OF ZCZ*. Our extension ZCZ* requires that the message length
is still at least 2n bits. Let M, = (L., R,) be the partial message di-block
that follows after ¢ complete di-blocks. Further assume that the partial di-block
consists of > n bits that are split into |L.| = n and |R.| < n. The right part
is padded to n bits by a single 1 and as many zero bits as necessary to extend
it to n bits: R, < pad,(R.). The values are given as inputs to a hash function
H[Ex,i], with i = 0, that is illustrated on the right side of Figure 3. {H} uses
one of the two n-bit values as state and the other one as tweak input for two
calls to Ex under distinct tweaks: U’ < E%"Y(U) and V' < EX""V(U). The
2n-bit output (U’, V’) is added to the final complete di-block. The resulting final
di-block (Lg, Ry) is then processed by ZCZ[Ex]. The sum of (Lg, Ry) + (L}, Ry)
is then given again into H[Ex, 4], with i = 2 to produce a 2n-bit value (P, Q).
The most significant 7 bits of it are added to the final partial di-block to obtain
the partial ciphertext di-block M.. M. is again padded to 2n bits and given
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Fig.3: Encryption of a partial message My,..., My, M* whose length is not a
multiple of 2n bit with ZCZ*[Fk]|. All preceeding di-blocks M, ..., M, are pro-
cessed with ZCZ[Ek] as before.

as input to a third call to H[EK,i], with ¢ = 4. The hash output is added to
the final ciphertext di-block to produce Mj. If the partial di-block consists of
less than n bits, it is also padded to 2n bits and processed analogously. So,
the hash function H from the original definition of DE[II, F, H| is given by

H(My, M,) L M, + H[Ex ,i](pady, (M,)). One can see that the requirement

from above holds for arbitrary M, and M,: H (H (M, M,),M,) = M,.

Remark 2. Note that ZCZ* still requires messages to consist of at least 2n bits.
A further minor improvement in future work could be the integration of smaller
messages. For instance, the use of the very recent length-doubling construction
LDT [7] could reduce the minimal message length to n 4+ 1 bits. Though, this
step would require an appropriate integration and ZCZ* is already a variable-
input-length SPRP for lengths > 2n bit.

6 Security Analysis of ZCZ and ZCZ*

This section studies the SPRP security of ZCZ and ZCZ*. Figure 4 provides a
high-level overview on ZCZ. A given message M is split an input message into
(My,, Mp), where Mp consists of one 2n-bit di-block, and My, of the remaining
di-blocks; the major part My, is then processed by a variant of ZHASH, that is
denoted ZHASH" here. It differs from ZHASH in two aspects: ZHASH™ omits the
XOR of the TBC output to the tweak input blocks. More prominently, ZHASH"
does not compress the input to two hash values, but is a permutation over
(n 4+ 7)*. So, the top layer returns the TBC outputs and the tweaks. V3 and V3
represent tweakable permutations. Internally, they can use the same primitive
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Fig. 4: High-level view on our proposal of ZCZ.

as also for ZHASH", and the tweakable variant of Counter mode, CTR*. H
symbolizes an error-correcting code that sums up the inputs to 2n bits.

This high-level view allows to give a rationale for a dedicated analysis. A
straight-forward use of a rate-1 counter mode would allow to apply a standard
generic proof as for HCTR. Though, such an approach would yield 2/ calls to the
primitive alone in the counter mode. In combination with ZHASH", this approach
would need 44 calls to the primitive for messages of 2¢ blocks. ZCZ considers a
special variant of counter mode that uses only £ blocks of entropy to mask 2/
blocks, similar as has been used in AEZ from version 2 [12]. However, this counter
mode disallows to simply adopt the analysis from HCTR-like constructions when
the goal is showing n-bit security. So, a dedicated analysis is needed, which is a
major contribution of the present work. In the following, we study the security of
the basic construction before we consider the extensions for inputs whose length
is not necessarily a multiple of 2n bits, but at least 2n bits. We show the security
of the extension ZCZ* at the end of this section.

6.1 Security of The Basic Construction

Theorem 1. Let 7 « F/’é\rr/n(TD,L{Q 1}™). Let A be an SPRP adversary on
ZCZ[7], s.t. A asks at most ¢ queries of domain B<", that sum up to at most o
di-blocks in total. Then

302 +9¢>
AdviPRE (A) < =2
VZCZ[ﬂ-]( ) < IN2

Proof. The queries 1 through ¢ by A are collected in a transcript 7 where we
define two disjoint sets of indices E and D s.t. [1..q] = E U D, and it holds that
FE consists of exactly those indices ¢ s.t. the i-th query of A is an encryption



query; similarly, D consists of exactly those indices ¢ s.t. the i-th query of A is
an decryption query. We define £ to be the number of di-blocks in the i-query,
where ¢/ < n.

In both worlds, the adversary’s queries are answered immediately with the
corresponding outputs; certain internal parts of the transcript will be revealed to
the adversary after it made all its queries, but before it outputs its decision bit
that represents its guess of which world it interacted with. The internal parts
consist of S*,T", S, X}, X5, Y/, Y} for i € [l.q] and Zi ; for i € [l..q],j €
[1..° = 1J; for ease of notation, we write Z} to refer to Z7 ;.

We will subsequently define certain transcripts to be good. More specifically,
we describe a mechanism for the ideal oracle to sample the internal values to be
given to the adversary at the end of the query phase, and define the event bad as
the union of five events badA, badB, badC, badD and badE. We call a transcript
good if it can be obtained by the ideal oracle without encountering the event
bad. Now we state two lemmas.

302 + 8¢

Lemma 2. Pr[bad| < IE

Lemma 3. For any good transcript 7,

_ 2
Pr [Orea = 7] o9
Pr [@ideal = T] B N2
Then, the proof follows from Lemmas 1, 2, and 3. O

For proving Lemmas 2 and 3, we first define the sampling mechanism of the
ideal oracle and the bad events.

EQuATIONS. First, we write the internal variables X7, Y/ for i € [1..q],j € [1..7]
and U}, U, V], Vi for i € [1..q] in terms of S, T%, S}, X}, X4, Y], Y, Z]l::
S .
Xj=1Lj +2; 1)
Y/ =R;+ Z; +57,. (2)
Moreover, we define four auxiliary variables to easier referral:
Up =Ly + Xp,
Up = Ry + Xk,
Vi =Li +YL,
Vi = R} + Y.
IDENTIFYING A BAsIS. A basis is the set of variables (internal to the construc-
tions) which can be sampled uniformly and independently in the ideal oracles

after fixing the inputs and outputs that are known to adversary. By looking at
the construction and eliminating the relationships between the internal variables,



plaintexts, and ciphertexts, some internal variables can be chosen almost freely,
and still the real construction will behave indistinguishable from the ideal world
for the adversary even after observing the plain- and ciphertexts. We call those
variables a basis. For i € [1..q],j € [1..¢!], we define (i, j) to be fresh if either of
the following is true:

— ¢ € E, and for any ¢’ € [1..i — 1]: (L;-,,Ré-l) + (L;,R;-);
— i€ D, and for any i’ € [1..i — 1]: (L;i/,R;i/) # (LY}, R}).

For i € [2..q],i" € [1..i — 1], we say i is akin to i’ if either of the following holds:

— Vi=/(" ie E,and for any j € [1.00 — 1]: (L?,R;/) = (L;,R;);
— (i =¢" ie D, and for any j € [1.00 —1]: (L;il,R;»i/) = (L;i,R;i);

We say i is new if it is not akin to any i’ € [1..i — 1]. Now we define the basis as
follows: for i € [1..¢],

— For j € [1.6" — 1], Z} is in the basis if (, ) is fresh;

— X} and X} are in the basis if i € D, or if i € F and ¢ is new;
— Y} and Y} are in the basis if i € F, or if i € D and i is new;
— ST and Si are in the basis.

Let o represent the total number of fresh pairs in the set {(i,5) | i € [q],7 €
[¢? —1]}. Moreover, let g, be the total number of new queries in [1..q]. Then, the
size of the basis is op + 2¢, + 5¢.

EXTENSION FROM BAsiS. Now we show how all the internal variables X;, Yj
for i € [l..q],j € [1..01] and U},Uk, Vi,V for i € [1..q] can be written in terms
of basis variables. Since we have already seen how to write them in terms of
ST S X X8 Y YE for i € [1.q] and Z} for i € [1..q],j € [1..£ — 1], and
St T, S% for i € [1..q] are already in the basis, it suffices to show that Z]i» for
i €[1l.ql,j € [1.60—1] and X}, X4 Y] Y for i € [1..g] can be written in terms
of basis variables. An expression of an internal variable in terms of basis variables
and the oracle inputs and outputs will be called the extension expression of the
basis variable. Thus, whenever we sample all the basis elements, we can extend
this through these equations to assign values to all the internal variables.

For i € E,j € [1..0%], let i’ be such that (i, ;) is fresh, and (L?,R;I) =
(L}R;). Then, i is called the j-predecessor of i, denoted 7 : j. Similarly, for
i € D,j € [1..4%, if for some i’ we have (i, j) fresh and (L;il,R;»i/) = (LY, RY),
we set i : j =i’. (Thus, when (i, j) is fresh, i : j is i itself.) For i € E, j € [1..07]
we have from (1) that Xi = X;7 = L' + 777, so

Zi =L + L + Z;7; (7)
and for i € D, j € [1..£'] we have from (2)

Yi =YY =R+ 27 + 577,



SO
Z} =Ry + R, + Z;7 + 87 + 5. (8)
Now if ¢ and ¢ : j are both in F or both in D, Z;:j is a basis element. (In
particular, when i : j = 1, Z; is a basis element.) Otherwise, we can go back one
step further to (i : j) : j, the j-predecessor of i : j, denoted i : j2. We call (1)
and (2) the extension equations. They will serve useful in the later proofs. Note
that it does not hold in general that (i : j) : j =4 : j. This holds only if ¢ : j and
¢ are both in E or both in D, or when ¢ : j points to a fresh input block.
For i € [2..q], the smallest query index in [1..¢ — 1] which ¢ is akin to is called
the origin of i, denoted i. We also define the origin of 1 to be 1 itself. Thus, for
1€ F,

Xi = X, ()

Xf = Xp; (10)
and for ¢ € D,

Yi =Y, (11)

Yi =Y} (12)

Since for i € E, X% and X}; are in the basis, and for i € D, Yg and Yfz are in
the basis, this completes the extensions.

ORACLES AND BaDp EVENTS. The real oracle employs ZCZ[7] to answer the
queries of A. In the ideal world, the encryption oracle samples and returns L;?, R;»i
for i € E,j € [1..£?] uniformly at random; the decryption oracle samples and
returns L}R; for i € D, j € [1..£!] uniformly at random. Once the interaction
phase is over, the ideal world oracle samples and returns each basis element
uniformly at random from {0, 1}", with two exceptions:

— For i € E, S is drawn uniformly from the set
{0,1}™\ {Sil | i is akin to ', R? = Ri/};

— For i € D, T? is drawn uniformly from the set
{0,137\ {Ti’ | i is akin to ¢/, L = L’i’}.

The real world releases the values of the basis variables to the adversary. (Thus,
from the extension equations, A can calculate the values of the inputs, tweaks,
and outputs of all internal TBC calls.) A shall distinguish the real world O,eal
from the ideal world Ojgea1, given a transcript 7 of its interaction with the avail-
able oracles. We call a transcript 7 bad iff 7 € BADT, and call it good otherwise.
We say that a bad event occurred if at least one of the following occurred:

— badA occurs when: 4 )
e For some i € E,j € [1..0"], there exists ¢/ € [1..i — 1] with &% > j s.t.
(R = (R



e For some i € D,j € [1..£7], there exists ¢/ € [1..i — 1] with £ > j s.t.
(L, Rj) = (L}, Rj);
— badB occurs when:
e For some i € [2..q] there exists i’ € [1..i — 1] with £ = ¢’ s.t. one of the
following holds: =~
S Ui = W] up
7 (SZ7U122) = (Sz 7U}Z%);
— (Si7Ti) = (SilﬂTil);
— () = (v, 1)
* (Vllnvlz%) = (szlvvlz%,);
— badC occurs when:
e For some i € [1..q], there exists i’ € [1..i — 1] s.t. (S}, T%) = (Si', T%);
e Forsomei € [1..q],j € [1..6/—1], there exists i’ € [1..i—1] with ¢ > j+1
st (2,17 = (Z0,77);
— badD occurs when:
o Forsome i€ E,j € [1..° — 1], there exists ¢’ € [1..4 — 1] with 0>+
st (L1Y]) = (LY, Y] );
e For some i € D, j € [L.£1 — 1], there exists i’ € [1..i — 1] with £ > j+1
st (R, X7) = (RY, X} );
— badE occurs when for some ¢ € [2..g], there exists i’ € [1..i — 1] s.t. i is not
akin to 7' and yet one of the following holds:
(XL XE) = (XX
— (Y YR = (Y2, YR );

Thus, bad %' badA V badB V badC V badD V badE. Clearly,

Pr [bad] < Pr[badA] + Pr [badB] + Pr [badC] + Pr [badD] + Pr [badE].  (13)
Now, we are in a position to prove Lemmas 2 and 3.

Proof of Lemma 2. Below, we show that each of the collision-pairs that would
result in one of the bad events has a joint probability of < 1/N2. Clearly, we need
the assumption that all basis elements are uniformly sampled from {0,1}" for
this purpose. Moreover, the values S and T° are sampled without replacement
under certain circumstances, their bound is at most 1/N(N — 1), which can be
upper bounded by 1/N(N — 1) < 2/N?. Thus, for bounding the bad events, we
simply need to bound the number of candidate collision-pairs.
For badA, there can be:

— at most 0%/2 collision events of the form (L;i/, R;»i/) = (L;.i, R}i);
— at most 02, /2 collision events of the form (L;ZI7 R?) = (L;, R;'»);
where o is the total number of encryption query blocks and op is the total
number of decryption query blocks, so that 0% + %, < 0. Thus
o2
Pr [badA] < - (14)

For badB, there can be:



— at most ¢?/2 collision events of the form (U}, UR) (UL, UL);
— at most ¢2/2 collision events of the form (S%,Uk) = (%, U%);
— at most ¢2/2 collision events of the form (S%, T%) = (¢, T%);
— at most ¢2/2 collision events of the form (V},T%) = (Vi',T");
— at most ¢2/2 collision events of the form (V},VE) = (Vi ,VE);

Thus
5¢>
For badC, there can be:
— at most ¢2/2 collision events of the form (Si,T%) = (8%, T%).
— at most /2 collision events of the form (Z},T") = (ZJ’:,, T
Thus
¢ + 02
Pr [badC] < Nz (16)
For badD, there can be:
— at most 0%,/2 collision events of the form (LY,Y}) = (L;Z ,Y; );
— at most 0%,/2 collision events of the form (R}, X?) = (R; , ; ).
Thus
o2
For badE, there can be:
— at most ¢%/2 collision events of the form (X;%, X3') = (X3, X}k{/);
— at most ¢2/2 collision events of the form (Y, Y7') = (Y, Y;5").
Thus
24>

The lemma follows from (13)-(18).

Now, all that is left to do is to establish our claim that each of the collision-
pairs that would result in one of the bad events has a joint probability < 1/N?2.
This is to be done by examining each bad event separately. badA, badB and badC
are fairly straightforward, and we leave out the proofs. badD is more interesting;
we provide below a complete analysis of it. The trickiest case is badE; here, due
to space constraints, we only examine two of its main subcases in detail. The
complete case-by-case analysis, along with a short analysis of badA, badB and
badC, can be found in the Appendix of the full version [4].



FuLL ANALYSIS OF badD. We consider the two cases separately:

- (L3,Y}) = (L7,Y]), i € B, i < i: We will show that Y = YV always

R VIR
leads to an equation containing at least one basis variable that cannot get

canceled out. The required bound follows since the basis variable and L;»i are
independently sampled. From (2) we have

Ri+Zi+S8, =R +7 +85]. (19)

Note that S cannot occur in the expansion of Z;:j , since 1 € E. Now we
have two options of #’:

e i/ € E: From (7) and (19) we have
i 135 13 i:j i i 2 13 i':j i
RjJrLj +Lj+Zj +Sl—Rj+Lj JrLj +Zj + 5.

Here the basis element S? cannot be canceled out, since i’ < i.
e ' € D: From (7), (8) and (19), we have

R+ L+ L+ 29+ Si =R + R+ R + 27 + 81 7.

Again, the basis element S? cannot be canceled out since i’ : j < i’ < i.

— (R;'»,X]’:) = (R;-/,X}/), 1 € D, i < 1: As above, we show that X; = X}l always
leads to an equation containing at least one basis variable that cannot get
canceled out, and the required bound follows since the basis variable and R;-
are independently sampled. From (1), we have

iy zi=1 + 70 (20)

Now, we have two options of 7'
e i/ € E: From (8), (7) and (20), we have
1% i:j i i:J @J i g i':j
LI+ R+ R4+ Z7 + 87 + 8 =L + 27
When i : j < i, the basis element S} cannot be canceled out, and when
i =i:j, wehave i :j <i' <i=i:j,so the basis element Z;7/ = Z;

cannot be canceled out.
e i/ € D: From (8) and (19), we have

L)+ R+ R, +Z7 + 87 +51 =L +R;7+R; +7;7 +5"7+5",

Here again, either S} or the basis element Z} cannot be canceled out,
and the argument is identical to the above.



PARTIAL ANALYSIS OF badE. This is trickier than the other bad events, and

requires some careful case analysis We examine the two most difficult sub-cases

here. Let i/ < i and ¢ % ¢ = = %, and let ;(-) and a3(-) be linear functions

defined as

) dof W-1-3 .4 and o?(x) def (az)zflfj - T,

aj(x ;

Both the sub-cases we examine here fall under the case of (X}%, X}) =
(X3, X3"). We can write this collision as

-1 -1
D ai(X;+X))=0 and Y of(X;+XI)=> af(Ri+R}).
j=0 j=0 j=

Using (1) we can rewrite these as

{—1

T
L

S a(Zi+2Z)=> a; (L] + LY), (21)
j—O j=0

-1 ' ‘ ' .
Za (Zi+ 7)) = §(L;?+L;? + R+ Rj). (22)

J

We first observe that since ¢ is not akin to 4’, X; + X]’:/ cannot trivially
disappear for all j € [1,..,¢ — 1]. Also, since «; (Xi + Xi,) sum to 0, there must

be at least two indices in [ - £—1] where X; i +X; i does not trivially disappear;
let jo and j; be the two largest such indices, Wlth Jo > j1.- Now, we first consider
the sub-case i € E,i € E. From (7), (21) and (22) we have

£—1 {—1
S a2+ Z0Y) :Za] (L7 + L), (23)
Jj=0 Jj=

.. S Z A
S a2z +z217) = af(L’” + L7 + R+ R, (24)
; =

By choice of jg, i j() #1' : jo. Suppose i : jo >4 : jo. If i : jo € D, using (8), we
replace Z;OJ(’ by R;UJO + R;UJO + 7,70 + 5770 + S17°. The basis element, 577 does
not get canceled out; moreover, ijoj" remains only in the top equation, while it

gets canceled out in the bottom equation. Since i : j =4’ : j for all j > jg, none
of the adversary-queried blocks remaining in either equation came after RZ 9950

it is independent of the rest of the equation; along with the basis element S1 Jo
(which appears in both equations), this makes the two collisions independent,
thus occurring jointly with a probability 1/N?.

Ifi:joeE, Z % i in the basis, and does not cancel out. On the right hand

side of both equat10ns, LjO]0 remains uncanceled as well, while all later adver-
sary queries get canceled. Thus, the two equations can become dependent with



probability at most 1/N; then, the common collision can occur with probability
at most 1/N. Thus, in either case, the joint collision can occur with a probability
of more than 1/N?2. The analysis is similar when i : jo < i : jo; then we focus on
the latter instead.

The other sub-case we consider is i € E,i’ € D. From (7), (8), (21) and (22)
we have

-1 -1
aj(Z7 + Z;7 + 81 +5,7) =D oy(Lf7 + LYY + Ry + Ry, (25)
7=0 =0
571 P s s 271 - a P ..
o3ZF+ 207+ 8] +817) =) ad(LT + LFY + R+ RT).(26)
Jj=0 J=

By choice of jo and jy, i : jo # i’ and i : j; # i'. Suppose i : jo < i’. Then Si
and R;; remain uncanceled in (25), and no adversary query block queried after
R;IO remains uncanceled; in (26), Si' remains uncanceled again, but there is no
R;; and no adversary query block queried after it. Thus these two can occur
jointly with a probability at most 1/N?2.

A symmetric argument can be used when i : jo > i’ and i : jo € D: we replace
Z;;jo by R;f;)]g +R§v:0jo —|—Z;;J§ —l—Si:jg —|—Si:j°41vlsing (8), and observe that S;7° remains
uncanceled in either equation, while R;fn]" remains uncanceled in (25), but gets
canceled out in (26), and no adversary query block queried after it remains in
either equation.

When i : jo > ¢ and i : jo € E, but 4 : j; satisfied one of the above two
conditions, we can argue as above using i : j; instead. If we also have 7 : j; > ¢’
and i : ji; € E, we observe that Z;7* and Z;7" are basis elements that do not get
canceled out in either equation. Their combined contribution to the left-hand
side of (25) is af~1770 . Z770 4 f~170r . Z29% and to the left-hand side of (26)
is (a2)f—1-Jo . Z;;jo + (a?)f~t-a . Z]’::ljl. These two collisions are independent
since af1770 . (o2)t=1771 £ of~1771 . (@?)~17Jo and thus can occur with a
probability at most 1/N2. The rest of the subcases can be analysed similarly.
This completes the proof of Lemma 2. O

Proof of Lemma 3. Let 7 be a good transcript, i. e., none of the events badA,
badB, badC, badD, or badE occurred. Then, in the ideal world, there are 20
samplings for generating the query responses and o + 2q, + 5q for generating
the basis elements. In the ideal world, the basis elements are sampled uniformly
at random and independently from each other. Hence, the probability for those
is given by 1/N°F 24454 The situation differs for the outputs of the scheme.
The ideal world is an ideal SPRP; hence, the outputs are sampled without
replacement. Since all queries are from the domain B<", we can group encryption
and decryption queries into disjoint sets £!,...,L£™ s. t. their union contains
all queries, and Set £’ contains exactly the queries of length ¢ di-blocks. We
define by LOAD (L”) the number of queries in Set £?, for all 1 < i < n. The



probability for ciphertext outputs from encryption queries and plaintext outputs
from decryption queries is

n

1
H (N2

i=1 LOAD(L?) .
Since each query has at least 2n bits, we can lower bound the probability by

n

H 1 < 1 1
: (N2i>L0AD(Li) B (N2)2q N2o=2a°

=1

‘We obtain that

1 1

P1[Bjdeal = 7] < Nor+2q,+3q¢+20 (N?),

(27)

In the real world, the construction employs a permutation 7' (-) for each tweak
T € Tpxz that was used in the transcript, . We write the set of all occurred
tweaks of all di-blocks of all queries in the transcript and write it as {T*, ..., T}.
We further define by LOAD (T) the load of a tweak T, i.e., the number of distinct
inputs used for it over all queries and di-blocks of the transcript. It holds that
Z?:l LoaD (Tl) = or + 20 + 2q, + 5q. We adopt the notion of transcript-
compatible permutations from [6]. We call T compatible with 7 if for all queries,
7 produced all intermediate variables as well as all outputs in 7. Let Comp(7)
denote the set of tweakable permutations 7 that are compatible with 7. Thus

Pr[Oyea = 7] = Pr [% « Perm (Tp.1,{0,1}") : @ € Comp(7)]| .

For a fixed tweak T, the fraction of compatible permutations is

Loap(T)—1 1 1

0 N—i (N)LOAD(T).

Over all tweaks T?, for 1 < 4 < 6, the fraction of compatible permutations is
given by

i=

| -

i=1 (N)LOAD(Ti)
It is hard to work with this probability directly. Instead, since we are interested
in a bound for the real-world probability of transcripts, we can lower bound the
probability of all op 4+ 2¢, + 5q basis variables by the naive probability that
they are all computed from fresh tweaks: 1/NoF 24 +54_ For the ciphertext and
plaintext outputs, we can employ similar sets £?, for 1 < i < n, as we had for
the ideal world, where Set £ again consists of all queries of length i di-blocks.
The probability of outputs in the real world can then be lower bounded by

n

1
H( 2)

i=1 N LoaD(L?)



Now, we can upper bound the ratio of the probability of our transcripts by

1 H” 1
Pr [Qreal = T] Nep+2avtoa =1 (NZI)LOAD([,i)
Pr [@ideal = T] N Nop+12qy+5q : N2<71—2q ) (le)q
n 1
> Hi:l (NZi)Lo.\D(Li) > (Nz)q : N2072q _ (NQ)q
- (le)q : N20172q B NQU (NQ)q
NN D) (NP g D) (NP g1
- (V=) AN

N2 —q\* g\ ¢
2( RE ) =(1-32) 21—

where the last inequality is Bernoulli’s. So, we obtain our claim in Lemma 3. [

6.2 Proof Sketch for Messages with Arbitrary Number of Complete
Di-blocks

Theorem 2. Let 7 « %(TD,I,{O, 1}™). Let A be an SPRP adversary on
ZCZ[x] that asks at most ¢ queries queries of domain BT, whose lengths sum
up to at most ¢ di-blocks in total, and A runs in time at most TIME. Then

402 + 8¢
Advioin(A) < —

Proof Sketch. The proof follows a similar strategy as that of Theorem 1. So, we
only consider the equations in the analysis of bad events that differ. We add each
Siyie(l.g) ke [1.. V’/nu to the basis. The ideal oracle samples the additional
basis elements along with the original basis elements in the second step, and the
definitions of the bad cases do not change. From the equations (1)—(6) that we
began with, only (2) is now replaced by

Y =R+ Z;+ 5}/, (27)
In the extension equations, this changes only (8), which is replaced by

Zi =R + R+ Z;7 + S, 0 + S - (87)

The definitions of the bad cases remain the same except badC, which now occurs
when:

— For some i € [l..g],k € [L.[¢"/n]], there exists ¢ € [L..i — 1] with ¢ >
n(k —1) s.t. (S§,T%) = (S, T%);

— For some i € [1..q],j € [1..£/ — 1], there exists i’ € [1..i — 1] with £ > j +1
st. (24, T") = (2}, T"), where k = [j/n] ,c = j —n(k — 1).



Of these, the counting does not change for the latter; for the former, there are
now at most Cmaxq? /2 possible collision pairs now, where ¢jax is the maximum
number of chunks in one query; we generously bound this by 02/2. This adds
(02 — ¢®)/2N to our earlier bound, to obtain the new bound for the extended
version. To ensure that the counting argument for badE still goes through, we
only note that for k € [1..[¢/n]], Si can only occur in any of the collision
equations from badE with coefficients =17 for j € [n(k — 1) + 1..nk], where 3
is either o or o2, and for any choice of k, a non-empty subset of these coefficients
cannot add to 0.

6.3 Proof Sketch for the Security of ZCZ*

Theorem 3. Let 7 « %(TD,I,{O, 1}™). Let A be an SPRP adversary on
ZCZ*[7] that asks at most g queries of domain {0,1}22" whose lengths sum up
to at most o di-blocks in total, ¢ of which contains an incomplete di-block at
the end. Then

402 2 2

AdviET (A) < 2RO
Proof Sketch. The ideal oracle’s sampling mechanism for the tweakable blockci-
pher outputs for the partial di-block messages is slightly trickier. Let Z denote
the indices of the queries with incomplete di-blocks. Instead of simulating an
ideal permutation, the ideal oracle simulates what [11] calls an +rnd oracle,
which always returns random bits, as long as no pointless queries are asked.
(It is easy to argue for our construction why not permitting pointless queries
does not diminish the adversary’s power, so we can confine our attention to the
no-pointless-query scenario.)

We use the notation (U, V), (U, Vin), (U’, V') for outputs of the blockcipher
calls in the top, middle, and bottom layers respectively. M; denotes (L;, R;),
and * denotes the index of the incomplete di-block.

— For the smallest i € Z, UZ, V!, U,V are sampled uniformly from {0,1}";
— For each i in Z such that for no ¢ in Z with i/ < i we have (L%, Rl) #
(LY, RY):
e U! is sampled uniformly from {0,1}"\ {U*i/ i eZ,i < i};
e V! is sampled uniformly from {0,1}"\ {Vj/ | eZ,i < i};
— For each i in Z such that for no ¢’ in Z with i’ < i we have (L, R!') #
(L/i’ R/z"):
e U/' is sampled uniformly from {0,1}"\ {Ufl |V eZi< i};
e V!t is sampled uniformly from {0,1}"\ {V*’i/ i e,i < i};

— For each i € Z the (2n — s)-bit suffix R? of (Uf ., Vi) is sampled uniformly

from {0,1}2"~¢, and (U.,,,V,.,) is set to (M! + M!")||R'.

The new bad cases are:



For some distinct 7,7’ in Z with ¢ = ¢* = ¢ we have

(M} g, M} + (UL V) = (M. _y, M} + (UL V)

For some distinct i, in Z with ¢ = ¢7 = ¢ we have
(M 1, M7+ (U2 VE) = (MY oy, MY+ (U VE));
— For some distinct 4,4’ in 7 with ¢* = ¢" = ¢ we have
(Li+ L} + Ul + US R, + R} + Vi 4+ V)
= (L{ + L{ + Ul + U R + Rf + VI + V)
— For some distinct 4,4 in Z with ¢# = ¢/ = ¢ we have
(R + Ry + Vi 4+ VI Up) = (R +R{ + VI + VI ULL);
— For some distinct 4,4 in Z with ¢f = ¢/ = ¢ we have
(Rj+ R+ VI+ VI V) = (R + R + VI + VI Vi),
The probabilities of these bad cases can be bounded by ¢?/2N"2?, ¢"2/2N"?
q¢?/2N"?, ¢/2NN’, ¢/2N N’ in that order, where N’ = N — ¢’. With the
reasonable assumption that ¢ < N/2, we can replace N’ with N/2 in these
bounds and have them sum to 8¢'?/N?2, which is our bound for the combined

probability of the new bad cases. The theorem follows from Theorem 2 and
Lemma 6 of [11].

Our results in Theorems 1 and 3 had considered the instantiation with an
ideal random tweaked permutation 7 « Perm(7; p,{0,1}™). Corollaries 1 and 3
yield the resulting security bounds when ZCZ and ZCZ™* are instantiated with
a given tweakable block cipher Ex : K x 77, p x{0,1}™ — {0,1}" be a tweakable
block cipher with K « IC.

Corollary 1. Let A be an SPRP adversary on ZCZ[Ek], s.t. A asks at most
g queries of domain B<", that sum up to at most o di-blocks in total, and A
runs in time at most TIME. Then

< 302 +10¢>

SPRP_
Adv (A) < =5

STPRP
ZCZ[Ex] +AdvEK,E;<1 (A’)’

where A’ is an STPRP adversary against EK that asks at most @' = 30 +
[0/n] + 6¢ queries and runs in time at most TIME + O(a’).

Corollary 2. Let A be an SPRP adversary on ZCZ*[Ex] that asks at most
q queries of domain {0,1}22", whose lengths sum up to at most o di-blocks in
total, ¢’ of which contains an incomplete di-block at the end, and A runs in time
at most TIME. Then

AdVSPRP (A) < 402 + 8q2 + 9q,2

STPRP /
207y (A) < e +Advy Foa (AT,

where A’ is an STPRP adversary against EK that asks at most @’ = 30 +
[o/n] + 6¢ + 6¢' queries and runs in time at most TIME + O(a’).
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