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Abstract Access control encryption (ACE) was proposed by Damgérd
et al. to enable the control of information flow between several parties
according to a given policy specifying which parties are, or are not, al-
lowed to communicate. By involving a special party, called the sanitizer,
policy-compliant communication is enabled while policy-violating commu-
nication is prevented, even if sender and receiver are dishonest. To allow
outsourcing of the sanitizer, the secrecy of the message contents and the
anonymity of the involved communication partners is guaranteed.

This paper shows that in order to be resilient against realistic attacks, the
security definition of ACE must be considerably strengthened in several
ways. A new, substantially stronger security definition is proposed, and an
ACE scheme is constructed which provably satisfies the strong definition
under standard assumptions.

Three aspects in which the security of ACE is strengthened are as follows.
First, CCA security (rather than only CPA security) is guaranteed, which
is important since senders can be dishonest in the considered setting.
Second, the revealing of an (unsanitized) ciphertext (e.g., by a faulty
sanitizer) cannot be exploited to communicate more in a policy-violating
manner than the information contained in the ciphertext. We illustrate
that this is not only a definitional subtlety by showing how in known ACE
schemes, a single leaked unsanitized ciphertext allows for an arbitrary
amount of policy-violating communication. Third, it is enforced that
parties specified to receive a message according to the policy cannot be
excluded from receiving it, even by a dishonest sender.

Keywords: Access control encryption - Information flow control - Chosen-
ciphertext attacks

1 Introduction

1.1 Access Control Encryption—Model and Security Requirements

The concept of access control encryption (ACE) was proposed by Damgérd,
Haagh, and Orlandi [6] in order to enforce information flow using cryptographic
tools rather than a standard access control mechanism (e.g., a reference monitor)
within an information system. If the encryption scheme provides certain operations
(e.g., ciphertext sanitization) and satisfies an adequate security definition, then

* The full version of this paper is available at https://eprint.iacr.org/2017/429.
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the reference monitor can be outsourced, as a component called the sanitizer, to
an only partially trusted service provider. The goal of ACE is that the sanitizer
learns nothing not intrinsically necessary. Security must also be guaranteed
against dishonest users, whether senders or receivers of information, and against
certain types of sanitizer misbehavior.

The information flow problem addressed by ACE is defined in a context
with a set R of roles corresponding, for example, to different security clearances.
Each user in a system can be assigned several roles. For example the users are
employees of a company collaborating on a sensitive project, and they need to
collaborate and exchange information by sending messages. Since the information
is sensitive, which information a party can see must be restricted (hence the
term access control), even if some parties are dishonest. In the most general form,
the specification of which role may send to which other role corresponds to a
relation (a subset of R x R) or, equivalently, to a predicate P: R x R — {0,1},
where s € R is allowed to communicate to r € R if and only if P(s,r) = 1. The
predicate P is called the (security) policy. Typical examples of such policies arise
from the Bell-LaPadula [2] model where roles are (partially) ordered, and the
so-called “no-write-down” rule specifies that it is forbidden for a user to send
information to another user with a lower role. Note that for this specific example,
the relation is transitive, but ACE also allows to capture non-transitive security
policies.

ACE was designed to work in the following setting. Users can communicate
anonymously with a sanitizer. If a user wants to send a message, it is encrypted
under a key corresponding to the sender’s role. Then the ciphertext is sent
(anonymously) to the sanitizer who applies a certain sanitization operation and
writes the sanitized ciphertext on a publicly readable bulletin board providing
anonymous read-access to the users (receivers). Users who are supposed to receive
the message according to the policy (and only those users) can decrypt the
sanitized ciphertext.

To ensure security in the described setting, the ACE scheme must at least
provide the following guarantees:

1. The encryption must assure privacy and anonymity against dishonest receivers
as well as the sanitizer, i.e., neither the sanitizer nor dishonest receivers
without access allowed by the policy should be able to obtain information
about messages or the sender’s role.

2. A dishonest sender must be unable to communicate with a (potentially
dishonest) receiver, unless this is allowed according to the policy. In other
words, the system must not provide covert channels allowing for policy-
violating communication.

As usual in a context with dishonest senders, the first goal requires security
against chosen-ciphertext attacks (CCA) because dishonest users can send a
ciphertext for which they do not know the contained message and by observing
the effects the received message has on the environment, potentially obtain
information about the message. This corresponds to the availability of a decryption
oracle, as in the CCA-security definition.
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Note that the second goal is only achievable if users cannot directly write to
the repository or communicate by other means bypassing the sanitizer, and if
the sanitizer is not actively dishonest because a dishonest sanitizer can directly
write any information received from a dishonest sender to the repository. The
assumption that a user cannot bypass the sanitizer and communicate to another
party outside of the system can for example be justified by assuming that users,
even if dishonest, want to avoid being caught communicating illegitimately, or if
only a user’s system (not the user) is corrupted, and the system can technically
only send message to the sanitizer.

Since the sanitizer is not fully trusted in our setting, one should consider
the possibility that an unsanitized ciphertext is leaked (intentionally or un-
intentionally) to a dishonest party. This scenario can be called (unsanitized)
ciphertext-revealing attack. Obviously, all information contained in this ciphertext
gets leaked to that party. While this cannot be avoided, such an attack should
not enable dishonest parties to violate the security requirements beyond that.

We point out that previously proposed encryption techniques (before ACE),
such as attribute-based encryption [17,11] and functional encryption [4], enable
the design of schemes where a sender can encrypt messages such that only
designated receivers (who possess the required key) can read the message. This
captures the access control aspects of read permissions, but it does not allow to
capture the control of write/send permissions. In other words, such schemes only
achieve the first goal listed above, not the second one.

1.2 Contributions of this Paper

While the proposal of the ACE-concept and of efficient ACE-schemes were impor-
tant first steps toward outsourcing access control, the existing security definition
turns out to be insufficient for several realistic attack scenarios. The main con-
tributions of this paper consist of uncovering issues with existing definitions
and schemes, fixing these issues by proposing stronger security notions, and
constructing a scheme satisfying our stronger notions.

Issues with existing definitions and schemes. As argued above, chosen-
ciphertext attacks should be considered since the use case for ACE includes
dishonest senders. Existing definitions, however, do not take this into account,
i.e., the adversary does not have access to a decryption oracle in the security
games.

Furthermore, existing notions do not consider ciphertext-revealing attacks.
Technically speaking, the security game that is supposed to prevent dishonest
senders from transmitting information to dishonest receivers (called no-write
game), gives the adversary only access to an encryption oracle that sanitizes
ciphertexts before returning them. This means that the adversary has no access to
unsanitized ciphertexts. This is not only a definitional subtlety, but can completely
break down any security guarantees. We demonstrate that existing ACE schemes
allow the following attack: Assume there are three users A, M, and E in the
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system, where A is honest and by the policy allowed to send information to F,
and M and F are dishonest and not allowed to communicate. If A sends an
(innocent) message to E and the corresponding unsanitized ciphertext is leaked
to M, malleability of the ciphertext can be exploited by M to subsequently
communicate an arbitrary number of arbitrary messages chosen by M to E.
Note that while this attack crucially exploits malleability of ciphertexts, it is not
excluded by CCA security for two reasons: first, CCA security does not prevent
an adversary from producing valid ciphertexts for unrelated messages, and second,
the integrity should still hold if the adversary has the decryption key (but not
the encryption key).

Finally, existing security definitions focus on preventing dishonest parties from
communicating if disallowed by the policy, but they do not enforce information
flow. For example, if user A only has a role such that according to the policy,
users B and C' can read what A sends, existing schemes do not prevent A from
sending a message that can be read by B but not by C, or sending a message
such that B and C receive different messages. This is not as problematic as the
two issues above, and one can argue that A could anyway achieve something
similar by additionally encrypting the message with another encryption scheme.
Nevertheless, for some use cases, actually precisely enforcing the policy can be
required (consider, e.g., a logging system), and one might intuitively expect that
ACE schemes achieve this.

New security definitions. We propose new, stronger security definitions for
ACE that exclude all issues mentioned above. First, we give the adversary access
to a decryption oracle. More precisely, the oracle first sanitizes the given ciphertext
and then decrypts it, since this is what happens in the application if a dishonest
party sends a ciphertext to the sanitizer. Second, we incorporate ciphertext-
revealing attacks by giving the adversary access to an encryption oracle that
returns unsanitized ciphertexts for arbitrary roles. Finally, we introduce a new
security game in which an adversary can obtain encryption keys and decryption
keys from an oracle and has to output a ciphertext such that one of the following
events occur: either the set of roles that can successfully decrypt the ciphertext
(to an arbitrary message) is inconsistent with the policy for all sender roles for
which the adversary has an encryption key (in this case, we say the adversary
is not role-respecting); or the ciphertext can be successfully decrypted with two
keys such that two different messages are obtained (in this case, we say the
uniform-decryption property is violated).

Construction of an ACE scheme for our stronger notions. Our construc-
tion proceeds in three steps and follows the general structure of the generic
construction by Fuchsbauer et al. [9]. Since we require much stronger security
notions in all three steps, our constructions and proofs are consequently more
involved than existing ones. First, we construct a scheme for a primitive we call
enhanced sanitizable public-key encryption (sPKE). Second, we use an sPKE
scheme to construct an ACE scheme satisfying our strong security notion for
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the equality policy, i.e., for the policy that allows s to send to r if and only if
r = s. Third, we show how to lift an ACE scheme for the equality policy to an
ACE scheme for the disjunction of equalities policy. This policy encodes roles
as vectors x = (x1,...,x¢) and allows role x to send to role y if and only if
x1 =y V...Vxy = yp. As shown by Fuchsbauer et al. [9], useful policies including
the inequality predicate corresponding to the Bell-LaPadula model can efficiently
be implemented using this policy by encoding the roles appropriately.

Enhanced sanitizable PKE. An sPKE scheme resembles publicy-key encryp-
tion with an additional setup algorithm that outputs sanitizer parameters and a
master secret key. The master secret key is needed to generate a public/private
key pair and the sanitizer parameters can be used to sanitize a ciphertext. A
sanitized ciphertext cannot be linked to the original ciphertext without the
decryption key. We require the scheme to be CCA secure (with respect to a
sanitize-then-decrypt oracle) and anonymous. Sanitization resembles rerandom-
ization [12,15], also called universal re-encryption [10], but we allow sanitized
ciphertexts to be syntactically different from unsanitized ciphertexts. This allows
us to achieve full CCA security, which is needed for our ACE construction and
unachievable for rerandomizable encryption.

Our scheme is based on ElGamal encryption [7], which can easily be rerandom-
ized and is anonymous. We obtain CCA security using the technique of Naor and
Yung [14], i.e., encrypting the message under two independent keys and proving
in zero-knowledge that the ciphertexts are encryptions of the same message,
which was shown by Sahai to achieve full CCA security if the zero-knowledge
proof is simulation-sound [16]. A technical issue is that if the verification of the
NIZK proof was done by the decrypt algorithm, the sanitization would also need
to sanitize the proof. Instead, we let the sanitizer perform the verification. Since
we want to preserve anonymity, this needs to be done without knowing under
which public keys the message was encrypted. Therefore, the public keys are part
of the witness in the NIZK proof. Now the adversary could encrypt the same
message under two different public keys that were not produced together by the
key-generation, which would break the reduction. To prevent this, the pair of
public keys output by the key-generation is signed using a signature key that
is contained in the master secret key and the corresponding verification key is
contained in the sanitizer parameters.

ACE for equality. The basic idea of our ACE scheme for the equality policy
is to use for each role, encryption and decryption keys of an sPKE scheme as
the encryption and decryption keys of the ACE scheme, respectively. Since we
need to prevent dishonest senders without an encryption key for some role from
producing valid ciphertexts for that role even after seeing encryptions of other
messages for this role and obtaining encryption keys for other roles, we add a
signature key to the encryption key, sign this pair using a separate signing key,
where the corresponding verification key is part of the sanitizer parameters, and
let senders sign their ciphertexts. To preserve anonymity, this signature cannot
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be part of the ciphertext. Instead, senders prove in zero-knowledge that they
know such a signature and that the encryption was performed properly.

ACE for disjunction of equalities. The first step of our lifting is identical
to the lifting described by Fuchsbauer et al. [9]: for each component of the role-
vector, the encryption and decryption keys contain corresponding keys of an ACE
scheme for the equality policy. To encrypt a message, this message is encrypted
under each of the key-components. In a second step, we enforce role-respecting
security with the same trick we used in our ACE scheme for equality; that is, we
sign encryption key-vectors together with a signing key for that role, and senders
prove in zero-knowledge that they have used a valid key combination to encrypt
and that they know a signature of the ciphertext vector.

1.3 Related Work

The concept of access control encryption has been introduced by Damgérd et al. [6].
They provided the original security definitions and first schemes. Subsequent work
by Fuchsbauer et al. [9], by Tan et al. [18], and by Kim and Wu [13] focused on
new schemes that are more efficient, based on different assumptions, or support
more fine grained access control policies. In contrast to our work, they did not
attempt to strengthen the security guarantees provided by ACE.

2 Preliminaries

2.1 Notation

We write x < y for assigning the value y to the variable z. For a finite set X,
x «— X denotes assigning to x a uniformly random value in X. For n € IN, we
use the convention

[n] ={1,...,n}.

By Z.,, we denote the ring of integers modulo n, and by Z; its multiplicative
group of units. The probability of an event A in an experiment F is denoted by
Prf[4], e.g., Pro< {0z = 0] = 3. If the experiment is clear from the context,
we omit the superscript. The conditional probability of A given B is denoted
by Pr[A | B] and the complement of A is denoted by —A. For a probabilistic
algorithm A and r € {0,1}*, we denote by A(z;r) the execution of A on input z
with randomness 7. For algorithms A and O, A9()(z) denotes the execution of
A on input x, where A has oracle access to O.

2.2 Security Definitions, Advantages, Efficiency, and Negligibility

We define the security of a scheme via a random experiment (or game) involving
an adversary algorithm A. For a given scheme £ and adversary A, we define
the advantage of A, which is a function of the security parameter . To simplify
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the notation, we omit the security parameter when writing the advantage, e.g.,
we write Adv?iEUF'CMA instead of Adv?iEUF'CMA(n) for the advantage of A in
the existential unforgeability game for the signature scheme €. Such a scheme is
considered secure if Adv?ﬂEUF'CMA is negligible for all efficient A. An algorithm A
is efficient if it runs in probabilistic polynomial time (PPT), i.e., A has access
to random bits and there is a polynomial p such that A(z) terminates after at
most p(]z|) steps (on some computational model, e.g., Turing machines) for all
inputs z, where |z| denotes the bit-length of . A function f is negligible if for
every polynomial p, there exists ng € IN such that f(n) < 1/p(n) for all n > ny.
While these asymptotic definitions yield concise statements, we will in all proofs

derive precise bounds on the advantages, following a concrete security approach.

2.3 Access Control Encryption

We recall the definition of access control encryption by Damgéard et al. [6].
Following Fuchsbauer et al. [9], we do not have sanitizer keys and require Gen to
be deterministic. The set of roles is assumed to be R = [n].

Definition 1. An access control encryption (ACE) scheme & consists of the
following five PPT algorithms:

Setup: The algorithm Setup on input a security parameter 1% and a policy
P: [n] x [n] — {0,1}, outputs a master secret key msk and sanitizer pa-
rameters sp. We implicitly assume that all keys include the finite message
space M and the ciphertext spaces C,C’.

Key generation: The algorithm Gen is deterministic and on input a master
secret key msk, a role i € [n], and the type sen, outputs an encryption key ek;;
on input msk, j € [n], and the type rec, outputs a decryption key dk;.

Encryption: The algorithm Enc on input an encryption key ek; and a mes-
sage m € M, outputs a ciphertext c € C.

Sanitization: The algorithm San on input sanitizer parameters sp and a cipher-
text ¢ € C, outputs a sanitized ciphertext ¢’ € ¢’ U{L}.

Decryption: The algorithm Dec on input a decryption key dk; and a sanitized
ciphertext ¢ € C', outputs a message m € MU {L}; on input dk; and L, it
outputs L.

For a probabilistic algorithm A, consider the experiment Expé,cj'CORR that given

a security parameter 1% and a policy P, executes (sp, msk) < Setup(1®, P),
(m,i,7) < AC(msk ) (sp) ek, « Gen(msk, i, sen), and dk; < Gen(msk, j, rec).
We define the correctness advantage of A (for security parameter & and policy P)
as

Advp Sy R .= Pr[P(i,j) =1 A Dec(dk;, San(sp, Enc(ek;, m))) # m],

where the probability is over the randommness in Exp?’CE'CORR and the random

coins of Enc, San, and Dec. The scheme & is called correct if Adv?CE‘CORR 18

negligible for all efficient A, and perfectly correct if AdvéfE’CORR =0 for all A.
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Remark 1. Correctness of an encryption scheme is typically not defined via a
game with an adversary, but by requiring that decryption of an encryption of
m yields m with probability 1. This perfect correctness requirement is difficult
to achieve for ACE schemes and not necessary for applications because it is
sufficient if a decryption error only occurs with negligible probability in any
execution of the scheme. Damgard et al. [6] define correctness by requiring that
for all m, ¢, and j with P(i,7) = 1, the probability that a decryption fails is
negligible, where the probability is over setup, key generation, encrypt, sanitize,
and decrypt. While this definition is simpler than ours, it does not guarantee that
decryption errors only occur with negligible probability in any execution of the
scheme. For example, a scheme could on setup choose a random message m and
embed it into all keys such that decryption always fails for encryptions of this
particular message. This does not violate the definition by Damgard et al. since
for any fixed message, the probability that this message is sampled during setup
is negligible (if the message space is large). Nevertheless, an adversary can always
provoke a decryption error by sending that particular message m, which is not
desirable. The above example might at first sight seem somewhat artificial, and
typically, schemes do not have such a structure. However, capturing correctness
via an experiment is important when thinking of composition, since we expect
that the correctness guarantee still holds when the ACE scheme is run as part
of a larger system. In order to meet this expectation, and to exclude the above
issue, we formalize correctness via an experiment.

Additionally, Fuchsbauer et al. have defined detectability, which guarantees
that decrypting with a wrong key yields L with high probability [9]. This allows
receivers to detect whether a message was sent to them. As for correctness,
we define it via an experiment. The notion is related to robustness for public-
key encryption [1]. We additionally define strong detectability, in which the
randomness for the encryption is adversarially chosen.

Definition 2. Let £ = (Setup, Gen, Enc, San, Dec) be an ACE scheme and let A
be a probabilistic algorithm. Consider the experiment Expé?j'DTCT that given a
security parameter 1% and a policy P, executes (sp) < Setup(1*, P), (m,i,j) +
ACen(msk) (o) msk), ek; < Gen(msk,i,sen), and dk; < Gen(msk, j,rec). We

define the detectability advantage of A as
Advéfj'DTCT = Pr[P(i,j) =0 A Dec(dkj,San(sp, Enc(eki,m))) + J_},

where the probability is over the randomness in Expgcj’DTCT and the random

coins of Enc, San, and Dec. The scheme £ is called detectable if Adv?FE'DTCT

is negligible for all efficient A. The experiment Expéﬁf‘SDTCT s identical to

Exp?)CE'DTCT except that A returns (m,r,i, 7). The strong detectability advantage

of A is defined as

AdvéfE‘SDTCT = Pr[P(i,j) =0 A Dec(dkj,San(sp, Enc(ek;, m;7))) # L],
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ACE-sDTCT 1 d the random

ACE sDTCT

where the probability is over the randomness in Expg 4

coins of San and Dec. The scheme & is called strongly detectable if Advg
s negligible for all efficient A.

2.4 Existing Security Definitions

Existing notions for ACE specify two core properties: the so-called no-read
rule and the no-write rule. The no-read rule formalizes privacy and anonymity:
roughly, an honestly generated ciphertext should not leak anything about the
message, except possibly its length, or about the role of the sender. The security
game allows an adversary to interact with a key-generation oracle (to obtain
encryption and decryption keys for selected roles), and an encryption oracle to
obtain encryptions of chosen messages for roles for which the adversary does
not possess the encryption key. This attack model reflects that an adversary
cannot obtain useful information by observing the ciphertexts that are sent to
the sanitizer. To exclude trivial attacks, it is not considered a privacy breach
if the adversary knows a decryption key that allows to decrypt the challenge
ciphertext according to the policy. Similarly, it is not considered an anonymity
breach if the encrypted messages are different. We next state the definition of
the no-read rule.!

Definition 3. Let £ = (Setup, Gen, Enc, San, Dec) be an ACE scheme and let
A = (A1, As) be a pair of probabilistic algorithms. Consider the experiment
Expé’cj'”o"ead in Figure 1 and let J be the set of all j such that Ay or As issued
the query (j,rec) to the oracle Og. The payload-privacy advantage and the
sender-anonymity advantage of A are defined as

Advéfj'"o‘mad"’”v =2- Pr[b’ =b A |mg| = |m]

=2-Pr[t' =b A mg=m

Adv ACE no-read,anon ,__

respectively, where the probabilities are over the randomness of all algorithms

in EprCE no-read e scheme & satisfies the payload-privacy no-read rule and

ACE d ACE q
the sender-anonymity no-read rule if Advy ;"7 PV and AdyacEno-read.anon ;o

negligible for all efficient A, respectively. If it satzsﬁes both, zt is sazd to satisfy
the no-read rule.

The no-write rule of ACE is the core property to capture access control. In a
nutshell, if the adversary only possesses encryption keys for roles ¢ and decryption
keys for roles j with P(%,j) = 0, then he should not be able to create a ciphertext
from which, after being sanitized, he can retrieve any information. Technically,

! For anonymity, we adopt here the definition of [6], which is stronger than the one
used by Fuchsbauer et al. [9] since there, anonymity is not guaranteed against parties
who can decrypt.
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Experiment Expé‘?j'"wead

Input: (1%, P),x € N, P: [n]® — {0,1}

Experiment Expéfj-no-write

Input: (1%, P),x € N, P: [n]> — {0, 1}

(sp, msk) < Setup(1”, P) (sp, msk) < Setup(1”, P)

(mo, ma, o, i1, st) + OO (co, 7, st) A?G(-,-%OES(-,-)(SP)
A CGTEER (sp) b« {0,1}
b« {0,1} m’ « M

c1 « Enc(Gen(msk,i’,sen), m’)

ek, < Gen(msk, iy, sen)
» (_Afc:('w)wOEs('r)(

c 4 Enc(ekib, my)

st,San(sp, cp))
b AQGCDOBC (o)

Figure 1. The no-read and no-write experiments for an ACE scheme £ and an ad-
versary A = (A1, A2). The oracles are defined as Og(-,-) .= Gen(msk,-,-), Og(-,") =
Enc(Gen(msk, -, sen), ), and Ogs(-,-) = San(sp, Enc(Gen(msk, -, sen), -)).

in the corresponding security game, the adversary is given a key-generation
oracle as above, and in addition an oracle to obtain sanitized ciphertexts for
selected messages and roles. This attack model corresponds to a setting where an
adversary only sees the outputs of a sanitizer, but not its inputs, and in particular
no unsanitized ciphertexts generated for roles for which he does not possess the
encryption key. The adversary wins if he manages to distinguish the sanitized
version of a ciphertext of his choice from a sanitized version of a freshly generated
encryption of a random message, and if he does not obtain the encryption key
for any role 7 and the decryption key of any role j for which P(i,j) = 1, as this
would trivially allow him to distinguish.

Definition 4. Let £ = (Setup, Gen, Enc, San, Dec) be an ACE scheme and let
A = (A1, A3) be a pair of probabilistic algorithms. Consider the experiment
Exp?’cj'm'write in Figure 1, let Iy be the set of all i such that Ay issued the query
(i,sen) to Og, and let J be the set of all j such that Ay or As issued the query
(j,rec) to Og. We define the no-write advantage of A as

AdvpSimer e =2 .Pr[t) =b A i/ €Iy AViel VjeJ P(i,j) =0
A San(sp,co) # L] —1,

where the probability is over the randomness of all algorithms in Exp?fj'm’write.

The scheme & satisfies the no-write rule if Advéﬁ‘"o'write

efficient A.

is negligible for all

Remark 2. Our definition follows the one by Fuchsbauer et al. [9] by requiring
San(sp,cg) # L in the winning condition for the no-write rule, which was not
required in the original definition by Damgard et al. [6]. Schemes can be made
secure with respect to the original definition by letting the algorithm San create
a fresh ciphertext for a random message when given an invalid ciphertext.

The condition ¢’ € I; together with Vi € I} Vj € J P(i,j) = 0 ensures that
A does have a key to decrypt ci, which would trivially allow to distinguish.
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Requiring that A obtains a key for ¢’ however excludes adversaries that obtain
no key at all. The original definitions [6] therefore include a special role 0 with
P(0,5) =0 for all j. One can then assume without loss of generality that anyone
obtains a key for this role. Since assuming the existence of such a role appears to
be a technicality that is only needed for the no-write rule, we do not make this
assumption and present new security definitions in Section 4.2 that do not rely
on such a role.

3 Ciphertext-Revealing Attacks Against Existing
Schemes

3.1 Generic Description of Attack

We describe a fundamental practical issue of schemes which meet the above
no-read and no-write definitions and show why the guarantees expected from
an ACE scheme need to be strengthened. We show that schemes fulfilling the
definition can suffer from what we call a malleability attack, which effectively
bypasses the given policy and allows communication that is forbidden by the
policy. The attack does not abuse any peculiarities of existing models and in fact
only requires that the semi-honest sanitizer shares its inputs and outputs with
colluding parties, which is arguably possible when the sanitizer is outsourced. In
particular, security against such a sanitizer is desirable from a practical point of
view.

We first give a high-level explanation of the attack, formalize it as a second
step, and finally show that the “linear” scheme by Damgéard et al. [6] based on
ElGamal is vulnerable. In the full version, we also show this for the ElGamal-based
scheme by Fuchsbauer et al. [9].

Assume there are three parties, Alice, Bob, and Charlie, each having a different
role assigned. We denote by A, B, and C the associated roles. In our example,
Alice and Charlie are always honest. Alice is allowed to communicate with Bob
and Charlie. Bob is dishonest and forbidden to send messages to Charlie (and to
Alice). The attack now proceeds as follows: When Alice sends her first message,
Bob requests the corresponding ciphertext and the sanitized ciphertext from the
semi-honest sanitizer. He then decrypts the sanitized ciphertext and thus receives
the message Alice has sent. With the knowledge of this message, as we show
below, he is able to create a valid ciphertext for a chosen message m’, which will
be correctly sanitized and later decrypted by Charlie, hence allowing unrestricted
communication from Bob to Charlie. Details follow.

Consider the policy defined by

o 1, i=A,
P(i, ) 12{

0, otherwise.

For the sake of presentation, we assume that the ACE scheme £ under consid-
eration enjoys perfect correctness. Also, we assume that the setup-phase has
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completed and the three parties thus possess the encryption and decryption keys,
ek; and dk;, respectively. Now, imagine that the ACE scheme admits an efficient
function maulg with the following property (later we show how to implement such
a function for some existing schemes): For all messages m and m/, any role i, and
sanitizer parameters sp in the range of Setup, and for any fixed randomness r,

maulg (Enc(ek;, m;7), sp,m,m’)) = Enc(ek;,m/; 7). (1)

If such a malleability function exists, the communication policy can be bypassed
as follows:

1. Alice encrypts a message ¢ < Enc(eka, m) and the sanitizer computes ¢’ +
San(sp, ¢) and gives ¢ and ¢’ to Bob.

2. Bob computes m < Dec(dkg, ') and ¢ < maulg(c, sp, m,m’) and sends ¢ to
the sanitizer.

3. The ciphertext is sanitized ¢ « San(sp, ¢) and subsequently sent to Charlie.
By the (perfect) correctness of the assumed ACE scheme and by our assump-
tion on maulg, ¢ is a valid ciphertext (under the encryption key of Alice)
and Charlie is able to decrypt m’ < Dec(dkc, '), effectively receiving Bob’s
message m’'.

3.2 DHO Scheme Based on ElGamal

We briefly recall the ElGamal based ACE scheme for a single identity. The
sanitizer parameters of the scheme contain the description of a finite cyclic group
G = (g) and its group order ¢, and additionally an element h = g* for a uniform
random x € Z,. The encryption key for A is a random value ek € Z,, and the
decryption key is —z. The algorithm Enc on input an encryption key ek; and
a message m € M, samples 1,72 € Z, uniformly at random and outputs the
ciphertext
¢ = (co,c1,09,c3) = (g™, R g% g™ m - h™).

We can define the function maulpyo as
AN / —1
maulpro ((co, 1, c2, ¢3), sp,m,m’) = (co, c1,co,m’ - m ™" - ¢3).

Since the group order ¢ is part of sp, this function is efficiently computable. For
cs =m - h™, we thus get a new fourth component ¢ = m’ - h™ and equation (1)
is satisfied.

The malleability for more than one identity (and in particular in our scenario
described above) follows since the scheme for several identities is composed of
independent instances of the basic single-identity scheme.

4 A Stronger Notion of ACE

In this section, we introduce our new security definitions, which exclude the
issues we have discovered. In the full version, we also show in which sense they
imply the original notions.
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4.1 ACE with Modification Detection

To be resilient against the ciphertext-revealing attacks described in Section 3,
the sanitizer should ideally only sanitize fresh encryptions and block ciphertexts
that are either replays or obtained by modifying previous ciphertexts. Therefore,
we introduce an additional algorithm for detecting modified ciphertexts. If the
sanitizer receives a ciphertext that is detected to be a modification of a previously
received one, this ciphertext is blocked. Since such ciphertexts will not be stored
in the repository and consequently not be decrypted, we define chosen-ciphertext
security with respect to a decryption oracle that does not return a decryption if
the received ciphertext is detected to be a modification of the challenge ciphertext.
Our definitions can therefore be seen as a variant of publicly-detectable replayable-
CCA security, which was introduced by Canetti et al. [5] for public key encryption.
Before defining the security, we define the syntax of ACE schemes with this
additional algorithm.

Definition 5. An access control encryption with modification detection scheme
is an ACE scheme & together with a PPT algorithm DMod that on input sanitizer
parameters sp and two ciphertexts c,é € C, outputs a bit b (where b =1 means
that ¢ was obtained via modifying c).

From now on, we will only consider ACE schemes with modification detection
and thus often refer to them simply as ACE schemes.

The algorithm DMod should output 1 if ¢ is an adversarial modification of ¢,
and 0 otherwise. We have the following intuitive requirements on DMod:

1. All ciphertexts ¢ an adversary can produce given ciphertexts ci,...,q
and no encryption key, are either invalid (i.e., sanitize to L) or we have
DMod(sp, ¢;, €) = 1 for some i € {1,...,n}.

2. Given encryption and decryption keys, an adversary is unable to produce
a ciphertext ¢ such that a ciphertext produced by Enc for a message of
the adversary’s choice is detected to be a modification of ¢. In particular,
independent encryptions of messages collide only with negligible probability.

The first requirement is captured by role-respecting security as defined in Dcfini-
tion 9, the second one by non-detection of fresh encryptions defined in Definition 8.

Remark 3. Canetti et al. (translated to our setting) additionally require that
if DMod(sp,¢,¢) = 1, then ¢ and ¢é decrypt to the same message [5]. For our
purpose, this is not needed. This means that we do not want to detect replays in
the sense that the same message is replayed, but more generally, whether the
given ciphertext was obtain via some modification of another ciphertext.

4.2 New Security Definitions

We formalize chosen-ciphertext attacks by giving the adversary access to an
oracle Ogp that first sanitizes a given ciphertext and then decrypts the result.
One could also consider chosen-sanitized-ciphertext attacks by providing the
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adversary access to an oracle Op that only decrypts. This is potentially stronger
since the adversary can emulate the oracle Ogp by first sanitizing the ciphertexts
and then giving the result to Op, but given Ogp, it is not necessarily possible
to emulate Op. Since in the application, users can only send ciphertexts to the
sanitizer but not directly write ciphertexts to the repository such that they are
decrypted without being sanitized, the weaker notion is sufficient.

In principle, the adversary has in all definitions access to Ogp, as well as
to an encryption oracle and a key-generation oracle. To simplify the definitions,
we omit the encryption or decryption oracles if the winning condition places no
restriction on the encryption or decryption keys obtained from the key-generation
oracle, respectively.

Privacy and anonymity. We first give definitions for (payload) privacy and
sender-anonymity. The former guarantees that encryptions of different messages
under the same encryption key cannot be distinguished as long as the adversary
has no decryption key that allows to decrypt. We also require this for messages
of different length, i.e., schemes satisfying our definition do not leak the length of
the encrypted message, which means that the message space has to be bounded.
Anonymity guarantees that encryptions of the same message under different
keys cannot be distinguished. We distinguish a weak and a strong variant of
anonymity, where the weak one provides no guarantees if the adversary can
decrypt the ciphertext, and the strong one guarantees that even if the adversary
has decryption keys, nothing is leaked about the sender role beyond which of the
adversary’s decryption keys can be used to decrypt.

Definition 6. Let & = (Setup, Gen, Enc, San, Dec, DMod), be an ACE with modi-
fication detection scheme and let A = (A1, As) be a pair of probabilistic algorithms.
Consider the experiment Expé‘?j’PRV_ANON'CCA in Figure 2 and let J be the set of
all j such that Ay or As issued the query (j,rec) to the oracle Og. We define
the privacy under chosen-ciphertext attacks advantage and the sender-anonymity
under chosen-ciphertext attacks advantages of A as

AdvEPRYCA = 2. Pt =b A g =141 A Vj€J Plig,j) =0] —1,
Advp S WANON-CEA = 2 . Pr[t/ = b A mg =my
A V] €J P(ZOa]) = P(Zla]) = O] - ]-a
Advp S ANONCA = 2. Pt =b A mo = my
A V] eJ P(ZOaJ) = P(Zla])] - 17
respectively, where all probabilities are in Expé?j'PRV'ANON_CCA. The scheme & is
called private under chosen-ciphertext attacks (PRV-CCA secure), weakly sender-
anonymous under chosen-ciphertext attacks (WANON-CCA secure), and strongly
sender-anonymous under chosen-ciphertext attacks (SANON-CCA secure) if

Adv?)cj'PRV'CCA, AdvéFE"WANON'CCA, and Adv?’cj'SANON‘CCA are negligible for all
efficient A, respectively.
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. ACE-PRV-ANON-CCA . ACE-SAN-CCA
Experiment Expg 4 Experiment Expg 4
Input: (1%, P),x € N, P: [n]® — {0,1} Input: (1%, P),x € N, P: [n]® — {0,1}
(sp, msk) < Setup(1”, P) (sp, msk) < Setup(1”, P)
(o, 1, 40, i, et) T o (.):05p () (co,c1,st) e AYG ISP (op)
AL G PRSP (gp) ¢y « San(sp, co); ¢; < San(sp,c1)
b« {0,1} b« {0,1}
eicib « Gen(msk, ip, sen) b o~ A§G<"')’OSD(-’-)(St,Cg)
c” « Enc(ek;,, mp) for j € [n] do
Yoo AQOG("')’OSD*("')(SLC*) mo,;  Dec(Gen(msk, j,rec), cj)

ma,;  Dec(Gen(msk, j,rec),c})

Experiment Expé?j'NDTCT‘FENC Experiment ExpéfE'URR
Input: (1%, P),x € N, P: [n]? — {0,1} Input: (1%, P),x € N, P: [n]? — {0,1}

(sp, msk) < Setup(1”, P) (sp, msk) < Setup(1”, P)

(m.i,c) « ACG) (sp) ¢ A9cOB0) (sp)

ek,; < Gen(msk, i, sen) dct < false

c¢* < Enc(ek;, m) for ¢ € {answers from Og} do

b < DMod(sp, ¢, c*) dct + dct V DMod(sp, ¢,c) =1

¢’ + San(sp,c)
for j € [n] do
m; < Dec(Gen(msk, j, rec), c’)

Definitions of oracles

O¢ (i, t) = Gen(msk,1,t)
Og(i,m) = Enc(Gen(msk, i, sen), m)
Osp (4, c) := Dec(Gen(msk, j, rec), San(sp, c))

Dec(Gen(msk,j,rec)7 San(sp,c)), DMod(sp,c*,c) =0
test, else

Osp=(j,c) = {

Figure 2. Security experiments for an ACE with modification detection scheme & and
an adversary A, where A = (A1, A2) in the first two experiments.

Remark 4. Weak anonymity corresponds to the anonymity notion considered by
Fuchsbauer et al. [9] and strong anonymity to the one considered by Damgérd et
al. [6]. We state both definitions because weak anonymity is easier to achieve but
strong anonymity might be required by some applications. If anonymity is only
required against the sanitizer or if all messages are anyway signed by the sender,
weak anonymity is sufficient. Strong anonymity is required in settings where
senders also want to retain as much anonymity as possible against legitimate
receivers.

Sanitization security. We next define sanitization security, which excludes
that dishonest parties can communicate via the ciphertexts. We formalize this by
requiring that the output of the sanitizer for two different ciphertexts cannot be
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distinguished, as long as both sanitized ciphertexts are not L and the adversary
has no decryption key that decrypts one of the ciphertexts. This provides no
security guarantees if the adversary can decrypt the ciphertexts, which does
not seem to be an issue since in this case, the parties can anyway directly
communicate via the messages. However, we additionally consider a stronger
variant, where the adversary is allowed to possess a decryption key that decrypts
the ciphertexts, as long as they both decrypt to the same message. This stronger
variant excludes subliminal channels, i.e., even if the involved parties are allowed
to communicated by the policy, they cannot exchange information via ciphertexts
beyond the encrypted message.

Since the adversary provides the two ciphertexts that are sanitized, we do
not know to which roles they correspond; they could even be particularly crafted
without belonging to an existing role. Hence, we cannot state the requirement
(in the weak variant) that the adversary should not be able to decrypt by only
considering the policy and the obtained decryption keys, as in the no-write rule
in Dcfinition 4. Instead, we require that the decryption algorithm returns L for
all decryption keys the adversary possesses. For this to provide the intended
security, we need that the decrypt algorithm returns 1 whenever the receiver
role corresponding to the used key is not supposed to read the message. This is
guaranteed by role-respecting security which is defined later.

Definition 7. Let & = (Setup, Gen, Enc, San, Dec, DMod) be an ACE with modifi-
cation detection scheme and let A = (Ay, A2) be a pair of probabilistic algorithms.
Consider the experiment Exp?i&'SAN'CCA in Figure 2 and let J be the set of all j
such that Ay or Ay issued the query (j,rec) to the oracle Og. We define the san-
itization under chosen-ciphertext attacks advantage and the strong sanitization
under chosen-ciphertext attacks advantage of A as

AdVACESANCEA — o pr(yf = b A ¢y # L # ¢
AVjeTmo;=my;=1]—1,
AdveG AN CA =2 Pr[t = b A ch# LA AViET mo; =ma ] -1,

respectively, where the probability is over the randomness in Expéfj‘SAN'CCA. The

scheme & is called sanitization under chosen-ciphertext attacks secure (SAN-
CCA secure) and strongly sanitization under chosen-ciphertext attacks secure
(sSAN-CCA secure) if Advéfj'SAN'CCA and Advéfj_SSAN’CCA are negligible for all
efficient A, respectively.

Non-detection of fresh encryptions. In the intended way of using a scheme
satisfying our notions, the sanitizer only adds sanitized ciphertexts to the reposi-
tory if the given ciphertext is not detected to be a modification of a previously
received ciphertext. This means that if an adversary can find a ciphertext ¢ such
that another ciphertext c* that is later honestly generated is detected as a modi-
fication of ¢, the delivery of the message at that later point can be prevented by
sending the ciphertext ¢ to the sanitizer earlier. We exclude this by the following
definition, which can be seen as an extended correctness requirement.
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Definition 8. Let & = (Setup, Gen, Enc, San, Dec, DMod) be an ACE with mod-
ification detection scheme and let A be a probabilistic algorithm. Consider the
experiment Expé?j'NDTCT‘FENC in Figure 2. We define the non-detection of fresh

encryptions advantage of A as

Adv?fﬁj—NDTCT—FENC — Pr [b _ ]_]7

where the probability is over the randomness in ExpéfE'NDTCT‘FENC, The scheme &

has non-detecting fresh encryptions (NDTCT-FENC) if Advéfj‘NDTCT'FENC 18
negligible for all efficient A.

Role-respecting and uniform-decryption security. We finally define role-
respecting and uniform-decryption security. The former means that an adversary
cannot produce a ciphertext for which the pattern of roles that can decrypt does
not correspond to a role for which the adversary has an encryption key. For
example, if the adversary has only an encryption key for the role i such that roles
Jjo and j; are the only roles j with P(4,5) = 1, all ciphertexts produced by the
adversary are either invalid (i.e., sanitized to L or detected as a modification) or
decrypt to a message different from | precisely under the decryption keys for jq
and 7;. On the one hand, this means that receivers who are not allowed to receive
the message get L and hence know that the message is not for them.? On the
other hand, it also guarantees that the adversary cannot prevent receivers with
role j; from receiving a message that is sent to receivers with role jo. Furthermore,
uniform decryption guarantees for all ciphertexts ¢ output by an adversary that
if ¢ decrypts to a message different from L for different decryption keys, it always
decrypts to the same message. In the example above, this means that jy and j;
not only both receive some message, but they both receive the same one.

Definition 9. Let & = (Setup, Gen, Enc, San, Dec, DMod) be an ACE with mod-
ification detection scheme and let A be a probabilistic algorithm. Consider the
experiment ExpéfE‘URR in Figure 2 and let I and J be the sets of all i and j such
that A issued the query (i,sen) and (j,rec) to the oracle Og, respectively. We
define the role-respecting advantage and the uniform-decryption advantage of A

as

Advé?j'RR = Pr [c’ # 1 A dct = false
AN =(FieIVjed (m;# L« Pli,j)=1)],
AdvéfE’UDEC =Pr[3j,j € Jm; #L#my A m;# my],

2 Detectability (Definition 2) provides this guarantee for honest encryptions, role-
respecting security extends this to maliciously generated ciphertexts. Note, however,
that detectability is not implied by role-respecting security: If an adversary has
encryption keys for two roles ¢ and ', role-respecting security does not exclude that
encrypting some message (depending on i) with the key for role i can be decrypted
with keys for roles that are allowed to receive from 7’
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respectively, where the probabilities are over the randomness in Expgcj'URR. The

scheme & is role-respecting (RR secure) and uniform-decryption (UDEC) secure
if Advé?j'RR and Advé’cj'UDEc are negligible for all efficient A, respectively.

Remark 5. Note that in Decfinition 9, we only check the decryptions for receiver
roles for which A has requested the corresponding decryption key. This means that
an adversary in addition to producing a ciphertext that causes an inconsistency,
also has to find a receiver role for which this inconsistency manifests. If the total
number of roles n is small (say polynomial in the security parameter), A can
simply query Og on all receiver keys, but for large n this condition is nontrivial.
For example, we consider a scheme secure if an adversary can efficiently produce
a ciphertext such that there is a receiver role that can decrypt it even though
the policy does not allow it, as long as this receiver role is hard to find. The
rationale is that in this case, the inconsistency cannot be exploited and will only
be observed with negligible probability in an execution of the protocol.

5 Enhanced Sanitizable Public-Key Encryption

5.1 Definitions

As a stepping stone toward ACE schemes satisfying our new security definitions,
we introduce enhanced sanitizable public-key encryption. Sanitizable public-key
encryption has been considered by Damgard et al. [6] and Fuchsbauer et al. [9]
as a relaxation of universal re-encryption [10] and rerandomizable encryption
[12,15]. It allows to sanitize a ciphertext to obtain a sanitized ciphertext that
cannot be linked to the original ciphertext except that it decrypts to the correct
message. In contrast to rerandomizable encryption, sanitized ciphertexts can
have a different syntax than ciphertexts, i.e., it is not required that a sanitized
ciphertext is indistinguishable from a fresh encryption. We introduce an enhanced
variant with a different syntax and stronger security guarantees.

Definition 10. An enhanced sanitizable public-key encryption (sPKE) scheme
consists of the following five PPT algorithms:

Setup: The algorithm Setup on input a security parameter 1%, outputs sanitizer
parameters sp, and a master secret key msk. We implicitly assume that all
parameters and keys include the finite message space M and the ciphertext
spaces C,C’.

Key generation: The algorithm Gen on input a master secret key msk, outputs
an encryption key ek and a decryption key dk.

Encryption: The algorithm Enc on input an encryption key ek and a mes-
sage m € M, outputs a ciphertext c € C.

Sanitization: The algorithm San on input sanitizer parameters sp and a cipher-
text ¢ € C, outputs a sanitized ciphertext ¢/ € ' U {L}.

Decryption: The algorithm Dec on input a decryption key dk and a sanitized
ciphertext ¢ € C', outputs a message m € M U{L}; on input dk and L, it
outputs L.
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For correctness, we require for all (sp, msk) in the range of Setup, all (ek, dk) in
the range of Gen(msk), and all m € M that

Dec(dk, San(sp, Enc(ek,m))) =m
with probability 1.

We require robustness in the sense that no ciphertext decrypts to a mes-
sage different from L for two different decryption keys (except with negligible
probability). This is similar to detectability for ACE schemes, but we allow the
adversary to directly output a ciphertext, instead of a message, which is then
honestly encrypted. Our notion therefore closely resembles unrestricted strong
robustness (USROB), introduced by Farshim et al. [8] for public-key encryption,
which also allows the adversary to choose a ciphertext and, in contrast to strong
robustness by Abdalla et al. [1], gives the adversary access to decryption keys.

Definition 11. Let £ = (Setup, Gen, Enc, San, Dec) be an sPKE scheme. For a

probabilistic algorithm A, we define the erperiment Exp?;ﬁE‘USROB that executes

(sp, msk) + Setup(1%) and (c,ig,i1) + AP0 (sp), where the oracle Og on input
getNew, outputs a fresh key pair (ek, dk) < Gen(msk). Let q be the number of
oracle queries and let for i € {1,...,q}, (ek;, dk;) be the i-th answer from Og.
We define the (unrestricted strong) robustness advantage of A as

Adv 5EVSROB = Pr[1 <iig i1 < q A g £

A Dec(dk;,,San(sp,c)) # L # Dec(dk;,,San(sp,c))],
where the probability is over the randomness in Expsgp)ﬁE’USROB and the random
coins of San and Dec (both executed independently twice). The scheme & is
(unrestricted strongly) robust (USROB secure) if AdvfgﬁﬁE'USROB is negligible for
all efficient A.

We next define IND-CCA security analogously to the definition for ordinary
public-key encryption. In contrast to the usual definition, we do not require the
adversary to output two messages of equal length, which implies that schemes
satisfying our definition do not leak the length of the encrypted message.

Definition 12. Let £ = (Setup, Gen, Enc, San, Dec) be an sPKE scheme and let
A = (A1, As) be a pair of probabilistic algorithms. Consider the experiment
Expng:ﬁE‘lND'CCA in Figure 3 and let Cy4, be the set of all ciphertexts that Asg
queried to the oracle Ogp. We define the ciphertext indistinguishability under

chosen-ciphertext attacks advantage of A as
Advg EINDCA =2 . Pr[b = b A ¢ ¢ Cy,] — 1,

where the probability is over the randomness in ExpiﬁE"ND‘CCA. The scheme &

has indistinguishable ciphertexts under chosen-ciphertext attacks (is IND-CCA

secure) if AdvsgpﬁE'lND'CCA s negligible for all efficient A.
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Experiment ExpZ i~ "> “A Experiment Advg fFV7P T

Input: 1%,k € N Input: 17,k € N
gsi, Z;:)k) <—GSeE:up(;)") Esz, Zf)k) <—GSe(tup(li)”)
e <+ Gen(ms ek, + Gen(ms
(mg, m1, st) < .AOG( ):©@spl )(sp ek) (m,c) + AOG(')(SI% ek, dk)
b« {0,1} ¢* + Enc(ek, m)

¢* < Enc(ek, mp)
b (_A;’)G(‘)»OSD(-)(St’C*)

Experiment Expg =" <A Experiment Expg g >/ A

Input: 1",k € N Input: 1",k € N
(sp, msk) < Setup(1”) (sp, msk) < Setup(1”)
(eko, dko) < Gen(msk) (eko, dko) < Gen(msk)
(ek1, dk1) < Gen(msk) (ek1, dk1) < Gen(msk)
(m, st) « (co, c1,8t) <=
A?G( 105D (1):Ospq ( >(sp’ eko, ek1) AOG( ),05Dy():9sp; (- )( sp, ek, cky)
b« {0,1} CO — San(sp, co); c1 < San(sp,c1)
c¢® <+ Enc(eky, m) mo,o < Dec(dko, c;)
AOG( 105D (),05p, (- )( t,c*) mo,1 < Dec(dkq,cp)
’ mi,0 < Dec(dk07 )
mi,1 < Dec(dkl,cl)
b« {0,1}

0G():05py(1),05p, (1)

— A, (st )

Figure3 Security experiments for an sPKE scheme £ and an adversary A, where

= (A1, As) in the experiments ExpFSETND-CA | ExpPKEK-CCA o ExpiPKESAN-CCA.
The oracle Ogp is defined as Osp(c) = Dec(dk, San(sp,c)) and the oracle Osp; as
Osp; (c) = Dec(dk;, San(sp, c)). Moreover, the oracle Og on input getNew, outputs a
fresh key pair (ek, dk) « Gen(msk).

We also need that it is hard to predict a ciphertext generated by Enc from a
message of the adversary’s choice given encryption and decryption keys. Note
that this is not implied by IND-CCA security since the adversary here obtains
the decryption key.

Definition 13. Let £ = (Setup, Gen, Enc,San, Dec) be an sPKE scheme and let
A be a probabilistic algorithm. Conszder the experiment ExpSPKE -UPD-CTXT 4
Figure 8. We define the ciphertext unpredictability advantage of A as

Adv‘ngjﬁE-UPD-CTXT — Pr [C -
where the probability is over the randomness in ExpSPKE UPD-CTXT " The scheme &

has unpredictable ciphertexts (is UPD-CTXT secure) if Advng:ﬁE’UPD‘CTXT 18
negligible for all efficient A.

We further define anonymity or indistinguishability of keys following Bellare
et al. [3].
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Definition 14. Let & = (Setup, Gen, Enc, San, Dec) be an sPKE scheme and
let A= (A1, As) be a pair of probabilistic algorithms. Consider the experiment
Expng:ﬁE‘lK'CCA in Figure 3 and let C 4, be the set of all ciphertexts that Az queried
to the oracle Ogp, or Osp,. We define the indistinguishability of keys under

chosen-ciphertext attacks advantage of A as
AdvgECCA =2 Pr[ =b A ¢ ¢ Ca,] — 1,

where the probability is over the randomness in Exps;ﬁE'lK’CCA. The scheme £
has indistinguishable keys under chosen-ciphertext attacks (is IK-CCA secure) if
Adv}ﬁﬁE'lK'CCA 1s negligible for all efficient A.

Sanitization security formalizes that given certain public keys and a sanitized
ciphertext, it is hard to tell which of two adversarially chosen ciphertexts was
actually sanitized. To exclude trivial attacks, we require that both ciphertexts
are encryptions relative to the two challenge public keys eky and ek;. Otherwise,
the adversary could use the oracle Og to obtain a fresh key-pair (ek, dk) and
encrypt two different messages under ek. It could then decrypt the challenge
ciphertext using dk and win the game.

Definition 15. Let £ = (Setup, Gen, Enc, San, Dec) be an sPKE scheme and let
A = (A1, As) be a pair of probabilistic algorithms. Consider the experiment
Expf’ﬁE'SAN'CCA in Figure 3. We define the sanitization under chosen-ciphertext

attacks advantage of A as
AdvEHESANCA — 2. Pr[t =b A 3j,5' € {0,1} mo; # L #my ] — 1,

where the probability is over the randommness in Exp}ﬁﬁE_lK'CCA. We say the
scheme £ is sanitization under chosen-ciphertext attacks (SAN-CCA) secure if
Adv}ﬁﬁE‘SAN‘CCA s negligible for all efficient A.

We finally define the probability that two independent executions of the
key-generation algorithm produce the same encryption key. This probability has
to be small for all IND-CCA-secure schemes because an attacker can otherwise
obtain a new key pair from O¢ and if the obtained encryption key matches the
one with which the challenge ciphertext is generated, the attacker can decrypt
and win the IND-CCA game. We anyway explicitly define this probability to
simplify our reductions later.

Definition 16. Let £ = (Setup, Gen, Enc,San, Dec) be an sPKE scheme. We
define the encryption-key collision probability Col‘zk as

Co|zk — Pr(sp,msk)<—$etup(1”); (ekq,dko)+Gen(msk); (eky,dk1)+Gen(msk) [6]€0 = ekl]

5.2 Constructing an sPKE Scheme

We next construct an sPKE scheme satisfying our security definitions. Our
construction resembles the weakly sanitizable PKE scheme by Fuchsbauer et
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al. [9]. We use a variant of ElGamal encryption and obtain security against chosen-
ciphertext attacks using the technique of Naor and Yung [14], i.e., encrypting
the message under two independent keys and proving in zero-knowledge that the
ciphertexts are encryptions of the same message, which was shown to achieve
full IND-CCA security if the zero-knowledge proof is one-time simulation sound
by Sahai [16].

Let PKE be a (IND-CPA secure) public-key encryption scheme, let Sig be a
(EUF-CMA-secure) signature scheme, and let NIZK be a (one-time simulation
sound) NIZK proof system for the language L := {z | Jw (z,w) € R}, where
the relation R is defined as follows: for x = (g, ekPRE, kaig, c1,Co, cg) and w =
(m, g%, g% 71, 81,79, 52,0,7), we have (r,w) € R if and only if

cr=(g", 9" g™ " m) A e = (g7, 9" g%, g" % - m)

A Sig.Ver(kaig, (g“,gb),a) =1 A ¢, = PKE.Enc(ekPKE, (g“,gb,cr);r).
We define an sPKE scheme as follows:

Setup: The setup algorithm sPKE.Setup first generates

(k™ E, dk™F) + PKE.Gen(1"),
(vkS%, 5k®) « Sig.Gen(1%),
crs < NIZK.Gen(1%).

Let G = (g) be a cyclic group with prime order p generated by g, with p > 2,
and let M C G such that |M|/p < 27%. The sanitizer parameters sp**E
contain ekPKE, kaig, crs, and a description of G, including g and p. The
master secret key msk®"KE consists of ek™¥E, vk, skS€, crs, and a description
of G, including ¢ and p.

Key generation: The algorithm sPKE.Gen on input ms
ements dky, dky « 77 and computes eky < g1, eky < g
o+ Sig.Sign(skSig, (ekq, 6]{72)). Finally, it outputs ek*"*E .= (g,p, crs, e
k>, ek, eha, o) and dk*NE = (dky, dk).

Encryption: The algorithm sPKE.Enc on input an encryption key ekSTKE =
(g,p7 crs, ek KE, kaig, ek, eks, 0‘) and a message m € M, samples random-
ness 7, chooses 71, 1,72, 2 «= Z, uniformly at random, and computes

k*PKE samples two el-

k2 as well as
}PKE.

c1 — (g”, ek, g°t, ekt -m),
Co (g”, eks?, g°%, eks? - m),
Co — PKE.Enc(ekPKE, (ekq, eka,0); r).

It then generates m <+ NIZK.Prove(crs,:c = (g, ekPKE kaig,cl,CQ,cg),w =
(m, ek, eka, 11, 51,72, S2,0, r)), and outputs the ciphertext ¢ := (¢1, c2, ¢y, 7).
Sanitization: The algorithm sPKE.San on input sanitizer parameters sps*KE
and a ciphertext ¢ = (¢, ¢, ¢5, ), first verifies the NIZK proof by evaluating
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NIZK.Ver(crs,x = (g, ekPKE, UkSig,Cl,CQ,CO-),ﬂ-). It then parses the first ci-
phertext component as (c1.1,¢1.2,¢1,3,¢1,4) < c1. If the verification succeeds
and c11 # 1 # c12, then it chooses a random ¢ « Z;‘, and outputs the
sanitized ciphertext

d = ((C1,1)t $ €1,3, (01,2)t : 01,4)'

If the verification fails or if ¢;; =1 or ¢;2 = 1, it outputs L.
Decryption: The algorithm sPKE.Dec on input a decryption key dkFKE =
(dk1, dk2) and a sanitized ciphertext ¢’ = (¢}, ¢}), computes the message m <«

ch - ((c’l)dkl)_l. It outputs m if m € M, and otherwise it outputs L. On
input dk*KE and L, it outputs L.

The following proposition and theorem summarize the correctness and security
properties of our scheme and are proven in the full version of this paper.

Proposition 1. If Sig is correct and NIZK has perfect completeness, the scheme
sPKE from above is correct, robust, has unpredictable ciphertexts, and negligible
encryption-key collision probability.

Theorem 1. If the DDH assumption holds in the group G, PKE is IND-CPA
secure, Sig is EUF-CMA secure, and if NIZK is zero-knowledge, computationally
sound, and one-time simulation sound, then the scheme sPKE from above is
IND-CCA secure, IK-CCA secure, and SAN-CCA secure.

On a high level, our proof proceeds as follows. It is rather straightforward to
show that our variant of ElGamal encryption satisfies the CPA versions of the
three properties. The proof of CCA security follows the proof by Sahai for public-
key encryption [16]: Since the NIZK ensures that both ciphertext components
are encryptions of the same message, it does not matter which component is
decrypted. In a reduction, where we assume an adversary A against the CCA
variants of the desired properties, and we want to break the corresponding CPA
variants, we only get one public key and no decryption oracle from the challenger.
In order to emulate the view toward A, the reduction chooses an additional public
key and a CRS for the NIZK scheme. Since the reduction thus knows one of the
secret keys, it can emulate a decryption oracle. To generate a challenge ciphertext,
the reduction obtains one challenge ciphertexts from its CPA challenger, and
encrypts another, arbitrary message to get a second ciphertext. The reduction
uses the NIZK simulator to obtain an accepting proof that is indistinguishable
from a “real proof”, even if the underlying statement is not true. A crucial
point here is that the NIZK scheme has to be one-time simulation sound. This
ensures that even if the adversary sees one simulated (accepting) proof of a wrong
statement, it is not capable of producing accepting proofs of wrong statements,
except by reproducing the exact proof obtained within the challenge, but which
A is not allowed to ask to the decryption oracle by the CCA definition. The
fundamental result of Sahai [16] is that the above strategy successfully simulates
a complete CCA attack toward A.



24 Christian Badertscher, Christian Matt, and Ueli Maurer

An additional obstacle we have is that to preserve anonymity, the NIZK needs
to be verified without knowing which encryption keys were used. On the other
hand, the reduction only works if the two used keys “match”, since otherwise, the
emulated decryption oracle would use an incorrect key to decrypt. To prevent
an adversary from mixing different key pairs for encryptions, the key-generation
process signs valid key pairs, and the NIZK ensures that a signed pair was used.
Due to anonymity, this signature cannot be directly contained in the ciphertexts.
Instead, it is part of the witness. To prove that if a ciphertext is accepted, the
used key pair was indeed signed by the key-generation process, we show that if A
manages to produce a ciphertext that is accepted but the keys were not signed,
we can break EUF-CMA security of the signature scheme. In this reduction, we
have to provide a forgery. Hence, the reduction needs to extract the signature
and the used encryption keys from the ciphertext. This could be achieved by
assuming that the NIZK is extractable. Extractability and simulation-soundness
at the same time is, however, a quite strong assumption. Instead, we add an
encryption of the signature and the key pair under a separate PKE scheme to
the ciphertexts. The reduction can then generate the keys for this PKE scheme
itself and perform extraction by decrypting that ciphertext.

6 Construction of an ACE Scheme

6.1 Construction for Equality

Following Fuchsbauer et al. [9], we first construct an ACE scheme for the equality
policy, ie., P(i,j) = 1 & ¢ = j, and then use such a scheme in another
construction for richer policies. We base our construction on an sPKE scheme,
which already has many important properties needed for a secure ACE scheme. A
syntactical difference between sPKE and ACE schemes is that the key generation
of the former on every invocation produces a fresh key pair, while the latter
schemes allow the generation of keys for a given role. To bind key pairs to some
role ¢ € [n], we use the output of a pseudorandom function on input ¢ as the
randomness for the SPKE key generation. For role-respecting security, we have
to ensure that an adversary can only produce ciphertexts for keys obtained from
the key generation oracle. This is achieved by signing all keys with a signing
key generated at setup. To prevent malleability attacks as the ones described
in Section 3, the encryption algorithm additionally signs all ciphertexts with a
separate signing key that is tied to the encryption key. To maintain anonymity,
the signatures are not part of the ciphertext but the encrypters prove in zero-
knowledge that they know such signatures. Finally, the modification detection
simply checks whether the ciphertexts (without the NIZK proofs) are equal.
Intuitively, this is sufficient since we assume the underlying sPKE scheme to
be CCA secure, which implies that it is not possible to meaningfully modify a
given ciphertext. Hence, a ciphertext is either equal to an existing one (and thus
detected by the algorithm) or a fresh encryption.
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Our construction. Let sPKE be a sanitizable public-key encryption scheme,
let Sig be a signature scheme, and let F' be a PRF. Further let NIZK be a
NIZK proof of knowledge system for the language L = {z | Jw (z,w) €
R}, where the relation R is defined as follows: for x = (vks'g,é) and w =

(ekipKE7 m,T, Uk»?ig7 UZ'Sig7 O.Sig)’ (-T, UJ) €ER if and only if
¢ = sPKE.Enc(ekiPKE,m;r) A Sig.Ver(kaig, [ek?PKE, kaig],afig) =1
A Sig.Ver(vk?ig, c, ofig) =1.
We define an ACE with modification detection scheme ACE as follows:

Setup: On input a security parameter 1 and a policy P: [n] x [n] — {0,1} with
P(i,j) =1 < i = j, the algorithm ACE.Setup picks a random PRF key K
for a PRF F, and runs

(spFKE, mskSPKE) < sPKE.Setup(1"),
(kaig, SkSig) + Sig.Gen(1"%),
crsNZK  NIZK.Gen(1").

It outputs the master secret key msk°E := (K, msk*KE vkSi€ skSE, crsN'ZK)
and the sanitizer parameters sp”F := (spsPKE, vk NIZK) |

Key generation: On input a master secret key msk"CE = (K , msk*TKE, kaig,
sk, crsN'ZK), arole i € [n], and a type t € {sen,rec}, ACE.Gen computes

, CT'S

(eksPAE, dk3THF) « sPKE.Gen(msk™"%; Frc([i,0])).
If ¢t = sen, it further computes

(38, sk3®) < Sig.Gen(1%; Fx([i, 1])),
;'8 < Sig.Sign(sk™E, [eki™FE, k8] Fi ([, 2])).

If t = sen, it outputs the encryption key ek?F = (kaig, ekSPRE, kaig, skfig,
UiSig, crsN'ZK); if t = rec, it outputs the decryption key dkf‘CE = dijKE.
Encryption: On input an encryption key ekf-\CE = (kaig, ek?PKE, kaig, sk?ig,

oiSig, crsN'ZK) and a message m € MACE  the algorithm ACE.Enc samples
randomness r and computes

¢ « sPKE.Enc(ek3™F, m;7),
o€ < Sig.Sign(sk3®,¢),
aNiZK NIZK.Prove(crsN'ZK,x = (kaig,é),

o sPKE Sig _Sig _Si
w = (eki ,m, 1, vk, o; ,ch)).

It outputs the ciphertext ¢ := (6, WNIZK).
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Sanitization: On input sanitizer parameters spA°F = (spSPKE, vk‘Sig, crs
and a ciphertext ¢ = (¢ 7V'#K), ACE.San outputs the sanitized ciphertext
c + sPKE.San(spSPKEﬁ) if NIZK.Ver(crsN'ZK7m = (kaig,é,),wN'ZK) =1;
otherwise, it outputs L.

Decryption: The algorithm ACE.Dec on input a decryption key d

NIZK)

k?CE and a
sanitized ciphertext ¢/, outputs the message m <« sPKE.Dec(dk?CE7 ).
Modification detection: The algorithm ACE.DMod on input sp”‘E, ¢; =
(61, 7T;\HZK), and cz = (62, 7T£\”ZK), outputs 1 if é; = ¢é3, and 0 otherwise.

The following proposition states that our scheme is correct and strongly
detectable, and is proven in the full version of the paper.

Proposition 2. Let ACE be the scheme from above. Then, ACE is perfectly
correct, i.e., AdvﬁgEfL‘ORR =0 for all A. Moreover, if F' is pseudorandom and

sPKE is unrestricted strongly robust, then ACE is strongly detectable.

The security of our scheme is summarized by the theorem below, which we
prove in the full version.

Theorem 2. If F' is pseudorandom, NIZK is zero-knowledge and extractable, Sig
is EUF-CMA secure, and sPKE is IND-CCA, IK-CCA, SAN-CCA, USROB, and
UPD-CTXT secure and has negligible encryption-key collision probability, then
the scheme ACE from above is PRV-CCA, sSANON-CCA, SAN-CCA, UDEC, and
RR secure, and has NDTCT-FENC.

6.2 Lifting Equality to Disjunction of Equalities

We finally show how an ACE scheme for equality, as the one from Section 6.1,
can be used to construct a scheme for the policy Pogq: D x D* — {0,1} with

14

PDEq(X: ('rlv"wxé)ay: (ylw-'vyé)) =1 = \/x’i = Yi,
i=1

where D is some finite set and ¢ € IN.* This policy can for example be used to
implement the no read-up and now write-down principle (P(i,5) = 1 < i < j)
from the Bell-LaPadula model [2] via an appropriate encoding of the roles [9].
The intuition of our construction is as follows. A key for a role x = (x1,...,xy)
contains one key of the ACE scheme for equality for each component x; of the role
vector. To encrypt a message, this message is encrypted with each of these keys. To
decrypt, one tries to decrypt each ciphertext component with the corresponding
key. If at least one component of the sender and receiver roles match (i.e., if the
policy is satisfied), one of the decryptions is successful. So far, the construction

3 In this section, we denote roles by x and y instead of i and j. To be compatible
with our definitions that consider policies [n] x [n] — {0, 1}, one needs to identify
elements of D’ with numbers in [n]. We will ignore this technicality to simplify the
presentation.
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is identical to the one by Fuchsbauer et al. [9]. That construction is, however,
not role-respecting, since a dishonest sender with keys for more than one role
can arbitrarily mix the components of the keys for the encryption. Moreover, the
construction does not guarantee uniform decryption, because different messages
can be encrypted in different components. We fix these issues using the same
techniques we used in our construction of the scheme for equality, i.e., we add
a signature of the key vector to the encryption keys, sign the ciphertexts, and
require a zero-knowledge proof of knowledge that a valid key combination was
used to encrypt the same message for each component and that all signatures
are valid.

Our construction. Let ACE_ be an ACE with modification detection scheme
for the equality predicate on D x [¢], let Sig be a signature scheme, let F' be
a PRF, and let NIZK be a NIZK proof of knowledge system for the language
L = {z | 3w (z,w) € R}, where the relation R is defined as follows: for z =
(Uksg’ Cly.nns Cg) and w = (ek?fff), ceey ekéﬁfz, ST 11]4;?(11%7 U}S(ig7 ggig)’
(z,w) € R if and only if

‘
/\ ¢ = ACE:.Enc(ekACE:,m; i) A Sig.Ver(vkiig, [e1,- .-, c, ofig) =1

(mi 7i)
=1

A Sig.Ver (vk>E, [ekf‘ff;), s ekﬁ;, vkSE], 038) = 1.

We define an ACE scheme ACEpgq as follows:

Setup: On input a security parameter 1% and the policy Ppgq, ACEpgq.Setup
picks a random key K for F' and runs

(mslfACE:7 spACE=) < ACE_.Setup(17),
(kaig, skSig) <+ Sig.Gen(1%),
crsN'ZX  NIZK.Gen(1%).

It outputs the master secret key msk Eoes = (K, msk E= vkS®, kS,
crsN'ZK) and the sanitizer parameters sp”“Fpea = (spACE:, kaig, crsN'ZK).
Key generation: The algorithm ACEpgq.Gen on input a master secret key
msk"CEoEa — (K, msk"“E= | k€ sk, crsN'ZK) a role x € DY, and type sen,

generates
ek?gii:) + ACE_.Gen (mskACE:, (zi,7),sen) (for i€ [{]),
(vk3E, sk3€) « Sig.Gen(1%; Fi ([x,0])),

o2'® < Sig.Sign (skSig7 [ek&cff), cees ek?;%;), vkiig] s Fr(x,1])),
and outputs the encryption key ek Eres = (kaig , ekéﬁclET), A ekﬁg;), vkSE,

skiig, o, crsN'ZK); on input mskACEDE“, arole y € DY, and the type rec, it



28 Christian Badertscher, Christian Matt, and Ueli Maurer

generates for i € [{],

dk{y 5+ ACE=.Gen(msk" =, (y;, 1), rec),

. . ACEpeq ._ (73 ACE— ACE_
and outputs the decryption key dky~ % = (dk(yhl),.. . d (ye,é))'
Encryption: On input an encryption key ekiCEDEq = (Uks'g, ekéff_f), cee ekéccf;),
vkiig, skiig, ode, crsN'ZK) and a message m € MAEEs ACEpg,.Enc samples
randomness 71, ..., 7, and computes
ci ACE:.Enc(ek?;_Ei:),m;ri) (for i € [€]),
o€ « Sig.Sign (sk3E, [c1, . .., cr]),
aNIZK NIZK.Prove(crsN'ZK,x = (kaig, Clyenes i),
) ACE— ACE— Sig _Sig _Si
w = (ek(wl’l), ek M, T vk38, 038, 0'%)).
It outputs the ciphertext ¢ := (01, cey Cpy ’/TNIZK).
Sanitization: On input sanitizer parameters sp”“Foea = (5pAE=, vk>E, crsNiZK)
and a ciphertext ¢ = (cl, e ,CZ,wN'ZK), the algorithm ACEpgq.San checks

whether NIZK.Ver(crsN'ZK,x = (kaig,cl, ... ,cz),wN'ZK) = 1. If this is the
case, it runs ¢} < ACE_.San(¢;) for i € [¢]. If ¢} # L for all i € [(], it outputs
the sanitized ciphertext ¢’ := (c’l, cee c}). If the verification fails or any of
the sanitized ciphertexts is L, it outputs L.

Decryption: On input a decryption key dk/;CEDE“ = (dk’?yclEf), ey d ?yCZEZ)) and

a sanitized ciphertext ¢’ := (c’l, . ,c}), the algorithm ACEpgq.Dec computes

for i € [¢] the message m; + ACE:.Dec(dk?yii:),cg). If m; # L for some
i € [{], ACEpgq.Dec outputs the first such m;; otherwise it outputs L.
Modification detection: On input sanitizer parameters sp”“Foea = (sp
kaig, crsN'ZK) and two ciphertexts ¢ = (cl, TR WN'ZK) and ¢ := (61, cevy Gy
7NIZK)  ACEpgq.DMod checks for i € [¢] if ACE=.DMod (spA“E=,¢;,&;) = 1. If

this is the case for some ¢ € [¢], it outputs 1; otherwise, it outputs 0.

ACE—
)

Weak and strong anonymity. As we show below, our scheme enjoys weak
anonymity. It is easy to see that it does not have strong anonymity: Given a
decryption key for the role (1,2), one can decrypt ciphertexts encrypted under a
key for the roles (1,1) and (2,2). One does, however, also learn which of the two
components decrypted successfully. If it is the first one, the sender role must be
(1,1), if it is the second one, the sender role must be (2,2). For similar reasons,
we do not achieve strong sanitization security.

A similar construction can be used to achieve strong anonymity for less
expressive policies: If a sender role still corresponds to a vector (z1,...,x¢) € D*
but a receiver role only to one component (j,y) € [(] x D, one can consider the
policy that allows to receive if z; = y. Now, we do not need several components
for the decryption key and the problem sketched above disappears.
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Proposition 3. If ACE_ is correct and detectable, then the scheme ACEpgq from
above is correct and detectable. If ACE_ is strongly detectable, then ACEpgq is
also strongly detectable. More precisely, for all probabilistic algorithms A, there
exist probabilistic algorithms Acorr, Adtct, Alrers 0nd Asdrer such that

ACE-CORR ACE-CORR ACE-DTCT
AdVaCEps.A < AVACE 4, + (£ — 1) - AdVACE 4,
ACE-DTCT ACE-DTCT
AdVACEDEq,A <t AdVACE:,A;m’

ACE-sDTCT ACE-sDTCT
AdVaCEpes A < £ AdVACE” A -

See the full version of this paper for proofs of this proposition and the following
theorem, which summarizes the security properties of our scheme.

Theorem 3. If F' is pseudorandom, NIZK is zero-knowledge and extractable,
Sig is EUF-CMA secure, and ACE_ is perfectly correct, strongly detectable, has
NDTCT-FENC, and is PRV-CCA, wANON-CCA, SAN-CCA, RR, and UDEC
secure, then the scheme ACEpgq from above has NDTCT-FENC and is PRV-CCA,
wANON-CCA, SAN-CCA, RR, and UDEC secure.

7 Conclusion and Directions for Future Work

In this paper, we have critically revisited existing notions for access control
encryption, proposed stronger security definitions, and presented a new scheme
that provably achieves our strong requirements. The need for stronger notions is
not only a theoretical one as we have shown: In particular, we have described a
practical attack based on the observation that a semi-honest sanitizer might leak
an unsanitized ciphertext to a dishonest party.

An important question is whether all realistic attacks are excluded by our
definitions. Furthermore, we would like to understand the fundamental limits of
ACE. This includes investigating in which scenarios it can or cannot be used.
To settle these questions, the authors are currently working on a theoretical
model to capture the use case of ACE in a simulation-based framework. Another
interesting research direction is to find more efficient schemes for useful policies.
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