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Abstract. In this paper, we present a correlation attack on Sosemanuk
with complexity less than 2'5°. Sosemanuk is a software oriented stream
cipher proposed by Berbain et al. to the eSTREAM call for stream ci-
pher and has been selected in the final portfolio. Sosemanuk consists of a
linear feedback shift register(LFSR) of ten 32-bit words and a finite state
machine(FSM) of two 32-bit words. By combining linear approximation
relations regarding the FSM update function, the FSM output function
and the keystream output function, it is possible to derive linear approx-
imation relations with correlation —27214! involving only the keystream
words and the LFSR initial state. Using such linear approximation rela-
tions, we mount a correlation attack with complexity 247 and success
probability 99% to recover the initial internal state of 384 bits. We also
mount a correlation attack on SNOW 2.0 with complexity 220438,
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1 Introduction

Sosemanuk[3] is a software oriented stream cipher proposed by Berbain et al. to
the eSTREAM call for stream cipher and has been selected in the final portfolio.
The merits of Sosemanuk has been recognized as its considerable security margin
and moderate performance[2].

Sosemanuk is based on the stream cipher SNOW 2.0[11] and the block cipher
Serpent[1]. Though SNOW 2.0 is a highly reputed stream cipher, it is vulnerable
to linear distinguishing attacks using linear masks[14, 15]. To strengthen against
linear distinguishing attacks, Sosemanuk applies the multiplication modulo 232
with a bit rotation in the FSM update function and a Serpent S-box in bit slice
mode in the keystream output function. As of now, there are no known attacks
against Sosemanuk with complexity less than 2226[5].

Linear masking has been used in the linear distinguishing attacks on word-
based stream ciphers such as SNOW 1.0[9], SNOW 2.0, NLS[7], and Dragon|8].
Coppersmith et al.[9] presented a linear distinguishing attack on SNOW 1.0.
They identified linear approximation relations of large correlation involving only
the LFSR states and the keystream words. Then using simple bitwise recur-
rence relations between the LFSR state words, they were able to mount a linear



distinguishing attack on SNOW 1.0. Watanabe et al.[15] presented a linear dis-
tinguishing attack on SNOW 2.0 and then Nyberg and Wallén[14] refined the
attack.

On the other hand, Berbain et al.[4] presented a correlation attack on Grain
using linear approximation relations between the initial LFSR state and the
keystream bits to recover the initial LFSR state. As to solving systems of linear
approximation equations, similar technique was used in [6] and iterative decoding
technique was used in [12].

In this paper, combining the linear masking method with the techniques in [4]
using fast Walsh transform to recover the initial LESR state of Grain, we mount
a correlation attack on Sosemanuk. The time, data and memory complexity are
all less than 21°0.

This paper is organized as follows. In Sect. 2, we present a description of
Sosemanuk. In Sect. 3, we show how to get approximation relations between the
initial LFSR state and the keystream words. In Sect. 4, we describe the attack
using the approximation relations. In Sect. 5, we present simulation results. In
Sect. 6, we present a correlation attack on SNOW 2.0. We conclude in Sect. 7.

2 Preliminaries

2.1 Notations and Definitions

We define the correlation of a function with respect to masks as follows. Let
f: (GF(2)")* — GF(2)" be a function and let Iy, I7,..., I} be n-bit masks.
Then the correlation of f with respect to the tuple (I'o;I1,...I%) of masks is
defined as

ct(To; I, ..., I) :=2Prob(Iy - f(z1,...,28) =11 21 @ ... &Ik -xp) — 1,

where - represents the inner product which will be omitted henceforth. We also
define the correlation of an approximation relation as

2 Prob(the approximation holds) — 1 .

The following notations will be used in the following sections.

— wt(z): the Hamming weight of a binary vector or a 32-bit word x

— M: addition modulo 232

x: multiplication modulo 232

— [i1, ..., im]): the 32-bit linear mask 2* + ... + 2%m (iy,..., i, are distinct
integers in between 0 and 31.)

— ¢y (Io; I, ..., Iyn): the correlation of f(x1,...,2m) = z1 B ... Bz, with
respect to the tuple (I'o; I, ... k) of 32-bit masks

— 24 (I") :=c(I; I, I') for 32-bit linear mask I

— 34 (") :==c ([, I, I, T") for 32-bit linear mask I"

— cp(Lo; Ih): the correlation of Trans(x) with respect to the tuple (Io; I) of
32-bit masks

— c27(I") = ¢p(I'; T) for 32-bit linear mask I’

— x(;): j-th least significant bit of a nibble, a byte or a 32-bit word z



2.2 Description of Sosemanuk

The structure of Sosemanuk[3] is depicted in Fig. 1. Sosemanuk consists of three
main components: a 10-word linear feedback shift register, a 2-word finite state
machine, and a nonlinear output function. Sosemanuk is initialized with the key
of length in between 128 and 256 and the 128-bit initialization value. The output
of the cipher is a sequence of 32-bit keystream words (z;);>1. The LFSR state
at time ¢ is denoted by LR' = (s441, 8142, - -+, St+10)-(t = 0 designates the time
after initialization.) The LFSR is updated using the recurrence relation

St+10 = St+9 D Oflst+3 ® as, for all t > 1,
where « is a zero of the primitive polynomial
P(X) — X4 + ﬂded + ﬂ245X2 +ﬂ48X +/8239

on GF(2%)(X) and GF(2%) = GF(2)[y], where 7 is a zero of the primitive poly-
nomial

QX)) =X+ X"+ X"+ X?+1
on GF(2)(X). The FSM state at time ¢ is denoted by (R1:, R2;). The FSM is
updated as follows.

R1; = R2;_1 B (5441 ® Isb(R1;_1)s¢18),
R2; = Trans(R1;_1) = (M x R1;_)<<<7,

where M = 0x54655307. The FSM has output
ft = (St+g BH th) @ RQt .
The keystream words are obtained as follows.

(Zt+3, Rt+25 Zt+15 Zt) = Serpentl(ft+3, fev2, fea1s ft) 52 (8t+3, St+25 St+1, St)
(t = 1(mod 4))

where Serpentl denotes the Serpent S-box S, applied in bit slice mode. Four
words are output per 4 LFSR clockings.

3 Linear Approximations

In this section, we get linear approximation relations involving only the LFSR
states and the keystream words with non-negligible correlation by approximating
the FSM update functions, the FSM output functions, and the keystream output
function using linear masks with non-negligible correlation.

Let a; = Isb(R1;). We consider the following approximations using 32-bit
linear masks I' by replacing all operations (modular additions and the Trans
function) by XORs in the FSM update function and the FSM output function:

I'Rlyyy =T'R2, @ F(St+2 (5) atst+g),
I'R2,4, = 'R1,,

Fft :FSH_Q@Fth@FRQt,

Fft+1 = F8t+10 ) FR1t+1 D FR2t+1 .
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Fig. 1. The Structure of Sosemanuk

XORing the above relations and applying the Piling-Up Lemma, we have the
approximation

I(f @ fig1) = I'siyo ® arl's1 49 ® I'sy19 @ I'spy1o (1)

with correlation c2, (I)3c27(I") assuming that the four linear approzimations
are independent.

However the way of computing the correlation as above is not accurate since
the approximation relations have high dependencies. For example, approxima-
tions of two modular additions with correlations ¢1, co do not necessarily yield an
approximation with correlation cjcs. So we need to consider approximation rela-
tions which do not have obvious dependencies. We have the following equations
regarding the internal states and keystream words:

ft > RQt = St+9 H Transfl(RQtH),
Jia1 ® R2i41 = sp410 B (R2; B (5442 ® ar5149)) -

We consider the following associated approximation relations

Fft @Fth = F5t+g @FR2t+17
Aft+1 S5 AR2t+1 = ASt+10 S5 ARQf ©® ASt+2 D atA5t+9 .

where I" and A are linear masks as depicted in Fig. 2. The correlations of the
above approximations are

> e (I T, ®)er (T @)
[
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Fig. 2. Some Linear Masking of Sosema

and ¢34 (A), respectively.

Note that the first correlation is a composite correlation of the function xo =
to (I'; I, I') which can
be computed as a sum of partial correlations [13, Theorem 3][14]. So if we let

Trans™!(z3) and the function y = z; B x5 with respect
I' = A, we have the same approximation relation (1) wit
3 (1) e (I 1, P)er (I D)

@
In order to remove terms involving f; and f;y1 in (1),

the third S-box S, of the block cipher Serpent in bit slic

unsigned char S2[16] = {8,6,7,9,3,12,10,15,13,1

So has maximal linear correlation % Regarding the function y = Sa(z), we have
8 linear approximation relations with maximal correlation % which is of the form

T(5) + T(i41) + (terms involving only y)

nuk

h correlation

we will utilize a linear
approximation relation regarding the keystream output function that comes from

e mode.

,14,4,0,11,5,2}

=0 .



Each of such approximation relations gives linear approximation relations re-
garding the keystream output function. We will use the relation

Ty + o) + Yo) Ty =0

which induces the following relation for any j =0,...,31,

(fg) @ (frr) ) © (2)G) @ (1)) @ (148) ) @ (s1438)(5) = O,
with correlation % when ¢ = 1(mod 4). Thus if I" is a linear mask, then

F(ft@ft+1)@th@FSt®FZt+3@FSt+3:O, (2)
holds with correlation (1)"*(/) when ¢ = 1(mod 4). Noting that

atFSt+g D F5t+9 =0

holds with correlation %7 we have linear approximation (3) involving only LFSR

states and keystream words by XORing relations (1) and (2)
FSt (&) F8t+2 &) F8t+3 &) F8t+10 = FZt D FZtJrB (3)

with correlation

o) := (%)W“F>+1c3+(r) > ey (I 0. ®)er(I; @)
D

when ¢t = 1(mod 4), assuming that the approximations are independent. Note
that we don’t see obvious dependencies between the approximations given above.
We check the validity of our estimation by simulations described in Sect. 5.

3.1 Search for Linear Masks

We try to find I" such that |C(I")| is as large as possible. Taking into considera-
tion the factor (%)Wt(F ), we confined the search to masks of weight less than or
equal to 5. Furthermore, we have the following observation from many examples
though we don’t have a proof:

— If ¢27(I") = 0, then C(I") = 0.

Based on this observation, we compute C(I") for a given mask I" in the following
way:
If c27(I") # 0, then

1. we compute ¢34 (I") using [14, Theorem 1] regarding correlation of modular
addition.

2. We compute Y 4 cq (LI, P)cr(L';P) using [14, Theorem 1] and fast Walsh
transform. Once I" is fixed, we can compute cy(I'; I, ®) for any & using
the description with finite automaton in [14]. It turns out that for each I’
c(I';T,®P) = 0 except for most @’s. Using fast Walsh transform, for each
fixed I', we can compute cp(I';®) for all @ with time complexity 237 and
memory complexity 232.



Table 1. Correlations with respect to some linear masks of weight 4

I log, ([c3+(I")]) [log, (|2 )| = (wt(I") + 1)||C(I)]
[255 14,13, 0] —3.17 —14.33 -5 2*22.50
[25, 24,14, 0] -3.17 —13.24 -5 5= 2TAT
25,22, 18, 0] —4.55 —15.13 5 52158

Then we obtain the following results:

— There does not exist a mask I" of weight 1,2, or 3 such that |C(I")| > 2729,

— The only masks I" of weight 2 such that C(I") # 0 are [i,i+25] (i = 0,...,6).

— There exist masks I" of weight 4 such that |C(I")| > 2725, Some of them are
listed in Table 1.

We also considered some masks I" of the form [i,7 + 25, j, k, ], but we could not
find one such that |C(I")] > 272°. Thus the best linear mask we found out is
[25, 24,14, 0], for which the correlation is —2721-41,

4 Correlation Attack on Sosemanuk

In this section, we describe a correlation attack against Sosemanuk recovering the
initial internal state. Using the approximation relations (3) involving only LFSR
state words and keystream words with non-negligible correlation obtained in the
preceding section, we apply the techniques in [4] using fast Walsh transform to
mount the attack.

Getting Approximation Relations between Initial LFSR State and
Keystream Words. Let I' be the linear mask [25,24,14,0], k = C(I') =
—27214 "and € = |k/2| = 272241 throughout this section. Starting with the
approximation (3) with correlation k, we can obtain arbitrarily many linear ap-
proximations with correlation x involving the initial LFSR state sq,--- , s19 and
the keystream words using the relation

(F07F17"' ,FQ) : (5t+j;3t+j+17"' ,St+j+9)
= (gj(F07F17"' aFQ)) : (Stast-‘rlv"' )St-‘rg)

for each j > 0, where G is the “dual” of the LFSR update transformation and is
given by

G(Io, I, I, I3, 1y, I5, I, I, I's, I'y)
= (a*Ty, Lo, I, Io @ (™ Y)* Ty, I's, [y, I, I, 7, I's ® Iy),

where o*I" and (a~1)*I" are 32-bit linear masks such that (a*I')(z) = I'(ax)
and ((a™1)*I")(z) = I'(a~'z) for each 32-bit .



To be more explicit, the approximation relations (3) can be rewritten as

(F@a*F,O,F,F@(a‘l)*F,O 0,0,0 O,F)-(Sl,'“ ,810) =121 01z
(F@OZ*F,O7F,F®(Oé_l)*F7O,O,O,O,O7F)'(857'“ 7814):FZ5®F28 ( )
(F@O[*F,O7F7F@(Oéil)*]io,o,o,(),()?]j)'(897“- 7518):F29®F212

i

which are again equivalent to

(F@a*[‘,(),]”,]“@(a’l)*F,O,O,O,O,O,F)~(31,--- ,310):F21@F24
F(®a 0,1, ® (a"H)*T,0,0,0,0,0,1") - (51, ,810) = ['z5 ® I'zg (5)
.7:2(F@05*F,0,F,FEB(Oé_l)*F,O,O,(LO,O,F)'(81,“' ,Slo)ZFZQ@F,Zlg

)

where 7 = G*. Thus the complexity of getting R relations between the initial
LFSR state and the keystream words is comparable to the complexity of getting
128R bits of keystream.

Recovering Part of the Initial LFSR State. We apply the “Second LFSR
Derivation Technique” in [4]. Let n = 320 be the size of the LFSR state in bits

and m < n. Let € = 2e2 =27%382 and N = (%)2, where X satisfies

1 > t2
— e"z dt=2"".
V2T /A

Let R = vVN2n—m+1 Let wuy,---,u, be the bits of the LFSR initial state
$1, -+ ,810. Suppose we have R linear approximation relations of correlation
k involving u;’s. Let i1, -+ ,4,, be any integers such that 1 <i; < ... <1, <n.
XORing pairs of those R equations, we get about R(R—1)2m""~! ~ N approx-
imation relations with correlation 2¢’ involving only w;,, ..., u;, among u;’s. Let
these relations be

aflui1+---+agmui7,L:bj.(jzl,...,N) (6)
Let us define the function o : GF(2)™ — Z by

olar, - ,am)=|{7€{1,...,N}: (a{l,...

@ ):(ala”-aam)a bj:OH
-Hje{l,....,N}:(a],...,a

):(ah"-aam)a bj:1}|

J
‘;_m
Let W be the fast Walsh transform defined by

W) (Y1, Ym) = Z F@1, . T ) (= 1)W1t Ymam

T1,...,m EGF(2)
for f: GF(2)™ — Z. Note that, for each (u;,,- - ,u;, ), W(o)(uiy, - ,u;, ) is

the number of relations in (6) satisfied by (us,, -+ ,u;,,) (7)
— the number of relations in (6) not satisfied by (u;,, - ,u;,, )-



Table 2. Complexity of the Attack

with Precomputation without Precomputation

time(unit) memory(bit) data(bit)||time(unit) memory(bit) data(bit)

Precomputation Q177 214831

-
2144.66 2144.55 2145.o0 2147.88 2147.10 2145450

Online computation

For the right value of (u;,-- ,u;,, ), above number follows the normal distri-
bution N(2N¢€', N(1 — 4€’?)). So, using N(1 — 4€’?) ~ N, for the right value of
(ui17 e 7uim)a

3 1 ° 2
Prob 119" Ty Ug 7N/ = T2 dt .
ro (W(U)(u1 U, ) < 5 e) \/ﬂ/g e 2

But for random (u;,, -+ ,u;,, ), (7) follows the distribution N(0, N). So for ran-
dom (w;,,- -+ ,ui,),

3 1 o 2
Prob (W(U)(uil, cee U, ) > Ne’) = —/ e T dt=2"".
2 21 Ja

Thus, when we use the threshold value %N ¢’ for determining whether a partial
LFSR state candidate (u;,,--- ,u;, ) is the right one, we have non-detection

1. 1 oo _tZ —m
probability less than Ton / a2 dt and false alarm rate 27™.

Complexity of the Attack. The attack can be performed in two ways. One
way is to precompute the coefficients (af1 e ,aﬁm) and then perform all other
computations in online phase. The other is to perform all the computations
online. Complexity of both ways are described below and summarized in Table
2.

Attack with Precomputation. To recover partial bits w;,,--- ,u,,, of the initial
initial state, in the precomputation phase, we get the coefficients of the left
hand sides of the R approximation relations (5) between the LFSR initial states
and the keystream words. Store the (320 + [logy(R)])-bit values (U;,i) (i =
0,---,R—1) in a list, where

Uy :=F(I'®a*T,0,I,T & (a*)*T,0,0,0,0,0, 1)

for each i. Then sort the list according to the components in {1,--- ,m} —
{#1,- -+ ,im}. For each pair (,k) such that the components of U; and Uj in
{1,---,m} — {i1, -+ ,im} coincides, compute X, = (U; ® Uy restricted to

i1-th, - - -, 4,,-th components), and store (X g, ¢, k) in a list. The list has about N
entries of size m+2[log,(R)]. In the online phase, set the function o : GF(2)™ —



Table 3. Complexity of basic operations

operations time complexity
XOR of two k-bit words k
Comparison of two k-bit words k
Sorting a list with r k-bit entries krlog,(r)
Walsh transform for 2™ k-bit integers km2™

Z as zero. Let w; = 'zgi41+ 124514 foreach ¢ = 0,--- , R—1. For each (X x,1, k)
in the list, compute the value w; + wy and update o. (The update rule is that
0(X; ) increases by 1 if w; +wy, = 0 and decreases by 1 otherwise.) Perform the
fast Walsh transform to o and check if there is some (u;,,- - ,u;, ) such that
W (o)(usy, - ,ui,) > 2Ne'. The complexity of the above attack to recover m
bits of the initial LFSR state is as follows. The complexity of the above attack to
recover m bits of the initial LFSR state is as follows. We assume the complexity
of the basic operations as in Table 3. The precomputation phase has time com-
plexity of about 128 R + Rlog,(R)(320 + [logy(R)]) + (N + R)(320 + [log,(R)])
and memory requirement of R(320 + [logy(R)]) + N(m + 2[logy(R)]) bits if
we apply a sorting algorithm of small memory requirement. The online phase
takes 2™ [log, (V) ]-bits of memory and time complexity of 8N +m2™ [log,(N)].
The data complexity of the online phase is 2°R bits. Let m = 138. Then
A ~ 13.6(by e.g. Lemma 1 in the Appendix), N = 29400 and R = 213850 For
recovery of the whole n bits of the LFSR initial state, we recover (ug,- -, uUmp)
and (U, -+, U2m—1) using above-mentioned methods. Then restore the remain-
ing 45 bits of the initial LFSR state and 64 initial FSM bits simultaneously
using exhaustive search. The precomputation phase takes time complexity of
128R + 2(Rlog,(R)(320 + [logy(R)]) + (N + R)(320 + [log,(R)])) = 25547
(The number in the table is 214747 regarding 1 time unit as the time needed to
generate 256 bits of keystream which is not greater than the time cost of one
trial in the exhaustive search .)The required memory is 2R(320 + [log,(R)]) +
N(m + 2[logy(R)]) = 214834 bits. The online phase has time complexity of
2(8N +m2™[logy(N)]) = 215266 memory requirement of 2™ [log, (N)] = 21445
bits, and data complexity of 2" R = 24550 bits. The non-detection probability

2
is less than \/%7 f;o e~ T dt < 0.01. We mention that the increased complexity

due to sorting was not considered in [4].

Attack without Precomputation. To recover partial bits u;,, - - - , u;,, of the initial
LFSR state, we first get all the coefficients of the R approximation relations
using the keystreams. Store the (320 + 1)-bit values (U;,w;) (i =0,--- , R —1).
Then sort the list according to the components in {1,--- ,m} — {i1, - ,im}.
Set the function o as zero. For each pair (i, k) such that the components of U;
and Uy in {1,--- ,m} — {i1,--- ,im} coincides, compute X, and update the
function ¢ using (X, 5, w; + wy). Perform the fast Walsh transform to ¢ and
check if there is some (u;,, - ,u;, ) such that W(o)(us,, - ,u;,) > SNe'. The



time complexity is about 128 R + Rlog,(R)(n + 1) + N(n + 1) + m2™[log,(N)]
and memory requirement is about [log,(N)]2™ + (320 + 1)R bits. The data
complexity is 27R bits. Let m = 138. For recovery of the whole n bits of the
LFSR initial state, we recover (uy,- -« ,Up) and (Um, - ,Uzm—1) using above-
mentioned methods. Then restore the remaining 45 bits of the initial LFSR
state and 64 initial FSM bits simultaneously using exhaustive search. The time
complexity is 2(128 R+ R1log, (R)(n+1)+N(n+1)+m2™[log,(N)])+129-21% =
2155-88 The memory requirement is [logy(N)]2™ + (320 + 1)R = 214710 bits,
and the data complexity is 27R = 214550 bits.

Improving the Attack. We can reduce the data complexity without increasing
the time complexity. For the Serpent S-box S3, we have 8 linear approximations
with correlation % which is of the form

T(;) + T(i41) + (terms involving only y) =0 .

Using these approximations, we can get 8 linear approximation relations involv-
ing the LFSR initial state and keystream words with correlation x. Thus we
can reduce the data complexity at least by the factor of 23. We can also reduce
the memory requirement of the attack using the “Improved Hybrid Method” [4]
without increasing time complexity or data complexity much.

5 Simulations and Results

5.1 Simulations for a Reduced Cipher

We validate our claims by simulating a reduced version of Sosemanuk keystream
generator defined as follows. It consists of an LFSR of five bytes and an FSM of
two bytes. The LFSR state at time ¢ is (s, S¢41, - - -, Se4+5). The LFSR is updated
using the relation

1
Si45 = S44 D B 5143 @ B5y,

where 3 is a zero of 28 + 27 + 2 + 23 + 1 in
GF(28) =GF(2)(B) = GF2)[z]/ <a® + 2" +2° + 23 +1 >

The FSM state at time ¢ is denoted by (R1y, R2;). The FSM is updated as

follows.
R].t = R2t71 + (5t+1 (&) lsb(R1t71)8t+3)(mOd 28)
R2; = Trans(R1;—1) = ((M x R1;_1)(mod 28))<<<3

where, M = 0x59. The FSM has output
ft = (St+4 + th)(mod 28) D R2t
The keystream bytes are obtained as follows.

(243, 2e42, 241, 2t) = Serpentl(fiis, fiyo, fie1, ft) © (St43, Se42, 5141, 5t)
(t = 1(mod 4))



Table 4. Correlations with respect to linear masks of weight 2

[ I [log,(Jc34 (D)) log, (|¥s[) —(wt(I") + 1) correlation

[5,0] —1.59 —1.91 -3 —270:50
6, 1] —10 -3 -3 —27 18
[7,2] —3.57 —3.36 -3 —27993

Then we get a linear approximation relation
FSt D F8t+2 D FSt+3 &) F8t+5 = FZt D th+3 (t = l(mod 4))

with correlation

()", (1) Y ey (I T ®)er (')

®
when ¢ = 1(mod 4), for each 8-bit mask I'. In the simulation, we generate 23°
bytes of keystream and observe the actual correlation of the linear approximation
regarding the LFSR states and the keystream bytes for various initial internal
states. The observed actual correlation is about —27%12 when I' = [5,0] and
about —2710-31 when I' = [7,2] regardless of the initial internal state. Using
the observed correlation for I' = [5, 0], we are able to recover the initial internal
state using the method explained in Sect. 4. The parameters are n = 40, m = 24,
A =283 N =233l and R = 22356, We get R approximation relations regarding
the n-bit initial LFSR state and the keystream words. Then we get about NV
approximations regarding the latter m bits of the initial LFSR state. Applying
the fast Walsh transform to an array with 2™ entries, we can recover the m bits
correctly most of the time. We performed the experiments to recover the latter
24 bits of the initial LFSR state for 100 initial initial internal states as follows.

— LFSR initial states: (4,4 4+ 1,44+ 2,4+ 3,4+ 4) (i=0,---,99)
— FSM initial state: (0,0) (fixed)

With the threshold %N2*13'24 = 206382, we were able to get the right 24-bit
value in each case except when ¢ = 26. In each case 0—4 false alarms occurred
with average 1.18. A few minutes was spent on a Pentium IV 3.4GHz CPU with
1GB RAM for each case. This experimental results corroborate our assertions.

5.2 Simulations with Long Keystreams for Full Sosemanuk

To check if the correlation of relations (3) is correct in another way, we generate
long keystreams for Sosemanuk for some initial internal states. We consider the
following 2 LFSR initial states and 8 FSM initial states.

— LFSR initial states



Table 5. Simulation Result for Long Keystreams

LFSR|FSM|z-value correlation™||LFSR|FSM|z-value correlation™
A [0 [-029 —2721%8 B 0 [ 1.93 —2722%
1 -2.13 —27 70051 1 -0.65 —27 2113
2 0.69 —27 217 2 -0.15 —27 2134
3 [ 03 —277%7 3 | 1.09 —27%9
4 0.54 —27 2170 4 -0.95 —27 2102
5 [-035 2771 5 [ -0.16 —277%3
6 -0.48 —2771F 6 0.99 —27 2199
7 | -0.62 —27%1 7 1.73 —27 7201
*:observed correlation
o A: (OXQOOO , 0x8000, --- , 0x1000, 0x0000)
e B: (0x9111, 0x8000, --- , 0x1000, 0x0111) (the same as A except
for the first and the last word)
— FSM initial states: (OXOOOO, 0x0000), - - -, (OX?OOO, 0x7000)

For each of the 16 initial states, we generate Sosemanuk keystreams of 2°3 bits
and count how many of the 24¢ induced relations (3) are satisfied for the mask
I' = [25,24,14,0] and compute the observed correlation. The results are as in
Table 5. In the table, “z-value” represents

(the number of the satisfied among the 246 relations) — (24° + 2*°C(I"))
922 ’

which is the normalized deviation in the assumed normal distribution. In total,
the observed correlation using the 2°° relations is —272!4 which is very close
to C(I"). This result also corroborates our assertions.

6 Correlation Attack on SNOW 2.0

SNOW 2.0[11] consists of an LFSR consisting of 16 words and an FSM of 2
words. In [14], it was shown that there exists a linear approximation relation of
the LFSR bits and keystream bits with bias 2715-496 or correlation +2714-49[14,
Table 2]. One of such approximation relations is

Asy + Asy 1 + Asyys + Asgpq5 + Aspp16 = Az + Azygq,

where A = [0, 15,16]. Applying the “Second LFSR derivation technique” again
with parameter n = 512 and € = 271549 we can mount a correlation attack on
SNOW 2.0 without precomputation as follows.

Let m = 192. Using the same notation as in Sect. 4, A ~ 16.1, N = 266:54
and R = 29377 The time complexity of the attack for recovering m bits is
32R + Rlogy(R)(n + 1) + N(n + 1) + m2™[logy(N)]. (The factor 32 comes



from the fact that 32 bits of keystreams are needed per one approximation
relation.) Memory requirement is about [log,(N)|2™ + (512 + 1)R bits. The
data complexity is 2° R bits. For recovery of the whole initial LFSR state, recover
partial 192 bits of LFSR three times and then recover the initial FSM state by
exhaustive search. The total time complexity is 3(32R+ Rlog,(R)(n+1)+N(n+
1) +m2™[logy(N)]) = 2212:38. The memory complexity is about [log,(N)]2™ +
(512 + 1) R = 2292:83 hits. The data complexity is 25 R = 219877 bits. Since the
initialization of SNOW 2.0 is a reversible process, we can recover the key from
the initial state.

7 Conclusion

We described an attack recovering the initial internal state with time complex-
ity 2'7-88 memory complexity 2710 bits, and data complexity 2'°°0 bits.
Though the attack does not threaten the claimed 128-bit security of Sosemanuk,
it indicates that using keys longer than 150 bits for Sosemanuk does not guaran-
tee the security level of the key size. The main reason Sosemanuk is vulnerable
to the attack described in this paper is that the LFSR state is too small in
the presence of a relatively large correlation between the LFSR state and the
keystream words. Similar attack of complexity 22°4-38 is valid against SNOW
2.0.
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A An Approximation of the Cumulative Normal
Distribution Function

Lemma 1. For any 0 < a < 1, we have

for any A > 1 such that a < )\ﬁ‘—il

Proof. Let

o 2 1 22
F(x):/ e~z dt——e" 2 (z>0) .
x x

22

Then F'(z) = Le=2 > 0 and lim, . F(z) = 0. Hence F(z) < 0 for all z > 0.
Let

+2

G(x) = /;Oe'é’ dt —

2

e T (z>0) .

SRS

M

x 2

Then G'(z) = (a — l)e’g + 2xe” 7 so that G'(z) < 0if a < 75,
Since lim, oo G(z) = 0, G(z) > 0 when a < I;’”—j_l O



