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Abstract. We proposean authentication schemein which userscan be
authenticated anonymously solong astimes that they are authenticated
is within an allowable number. The proposed scheme has two features
that allow 1) no one, not even an authorit y, identify userswho have been
authenticated within the allowable number, and that allow 2) anyoneto
trace, without help from the authority, dishonest users who have been
authenticated beyond the allowable number by using the records of these
authentications. Although identit y escrav/group signature schemesallow
usersto be anonymously authenticated, the authorities in these schemes
have the unnecessaryability to trace any user. Moreover, since it is only
the authority who is able to trace users, one needsto make cumber-
some inquiries to the authority to seehow many times a user has been
authenticated. Our scheme can be applied to e-voting, e-cash,electronic
coupons, and trial browsing of content. In theseapplications, our scheme,
unlik e the previous one, concealsusers' participation from proto cols and
guarantees that they will remain anonymous to everyone.

1 Intro duction

1.1 Background

Many applications, such as e-woting [19,21,27,29,32], e-cash[1,9,12,16,30],
electronic coupons [25,26,28], and trial browsing of content, often needto al-
low usersto anonymously usetheseto protect privacy. At the sametime, these
applications needto restrict the number of times userscan usethem. Theseap-
plications have three commonrequiremerts. The rst isthat they should provide
honestusersas much privacy aspossible.The secondis that they should be able
to trace dishonestuserseasily The third is that they should be able to restrict
the number of times userscan use applications.

However, if an application provider authenticates ead user by receiving the
user's signature when the useraccesse#t, a problem arisesin that the provider
is able to know who is using the application.

By following the authentication procedureof an identit y escrawv/group signa-
ture scheme[2,4,6,7,15,24,22], instead of an ordinary authentication scheme,
userscan be authenticated by the application provider without revealing their
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ID to it. Howevwer, this method also does not fully satisfy all the requiremerts.
First, an authority called the group managercan identify honestusers.Second,
providers needsto make cumbersomeinquiries of the group managerto trace dis-
honestusers.Third, there is no easyway for the provider to restrict the number
of times userscan use applications.

1.2 Prop erties of Prop osed Scheme

We proposean authentication scheme called k-times anonymousauthentication
(k-TAA) that satis es the three requiremerts mertioned in the previous sec-
tion. An authority called the group manager rst registersusersin the proposed
scheme. Each application provider(AP) then publishes the number of times a
user is allowed to use their application. The registered users can be authenti-
cated by various APs.

The proposedsctemesatis es the following properties:

1. No one, not eventhe group managey, is able to identify the authenticated
user, if authenticated user is honest.

2. No one, not eventhe group manager, is able to decidewhether two authen-
tication proceduresare performed by the sameuser or not, if the user(s)
is/fare honest.

3. Any userwho was accurately detected as having accessednore than the al-
lowed number of times can be correctly traced using only the authentication
log of the AP and public information .

4. No colluders, not eventhe group manager, are able to be authenticated by
an AP provider on behalf of an honestuser.

5. Once a user has beenregistered by the group manager, the user does not
needto accesshe group manager.

6. Each AP can independenly determine the maximum number of times a
registered user can anonymously accesshe AP.

We stressthat the group managerof our schemehas lessauthority than one
of an identit y escrav/group signature scheme.He cannot trace honestusers.His
solerole is registering users.

The proposedschemealsohasdirectly usesasa k-times anonymoussignature.

We formalize security requiremerts of k-TAA, then prove that the proposed
schemeis secureunder strong RSA assumption and DDH assumption.

1.3 Comparison with Related W ork

Using known schemes,one can construct a schemethat has similar propertiesto
ours. Howewer, these schemeshave someproblems.

Blind Signature SchemeUsing the blind signature scheme[13], onecan construct
a scheme that has similar properties to ours. In ead authentication, a user
receives the group manager's blind signature and sendsthis signature to an
AP. The AP acceptsthe authentication if the signature sert is valid. However,
the scheme does not work well when there are multiple APs and their allowed
number of accesgimes is more than one.
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Electronic Cashthat can be spent k-times Using multi-show cash[9] (i.e., elec-
tronic cashthat onecan spend multiple times), we can construct another scheme
that hassimilar propertiesto ours. The group managerplays the role of the bank.
Before accessingan AP for the rst time, a userasksthe bank to give him dig-
ital cashthat can be spert k times, where k is the number of the accesstimes
allowed by the AP. This cashplays the role of a ticket that allows usersto access
the AP, i.e., userssendthe digital cashto the AP when they are authenticated
by the AP.

This scheme,however, hasthree drawbadks. First, the schemeis not e cien t
in the sensethat usersmust accessthe group manager every time they access
a new AP. Second,the group manager can learn which APs ead userwants to
be authenticated by. Third, one can determine whether two payment protocols
have beenperformed by the sameuseror not by comparing the multi-show cash
that was usedin the protocols.

Electronic Coupon By using electronic coupons [25] as tickets, instead of elec-
tronic cash,one can construct another scheme,which also hassimilar properties
to ours. This scheme,however, hasthe sameproblemsthat identit y escrav/group
signature schemeshave. That is, the group managercan trace honestusers,and
an AP needsto make cumbersomeinquiries of the group managerto trace dis-
honestusers.The schemealsohasa problemin that onecansometimesdetermine
whether two authentication procedureshave been performed by the sameuser
or nott.

List Signature and Dir ect AnonymousAttestation Independertly proposedschemes
[5] and [11] are similar to ours. However, these schemesare unmatched to our
purpose. 1) These scheme cannot use two or more times signature. 2) A veri-

er of [5] cannot trace dishonestuser without help of an authority. The scheme
[11] has no way to trace dishonestuser. 3) An authority of [5] can identify the
authenticated user.

1.4 Applications

An example of an application of the k-TAA is trial browsing of cortent. Each
provider wants to provide userswith a servicethat allowsthem to browsecortent
sudh as movies or music freely on trial. To protect user privacy, the providers
allow usersto usethem anonymously. To prevert usersfrom using the service
too many times, the providers want to restrict the number of times that a user
can accesghe service.

This privileged service is only provided to certain group members, sy a
member of the XXX community. The head of this community plays the role of
the group manager, and registers userson behalf of providers in advance.

1 Although the authors of [25] claim that no one can determine this, it doesnot. The
reasonis nearly sameasthat k-TAA schemewhich an AP is able to know how many
times usersaccessedo him. Seel) of 3.4.
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The properties of the proposed sdeme enablesall honest usersto browse
content anonymously for an permitted number, but userswho accessbeyond
the allowed number of times are identi ed.

It canalsobe applied to voting, transferable cash,and coupons.In the one-or
multiple-v oting schemeconstructed with the proposedscheme,a voter computes
one-or k-times anonymoussignatureson his ballot, and sendstheseanonymously
to an election administrator. In this scheme,even authorities are unable to know
whether a user has voted or not.

We can add transferability to the electronic cashscheme[9] with our scheme.
To transfer cashto another ertity, the owner of the cash computesa one-time
anonymous signature on the electronic cash, and sendsit with the signature to
the receiwver. Although a transferable electronic cash scheme has already been
proposedin [16], our scheme has an advantage in that usersdoes not needto
accesshe bank ead time they transfers cashto another entity.

One can construct an electronic coupon scheme by applying the k-times
anonymoussignature schemedirectly. Our method hasan advantage in that even
an authority can not trace an honest user while anyone can trace a dishonest
user.

2 Mo del

2.1 Entities

Three typesof ertities take part in the model, namely, the group manager(GM),
users and application providers (AP). The k-TAA schemeis comprised of the
following v e procedures:setup joining, bound announcement, authentication,
and public tracing.

In the setup, the GM generatesa group public key/ group secret key pair, and
publishesthe group public key. Joining is done betweenthe GM and user who
wants to join the group. After the procedure,the userobtains a memter public
key/ memter secret key pair. A user who has completed the joining procedure
is called a group memter.

In the bound announcemem procedure, an AP announcesthe number of
times eac group menber is allowed to accesshim. The AP v publisheshis ID,,,
and the upper bound k.

An authentication procedureis performed betweena user and an AP. The
AP acceptsthe user if the useris a group member and has not accessedchim
more than the allowable times. The AP detectsand rejectsthe userif heis not a
group member, or if he is a group member but hasaccessedim more times than
the announcedbound allows. The AP recordsthe data sert by the acceptedor
detected user in the authentication log.

Using only the public information and the authentication log, anyone can
do public tracing. The procedure outputs someuser ID i, \GM or \NOONE
which respectively mean\the useri is authenticated by the AP more times than
the announcedbound", \the GM published the public information maliciously
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, and \the public tracing procedurecannot nd malicious entities". Note that

we allow AP to delete some data from the log. Even if a member has been
authenticated over the number of times, the tracing outputs NOONEf the AP
deletesdata about the member's authentication.

2.2 Requiremen ts

A securek-TAA must satisfy the following requiremerts:

{ (Correctness ): An honestgroup member will be acceptedin authentication
with an honest AP.

{ (Total Anon ymit y): No oneis able to identify the authenticated member,
or to decidewhether two acceptedauthentication proceduresare performed
by the same group menber, if the authenticated user(s) has followed the
authentication procedure within the permitted number of times per AP.
Theseare satis ed evenif other group members,the GM, and all APs collude
with ead other.

{ (Detectabilit y): Public tracing using an honest AP's authentication log
doesnot output \ NOONE if a colluding subsetof group menmbers has been
authenticated beyond the total number of times ead colluding group mem-
ber is able to be authenticated by the AP.

{ (Exculpabilit y for users) Public tracing does not output the ID of an
honestuser, evenif other group members, the GM, and all APs collude with
ead other.

{ (Exculpabilit y for the GM ) Public tracing does not output GMif the
GM is honest. This is satis ed evenif every group members and every APs
collude with one another.

Note that theserequiremerts implies the followings:

{ (Unforgeabilit y): Without the help of the GM or group members, no col-
luding group non-menbers can be authenticated as group members.

{ (Coalition Resistance ): A colluding subsetof group members cannot gen-
erate a member public key/priv ate key pair, which is not generatedin the
joining procedures.

{ (Traceabilit y): Any member who is detected of having accessedan AP
predetermined bound can be traced from public information and the AP's
authentication log.

As reasonsgthe unforgeability and the coalition resistanceproperties are satis-

ed are almostthe sameasfor the group signature case[7], we have not included

an explanation. Traceability property is clearly satis ed.

3 Prop osed Scheme

3.1 Notations and Terminologies

Let N and Z, denote the ring of natural numbers and natural numbers from 0
ton 1, and QR(n) bethe multiple group of quadratic residuesof Z,,. Let Hyx
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denote a full domain hash function onto set X . Let PROC s.t. R(x)) denote
the proof of knowledge of x that satis es the relation R(x). We call prime p
a safe prime if (p 1)=2 is also a prime number. We call n a rigid integer if
natural number n can be factorized into two safeprimes of equal length. Let G
be a group with known order g, on which DDH problem is hard to solve. For
simpli cation, we assumethe bit length of g is equalto a security parameter

3.2 Key lIdeas

The proposedschemeis a modi cation of a group signature scheme.The GM is

disabled from tracing an honestmenmber, and anyone can identify who accessed
over a number of times. Say an AP wishesto set the bound at k. Every time a

member wants to be authenticated by the AP, he computesk intrinsic basisB1,

.11, Bk of AP which is called a tag base then picks a tag baseB; which he has

not usedbefore. As long asthe member usesdi erent tag bases,he will not be

identi ed. However, if he usedthe sametag base,anyone can identify who used

the tag basetwice.

3.3 Summary of Prop osed Scheme

Let G be a group on which DDH problems are hard to solve. In the setup, the
GM publishes a rigid integer n, elemerns a;ap 2y QR(n), and an elemen b of
G.

In joining, the a userand GM compute a member public key/secret key pair
((A; e); x) such that an equation a*ap = A€ is satis ed, x and e are elemeris of
somepreviously determined intervals, and e is prime, and add b* and his ID to
public list, which is called identi ¢ ation list.

A tag baseis a pair (t; t) of elemerts of the group G. They must be a hash
valuesof somedata, to prevent to be known the discretelogarithm of ead others.
In each authentication, an AP sendsrandom number *~ to a member, then the
member sendsback atag( ; ) = (t*;(bt)*) with avalidity proof. If the member
doesnot have computed two tags using the sametag base,no oneis able to trace
that user, since DDH problem on G is hard to solve. Howewer, if the menmber
computes another tag ( % 9 = (tx;(b‘ot)x) using the sametag base, AP can
seart these from his authentication log sincethesesatisfy = ¢ and one can
compute ( = 9=C 9 = ((bt)*=(b°t)*)*C ) = b. Since identi cation list
presenesuser ID which corresponds b*, one can identify the member.

3.4 Concerns

To construct the schemewe propose,we needto considerthe followings:

1) If an AP is ableto know, w, the memler accessesto him, the total anonymity
property is not satis ed. Supposethe number of times, w;, that member M; has
accessedo an AP doesnot equalsthe number of times, w,, that member M,
has accessedo the sameAP. If w 6 w; is satis ed, the AP canarm that the
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member is not M.

2) If one can know the discrete logarithm of two tag bases,one can identify mem-
bers using the equation = ( 2= ,)¥(12 12) Here, isapart of the public key
of a menber, ; and , are secondcoordinate of tags computed by the member
using tag basest; and t, which satisfy t, = t;%. Similerly, If Xt = %2 are
satis ed, a user who know x; can perform as a user who know x,

3) An AP can add false data to the log.

4) In joining, a secret key x of a memker must be selested randomly, since\one
more unforgeability" of member key pair is assuredonly if the condition is sat-
is ed. (SeeLemma 2).

5) In joining, a user must add b* to the identi ¢ ation list before he know (A; e). If
a usercan know (A, e) beforehe addsb*, he can stop the joining procedure,and
get a member key pair (x; (A; €)) sudch that b* is not written in the identi cation
list. Therefore, he can be anonymously authenticated any number of times since
b* is neededto tracing procedure.

6) As a similar reasonplain signature schemesneedsCA, the proposedscteme
needssomemedanizm to assurethe correctnessof the correspondencebetween
ead ertity and his public key.

7)If G is unknown order group, the number of expnentiations of public trac-
ing is linear to the size of memters. In this case, since one cannot compute

( = 9%=C ", one must cumbersomely compute g ) for each element  of
the identi cation list and then chek whether ¢ ) = = Ojs satis ed.
To avoid attacks of 1), :::, 5), we construct the proposed scheme which

satisifes the following: 1) the validity proof concealsw, 2) tag basesare hash
values of some data, 3) an authentication log contains validity proofs which
members have computed, 4) x is randomized by the GM, and 5) b* is added to
the identi cation list beforethe GM computesA = (a*ap)*™® mod n.

To avoid attacks of 6), we assumethe GM's public key is distributed by some
trust ertity. Additionally , we assumesomeassumption about the identi cation
list, to assuerthe correspondencebetweenead menmber and his public key. See
4.2 for more detailed discussion.

To avoid ine cien t tracing descibed in 7), we set G asa known order group,
especially G 6 QR(n).

3.5 Description of Prop osed Scheme

PARAMETERS
The security parameters of our schemeare , ", , and . Let and be
parameterswhich are determined by the security parameters. (SeeSection5 for
a detailed description). We set , assetsof integersthat werein (0;2 ) and
(2 ;2 + 2 ) respectively. Let fG g »n be a set of cyclic groups with a known
order. Let G be G .

The parameters , ", , and respectively cortrol the dicult y of solving
exible RSA problem (the problem is also called strong RSA problem) on Z,,,
the tightness of the statistical zero-knowledge property, the soundnessof the
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scheme, and the di cult y of solving DDH problem on G. We set, for example,
=1024,"= = = 160,and set G asan elliptic curve group.

SETUP

1. The GM randomly chooses2 -bit rigid integern. Then, it randomly chooses
-bit string Rgw and computes ((a%ad);b) = Hz, > ¢(Ren and (a;a) =
(a®;a3%) mod n 2 QR(n)2. The group secretkey is (p1; p2) and the group
public key is (n; Rgna;ag; b).

JOINING

1. User U; selectsx? 2, , and sendsits commitment C to the GM with a
validity proof.

2. The GM veri es the proof, and sendsx®2, to U;.

3. User U; conrms that x°°2 s satis ed, computesx = ((x°+ x°) mod 2 )
and (; )= (a* mod n;b*), and then addsnew data (i; ) to the identic a-
tion list LIST. Then, U; sends(; ) to the GM with a validity proof.

4. The GM veries (i; ) isanelemen of the identi cation list, and the proof is
valid. Then, the GM generatesa prime e 2, , computesA = (a ¢)*® mod
n, and sends(A; e) to user U;.

5. User U; conrms that equation a*ap = A® mod n is satis ed, e is a prime,
and e is an element of . The new member U;'s secretkey is x, and his
public keyis (; A;e; ).

BOUND ANNOUNCEMENT
1. AP V publishes(IDy; ky). Here, IDy is his ID.

Let (t1;t1) = Hgz2(IDy;ky;1), ::5 (tky itky) = Hgz(IDy;ky;ky). We call
(tw;tw) the w-th tag baseof the AP.

AUTHENTICA TION

1. Member M increasescounter Cip, «, - If valuew of courter Cip,, , is greater
than ky, then M sends? to V and stops.

2. AP V sendsrandom integer* 2y [0;2 *"]\ N to M.

3. Member M computestag ( ; ) = (t%; (b tw)X), using M's secretkey x and
the w-th tag base(ty;tw), computesproof ( ; ) is correctly computed, and
sends( ; ) and the validity proof to V.

4. If the proofis valid and if is dierent from all seard tagsin his authenti-
cation log, V addstuple ( ; ;°) and the proof to the authentication log LOG
of V, and outputs accept.
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PUBLIC TRA CING

1.

2.

From LOGone nds two data ( ; ;; PROQFRand ( % %% PROCFthat sat-
isfy = %and’ 6 0 and that PROOBNd PROCHare valid. If one cannot
nd such data, then one outputs NGONE

Onecomputes %= (= 9=C ) = (b t)*=(b1)*)¥*C ) = ¥, and seardies
pair (i; ) that satises = Ofrom the identi cation list. Then, oneoutputs
amenmber'sID i. If thereis no sud (i; ), then onearms that the GM has
deleted somedata from the identi cation list, and outputs GM

3.6 Details

setup.

The GM must additionally publish 1) (g; h) 2y QR(n)?, which shall be used
by usersto compute commitment C in joining, 2) a zero-knovledge proof
that n is a rigid integer, and 3) a zero-knawledge proof that (g;h) is an
elemen of QR(n). The GM provides the proof 2) using the technique of
[10], and provide the proof 3) by proving knowledgeof (% 1% 2 Z,?2, which
satis es (g%; %) = (g;h) mod n.

joining.

At step 1, the user must compute ((a%a3);b) = Hz : ¢(Ron, and verify
equation (a; ag) = (a%; agz) mod n, and the proofs.

Commitment C is gxohS mod n. Here sis a (2 + ")-bit random natural
number.

The formal description of validity proofs of steE) 1 and 3 are, respectively,
PROQF= PROQEs) st.x°2 A C = g“h* modn) and PROQF=
PROQEx; ~ 8%, which satis es the (a), :::, (d) below.), where (a) x 2
(b) @ = modn, (c) ng00 = gf(¢? )‘hSO mod n, and (d) b* = . These
proofs must be statistically zeroknowledgeon security parameter”. We have
omitted a detailed description of proofs. See[8] for the proof that committed
number lies in the interval.

authentication.
- At step 4, if the proofiis invalid, V outputs reject and stops.If s already

written in the identi cation list, V addstuple ( ; ;) and the proof to the
LOGof the AP, outputs (detect ; LOG and stops.

- The proof of step 3 is rather more complex. Its details are described in the

full version of this paper.

3.7 Eciency

The proposedsdemesatis es the followings:

{

{

(Compactness ) The GM is able to add new membersto the group without
modifying any keyswhich was previously generated.In particular, the size
of the member's key pair doesnot depend on the group size.

Oncea userhasbeenregisteredby the GM, the userdoesnot needto access
the GM.
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{ Each AP is able to solely determine the bound of himself.

{ The computational cost of authentication is O(ky). However, if G is taken
asan elliptic curve group, the factor which depend on ky is small, sincethe
exponertiation on G is faster than that on Z,.

{ The number of exponertiations of public tracing is independert of the size
of an authentication log and the identi cation list.

3.8 Variants of Prop osed Scheme

1) Although the proposedschememerely restricts the number of authentications,
onecan construct, using the \and/or"-pro of technique, a schemesuch as\a trace
procedureidenti es a userif and only if the useris authenticated either 1) k;
times from AP V; or 2) k, times from AP V, and ks times from AP V3".

2) By changing a data in LIST from (i; ) to (H( );E (i)), one can construct
a k-TAA schemein which no one, except a member himself and the GM, can
detect who is a member of the group. Here, H is a hash function and E is a
symmetric encryption scheme. To trace dishonest user, one computes as in
the proposedsceme, and then computesH( ), seardes(h;e) from LIST that
satises h = H( ), and decrypts e.

4 Formal Security Requiremen ts

4.1 Notations

We describe the v e proceduresfor a k-TAA schemeas SETUPJOIN= (Ujoin-cm
UJO|N—U), BOUN‘BNNOUNCEME&HDI’EV BDANN AUTH: (UAUTHU; UAUTHAP): and
TRACEThe proceduresU ;on-evand Ujonu (resp. Uauthap @and Uaythu) are what
the GM and user (resp. AP and user) follow in joining (resp. authentication).
Let (gpk;gsk) and (mpkmsRK denote the public key/secret key pair of group
managerand member respectively.

4.2 List Oracle Mo del

We must assumethe existenceof an infrastructure which enablesto assurethe
correct correspondencebetween each member and his public key to formalize
the security requiremerts. If we do not assumesud thing, no sdheme satis es
the exculpability properties for usersasin a group signature case[7].One of a
sudh infrastructure is a PKI, but a formalization on the PKI model is rather
complicated, since it must include description of the signing oracle, what an
adversary can do in a PKI key setup, etc. To simplify, we intro duce new model
list oracle model. In the model, it is assumedthe existenceof a list oracle Oy s,
which managesthe identi cation list?> LIST. The oracle O st allows anyone to
view any data of LIST. However, it allows ertities to write data (i; mpk) to LIST

2 Although the LIST of the proposedscheme stores a parts of public keys, , we deal
with the caseLIST stores the whole public key, to simplify.
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only if the entity is useri or i's colluder and to delete data of LIST only if the
entity is the GM or GM's colluder. We needto stressthat eventhe GM cannot
write data (i; mpk) without colluding with the useri, and even useri cannot
deletedata (i; mpk) without colluding with the GM. A more formal de nition is
described in Figure 1, where X is a set of ertities which collude with an ertity
who accesse$o Oy st

Note that a schemeon the list oracle model can be easily transformed into
a schemeon the PKI model, by changing (i; mpk) to (mpk; i(mpk)) and LIST
to (LIST; GMLIST)). Here, () is a signature of an ertity i. The authority of
the GM in the list oracle model to delete data from LIST corresponds to the
authority of the GM in the PKI model to publish (LIST®% gyLIST9) in spite of
(LIST; GMLIST)). Here LIST?= LIST nf (mpk; i(mpk))g.

4.3 EXxp erimen ts

An adversary is allowed the following in experiments on security properties:

{ If an adversary colludeswith the GM, the adversary can maliciously execute
SETURINA Ujoin-eMapPK; gSK).

{ If an adversary colludeswith a useri, the adversary can maliciously execute
Usonu(gpk; i) and Uauthu(gpk; msR where mskis a secretkey of i.

{ If an adversary colludeswith an AP, the adversary can choosethe public
information (ID; k) of the AP and maliciously execute Uautrar(gpk; (1D; K)).
Moreover, the adversary can use di erent AP information (ID;k) for eadh
authentication.

{ An adversary is only allowed to execute many joining and authentication
proceduressequettially .

Total Anonymity An adversaryis allowedto collude with the GM, all APs, and
all usersexcepttarget usersi; andi,. It is alsoallowedto authenticate the oracle
Oouertb;gpk; (i1;i2); (ID; k); (d; )) onceonly for d = 0;1. If it sends(d;M) to
Ogueryoracle OguervegardsM asdata sert by a member and executesUaythu
using the key pair of useri, 4+1 and the APs public information (ID; k). Recall
that k-TAA schemesprovide anonymity only if amember hasbeenauthenticated
lessthan the allowed number of times. Therefore, the adversary must authen-
ticate useri; or i, using (ID; k) within k times. If the adversary keepsto the
rule and outputs b, the adversary wins. SeeFigure 1 for the formal de nition of
OquervHere, Squerys a set, using which Oquerynemorizethe sessioniDs.

Contrary to [7,22], the secret key of the target usersis not input to an
adversary. If the secretkeysis input to an adversary, the adversary is able to
determine b as follows: it colludes with AP publishing (ID; k), authenticated
k times from the AP using i;'s secret key, and obtains the log LOGfor the
authentications. Then, it communicateswith Oquerfb;gpk; (i1;i2); (ID;Kk); (0; ))
and obtains the log L of the authentications. Secretb equalsto 0 if and only if
TRACRsTG ) (gpk; LOG fLg) = i is satis ed.
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Hokk EXp /EAU?HOH-((H';I 2)2(|D2k)2b)(! )***
(gpk;St)  A(1)

B AOust(fiy; 29%:):0 3on-u(9PK; )0 AuTHU(GPK: ) ;O QUERKD;PK; (i 151 2);(IDsk );( ;) (St)

If (Oguervhas output OVERReturn ?.
Return B,

KKk OLIST(X ; M ) *kk
Parse M as (command; mpR.
If(commane view and mpk=\-")
If(°mpk s.t. (i; mpK) 2 LIST)
Return mpK.
If(command add)
If(i 2 X and @mpk s.t. (i; mpR 2 LIST)
LIST  LIST[ f(i; mpKg.
Else if(commang delete )
If (GM2 X) LIST  LISTnf(i; mpRg.
Return ?.

% Exp f—\j'eHCIS(! Y

(gpkigsk) ~ SETUR')

'A\OLIST(f GM°; )30 join-eMIPK; ask; );O auTRAR(GPK; ; )(1' )

If (9(|D;k) 2 Sauthap St # LOG« > k # LIST)
Return TRACE-S™G ) (gpk; LOG« ).

Return ?.

*kk EXp EXSUI'H(! )***

(gpk;St)  A(1).

LOG APOust(f 119 )10 jom-u(9PK; );0 aAuTHU(IPK; )(St).
Return TRACE-s™G ) (gpk; LOG

*** O ouerib; gpk; (i1;12); (ID; k)(d; M ))***
If(d 2 f0; 1g) Return ?.
If(%sid s.t. (d;sid) 2 SquERK
Choosenew sessionID sid
which has been ever used.
Souery  Squert f(d;sid)g.
Return
OautHu(gpk; (sid i1+ b ay: (ID; K)jjM)).

*kk EXp EXSUl'GM (| )***

(gpk;gsk) ~ SETURL')

LOG AOLIST(f GM®; );0 jomn-an 9Pk gsk; )(! )
Return TRACE-s™G ) (gpk; LOG:

Comments:

1. To simplify, we abbreviate

the hash oracle Oy .

2. Oauthu(gpk; (;i; ) outputs OVER
if A authenticate useri

more than allowed number of times.

Fig. 1. The oraclesand the experiments.

Detectability An adversary is allowed to collude with all of group members. If
the adversary succeedsn being acceptedby someAP in more than kn authenti-
cations, the adversarywins. Here, k is the number of times the AP allows access
for eadh user, and n is the number of userswho collude with the adversary.

Exculpability (for users, and for GM) An adversary is allowed to collude with
all ertities exceptthe target ertity. If the adversary succeedsn computing the
log with which the public tracing procedureoutputs the ID of the target ertit y,

the adversary wins.

Figure 1 denotesthe experiments, formally. Ojon-om Osonvu, OautHu, @nd
Oauthap are the oraclesthat manageand execute multiple sessionsof Ujoincu
Ujoinvu, UautHu, and Uauthap respectively, and ! is the security parameter. The
set Sautrap cortains all AP's information that wasusedby OaytHap, and LOGy
is the log of authentications engagedby O authap Using AP's information (ID; k).
Seethe full version of this paper for a formal de nition of the oracles.
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4.4 De nition

Denition 1. Let! be a security parameter, A be an adversary, b be an ele-
ment of f0; 1g, i; and i, be natural numbers, and (ID; k) is a someAP's public
information. o o

If Adv 2“0”-((|1;|2);(ID;k)) (1) = jPr(Exp 2?H0n'(0;(|1;lz);(|D§k)) () =1)

Pr(Exp ,??Hon'(l;(il;iZ);('D;k»(! ) = 1)j is negligible for security parameter ! for
all (A;ig;iz; (ID;K)), we say a k-TAA schemesatis es total anonymity.

It Adv 9€iS(1) = pr(Exp 3€IS(1) = NGONE is negligible for security pa-
rameter! for all A, we say a k-TAA schemesatis es detectability.

If Adv EXCUI”(! ) = Pr(Exp E);(SUI '1(1') = i) is negligible for security pa-
rameter ! for all (A;i1), we say a k-TAA schemesatis es exculpability for
users

If Adv §XCUMeN1y = pr(exp $XSU 1y = G s negligible for security
parameter ! for all A, we say a k-TAA schemesatis es exculpability for users

5 Security of Prop osed Scheme

To prove the security of the proposedsdeme, we usetwo key lemmata. First,
since eath member generateselemen a* of QR(n) and elemern b* of G using
the samex, we must be particularly concernedabout secrecy We will prove the
di cult y of avariant in the DDH problem, wheretwo componerts of a DH-tuple
are elemens of QR(n) and the other two componerts are elemens of G:

Lemma 1. (Separation Lemma) Let a be an elementof QR(n), and b be an el-
ementof G. Then, the following two distributions are statistically indistinguish-
able: 1) the distribution of (a* mod n; b*) 2 QR(n) G, wher x is randomly
chosenfrom , and 2) the distribution of (; ) 2 QR(n) G, where and
are randomly chosenfrom QR(n) and G respectively.

Sincej jis" times greaterthan jQR(n) Gj, the variation distance between
the two distributions is lessthan 1=2", and therefore, Lemma 1 holds. Note
that, if we injudiciously choosea narrow , the security of the proposedscheme
will rely on a non-standard assumptionthat those two distributions will still be
computationally indistinguishable.

Detectability and GM's exculpability of the proposed scheme depends on
\one more unforgeability" of a ((A; €); X):

Lemma 2. If a) a memter's seret key is randomly geneated in each joining
procedure, and if b) for all x 2 ande2 , x < eis satis ed, then no adversary
can geneante a (X; A; €) which satises a*Xag = A%, x2 ,ande2 , and which
has not been madein the joinings.

The proof for Lemma 2 is almost sameas the proof for Theorem 1 of [2].

The proposedschemesatis es the conditions for Lemma 2. Conditions a) and
b), respectively, follow the method of choosing x in the joining procedure, and
the choiceof (; ).
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Using theselemmata, we can prove the security of the proposedsceme.See
the full version of this paper for the detailed proof.

Theorem 1. Let bhe2 + +",and be + +"+8. Then, the proposeal scheme
on list oracle model satis es the security requirementsof De nition 1 under the
strong RSA assumption, the DDH assumptionon f G g, and the random oracle
assumption.

References

1. How to Date Blind Signatures, M. Abe, and E. Fujisaki, In ASIACRYPT 1996,
LNCS 1163, pp. 244-251, Springer-Verlag, 1996.

2. G. Ateniese, J. Camenisch, M. Joye, and G. Tsudik. A Practical and Provably
Secure Coalition-Resistant Group Signature Scheme. In CRYPTO 2000, LNCS
1880, pp. 255-270, Springer-Verlag, 2000.

3. Giuseppe Ateniese and Breno de Medeiros. E cien t Group Signatures without
Trapdoors. In ASIACRYPT 2003, LNCS 2094, pp. 246-268,Springer-Verlag, 2003.

4. G. Atenieseand G. Tsudik. SomeOpen Issuesand New Directions in Group Sig-
natures. In Financial Cryptography '99, LNCS 1648,pp. 196-211, Springer-Verlag,
1999.

5. Direct Anonymous Attestation. Ernie Brickell, Jan Camenisc, and Liqun Chen.
ZISC Information Security Colloquium SS 2004, June 2004
http://www.hpl.hp.com/tec hreports/2004/HPL-2004-93.p df

6. Mihir Bellare, Daniele Micciancio, and Bogdan Warinschi, Foundations of Group
Signatures: Formal De nitions, Simplied Requirements, and a Construction
Based on General Assumptions In EUROCRYPT 2003 LNCS 2656, pp. 614-629,
Springer-Verlag, 2003.

7. Mihir Bellare, Haixia Shi, and Chong Zhang, Foundations of Group Signatures:
The Caseof Dynamic Groups. http://eprin t.iacr.org/2004/077.ps

8. Fabrice Boudot. E cien t Proofsthat a Committed Number Lies in an Interval. In
EUROCRYPT 2000, LNCS 1807, pp. 255-270, Springer-Verlag, 2000.

9. Stefan Brands. An E cien t O -line Electronic Cash System Based On The Rep-
resertation Problem. Tedhnical Report CS-R9323,Centrum voor Wiskunde en In-
formatica,

10. Jan Camenisth and Markus Michels. Proving in Zero-Knowledgethat a Number is
the Product of Two Safe Primes. In EUROCRYPT'99 , LNCS 1592, pp. 107-122,
Springer-Verlag, 1999.

11. Sebastien Canard and JacquesTraore List Signature Schemesand Application to
Electronic Voting. In International Workshop on Coding and Cryptography 2003.
pp.24-28, March 2003.

12. A. Chan, Y. Frankel, and Y.Tsiounis, Easy Come - Easy Go Divisible Cash. EU-
ROCRYPT '98, LNCS 1403, pp. 614-629, Springer-Verlag, 1998.

13. D. Chaum. Blind signature system, In CRYPTQO'83 , pp. 153-153, Plenum Press,
1984

14. D. Chaum. Untraceable Electronic Mail, Return Addresses, and Digital
Pseudonyms Communications of the ACM, vol. 24, No. 2, pp. 84-88, (1981).

15. D. Chaum and E. van Heijst. Group signatures. In EUROCRYPT '91, vol. LNCS
547, pp. 257-265, Springer-Verlag, 1991.



16

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

319

D. Chaum, T. Pedersen, Transferred Cash Grows in Size, In EUROCRYPT'92 ,
LNCS 658, pp. 390-407, Springer-Verlag, 1993.

R.Cramer, I.Damgard, and B. Schoenmakers. Proofs of partial knowledge and sim-
plied designof witness hiding protocols.In CRYPTO'94 , LNCS 2139, pp. 174-187,
Springer-Verlag, 1994.

Yevgeniy Dodis, Aggelos Kiayias, Antonio Nicolosi, Victor Shoup. Anonymous
Identi cation in Ad Hoc Groups. In EUROCRYPT 2004, LNCS 3027, pp. 609-
626, Springer-Verlag, 2004.

I. Damgard and M. Jurik. A Generalization, a Simpli cation and Some Applica-
tions of Paillier's Probabilistic Public-k ey system. In Proceedings. of Public Key
Cryptography 2001 LNCS 1992, pp. 119-136, Springer-Verlag, 2001.

A. Fiat and A. Shamir. How to prove yourself: practical solution to identi cation
and signature problems. In CRYPTO'86 , LNCS 263, pp. 186-194, Springer-Verlag,
1987.

Jun Furukawa, and Kazue Sako. An Ecien t Scheme for Proving a Shue. In
CRYPTO 2001, LNCS 2139, pp. 368-387, Springer-Verlag, 2001.

Aggelos Kiayias, and Moti Yung. Group Signatures: Provable Se-
cure, Ecien t Constructions and Anonymity from Trapdoor Holders.
http://eprin t.iacr.org/2004/076.ps

Aggelos Kiayias, Yiannis Tsiounis, and Moti Yung. Traceable Signatures. In EU-
ROCRYPT 2004, LNCS 3027, pp. 571-589, Springer-Verlag, 2004.

Joe Kilian, and Erez Petrank. Identity Escrow. In CRYPTO'98 , LNCS 1462, pp.
169-185, Springer-Verlag, 1998.

Toru Nakanishi, Nobuaki Haruna, and Yuji Sugiyama. Unlink able Electronic
Coupon Protocol with Anonymity Control, In ISW'99, LNCS 1729, pp. 37-46,
Springer-Verlag, 1999.

Toru Nakanishi, Nobuaki Haruna, and Yuji Sugiyama. Electronic Coupon Ticket
Proto col with Unlink able Transcripts of Payments. In Proceedings of the 1999 Sym-
posium on Cryptography and Information Security, pp. 359-363,1999. (Japanese).
C.A. Ne, A Veriable SecretShue and its Application to E-Voting, ACMCCS
01 pp. 116-1252001.

Tatsuaki Okamoto and Kazuo Ohta. One-Time Zero-Knowledge Authentications
and Their Applications to Untraceable Electronic Cash. IEICE Transactions on
Fundamentals of Electronics, Communications and Computer Sciences,vol E81-A,
No. 1, pp. 2-10, 1998.

M. Ookubo, F. Miura, M. Abe A. Fujioka, and T. Okamoto. An improvemert of a
practical secretvoting scheme.In ISW'99, LNCS 1729, pp. 37-46, Springer-Verlag,
1999.

Chris Pavlovski, Colin Boyd, and Ernest Foo. Detachable Electronic Coins.
In Information and Communication Security, Second International Conference,
ICICS'99, LNCS 1726, pp. 54-70, Springer-Verlag, 1999.

K. Sako. Restricted Anonymous Participation. In Proceedings of the 2000 Sympo-
sium on Cryptography and Information Security , B12, January 2000. (Japanese).
K. Sako and J. Kilian. SecureVoting using Partially Compatible Homomorphisms.
In CRYPTO '94, LNCS 839, pp. 411{424, Springer-Verlag, 1994.

Isamu Teranishi and J. Furukawa. Tag Signature. (Preliminary version of this pa-
per). In Proceedings of the 2003 Symposium on Cryptography and Information
Security, 6C-2, January 2003.



