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Abstract. We proposea public-k ey traitor tracing schemein which (1)
the size of a ciphertext is sublinear in the number of receivers and (2)
black-box tracing is e cien tly achieved against self-defensiw pirate de-
coders. When assumingthat a pirate decoder can take someself-defensiwe
reaction (e.g., erasing all of the internal keys and shutting down) to es-
cape from tracing if it detects tracing, it has been an open question
to construct a sublinear black-box traitor tracing scheme that can de-
tect e cien tly at least one traitor (who builds the pirate decoder) with
overwhelming probabilit y, although a tracing algorithm that works suc-
cessfully against self-defensive pirate decoders itself is known. In this
paper, we answer a rmativ ely the above question by preserting a con-
crete construction of a public-k ey black-box tracing schemein which the
known tracing algorithm can be used while keepingthe size of a cipher-
text sublinear.

Key words: Public-k ey traitor tracing, Black-box tracing, Self-defensiwe
pirates

1 Intro duction

Consider content distribution (e.g., pay-TV) in which digital contents should be
available only to subscribers. A data supplier broadcastsan encrypted version
of the digital contents (e.g., a movie) to subscribers, and only subscribers can
decrypt them with their decryption keys given in advance. In this application,
malicious subscribers may redistribute their decryption keysto non-subscrikers.
This piracy is serioussinceit allows the non-subscribtersto have illegal accesso
the contents.

To prevert the piracy, traitor tracing [3] has been studied extensiwely. In
traitor tracing, ead subscriber is given a distinct decryption key (personal key)
which is contained in a decryption device(decoder), and the data supplier broad-
castshboth the contents encrypted with a sessionkey and the encrypted session
key (header). The subscribers can obtain the sessionkey (and consequetly the
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contents) by inputting the received headerto their decaders. In this scenario,
malicious subscribers (traitors) may give away their personalkeysto a pirated
version of a decader (pirate decoder). Oncethe pirate decader is found, at least
one of the traitors who join the piracy can be identied from it. A traitor trac-
ing schemediscouragedraitors from committing the piracy sincethe con scated
pirate decader can be traced bad to its producers.

Among traitor tracing schemes,our interest is in a black-box tracing scheme
in the public-key setting. In black-box tracing, a tracer does not break open
the pirate decader but usesit as a black box. Brie y, the tracer choosesa set
of suspects and tests whether traitors are included in it only by observing the
behavior of the pirate decader on choseninputs. Sincetraitors can be identi ed
no matter how the pirate decader is implemented, it is desirable to support
black-box tracing. In the public-key setting, there are one or more public keys
and subscribers can decrypt the header by using their personal keys. Since no
secret information is neededto build the header and to execute the tracing
algorithm, anyone can work as a data supplier and/or a tracer. This property is
desirableaswell becauseof the following two reasons:(1) it enhanceghe sender-
scalability in the senseahat plural data supplierscanusethe samesystemand (2)
it provides public veri abilit y of the tracing result, which is a stronger deterrent
to the piracy.

As a public-key black-box tracing scheme,the schemesof [7,2] are known.!
While theseare e cien t in the sensethat the size of a personalkey is constart
and that of a headeris linear only in the maximum number of traitors in a coali-
tion, the running time of the tracing algorithm is exponertial in the maximum
coalition size,henceimpractical. The corvergencetime for the tracing algorithm
is improvedto be practical in the schemesof [5, 9] by integrating the mecanism
of revocation of any number of subscribersinto black-box tracing. However, if it
is assumedthat a pirate decader cantake measureqe.g., it erasesall of the inter-
nal keysand shuts down onceit detectstracing) that might escape from tracing,
tracing is impossible since the identities of suspects are revealedin the inputs
for black-box tracing. In this paper, we considerthis type of pirate decalers.

1.1 Our result

We explain our cortribution by comparing previous schemesagainst self-defen-
sive pirate decaderswith ours. (SeeTable 1.) As mertioned above, in the scheme
of [2,8] the tracer can only do black-tbx con rmation in which the number of
suspects examinedin onetest hasto be limited to k, where k is the maximum
coalition size. Therefore, the black-box con rmation algorithm needsto be exe-
cuted on all of the possible E setsof suspectsin the worst case,wheren is the
total number of subscribers. This results in an impractical tracing algorithm.
Note that there is atrade-o betweenthe running time of the tracing algorithm
and the transmissionoverhead.For instance,if wesetk = n 1, then the number

of setsof suspects required for tracing is reducedto n, but the size of a header

! The scheme of [7] is improved in [10,8].
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Table 1. Summary of our result (n: the total number of subscribers, k: the maximum
coalition size, c: a constant (0 < c< 1))

II(Derso_naI- Header size # Of. sets of suspects Type of tracing
ey size required for tracing
[2,8] o(1) O{)kl p[:_ Black-box con rmation
[6] (c= 1=2) 0(1) O(_n) n Black-box list-tracing
ours (k=" n=8)| o@) | om n Black-box tracing

is linear in n, henceine cien t. It hasbeenan open question to obtain a traitor
tracing schemewith both practical black-box tracing and sublinear headersize,
as pointed out in [2].

In [6], a partial solution to this question is preseried by introducing a re-
laxation idea called as list-tr acing in which the output of the tracing algorithm
is a set of suspects, i.e., a suspect list, and it is guaranteed that at least one
traitor is included in it. The scheme of [6] is basedon that of [4] and achieves
both practical black-box list-tracing and sublinear header size. Unfortunately,
this approach incurs another trade-o betweenthe size of the suspect list and
that of a header.In order to reducethe headersizethe suspect list needsto be
larger, but the probability that the tracer detectsa traitor correctly is in inverse
proportion to the size of the suspect list, if the tracer attempts to identify the
traitor only from the suspect list.

In this paper, we solve the open question without the list-tracing approad.
By applying the key-generationmethod of [9] to the scheme of [8], a sublinear
public-key black-box tracing schemeagainst self-defensie pirate decaderscanbe
obtained. Note that the improvemen we achieve is not in the tracing algorithm
itself but in a concreteconstruction of a public-key black-box tracing schemein
which the known tracing algorithm that can identify at least one traitor with
overwhelming probability from the self-defensie pirate decader can be used
while keepingthe size of a headersublinear.

The rest of the paper is organizedas follows. In Sect. 2, the assumptionson
the pirate decader are described. We proposea sublinear public-key black-box
tracing schemein Sect. 3. The proposedschemeis analyzedin terms of security
and e ciency in Sect. 4 and Sect. 5, respectively. We presert our conclusionsin
Sect. 6.

2 Assumptions on pirate decoders

Let a valid input denote a headerfor the normal broadcastand an invalid input
denote a headerfor black-box tracing. In this paper, we make two assumptions
on the pirate decader.

Assumption 1 The pirate decader can take measuresthat might escape from
tracing if it detectstracing.
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In Assumption 1 the pirate decader outputs the correct plaintext only when it
getsavalid input or an invalid input which is indistinguishable from a valid one.
If the pirate decaler detects that it is examinedin the tracing process,it will
evadetracing by, e.g., erasingall of the internal keysand shutting down. As well
as such self-defensie reaction, the pirate decader can take aggressie courter-
measures(e.g., crashing the host systemor releasinga virus) asdescribed in [6].
Note that (1) for simplicity we assumethat the reaction is triggered determin-
istically, i.e., it is activated oncethe pirate decader detects tracing and (2) our
schemecan be easily extendedto the generalprobabilistic case.In order to iden-
tify e cien tly traitors from the pirate decader with the reaction medanism, it
is necessarythat a tracing algorithm can decideat least onetraitor immediately
when the reaction is triggered.

Assumption 2 The tracer can resetthe pirate decader to its initial state eath
time the tracer givesthe input to it.

Assumption 2 meansthat ead test during black-box tracing can be done in-
dependertly. We do not consider the pirate decader that records the previous
inputs submitted by the tracer and reacts basedon its record.

The pirate decader assumedin the paper can be viewed as a type-2 pirate
decader categorizedin [6].

3 Prop osed Scheme

First, we describe an outline of the proposedscheme. Secondly an explicit con-
struction of our schemeis shown.

3.1 Ouitline

Our schemeconsistsof the four phases.

Key generation: A trusted party generatesand secretly givesevery subscriber
a distinct personalkey. The personalkey is stored in the decader.

Encryption:  The data supplier encrypts (1) the contents with the sessionkey
and (2) the sessiorkey itself asa header.Then, the data supplier broadcaststhe
encrypted contents and the header. To avoid complication, we assumethat (1)

a symmetric encryption algorithm usedfor encryption of the contents is secure
and publicly known and (2) a broadcastchannelis reliable in the sensethat the
received information is not altered.

Decryption: When receiving the header, subscribers compute the sessionkey
(and consequetly the contents) by inputting it to their decaders.

Black-b ox tracing: Supposethat the pirate decader is con scated. In the jth

test, the tracer choosesa subscriber, u;, and builds the headerin which the
subscribers, uy;:::;uj, are revoked and the others are not, where uy;:::;u; 1

hasbeenselectedin the (j 1)th test. The tracer inputs this headerto the pirate

decader and obsenes whether it decrypts correctly or not. If its output is (1)
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correct on the input where a set of revoked subscribersis X and (2) incorrect
on the input where a set of revoked onesis X [ fug, then the tracer decidesthat
the subscriber, u, is a traitor.

3.2 Proto col

Let n be the total number of subscribers and k be the maximum number of
traitors in a coalition. Let p;qbeprimess.t. gp landg n+ 2k 1.Letg
be a gth root of unity over Z, and Gq be a subgroup of Z,, of order . Let U be
a set of subscribers (U Z4nf0g). All of the participants agreeon p;q, and g.
The calculations are done over Z, unlessotherwise speci ed.

Key generation: The key-generationmethod is similar to that of [9]. Split U
into ~ disjoint subsetsUy;:::;U- ;. Thesesubsetsare publicly known. Choose

= (g; g% g% g™ iing® 1)
Supposethat u 2 U;. The subscriber u's personalkey is (u; i; fi (u)) where
X1 _
fi(u) = a;; U mod g;
j=0
_ & (j & imod 2k),
& T p (=i mod 2K):
Encryption: ~ Selectthe sessiorkey s 2r G4 and random numbersRo; R1 2r Zq.
Build the headerH = (Hy;:::;H- 1) by repeating the following procedure for
o i ° 1
{ Setr; = Rp or Ry, and compute H; as follows.

fi =g
he = y{)‘;#- (i & i mod 2Kk);
W syi () =i mod 2k):

Note that all of the subscribersin U; can be revoked by replacing sy;; with
g* wherez 2r Zq is a random number.

Decryption: Supposethat u 2 U;. The subscriber u can correctly compute the
sessionkey s from H; as follows.

n . 0 q=yi mod 2k
u uz< 1 fi(u)
hio hiy 2k 1 A

n . . O 1—yi mod 2k
ri riu riul mod 2k riuzk t rifi(u)
Yoo Yo Y1 Yook 1 9"

: P . Olzui mo d 2k
d 2k 2% 1
— Su' mo gri [z ag u rifi(u)

g
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Black-b ox tracing: The black-box tracing algorithm is basedon that of [8]. The
di erence is that while in [8] suspects must be narrowed down to k subscribers
before the execution of black-box con rmation, in ours no suc preprocessing,
which runs in exponertial time, is needed.The inputs of the tracing algorithm

are Up;:::;U- 1 and the pirate decader, and the output is a traitor's ID.
For simplicity, we assumethat jUpj = = jU- 4j = 2k; © = n=2k; 2kjn.
Label all of the elemeris in Ug;:::;U- 1 asfollows.
Up = fug;:ii;uxg;
Up = fuoksr;ii0 U,
U 1="fun 2ks1;:00UnQ:
For1 j n, repeatthe following procedure.

{ Setctr; = 0 and then repeat the following test m times. In ead test, the
sessionkey s and random numbers Rp; R; are chosenrandomly.

1. Set X = fug;:::;u;g9 and build the headerH = (Ho;:::;H- 1) by
repeating the following procedurefor 0 i °~ 1. The samenotations
are used as in the encryption phaseand a random number z; 2g Zq is
selectedrandomly in ead time.

{ If there exists a subsetU; (0 t o 1)st. X\ U 6 ; and
X\ Uy 6 Uy, then rst, supposethat Uy nX = fxy;:::;xwg and
choose2k w 1 distinct elemens Xy+1;:::;Xok 1 2r Zgn (U [
EOg) when2k w 1> 0.Secondly nd Cop;:::;Cuk 1 2 Zg Sit.

f';o lc,- x = 0mod q for 1 2k 1. Finally, compute H; as
follows.
fy = g®;
e = gciyga (j 6 t mod 2k);
97 sghyRt (i = t mod 2K):
Fori 6 t, setr; = Rp if X\ U; = ;. Otherwise (X \ U; = U;), set

ri = Rop or R1. Then, compute H; asfollows.

hi = g

Yol (j 6 i mod 2k;r; = Ro);

he = 9o (i 8imod2kri = Ru);

Tz syle (j =imod2k;X\ Ui =;);
o4 (j =imod2k;X\ U= U):

{ Otherwise (X \ Uj = ; or X\ U; = U; for any i), H; is the sameas
in the encryption phase.
2. Give H to the pirate decader and obsene its output.
3. If it decrypts correctly, then incremert ctr; by one. (If a self-defensie
reaction is triggered, then decidethat the subscriber u; is a traitor.)

Finally, nd anintegerj 2 f1;:::;ngs.t. ctr;  ctr; is the maximum and then
decidethat the subscriber u; is a traitor, wherectro = m.
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4 Security

The security of our scheme is based on the dicult y of the Decision Die-
Hellman problem (DDH) [1]. Informally, the assumption that DDH in Gq is
intractable meansthat no probabilistic polynomial-time (p.p.t. for short) algo-
rithm can distinguish with non-negligible advantage betweenthe two distribu-
tions hgi; g2; 02; 031 and hgy; g2; 03 g8i where gi; g2 2r Gq and a;b 2gr Zy. We
call a 4-tuple coming from the former distribution asa Di e-Hellman tuple. Let
M PPH pe ap.p.t. algorithm which solvesDDH in Gq. For two p.p.t. algorithms
M o;M 1, wemeanby M o) M ; that the existenceof M o implies that of M ;
andbyMo, M ; that Mo) MlandMl) M o.

4.1 Indistinguishabilit y of a session key

Theorem 1 (Indistinguishabilit y of a session key) When given a header,
the computational complexity for the non-subscrikers to distinguish the session
key correspnding to the header from a random elementin Gq is as dicult as
DDH in Gg.

Pro of Let M ‘EjS‘ be a p.p.t. algorithm the non-subscrikers use to distinguish
betweenthe sessionkey corresponding to the headerand a random elemert in
Ggq. We prove that M % , M PP" First, it is clear that M PPH ) M g,
Secondly we shaw that M 9%t ) M PP" by constructing M P°" usingM & as
a subroutine. The construction of M PPH is as follows.

Algorithm 1 (P.p.t. algorithm M DPH )
Input: a challenge4-tuple, (01; G; 93; 94)-
Output: \Di e-Hellman tuple" or \Random tuple.”

Step 1. Choosea setof subscribersU ( Zgnf 0g) and split U into "~ disjoint sub-
setsUp;:::;U- 1.For0O i °~ 1;0 | 2k 1,chooserandom numbers
; 1;8 2r Zq and compute the public key e = (g1;02%;:::; 077 *;0%;::0;
b ' )
o1 ') whereg} = g,'g,.
Step 2. Selectthe sessiorkeys 2r Gy and arandom numberr 2r Z4. Compute
the headerH = (Ho;:::;H- 1) by repeating the following procedure for
o i ° 1
{ SetB; = 0or 1 and compute H; as follows.

fi= g gs;
a
< g (i & i mod 2K);
hij = . i
s of'gs g (j =i mod 2K):
Obsene that if the challenge 4-tuple is a Di e-Hellman tuple, the session

key corresponding to the headeris s. Otherwise, it is a random elemen in
Gq.



265

Step 3. Give s;H;eto M 3. If M ' decidesthat s is the sessionkey cor-
responding to H, then output \Die-Hellman tuple." Otherwise, output
\Random tuple." Since M S'S‘ behavesdierently for sessionkeysand ran-
dom elemerts in Gg, M PP can solve the given DDH challenge. This com-
pletes the proof.

4.2 Blac k-b ox traceabilit y

Recallthat valid and invalid inputs denote headersfor the normal broadcastand
those for black-box tracing respectively. In our tracing algorithm subscribersin
X are revoked in invalid inputs. The following three lemmas are usedto prove
black-box traceability of our scheme.

Lemma 1 (Indistinguishabilit y of an input) The computational complex-
ity for any coalition of k non-revoka subscrilers to distinguish a valid input
from an invalid oneis asdicult asDDH in Gy

Pro of Let Cbe a set of k non-revoked subscribersin a coalition and D% be a

p.p.t. algorithm the coalition C usesto distinguish a valid input from an invalid
one.We prove that D3t | M PPH for any Cwith X \ C= ;; jGj = k. First, it
is clear that M P°" ) D¥' for any Cwith X \ C= ;; jGj = k. Secondly we
show that D3 ) M PPH for any Cwith X \ C= ;; jGj = k by constructing
M PPH using DS asa subroutine. The construction of M PP is as follows.

Algorithm 2 (P.p.t. algorithm M DPH )
Input: a challenge4-tuple, (01; G; 93; 94)-
Output: \Di e-Hellman tuple" or \Random tuple.”

Step 1. Choose a set of subscribers U ( Zqnf0g) and split U into ~ disjoint
subsetsUp;:::;U- 1. Selecta set of revoked subscribers X ( U) with a
condition that there is at most onesubsetU; (0 i ~ 1)st U\ X 6
;; Ui\ X 6 Uj. Then, choosea set of k colludersCs.t. X\ C= ;.

Xok 1 2r ZgnCandrandomnumbers 1;:::; «;; ; ;! g2r Zgfork+1

t 2k 1.Then, there existsa unigue polynomial (x)= 2 ' . x™ mod
qs.t.g,° =00 and
()i (ke 1))T = (aiitis 2 1
= (o o)+ V( 15i 2 1)" modg;

where
0 1
Xy cixgkl
V = E’P Do X mod ¢
2k 1

Xok 1+ X5 1
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SinceV is the Vandermondematrix, we obtain

represerned as follows.

Vm;l( 1 0) + + Vm: 2k 1( 2« 1 0)
SVmi11t +tVmok 12k 1 o(Vm1+  + Vm2k 1) modQ:

m

Therefore, g; ™ is calculated as follows.

Vm; 1 1+ +Vmiok 1 2k 1 Vm; 1+ +Vmi2k 1,

0" =0

Supposethat x; 2 Ui, (1 j k;i;j 2f0;:::;" 1g)anddene J = fijjl

j K; Xx; 2 Uj; g. Chooserandom numbers i; ; 2gr Zgfor0 i =~ 1
and j, 2r Zq for all ij'sin J . Then, there exists a unique elemen ;; 2 Zq
foreahij 2 J s.t.

i =h + i mod2k  (ij 23);
o =a'e © i ° 1
We plan to compute the subscriber x;'s personalkey (x; ;ij; dj) asfollows.
ij mod 2k

i
ij mod 2k
= o+ 1+  +hbx + o+ g xK g

d;

(Xj)+ ;X
~ yij mod 2k,
i ij X] .

To satisfy d; = f;, (xj) wheref is the key-generationfunction de ned in 3.2,

elements 1;:::; k. Then, computeg; *;:::;0; * s.t.
P Fg 0X- ‘_ij mo d 2k
gl 135 k9 L— glj j
i ij mod2k Db X;j o .
= %G 9 @ j k)
Finally, computegi™ (0 m 2k 1) and build the public key e.
(
am _ A" (m6X 1;:::; «Q);
0" = 0
""" (m2f g k)

0 i 1.
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{ U\ X =;,setB; = 0.1f Ui\ X = Uj, setB; = 0 or 1. Otherwise
(Ui\ X 6 ;; U\ X 6 U), setB; = 1. Then, compute H; asfollows.

H; = (ﬁi;hi;o;:ii;hi;zk 1);

- o (Bi=0);
% (Bi=1)
3 g;” (i 6 i mod 2k;B; = 0);
hes g5 (j 6 i mod 2k;B; = 1);
0T 3 sghf (i =i mod 2k;B; = 0);
" sgg'g,’  (j =i mod 2k; B = 1);
@ = & ( 6 1;::05 «Q);
: O’ 9’ (G 2f 1,000 «0)s
1 .
g =gyttt T v Gl g T
t=k+1
wheregg *;:::;0; * are computed from the following system of equa-
tions.
P L % L g
gg 1505 k = 93|ng|z mo gSIZg4IZ (1 Z k).

Obsene that if the challenge 4-tuple is a Di e-Hellman tuple, H is a valid
input. Otherwise, it is an invalid onein which the k colludersin C are not
revoked.

avalid input, then output \Di e-Hellman tuple." Otherwise output \Ran-
dom tuple." SinceDdC'St behavesdi erently for valid inputs and invalid ones,
M PPH can solve the given DDH challenge.

SinceCwith X\ C= ;; jCj = k canbe chosenarbitrarily in Step 1, it holds that
DUst y M PP for any Cwith X\ C= ;; jCj = k. This completesthe proof.

Lemma 2 (Secrecy of a session key in an invalid input) When given an
invalid input, the computational complexity for any coalition of k subscrilers
revokel in the invalid input to compute the sessionkey correspnding to the
input is at least as dicult as DDH in Gg.

Pro of Let Cbe a setof k colluders revoked in the invalid input and M ™ be
a p.p.t. algorithm the coalition C usesto compute the sessiorkey corresponding
to the input. Let M dCiS‘ be a p.p.t. algorithm the coalition C usesto distinguish
the sessionkey corresponding to the input from a random elemert in Gq. We
provethat M ™ ) M PP for any Cwith C  X; jGj = k.

Sinceit is clearthat M 3 can be constructed by usingM £™ asa subrou-
tine, it holds that M ™ ) M I for any Cwith C  X; jCj = k. Therefore,
we show that M &5t ) M PP" for any Cwith C  X; jGj = k by constructing
M PP using M 25 asa subroutine. The construction of M PP s asfollows.
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Algorithm 3 (P.p.t. algorithm M DPH )
Input: a challenge4-tuple, (01; 92; 93; 94)-
Output: \Di e-Hellman tuple" or \Random tuple.”

Step 1. Choose a set of subscribers U ( Zqnf0Og) and split U into ~ disjoint
subsetsUp;:::;U- 1. Selecta set of revoked subscribers X ( U) with a
condition that there is at most onesubsetU; (0 i =~ 1)st U\ X 6
;; Ui\ X 8 Uj. Then, choosea set of k colludersCs.t. C X.

Step 2. Supposethat C= fxj;:::;Xkg. Construct the personal key (Xj ;i é{ d)
givento the subscriber, xJ 2 U, , and the public keye— (g1; 65° ;:::; o 1

the headerH = (Hg;:::;H- 1) by repeating the following procedure to

compute H; = (ﬁ.,h. o;iiirhia 1) foro i 1.
{ If X\ Ui =;, then compute H; asfollows.
fi = ?E;
' (i & i mod 2Kk);
o= r
hij S G0, (i = i mod 2Kk):

{ If X\ Ui = U, then setB; = 0 or 1 and compute H; asfollows. In ead
time, a random number z; 2r Zq is selectedrandomly.

f= % (Bi = 0);
T gg (Bi=1)
ho = hi?j (j 6 i mod 2k);
Mo oogl (j = i mod 2k);
where if there exists a subsetU; (0 t =~ 1)st X\ U; 6 ; and
X\ U; 6 U, then
o= % . (Bi=0)
o (gi®)” (Bi=1)
Otherwise (X \ Uj = ; or X\ U; = U; for any i),
hO - ggjl’ a (BI = 0)!
"7 (@) (Bi=1);

{ f X\ U 6 ; and X \ U; 6 Uj, then rst, supposethat Ui nX =
fug;:::;uwgandchoose2k w 1distinct elemens Uy+1 ;:::;Uxk 1 2R
Zy rk(U[ fOg) when2k w 1> 0.Secondly nd co;:::;Ck 1 2r Zqg
s.t. ]2'(0 10, u = 0mod q for 1 2k 1. Finally, compute H; as
follows.

fi = grad;
o (giey)” (i 6 i mod 2k);

hi. = » _ _ ) S 1
T sgy (GreY) ' (gsgy) | (i = i mod 2K):
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In this procedure, g3’ is computed as in Step 3 of Algorithm 2. Obsere
that if the challenge 4-tuple is a Di e-Hellman tuple, s is the sessionkey
corresponding to H. Otherwise, it is not.

s is the sessionkey corresponding to H, then output \Die-Hellman tu-
ple." Otherwise output \Random tuple." SinceM dC'S‘ behavesdi erently for
sessionkeys and random elemerts in G4, M °P" can solve the given DDH
challenge.

SinceCwith C X jCj = k can be chosenarbitrarily in Step 1, it holds that
M &ty M PPH for any Cwith C X jCj = k. This completesthe proof.

Lemma 3 (Indistinguishabilit y of a suspect) The computational complex-
ity for any coalition of k subscrikers to distinguish (1) an invalid input in which
a given subscriler other than the k onesis not revoka from (2) an invalid one
in which the subscriter is revoke is as dicult asDDH in Gq.

Sketch of Pro of Due to spacelimitation, we describe a sketch of the proof.
Let Cbe a setof k colluders. Let A"C'St be a p.p.t. algorithm the coalition C uses
to distinguish an invalid input in which the given subscriber is not revoked from
an invalid onein which the subscriber is revoked. Similarly in the proofs of the
other lemmas, we construct M PP using A%S! asa subroutine.

Algorithm 4 (P.p.t. algorithm M DPH )
Input: a challenge4-tuple, (01; 92; 03; 94)-
Output: \Di e-Hellman tuple" or \Random tuple.”

Step 1. Choose a set of subscribers U ( Zqnf0Og) and split U into ~ disjoint

subsetsUp;:::;U- 1. Selecta set of k colluders C and one subscriber u 2r
UnC. Supposethat u2 U, U\ X =U;jfor0O i t 1,andU\ X =;
fort+1 i ° 1. There are three possiblerelations betweenU; and X:

() Us\ X 8 Ui; U\ X 6 ; bothwhenu2zX andu2 X, (2) Ug\ X = ;
whenu 2 X, and Ui\ X = fugwhenu 2 X, (3) Ui\ X = U; nfug when
uzX,and U\ X = U; whenu 2 X.

Step 2. Supposethat C= fxq;:::;xkg. Construct the personalkey (x; ;ig idp)
givento the subscriber, x; 2 U;;, and the public key e = (g1; g g

Step 3. Build the header H in which (1) if the challenge 4-tuple is a Die-
Hellman tuple, the subscriber u is not revoked and (2) otherwise, the sub-
scriber u is revoked, in eat case.The construction of H is similar to that
in Step 3 of Algorithm 3.

ferertly for invalid inputs in which the subscriber u is not revokedand invalid
onesin which the subscriber u is revoked, M PPH can solve the given DDH
challenge.
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From Lemma 1, Lemma 2, and Lemma 3, it follows that the next theorem
holds.

Theorem 2 (Blac k-b ox traceabilit y) In the proposed scheme,from the pi-
rate decoder constructed by a coalition of at mostk traitors, at least one of them
can be identi e d with protability 1 " where " is negligible.

Pro of Recallthat ctr; (O ctrj m) denotesthe number of times of observing

is valid. It is clear that ctro = m. From Lemma 2, it holds that ctr, = 0 with
overwhelming probability. From the triangular inequality, it follows that there
existsanintegerj 2 f1;:::;ngs.t. ctr; 1 ctr; m=n. If the subscriber u; is
not atraitor, ctrj 5 ctr;  m=n sinceit followsfrom Lemma 3 that the pirate

the subscriber u; is a traitor with overwhelming probability if ctr; 1 ctr is
the maximum.

Next, consider the casewhere the reaction mecanism is activated. From
Lemma 1, no such reaction is triggered aslong as X \ C= ; where C denotesa
set of the colluders. Therefore, if the reaction is triggered in the input in which
X = fug;::;u50, it holdsthat fug;:::;u;g\ C6 ;. In this case|f the subscriber

input in which X = fuy;:::;u; 1gsinceit followsfrom Lemma 3 that the pirate
decader cannot distinguish an invalid input in which X = fuy;:::;u; g from an
invalid onein which X = fus;:::;u; 19 with non-negligible advantage. Hence,

the subscriber u; is a traitor with overwhelming probability.

Note that our scheme can be easily applied to the casewhere the pirate
decader takesthe reaction in a probabilistic way.

5 E ciency

In Table 2, the previous schemesand ours are compared from the viewpoints
of eadh subscriber's storage, the transmission overhead, the number of sets of
suspects required for tracing, the detection probability, and the computational
costfor decryption. The schemeof [2] is omitted sinceits e ciency is almost the
sameasthat of [8] in the above criteria. We supposethat the standard EIGamal
encryption schemeis straightforwardly usedin the scheme of [6]

In the scheme of [6], the size of a personalkey is determined by a constant
¢ (0 < c < 1) selectedwhen initializing the system. In the other schemes,the
sizeof a personalkey is constart. In the schemeof [8], the e cien t transmission
overheadwhich is linear only in k is achieved wherek is the maximum coalition
size.Howewer, the schemeof [8] canonly support black-box con rmation in which
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Table 2. Eciency comparison (P, S, H: sets of possible personal keys, sessionkeys,
and headersrespectively, n: the total number of subscribers, k: the maximum coalition
size, c: a constant (0 < c< 1), ": negligible probabilit y)

Each subscrib-{Transmission |# of setsDetection| # of exp.'s
er's storage|overhead of suspects|probabil- | for decryp-
(log jP j=log|Sj) |(log jH j=logSj) |for tracing |ity tion
[8] 1 2k + 1 j 1" O(k)
[6] 1 ot (1 02) Int c rbl ¢ npC o@ o Y
[6] (c = 1=2) 2 2'n n 1="n 0(1)
Ours 1 4k +. n=2k + 2 n 1" OE)k)
ours (k = " =8 1 2 2n+2 n 1 o( n)

only k suspects can be tested in one con rmation. Therefore, the tracer needs
to executethe con rmation algorithm on all of the possible E setsof suspects
at the worst case,wheren is the total number of subscribers. Sincethe number
of sets of suspects required for tracing is directly a ected to the running time

of the tracing algorithm, the scheme of [8] is impractical from this viewpoint.

On the other hand, in the schemeof [6] and ours the number of setsof suspects
required for tracing is drastically reduced and hencethe practical corvergence
time for tracing is achieved.

In the schemeof [6], the output of the tracing algorithm is the list of suspects
in which at least one traitor is included with overwhelming probability. If the
tracer attempts to identify the traitor only from the suspect list, the probability
that the tracer correctly detect the traitor is n €, sincethe list sizeis n®. Due
to its combinatorial construction, there is a trade-o betweenthe transmission
overhead and the detection probability in the scheme of [6]. The value of c
which givesthe smallestheadersizeand deters:tion probability at the sametime is
c =, 1=2 and in this casethe headersizeis O(" n) and the detection probability is
1="n. Although the sublinear headersizeis achievedin the scheme,its detection
probability becomessmaller asn gets larger.

In our scheme, e cien t black-box tracing is achieved without the above list-
tracing approad, i.e., there is no such trade-o. The headersizeis Hn@ in k
and the number Bf subsetsof subscribers. Especially, if we setk = = n=8, the
headersizeis O(" n), where we assumethat the size of each subsetis 2k. The
tracer canidentify at leastonetraitor with overwhelming probability, regardless
of n. By applying the key-generation method of [9] to the scheme of [8], our
scheme enablesthe tracer to make it impossiblefor the revoked subscribers to
compute the sessionkey by substituting a random value for the elemen used
only by the subscribersin oneof the * disjoint subsetsif all of them in the subset
are revoked. This helpsto remove the restriction of the number of suspectsin
the previous schemeswith black-box con rmation and hencee cien t black-box
tracing without sacri cing the detection probability is achieved. On the value of
m, which is the number of repetition times of the test in the tracing algorithm,
it is shown in [6] that at least one traitor can be identied with overwhelming
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probability if m = O(nzlog2 n). By using this result, it can be said that the
running time of the tracing algorithm is O(n3log? n).

The main di erences betweenthe scheme of [6] and ours are the detection
probability and the computational costfor decryption. While in the schemeof [6]
the detection probability gets smaller asthe value of n increases,n our scheme
it is independert of n and always overwhelming. On the other hand, the scheme
of [6] is e cien t from the viewpoint of the computational costfor decryption. In
the previous scheme,only a few exponertiations are needed,while the number of
exponertiations required for decryption is O(k) in ours. This can be alleviated
by using a technique of vector-addition chain exponertiation [11, p.622].

6 Conclusions

In this paper, we have proposeda sublinear public-key black-box tracing scheme
against self-defensie pirate decalers. This can be viewed as a solution to the
open questionto build a sublinear traitor tracing schemethat supports e cien t
black-box tracing against self-defensie pirate decaderswith negligible probabil-
ity of error.
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