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Abstract.  An authenticated group key exchange (AGKE) scheme al-
lows a group of usersin a public network to share a sessionkey which
may later be used to achieve desirable cryptographic goals. In the pa-
per, we study AGKE schemesfor dynamically changing groupsin ad hoc
networks, i.e., for environments such that a member of a group may join

and/or leave at any given time and a group key is exchanged without

the help of any certral sewer. Di culties in group key managemerts un-
der such environments are caused by dynamically changing group and
existence of no trustee. In most AGKE schemesproposedso far in the
literature, the number of rounds is linear with respect to the number of
group members. Such schemesare neither scalablenor practical sincethe
number of group members may be quite large and the e ciency of the
schemesis sewerely degraded with only one member's delay. We propose
an e cien t provably secureAGKE schemewith constant-round. The pro-
posescheme s still contributory and e cien t, where eac user executes
three modular exponertiations and at most O(n) XOR operations.

Keyw ord. dynamic authenticated group key exchange, ad hoc networks.

1 Intro duction

Recerily, secureand e cien t AGKE protocolshave received much attention with
increasing applicability in various collaborative and distributiv e group settings
such asmulticast communication, audio-video conferencemultipla yer game,etc.
In addition to provable security, the recen researtiesin group key exchangehave
concerirated on the e ciency which is related to the costs of communication
and computation. Especially the number of rounds may be of critical concernin
practical environment where the number of group members are quite large and
a group is dynamic. As noted in [10], evenin the caseof a group where only few
members have a slow network connection, the e ciency of the protocol with n
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rounds for a group of n members can be sewerely degraded. Furthermore, it is
clear that a schemewith n rounds is not scalable.

In the paper, we designa secureand e cien t dynamic AGKE protocol for
ad haoc networks [26]. Most group communication ervironments are dynamic,
where userscan join and leave a group frequertly. In particular, many group key
exchangeprotocols[1,7,20,23,25] have consideredad haoc networks, i.e., absert
xed infrastructure. IEEE 802.11standards [18] includes as a componert an ad
hoc network environment sud as IBSS (Independert Basic Service Set). Di -
culties in designing a secureand e cien t dynamic group key exchange scheme
arisefrom the facts that a group key should be updated whenewer a membership
changesand exchangedwithout any trustee.

1.1 Overview

Rela ted Work: The security models and provably secure protocols for au-
thenticated static group key exchangehave been rst proposedby Bressonet al.
[11],in which the security models have beenbasedon the secure2-party key ex-
changemodels constructed by Bellare et al. [2,5, 6]. Their schemerequiresO(n)
rounds.

Authenticated static group key exchangeprotocolswith constart round have
beenproposedby Tzeng and Tzeng [24] and Boyd and Nieto [9]. In the protocol
[24] with a xed constart-round, however, the cost of communication is very
high. Each member should compute n modular exponertiations for a group key
exchange and additionally perform 3n modular exponertiations for authentica-
tions, sincenon-interactiv e proof systemsare usedin the authentication process.
Boyd and Nieto have proven the security of the protocol [9] in the random ora-
cle model [4]. In [9], group members consist of one member called initiator and
other members called respnders While the respondersonly perform one signa-
ture veri cation, one decryption in a public cryptosystem and one operation of
one-way hash function, the initiator has a heavy burden causedby (n 1) en-
cryptions in a public cryptosystem and one signature generation. Furthermore,
both of these protocols[9,24] cannot provide forward secrecy

Katz and Yung have proposed a scalable authenticated static group key
exchange protocol [19] which is based on [15] introduced by Burmester and
Desmedt. Burmester and Desmedt's protocol provides 2-round and more e -

cient computation rate of group members than previous protocols [9,24]; eat

. . 2
member performs 3 modular exponertiations and (% + 37“ 3) modular mul-

tiplications. However, Burmester and Desmedt's protocol has not proposedany
authentication method and any clear security proof. In [19], Katz and Yung pro-
posea scalablecompiler which transforms a securegroup key exchangeproto col
into a secureauthenticated group key exchangeprotocol. The compiler presenes
forward secrecyof an original protocol. As Katz and Yung adapt this compiler
to Burmester and Desmedt's protocol, they construct a 3-round authenticated
static group key exchange protocol. Each member performs the same modular
computations asthe protocol [15] and additionally performs 2 signature genera-
tions and (2n  2) signature veri cations. The rate of modular exponertiations
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in [15,19]is constart, but still the rate of modular multiplications is dependen
on the number of group members.

More recertly, Bressonand Catalano have proposeda provably authenticated
static group key exchange protocol with 2-round in the standard model [10].
The protocol is based on standard secret sharing techniques. The protocol is
ine cien t from a point of view of the computation rate. Each member should
perform more than 3n modular exponertiations, 3n modular multiplications, n
signature generationsand n signature veri cations.

For dynamic groups, Bressonet al. improved the protocol [11] into dynamic
group key exchangeprotocolsin [12,13]. However, Bressonet al.'s protocols do
not have constart-round; in their schemes,ead group member embedsits secret
in the intermediate keying materials and forwards the results generatedwith the
secretto the next group member. This makesthe number of roundsin setup/join
algorithms linear with respect to the number of group menmbers. Though the
number of rounds in leave algorithm is constart-round, for the constart-round
leave algorithm all members should store data of which length is linear with
respect to the number of group menmbers.

Bressonet al. [14] have introduced a provably secureauthenticated group
key distribution protocol with 2-round in the random oracle model [4], which
is suitable for restricted power devicesand wireless environments. They have
concerirated on an e cien t computation rate of a group member with a mobile
device. In the protocol, howewer, there exists a base station as a trustee. The
computation rate of the base station is similar to the maximum rate of group
members in other protocols without any certral server; n modular exponertia-
tions, n signature veri cations, n one-way hashfunction operations, and n XOR
operations.

Our Contribution; We propose a 2-round dynamic AGKE protocol with-
out using any trustee. All legitimate members can also detect errors and stop
execution the protocol instantly, if invalid messagesare broadcasted by cor-
rupted members. For dynamic group communications, we propose setup join,
and leave algorithms with 2-round. In the setup algorithm, ead group member
performs at most 3 modular exponertiations, 4 one-way hash function opera-
tions, and n XOR operations. Sincethe operation dependernt on the number of
group members is the XOR operation, the total cost of computations can be
highly reduced, comparedto the previous protocols. For authentication, ead
group member generates?2 signatures and performs 2n signature veri cations:
this computation rate is similar to other AGKE protocols using securesigna-
ture schemes[19]. Our join/lea ve algorithms are executedfor generationsof new
sessionkeys, whenewer somememnbers join or leave. Simply, setup algorithms of
static constart-round AGKE protocolscan be performed, whenewer group mem-
bership changes.In our join/lea ve algorithms, however, the communication rate
and the total computation rate of group members are dependert on the number
of joining/leaving members. Therefore our joining/lea ving algorithms are more
e cien t than the setup algorithms with the rates dependert on the number of
total members, when the number of joining/leaving members is smaller than
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the number of remaining group members. With reducedround complexity, our
protocol is still contributory; in our protocol, each member can participate in
the generation of a group key with a one-time random value without any trust
party.

In Table 1, we show e ciency analysis betweenour protocol and Bressonet
al.'s dynamic AGKE protocol (Bresson(Dyn) ) [13]. While the number of round
in Bresson(Dyn) is depending on the number of group members, the proposed
schemeis of constart round without degradinge ciency . However, our protocol
cannot avoid the number of veri cation operations per eadh menber increasing
aslike other authenticated group key exchanges[19,24]. Our further researt is
to decreaseor x the number of veri cation operations. The following e ciency
measures,Round, Communication, Messageand Computation are similar to the
measuresde ned by Katz and Yung in [19].

{ Storage the storagerate of a member.

{ Round: the number of rounds during the execution of protocol.

{ Comm.: the maximum number of bits that a member sendsduring the exe-
cution of protocol.

{ Mess: the total length of all bits transmitted during the execution of proto-

col.
{ Comp.: the maximum computation rate of a member during the execution
of protocol.
| Proto col || Bresson(Dyn) Our Proto col
Storage Secret- jpj, Non Secret- N jpj Secret-3 jhj
Setup Round N 2
Comm. Nijpj+j j jpj + 3jhj+ 2j j
Mess. O(N 2)jpj + Nj j O(N)(ipj + jhj+ | j)
Comp. Ne+ s+ v 3e+ 4h + (N + 1)x + 2s + O(N)v
Join Round O(Ni ) 2
Comm. (N + Nj)jpj + | | ipj+ 3jhj+ 2j
Mess. O(NNj)jpi+ O(N;)j | O(Nj)(ihj+ jpj+j J)
Comp. (N+Nj)e+25+ va 3e+4h+(Nj+1)><+25+0(Ni)v
Leave Round 1 2
Comm. (N N-)ipi+ jpj + 3jhj+ 2j j
Mess. (N N-)jpj+j | N-jpj+ (N + N-)(jhj+j j)
Comp. (N N-)e+ s 3e+ 4h + (N + 1)x + 25+ (N + N)v
Table 1. The analysis of e ciencies.
Notations of Tablel .| j-the length of a signature, jhj-the output size of a hash function, jpj-the length of a prime

num ber p where p is an order of a cycle group G; N -the num ber of mem bers, Nj -the num ber of joining mem bers,
N - -the num ber of leaving mem bers; s-the cost of a signing operation, v-the cost of a verifying op eration, e-the cost
of a mo dular exp onen tiation, h-the cost of a hash function op eration, x-the cost of a XOR op eration. Note that

jhj jpj may be satisfied in general. We do not consider the post computation rates in our proto col.
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2 The Mo del

In this sectionwe presen a security model for a dynamic AGKE protocol based
on [11,12] by Bressonet al. and [19] by Katz and Yung.

Participan ts. A nonempty setU is a set of userswho are able to participate in
an AGKE protocol P. Each user generatessecret/public key pairs (sk; pk) and
the list of all public keysare known by all users. Thesekey pairs are long-lived
and usedfor signature generation/veri cation. An adversaryis not a participant,
but can cortrol all communication on a network and corrupt group members.

Partnering. Whenewer group membership changes,anewgroup G, = fus;
ung is formed and eac group member of G, can obtain a new sessionkey sk,
through an instance performing P: the index v increaseswhenewer group mem-
bership changesand Gy denotesthe initial group. {, denotes an instance j
of a group member u;. An instance 'u. has unique sessionidenti er S|dJi and
partner identi er pldJ . After the group key exchangeprotocol P hasbeentermi-
nated successfully Ju, has a unique sessionkey identi er sk, corresponding to
the sessiorkey sky . pid ], ,, correspondsto a setof group merrbersGiui = Gynfu;g.
When the group key exchange protocol P has been successfullyterminated in
the instance lu , eah member uy of Gl, hasan instance lk (1 ké&i n)
containing fsid uk,pldlk sk'k g such that sid 'k = sid}, pld'k Gy nfukg

and sklukk = skli we state that the instances Ji and lkk are partnered [19].

Proto col Mo del. A dynamic AGKE protocol P consistsof the following algo-
rithms:

{ Key Genemtion: With an input value 1% where k is a security parameter,
this probabilistic polynomial time algorithm outputs a long-lived key for
ead userof U.

{ SetupGy): This algorithm starts the protocol P and the initial group Gy is
generated.

{ Join(J ;Gy 1): Inputs to this algorithm are a set of joining members' identi-
ties denotedby J and the current group G, 1. The output of this algorithm
isanewgroup Gy, = Gy 1[ J and all menbers of G, sharea new session
key sk, secretly.

{ LeavgR;Gy 1): Inputs of this algorithm are a setof leaving menmbers'identi-
ties denotedby R and the current group G, 1. The output of this algorithm
is a new group Gy = G, 1 nR and all members of G, sharea new session
key sk, secretly.

Securit y Mo del. We de ne the capabilities of an adversary. We allow the

adversary to potentially control all communication in the network via access
to a set of oraclesas de ned below. We consider an expgeriment in which the

adversary asksqueriesto oracles,and the oraclesanswer back to the adversary.

Oracle queries model attacks which an adversary may usein the real system.
We considerthe following typesof queriesin this paper.
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{ Send I , m): A sendsa messagem to aninstance I . When I receives
m, it responds accordingto the group key exchange protocol. An adversary
may usethis query to perform active attacks by modifying and inserting the
message®f the key-exdange protocol. Impersonation attacks and man-in-

the-middle attacks are also possibleusing this query.

{ SetuGy), Join(J ;Gy 1), LeavéR; G, 1): Using thesequeries,A can start
the Setup Join or Leave algorithm.

{ Reveq | ): A canobtain a sessionkey sk which has been exchanged be-
tweenthe instance lu and partnered instances,while u;'s long-lived key are
concealed.This query models known key attacks (or Denning-saccaoattacks).

{ Carupt(u;j): A can obtain u;'s long-lived key. In our protocol, we consider
adaptive corruptions [22]; in general, adaptive corruptions mean weak cor-
ruptions in which an adversary can obtain an honest member's long-lived
key, but cannot obtain the member's \ephemeral" keys.

{ Tesf {, ): This query is usedto de ne the advantage of an adversary. A
executesthis query on a freshinstance {, at any time, but only once(other

queries have no restriction). When A asksthis query, it receives a session

key sk of the instance |, if b= 1 or arandom string if b= 0 wherebis the
result of a coin ip. Finally, A outputs a bit b°.

To de ne a meaningful notion of security, we must rst de ne freshness

De nition 1. An instance {,i is freshif both the following conditions are true
at the end of the experiment described above:

(@) None of the instance {, and its partnered instanceshas received an adver-
sary's Revealquery.

(b) No oneof u; and other membersin G{,i has received an adversary's Carrupt
query before adversary's Sendqueries.

Let P be a group key exchange protocol and let A be an active adversary
againstP. When A asksa Testquery to a freshinstance J'ui in P, A receivesthe
result of the coin ip bwhich is either a sessionkey or a random value and then
outputs a bit bP. If the probability that A correctly guesseshe bit bis negligible,
P is securein the sensethat A cannot obtain any information about a session

key through re-keying broadcast messagesLet Advig;';e denote the advantage

for A's guessover the result of a coin-ip in a Testquery with P. Then, Advig;',ie

is de ned asfollows.
Advi%R® = Prit’= 1jb= 1] Pr[t’= 1jb= 0]= 2Pr[’= 4 1

We say that P is a secureAGKE if Adv2® = mAaxf Advgg;,kfg is negligible.
For the security of authentication, we consider the ability of A for imper-

sonation attacks against a group member u; in an instance {, [11]. For imper-

sonation attacks, A should be able to forge a signature of the group member
ui in the instance |, . If it is computationally infeasible that A generatesa
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valid signature with any messageunder a chosenmessageattack, we say that
the signature schemeis CMA-secure. Let = (K;S;V) be a signature scheme
where K; S and V are key genegtion, signing and veri c ation algorithms. For-
mally, let Succ™ be a successprobability of A's existertial forgery under a
chosenmessageattack against . Then, we state that  is CMA-secure [21] if
Succ™? = mAaxf Succ™3 g is negligible.

Let G = hgi be a group. Given g* and ¢¥, CDH problem is to compute a
value g [17]. For the CDH problem, we consider a probability Succ" such
that

Succh
Succgdh

PriC=g"jg";¢ G;C A(g“;¢")];
maxf Suc g

where A is a CDH attacker against a group G.

3 A Constan t-Round A GKE Proto col

Our protocol is based on the Computational Die-Hellman (CDH) assump-
tion and a securesignature scheme = (K;S;V). A group key spacebelongs
to f0;1g where " is a security parameter. Let G = hgi be a cyclic group of
prime order p. g and p are public parameters and ° jpj is satis ed. Let
H:f0;1g ! f0;1g be a one-way hashfunction.

Key Generation. Each useru; of U hasa private/public key pair (sky, ; pky; )
for signing/verifying. The list of public keysis published to all users.

Setup. Let Gp = fui; ;upgbeaninitial group. We considera ring structure
among the members of Gy, i.e., menmbers' indices could be consideredon the
circulation of f1;  ;ng. L(i) (R(i), resp.) meansthe left (right, resp.) index of
i onthering fori 2 f1;, ;ng.Letlg=1Dy,jj jjlDu,. Figure 1 shows the
example of this algorithm with four members.

{ Round 1. Each member u; randomly choosesk; 2 f0;1g and x; 2 Z,,
computesy; = g¢ and keepsk; secretly The last member u, computes
H (knjj0). Each member u; generatesasignature | = S, (M 1jjlojj0) where
M=y forl i n 21andM}= H(kajjO)jyn, and broadcastsM ljj 1.
{ Round 2. All membersreceive (M 1jj 1)'s andverify !'s.If somesignatures
are not valid, this processfails and halts. Otherwise, u; computest- =

H(yfi(i)jjlojjO), th = H(yéi(i)jjlojjO) and generatesT; = t-  tR. The last

member u, additionally computes® = k, tR. Each member u; generates
? = Ssk,, (MZjjlojj0) and broadcastsM ?jj 7 whereM? = kijjT; for 1 i

n landM?2= BjjT,.
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Fig. 1. Setup algorithm with Go = fus;uz;us;usg

{ Key Computation. Session Key Comput ation: All membersverify sig-

natures ?'s. If all signaturesarevalid, u; computes€ ;€,; &, ;) =
€ ) by using tR:
€1 =T 5 € =T €10 0 &y =T n §a 2

Finally u; can chec if t- = € holds. Even though wrong messagegor no
message)are broadcastedby illegal members or systemfaults, honestmem-
bers can notice the errors through the above chedk processand then halt the
protocol. However, it is not easyto nd who transmitted illegal messages.
When menmberswant to nd illegal members, all members participating in
this protocol should reveal their secretvaluesx;'s. If the above ched process
hasbeenvalid, all membershave € (= tR). Then they can obtain R, from P
and ched if H(R,jjO) = H(knjjO) holds. Note that Key Control can be guar-
anteed by this ched value and the one-way hash function H. All members
compute a sessionkey like as

sko = H(kajikz2jj  jjkn 1]iknjjO):
Post-Comput ation: Each member u; generatesht = H(yi‘(i)jjskojjO),

hR = H(yg ;)liskoii0) and X = H(knjjskojj0) and saves (ht;hR; X; sko)
secretly All members should eraseother ephemeraldata.

Join. Let Gy 1 = fuq; ;ung(v 1) bethecurrent groupandJ = fun.g; ;
Un+nog (n° 1) be a set of new members. We divide G, ; into three parts
fuig, fuz;  ;un 19 andfung, and consideru, asan agert of fuz;  ;un 10.

For cornvenienceof explanation, we allow that Un+nos1, Un+nosz and Unpsnosg
denote ui, uy and u,. In this algorithm, we consider a ring structure among
the members Un+1; [Un+nosz. Let G be the set fupsg; ;Un+nos3 g and
Iv=1Dyjj jilDy, Figure 2 shows the example of this algorithm.

+n0"
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Fig. 2. Join algorithm with G, 1 = fus;uz;us;usgand J = fus;usg

{ Round 1. Each member u,.; of G randomly choosesk,.+; 2 f0;1g and
Xn+i 2 Z,, computesyn+i = g**' and keepskn+i secretly The member
Un+nos2 (= Uz) computesynsnorz = gX by usingthe secretvalue X instead
of Xn+no+2 and the member un+noiz (= Up) computesH (Kn+ noss jjv). Each

menber U,+; generates 1., = SskuM(MnH”I\,uv) where MY, i = yn4i
for1 i n%+ 2andM}, o3 = H(Kn+nos3jjV)jjyn+noss, and broadcasts
M l+ijj r:!|-+i'

{ Round 2. All merrbersrecel\/e(Mn+,Jj . )sandverify },'s.Each mem-
n+i — Xn+i . .

ber un+i computestt,; = H(yf(nﬂ)ulvjjv) tR,; = H(yR(n+|)J]|vJ]V) and
generatesTn.i = th,; tR, .. The member un. noss add|t|onally computes
P = Knenoss tR, 0.3 - Each member u,.; generates 2, ; = S,,,, (M 2.
VJJV) and broadcastsM 2, jj 2,; where M2, = Kn+ijjTa+i for 1 i
n%+ 2 and Mn+no+3 = ‘bJJTn+no+3 . All members of f us; ;Up 10 compute
th, hosp and tR, .., by using X.

{ Key Computation.  Session Key Comput ation: All members verlfy
2,i's. If all signaturesare valid, eadh member un.; computes€}, .,

&, .o 1(= &, ) by using tR,; and checks if t,; = &, holds. Also, the
menbersus;  ;up 1 canched it by usingtk, o, andtR, .., . Finally all

members can obtain Ky nosz from P and compute a new sessionkey sk, as
follows:

Skv+1 = H(Kn+1 jj JiKn+ noss Jjv):
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Post-Comput ation : Each newmemberun.; (1 i n9 generatesht,; =

H(yf”(;Li)jjskvjjv) and hR,, = H(yé”(;‘)ri)jjsk\,jjv). u; and u, respectively
computeh} = H(yhL oiskvjiv) and hR = H(yn1, jiskyjjv) instead of the pre-
viousvalueh (= hR). All memberscomputeanewvalue X = H (Knjjskyjjv).

Each member u; saveshl;hR; X and sk, secretly.

Leave. Let Gy 1 = fuq;uy; ;Ungbethe current groupandR = fu,;uy,; ;
U, g With fly;  ;lheg  f1;2;  ;ngbea setof revoked menbers. Let N (R)
beasetofall left/righ t membersof revokedmenmbers,i.e., N (R) = fuj, 1;U,+1;
yUl e 1, Ul o+1 9. FOr generatinga newgroup Gy = Gy 1 nR with a new ses-
sion key s,, a new Die-Hellman value should be shared between two mem-

bersu;, 1 and uj+1 (1 ] n%. In this algorithm, we consider a ring
structure among members of G, and we newly index the members as G, =
fug;uz;  ;up npoog. Let Iy = IDy,jj  jjlDn no. Figure 3 shows the example

of this algorithm.

Gyj 1= fugjuz;us;us;us;ueg; R = fugiusg: Iv = I Dujjl Dusji! Du,il Dus

Uy Uz Us Us
(h%; hR;X) (hs; h%; X) (h;hR;X) (h§;hg;X)

Broadcasti Roundl
ki 2 £0;1g; xi 2 Z5; % = Sek,, (M ilviiv)

M3 = g % Mi= g % M= Hkeiviige: %
| | |

8 8 >

Broadcasti Round2
th = H(hkiilviiv); t]R = H(hRjjilviiv); Ti = h © hR; P = ke © 1§, 9 = Ssc,, (MBjj1viiv)

hg = grexs h = g
h§ = gxaXe hg = gxaXe
MZ=T, M2 = kajji Tz M2 = kajiTa MZ = PjjTe
% 93 % %
Il | | |
b b A b

Post-Computation
ht = H(hbjiskiiv); hf = H(hRjiskviiv); X = H (keijskjjv)

Fig. 3. Leave algorithm with Gy 1 = fui;uz;Us;us;us;usg and R = fus;usg

{ Round 1. Each member u,, of N (R) randomly choosesk, 2 f0;1g and
Xw 2 Z,, computesy, = g** and keepsk, secretly The member U o1
computes H(Kj o1 jjV). Uy generates } = Sg,, (MJjilvijv) where M} =
Yo With w2 fl; 113+ 1;  ;lhe 1gand M,lnw1 = H(Ki, oo+ IV)JIV1, 00+1 »

and broadcastsM }jj L.
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{ Round 2. All members of G, verify signatures l's. If all signatures are
. X
valid, eadr member uj; 1 (resp. uj;+1) of N(R) regenerateshff 1= y,j';ll

(resp.hi- 4 = ylf'“ll ). Then each member u; of G, computestt = H(htjjljjv),
tR = H(hRjjilvjiv) and Tj = tF  tR. The member u;_,+1 additionally
computes‘|3 = Ki, oo+l tfiwl. Each member u; generatesa signature
? = Ss,, (M?jjlvjiv) and broadcastsM?jj 7 where M{? ., = PiiTi oot
M? = kijiT; for other members except uj ,+1 of N(R) and M? = T; for

members of G, nN (R).

{ Key Computation. Session Key Comput ation: All membersverify sig-
natures ?'s. If all signaturesare valid, eadhy member u; computes&® | ; &, ;
LB noo 3= €) by usingt®. Finally, ead member u; chedsif tF = &

i+(n '
holds. Then all members computesa sessionkey as follows:

sky = H(k, gjiki«1ji  Jiki e 1jiKi,oor1 JV):

Post-Comput ation: Each member u; regeneratesh- = H(hkjjskyjjv),
hR = H(hRjiskvjjv) and X = H(ki 1 jiskvjjv) and savesht;hR}, X and
the sessionkey sk, secretly.

4 The Security

In this section,we provethe security of our protocol in the random oracle model.

4.1 Securit y Pro of

The security of our protocol P is dependert on the probabilities Succ®™® and

Succd", since an adversary A against P can obtain information about a ses-
sion key only by two methods: A successfullyperforms either signature forgery

attacks or CDH attacks. Even if random valuesk;'s were selectedidentically in

di erent instances,A could not get any information about a sessiorkey because
of the index v and the random hash oracle H. Our proof method is similar to

that in [14].

Theorem 1. Let A be an active adversaryagainstour protocol P in the random
oracle model. Let gs be the number of Sendqueries and g4 be the number of
queriesto the hashoracle H. Then,

AdVi*®  2n Succ™@(t; gs) + 2g4 ¢ Succg™ (t)

where n is the maximum number of group memlkers and t is the adversary's
running time.

Proof. We consider A's attacks as a sequenceof simulated protocols, which is
denotedby a sequenceof gamesf Gameg; ; Gameg. In eath game,A executes
Testquery and get a result of a coin ip b. Each Succ; denotesan evert in which
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A's a guessingbit b’ is equal to b in each Game. Each Game is simulated as
follows:

Game: This gameis equal to the real protocol P. All group members obtain
a pair of valid signing/verifying key and randomly choosek;'s and x;'s. In this
game, A's advantage is equal to the advantage in the real protocol P. Thus,

Advadke + 1
Pr [Succo] = f Q)

Gama: In this game,we considera special evert SigForgein which A executesa
Sendquery with a messagam instead of a group member u; in an instance lu
and the messages veri ed and acceptedby all group members.In particular, the
messagém previously hasnot beenusedin any instancesand a Carupt(u;) query
has not beenexecutedto the member u;. When the event SigForge occurs, this
game halts and A's output b° is determined randomly. The di erence between
A's outputs in gamesGameg and Game is dependert on the event SigForge

That is,
jPr[Succi] Pr[Succy]j Pr[SigForgg:

If onecorrectly guessesa member impersonatedby A and the event SigForge
occursto the member, one can be suceessfuln the existertial forgery against a
pair of signing/verifying key under CMA. Therefore we know that

Succ™; (t; ) = Pr[SigForgd:
Finally, we get
jPr[Succi] Pr[Succo]j Pr[SigForgd n Succ™j (t; o) @)

Game: In this game,a Di e-Hellman triple (A = g2;B = ¢ C = ¢g®) is given.
Whenewer two successie members u; and ui+1 should chooserandom valuesx;
and xj+1 and computey; = g* andyi+1 = gfi*t, we simulate this game with
yi = A% and yj+1 = B%+ wherec and ¢+ are random valuesin Z,. Then a
hash value tR (= tk,;) is computed by using C® ¢+ . We know that this game
is equalto Game aslong as¢ and ¢, are selectedrandomly. Therefore,

Pr [Succ,] = Pr[Succi] 3)

Game: In this game,a pair (A = g?;B = gP) is givenand there is no information
about the Di e-Hellman value C = g?. Whenewer two successie members u;
and uj+; should chooserandom values x; and Xj+; and compute y; and yi.1 ,
we simulate this gamelike Game. However, when u; or uj+; should broadcast
a messagewith a hashvalue tR (= tk,, ), arandom valuer in f0;1g is usedas
the hashvalue. Now, we consideran evert Hashin which A detectsthe fact that
the broadcasted hash value tR (or tk,,) is incorrect by using A's hash oracle
queries. This evert is possiblewhen A sendsa correctly guessingvalue CF€iCi+

to the hashoracleH and receivesa hashvalue. At that time, A recognizesthat
the value is di erent from the previous random value r. When the evert Hash
occurs, this gameis halted and A's output b°is randomly chosen.Therefore,
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jPr[Succs] Pr[Succy]j Pr[Hash]:

Given (A; B) one can obtain a valid Di e-Hellman value C if both of the
following situations occur; (1) two successie members compute y; = A% and
yi+1 = B%+ and usea random value r as a hash value tR, (2) A executesa
hash oracle query with a correctly guessingvalue C¢ ¢+ after (1), i.e., the evernt
Hashoccurs. Therefore

Succg (1) gz Pr[Hash]:

Finally, we get
jPriSuccs] Pr[Succoli Pr[Hash] ou @ Succh (t) (4)

Furthermore, A has no advantage for guessinga coin-ip bit b in this game
sincethe hash oracle H hasbeensupposedthe random oracle and eac input of
the hashoracleis usedonly onceowing to the index v. Therefore Pr [Succ3z] = %

From the above results, the theorem is proved.

4.2 Forward Secrecy of AGKE Proto col

For a securegroup key exchange protocol, forward secrecyis one of essetial
security requiremerts. Forward secrecy meansthat the compromise of one or
more menmbers' long-lived keys should give no information for the compromise
of any earlier sessionkey.

In an AGKE protocol, a member's long-lived key is the member's signing key
for authentication. Most dynamic AGKE protocolshave consideredan adversary
with weak corruption ability and have guaranteed forward secrecyfor a mem-
ber's signing key. Bressonet al.'s protocols[12,13] have o ered forward secrecy
for a menmber's signing key. However, another secretvalue of a member (really,
it is an exponert) is asimportant as a signing key. If a menmber's exponert is
revealed, earlier sessionkeys can be revealed as well as later sessionkeys. Fur-
thermore, unlessa menber is a leader of a group, the member's secretexponert
key never changesfrom joining to leaving. Therefore the secretexponert should
be de nitely consideredas a long-lived key, even though the value is saved in a
smart card. Also, in Bressonet al. [14], forward secrecyfor a member's signing
key can be guaranteed, but forward secrecyfor a member's Di e-Hellman value
cannot be guaranteed: a member's Di e-Hellman value is never changed until
the menmber leaves. Therefore this value should be alsoconsideredasa long-lived
key.

In our AGKE protocol, a member secretly keepsa signing key as a long-
lived key and three hashedvaluesas short-lived keys: every time a sessiorkey is
changed, member's short-lived keys are also changed. In the paper we consider
and prove forward secrecyfor member's long-lived key, but our protocol also
guarantees forward secrecyfor member's short-lived keys. When an adversary
obtain some members' short-lived keys, it can obtain later sessionkeys, but
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cannot obtain previous sessiorkeyseasily. Therefore our protocol can guarantee
forward secrecyagainst an adversary with strong corruption capability [22] in
which an advasary can obtain a member's short-lived key aswell asthe member's
long-lived key.

5 Conclusion

We have proposedan e cient and secureconstart-round AGKE protocol for
dynamic groups in the random oracle model. We note that eadh membership
change in dynamic group could be handled by running other constart round
static AGKE protocols from scratch. But our Join and Leave algorithms are
more e cien t than Setup algorithms of other constart round AGKE protocols
for static groupswhenthe number of joining/lea ving membersis smallerthan the
number of remaining group members. Hereafter, researt in a provably secure
constant-round AGKE protocol for dynamic groupsunder standard assumptions
should be studied.
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