128

2128
273
2104
H
h
128 512
h=H(m)
m
H
m
mO m mO
h
m h H

32



2128

273



32
32

128

384

128

128

Hivi = F(Hi; M)
Ho

128
128

Hi



message with padding

M_ | C

Ml ] L] L] n

» checksum

A 4 h 4 A 4 h 4

F F
16
19 Hi
MI Hi MI
256
Hi Mi Hi M
I 1 T 1 I 1
0 0 0 0 0 0 0 0 0
0 1 15 0 1 15 0 1 15
0 — 3|1 s——1 5| 1 s—— 5| 1 ts——
Cis+1 —— - - —
- 17| 17 17 - 17| 17 w7l -
0 1 15 0 1 15
ci + 17— 3 = 2
L J
Hi+1
16 8
_ 1.
Al = (Al BAT D)
_ At 1 t
- Ai (AI l)



All

G
0=0
i+1 :G( I,MI)
i+1 M
G



Hi

H.
Hi+1 Mli
Hi+
Hi+

128

128
264

Hi+1 = F(Hi;Mj)
i+

M;

Hi

Hi

M;

M;



Hi Hi+1

M;
Hiva = F(Hi; My)
128 M;
(Hi;His)
(mo;:::;mgs) 16 M
(Hi;His)
A B C
Hi+1 Hi
Al A ALY
Al = (Al HAL )
= A} ! (A} 1)
0
Cis+ 1 .
| Aig
Cis >0

M;i



8 (mo;:::;my)
4 (B;:::;B%
15
4 (T Hi
4+ 4=8 T
T1 264 64
(mg;:::;mys) T,
T T
T=Ty./ T>
264
T 264 M; =
(Mo;:::;mys)
M;i
8 T T>
28
232

T, T 264 64



known initial guess known

value (32 hits) value
mo,...,m7 m8,...,m15 mo,...,m7 m8,...,m15
 —— - —_— -—
264
264
Ty T2
— 28 232 (4 264) — 2106
295
211
2128
271
23n=4 on
n
23n:4
M;
Hi
Mi Hi+
His1
(His M)

Hivi = F(Hi; M)



1 _ a2 _
Ais = As = C

m;

Bis

295

273
2128 2128 _ 2128
2128
Hi+1
c c=
0—-+|
M;
Mi = (mo;:::;mo;Ko; 115
M;
272



Hi

264

Bis

iT

Hi
Hi = (ho;:::;hoskos:iiiks)
N i
Mi= (000 ko koiiiiiks ks)
11 i 17
TO
(Bis;:::; B
280
Ty 2=z g g %= g0
T.TO
(Hi; M)
(A9) = A !
(h1;::1he) o

56

256

H;

TO



H,  M;
280
TO
M H;
(Hi; M)
Bis
3 18=54
2 54" 2°7°
F
273:25
278
2128
| | ||
Hi+1 Hi Mi 2% 21
His Hi Mi 2% | 2%
Hi H; M;| 27 278
h
m h

(m) = h



2100

2100

228

m

M;
(Hi;Hi+1)

Hi

228 — 2128

(Hi;Hi+1)

p

128
(1 2 128)2128 1 (1 2 )
1

Hivi = F(Hi; M)

Hi =0
Ty
T
"z Hi Ty
m= (M1;Mz)

— M
Hi+l - F(Hly I)Mi MIO

1

128
2

1 2et

0:264

M1

H>

m = M
273
(H2; M)
T2
2101



His1

128 p 1+ 29
2128
h 2
127
264 64
i:0 i 63
264 64
G M 127 M 27
i;64 i< 127
264
29
295 29 = 2104
271 238
mo
(m) = (m9
m
mo
Hisa = F(Hi;Mj)
m
p' 0:26 M Hi

M2 M

His1



128

128

273

2104



Mg; %]
(mo; W
i ms
° 4 Mo;:::;
..... m-
4 Myg;> 00,

2
B3;B%;Ci;C3

M;i



T B3;B3;C4;C3

4 Mg, ;M
Ts Bi;;B#;Ch:CE
4 Mi2;:1 M1s
Ta Bi;Bf;Ch:iCH
T= Tl A T2 232
(mg;:::;my)
TOZ T3 A T4 232
(mg;:::;mys)
2 B3s Bis
T 4 B3;B%;C3;C?
4 TO
2% (Mo;::1;Mys)

28 248 216 232 ' 2104

232
32
known initial guess initial guess initial guess known
value (16 bits) (16 bits) (16 bits) value

H moO,.. mSB m4,..,m7H m8,.4,m115 le,..,mlSB mo,.. mSH m4,..,m7H m8,.4,m115 le,..,mlSB
H mo0,..,m7 o H P m8,..,m15 H mo0,..,m7 o H P m8,..,m15 H

second guess
(16 bits)




