
AsynchronousProactiveCryptosystems
Without Agreement

(extendedabstract)?

BartoszPrzydatek1 andRetoStrobl2

1 Departmentof ComputerScience,ETH Zürich,Switzerland
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Abstract. In this paper, we presentef�cient asynchronousprotocolsthat allow
to build proactivecryptosystemssecureagainstamobilefail-stopadversary. Such
systemsdistributethepowerof apublic-key cryptosystemamongasetof servers,
sothatthesecurityandfunctionalityof theoverall systemis preservedagainstan
adversarythatcrashesand/oreavesdropsevery server repeatedlyandtransiently,
but no morethana certainfraction of the serversat a given time. The building
blocksof proactive cryptosystems— to which we presentnovel solutions— are
protocolsfor joint randomsecret sharingandfor proactivesecret sharing.
The �rst protocolprovidesevery server with a shareof a randomvalueunpre-
dictableby theadversary, andthesecondallows to changethesharedrepresen-
tation of a secretvalue.Synchronousprotocolsfor thesetasksarewell-known,
but the standardmethodfor adaptingthemto the asynchronousmodelrequires
anasynchronousagreementsub-protocol.Oursolutionsaremoreef�cient asthey
gowithoutsuchanagreementsub-protocol.Moreover, they arethe�rst solutions
for suchprotocolshaving a boundedworst-casecomplexity, asopposedto only
a boundedaverage-casecomplexity.

1 Intr oduction

Thresholdcryptographyaddressesthe task of distributing a cryptosystemamongn
servers suchthat the securityand functionality of this distributed systemis guaran-
teedevenif anadversarycorruptsup to t servers[2] (see[3] for a survey). Threshold
cryptosystemsarerealizedby sharingthe key of the underlyingcryptosystemamong
all serversusinga (t + 1)-out-n sharingscheme[4], andby accomplishingthe cryp-
tographictaskthrougha distributedprotocol.If this taskinvolvesthechoiceof secret
randomvalues,thenthedistribution of the taskinvolvesso-calledjoint randomsecret
sharing(JRSS)[5], whichallow theserversto jointly generatea (t + 1)-out-n sharing
of a randomvalueunpredictableby theadversary.

Proactivecryptosystemsusethresholdcryptosystemsas the basis,but drastically
reducetheassumptionconcerningfailures[6] (see[7] for a survey). They operatein a
sequenceof timeperiodscalledphasesandtolerateamobileadversary, whichcorrupts
theserverstransientlyandrepeatedly, andis only restrictedto corruptat mostt servers
during every phase.Technically, proactive cryptosystemsarethresholdcryptosystems

? Thefull versionof thispaperis availableasanIBM TechnicalReport[1]



152

thatchangetherepresentationof thesharedsecretkey from onephaseto anotherusing
proactivesecret sharing(PSS)[8], sothat therepresentationsareindependent;theold
representationhasto beerased.

The key to ef®cient proactivizationof many public key cryptosystemsfor signing
and encryptionlies in ef®cient solutionsfor JRSSand for PSS.In the synchronous
network modelwith broadcastchannels,suchsolutionsexist [5,8]. Althoughsuchsyn-
chrony assumptionsarejusti®edin principleby theexistenceof clock synchronization
andbroadcastprotocols,this approachmay leadto ratherexpensive solutionsin prac-
tice, for examplewhendeployed in wide-areadistributedsystemswith only loosely
synchronizedclocks.Furthermore,suchsystemsarevulnerableto timing attacks.

Theseissuescanbeeliminatedby consideringanasynchronousnetwork in the®rst
place.However, thestandardapproachto building asynchronousprotocolsfor JRSSand
PSSrequiresanasynchronousagreementsub-protocol,whichsubstantiallycontributes
to theoverallcomplexity of suchsolutions;seefor example[9].

Contrib utions. In this paper, we provide the ®rst solutionsfor asynchronousJRSS
andfor asynchronousPSS,which do not rely on anagreementsub-protocol.Avoiding
agreementresultsin two main advantages.On one hand,we are able to boundthe
worst-casecomplexity of our protocols.For previousprotocols,onecouldonly bound
theiraveragecasecomplexity; suchprotocolsthereforecould(atleasttheoretically)run
forever. On theotherhand,our protocolshave a worst-caselatency of only six rounds,
whereasthebestknown previoussolutionof Cachinetal. [9] hasanexpectedlatency of
17 rounds(thiscomparisontakesinto accountthat[9] canbeoptimizedin ourmodel).

Our protocolstoleratea fail-stop adversarywho may adaptively and repeatedly
eavesdropandcrashup to t serversin every two subsequentphases,wheret < n=3.
We stressthat assuminga fail-stopadversary(asopposedto a fully Byzantineadver-
sary)doesnotmaketheproblemof avoidingagreementtrivial: themainreasonwhy the
standardsolutionsfor asynchronousJRSSandPSSrequireagreementis thefactthata
crashedservercannotbedistinguishedfrom aslow server, andthisproblemalsooccurs
for afail-stopadversary. Notethatin principleourprotocolscanbeextendedto tolerate
Byzantineadversarieswithout affecting the resilienceof t < n=3, usingknown tech-
niquesfor asynchronousveri®ablesecretsharing[9] andzero-knowledgeproofs[10].
Furthermore,asshown in [11, Chapter7], ourprotocolsremainsecureevenunderarbi-
trary composition.

Thecostof our approachis a highercommunicationcomplexity. Speci®cally, if k
is the securityparameterof the system,our protocolstransmita total of O(kn4) bits
acrossthenetwork usingO(n3) messages,whereasthe(optimized)solutionof Cachin
etal. [9] transmitsonlyO(kn3) bitsusingalsoO(n3) messages.However, in apractical
setting,thisadditionaloverheadisof little concernasthesizeof n is typically verysmall
relative to k (e.g.10vs.1024).

Technically, thekey to our solutionsis a novel proactivepseudorandomness(PPR)
scheme[12], with an additionalpropertythat we call constructibility. Sucha scheme
providesat every phaseto every server Pi a randomvaluepr i which remainshidden
from the adversary. Additionally, it enablesthe honestservers to jointly reconstruct
any suchvaluepr i . We thenbuild our JRSSandPSSschemessuchthat a server Pi

derivesall its randomchoicesfrom its valuepr i by usingit asaseedto apseudorandom
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function[13]. Thisallowsthehonestserversto reproducethestepsof a(possibly)faulty
server in public, insteadof agreeingon a setof suchserversandthenexcluding them
from thecomputation(asit is doneby previouswork).

RelatedWork. As mentionedpreviously, Cachinetal. [9] implementedasynchronous
proactive protocolsusinganagreementsubprotocolasa building block, which results
in a relatively high roundcomplexity. Zhou[14] proposedto build proactivecryptosys-
temsonaweakernotionof PSS,whichcanbeimplementedwithoutagreement.In this
weaker PSSprotocol,every server computesin every phasea list of candidateshares
suchthatoneof thesecandidatesis the freshshareof thesecret.Zhoushows that this
suf®cesto implementa proactive versionof RSA signaturesexploiting the fact that
RSA signaturesareuniquein thesensethat for any public key andany message,there
existsonly onesignatureon thegivenmessagevalid underthegivenpublickey. Unfor-
tunately, theapproachof Zhou[14] cannotbeappliedto proactivizediscrete-logarithm
signatureschemessuchasElGamal[15] or DSS[16], astheseschemesarenot unique
in theabovesense.Theonly knowntechniquefor proactivizing thesesignatureschemes
areprotocolsfor JRSSandfor PSSin thesensewe introducedthembefore.

Organization. In thenext sectionwe introduceour systemmodel,andrecall thedef-
initions of cryptographictoolswe usein theproposedsolutions.In Section3 we give
an overview of our constructions.Section4 presentsan ef®cient secretsharingpro-
tocol, which will be useful in our constructions.In Section5 we presentour solution
for anasynchronousproactivepseudorandomnessscheme.In Sections6 and7, we de-
scribeoursolutionsto asynchronousproactivesecretsharing,andto asynchronousjoint
randomsecretsharing,respectively. In Section8 we sketchhow theseprotocolscan
be usedto proactivize public-key signatureschemes,consideringSchnorr's signature
scheme[17] asanexample.Finally, in Section9 we concludethepaper.

2 AsynchronousProactiveSystemModel

Moti vation. Proactive cryptosystemsare thresholdcryptosystemsthat operatein a
sequenceof phases.At thebeginningof every phase,theserversrefreshthesharesof
the underlyingthresholdsystemsuchthat the new sharesare independentof the old
shares(exceptfor thefactthatthey de®nethesamesecret).This preventsanadversary
from learningthesharedkey, assumingthatshecorruptsnomorethant serversin every
phase.Suchanassumptioncanbejusti®edif everyphaselastssomelimited amountof
real time, the idea being that it takes the adversarya certainamountof real time to
corruptaserver, andthatcorruptionsaretransient,i.e.,donot lastforever [6].

Thisideamapsontoasynchronousnetwork in astraightforwardway:onecande®ne
phaseswith respectto acommonclockaccessibleto everyserverandimplementrefresh
usinga synchronousprotocol[8]. The drawbackof this approachis that synchronous
protocolsproceedin rounds,i.e.,messagesaresenton a clock “tick”, andarereceived
at the next “tick”. This may lead to slow protocolsin practice,as the durationof a
communicationroundmustaccountfor maximalmessagedelaysandmaximalshifts
amonglocal clocksof theservers.Moreover, asthesecurityof synchronousprotocols
relieson the timely delivery of messages,this approachis alsovulnerableto timing
attacks,whichareofteneasyto launch.



154

Cachinet. al [9] suggestto avoid theseissuesby implementingrefreshusingan
asynchronousprotocol. Suchprotocolsare message-driven, i.e., proceedas soonas
messagesarrive.This allows a server to terminatea refreshandproceedwith thenext
phaseassoonasit hasreceivedenoughinformation.Moreover, suchprotocolsdo not
rely on upperboundsonmessagedelaysor clock shifts,i.e., they areasfastasthenet-
work. Timing attackswill only slow down suchprotocols,but notaffect their security.

However, in a purely asynchronousnetwork servers would not have accessto a
commonclock for de®ningphases.Therefore,Cachinetal. [9] suggestto de®nephases
locally to everyserver in termsof a singletime signal,or clock tick, thatoccurslocally
for a serverandonly indicatesthestartof a phase.Theideais to modelsystemswhere
thetimesignalscomefrom alocalclock,sayeverydayat0:00UTC,andwherethelocal
clocksarelooselysynchronized,saythey agreeonwhichdayandhourit is. Hence,the
modelis partiallysynchronouswith longstretchesof asynchrony.Suchasettingimplies
an upperboundon the real time availableto an adversaryfor corruptingserversin a
certainphase,which justi®estheassumptionthatanadversarycorruptsonly t servers
in thesamelocalphase[6].

The formal modelof [9] doesnot furtherconstrainthesynchronizationof phases,
i.e., it leavesthe schedulingof phasesup to the adversary. This is to ensurethat the
securityof a protocoldoesnot rely on any synchrony assumptions,andhence,is not
affectedby timing attacks.

Network and Adversary. Weadoptthebasicsystemmodelfrom [9], which is param-
eterizedby a securityparameterk; a function � (k) is callednegligible if for all c > 0
thereexistsa k0 suchthat � (k) < 1

k c for all k > k0. Thenetwork consistsof n servers
P1; : : : ; Pn andan adversarywhich are all probabilisticinteractive Turing machines
(PITM) [10] thatrun in polynomialtime in k. Therandomtapeof aserver is initialized
at thebeginningof thecomputation,andweassumethattheserverscaneraseinforma-
tion. Thereis alsoan initialization algorithmrun by a trusteddealerbeforethesystem
starts.On input k; n; t, andfurther parameters,it generatesthestateinformationused
to initialize theservers.

Every server operatesin a sequenceof m(k) local phases, wherem(k) is a poly-
nomial. The phasesare de®nedwith respectto dedicatedinput actionsof the form
(in; clock tick), scheduledby the adversary. The local phaseof a server is de®nedas
thenumberof suchinput actionsit hasreceived.

Theserversareconnectedby a proactivesecure asynchronousnetworkthatallows
every pair of serversto communicateauthenticallyandprivatelywhenever they arein
the samelocal phase.The schedulingof the communicationis determinedby the ad-
versary. Formally, we modelsucha network as follows. Thereexists a global setof
messagesM , whoseelementsareidenti®edby a label (s; r; l ; � ) denotingthesender
s, the receiver r , the lengthl of the message,andthe phase� whenthe messagehas
beensent.The adversaryseesthe labelsof all messagesin M , but not their contents.
All communicationis driven by the adversary, andproceedsin stepsas follows. Ini-
tially, M is empty. At eachstep,theadversaryperformssomecomputation,choosesa
server Pi , andselectssomemessagem 2 M with label (s; i; l ; � ), wherePi mustbe
currentlyin localphase� . Themessagem is thenremovedfrom M , andPi is activated
with m on its communicationinput tape.Whenactivated,Pi readsthecontentsof its
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communicationinput tape,performssomecomputation,andgeneratesoneor morere-
sponsemessages,which it writesto its communicationoutputtape.Then,theresponse
messagesareaddedto M , andcontrol returnsto the adversary. This stepis repeated
arbitrarily often until the adversaryhalts.We view this sequenceof stepsas logical
time, andsometimesusethephrase“at a certainpoint in time” to refer to sucha step.
Suchproactive secureasynchronousnetworks canbe implementedbasedon a secure
co-processor[18], or on theassumptionthatthenetwork itself is authenticduringshort
periodsof time,allowing theexchangeof freshcommunicationkeys [19].

We assumean adaptivemobile fail-stop adversary. The adversarymay corrupta
server Pi at any point in time by activating it on a specialinput action.After suchan
event,shemayreadtheentireinternalstateof Pi , which includesits randomtapebut
not previously erasedinformation.Furthermore,shemay observe all messagesbeing
received, until sheleavesthe server. During sucha period of time, we call a server
corrupted; ateveryotherpoint in time,aserveris calledhonest. Theadversarymayalso
causea corruptedserver to stopexecutinga protocol.We call anadversaryt-limited if
for any phase� , shecorruptsat mostt serversthatarein a localphase� or � + 1.

Protocol executionand notation. In our model,protocolsareinvokedby theadver-
sary. Everyprotocolinstanceis identi®edby auniquestringID , whichis chosenby the
adversarywhenit invokestheinstance.For a protocolinstanceID , we modelthespe-
ci®c inputandoutputactionsof a server in termsof messagesof theform (ID ; in; : : : )
and(ID ; out; : : : ) thata server may receive andproduce,respectively. Messagesthat
serverssendto eachotherover thenetwork on behalfof aninstanceID have theform
(ID ; type; : : : ), wheretype is de®nedby theprotocol.We call a messageassociated
with a protocolinstanceID if it is of theform (ID ; : : : ).

Wedescribeaprotocolin termsof transitionrulesthatareexecutedin parallel.Such
a transitionrule consistsof a conditionon receivedmessagesandotherstatevariables,
andof asequenceof statementsto beexecutedin casetheconditionis satis®ed.Wede-
®neparallel executionof transitionrulesasfollows.Whena server is activatedandthe
conditionof oneor moretransitionrule is satis®ed,onesuchrule is chosenarbitrarily
andthe correspondingstatementsareexecuted.This is repeateduntil no morecondi-
tionsof transitionrulesaresatis®ed.Then,theactivationof theserver is terminated.

A protocolinstancemayalsoinvokeanotherprotocolinstanceby sendingit a suit-
ableinput actionandobtainits outputvia anoutputaction.We assumethatthereis an
appropriateserver-internalmechanismwhich createstheinstancefor thesub-protocol,
deliverstheinput message,andpassestheproducedoutputmessageto thecalling pro-
tocol.Furthermore,weassumethatuponterminationof aprotocolinstance,all internal
variablesassociatedwith this instanceareerased.

Ef�ciency Measuresand Termination. We de®nethemessage complexity of a pro-
tocol instanceasthenumberof all associatedmessagesproducedby honestservers.It
is a family of randomvariablesthatdependon theadversaryandon k. Similarly, the
communicationcomplexity of a protocolinstanceis de®nedasthebit lengthof all as-
sociatedmessages,andis alsoa family of suchrandomvariables.To de®nethelatency
(roundcomplexity) of a protocol,we follow the approachof [20], whereinformally
speakingthe latency of an executionis theabsolutedurationof theexecutiondivided
by a longestmessagedelayin this execution,whereboth timesareasmeasuredby an
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imaginaryexternalclock.Thelatency of a protocolis a latency of a worst-caseexecu-
tion. (For detailsseethefull versionof [20], page6.)

Thesequantitiesde®nea protocol statistic X , i.e., a family of real-valued,non-
negativerandomvariablesf X A (k)g, parameterizedby theadversaryA andthesecurity
parameterk, whereeachX A (k) is a randomvariableinducedby runningthe system
with A. Wecall aprotocolstatisticuniformlyboundedif thereexistsa®xedpolynomial
p(k) suchthatfor all adversariesA, theprobabilityPr[X A (k) > p(k)] is negligible.

As usual in asynchronousnetworks, we require livenessof a protocol, i.e., that
“somethinggood” eventually happens,only to the extent that the adversarydelivers
in everyphaseall associatedmessagesamongtheserversthatremainhonestduringthis
phase.As in [21], wede®neterminationasthecombinationof livenessandanef®ciency
condition,which requiresa protocolto have uniformly boundedmessagecomplexity,
i.e., thenumberof messagesproducedby theprotocolis independentof theadversary.

Cryptographic Assumptions. Our constructionsare basedon the assumptionthat
thereexistspseudo-randomfunctions[13] de®nedasfollows (sketch):Let Fk denote
thesetof functionsfrom f 0; 1gk ! f 0; 1gk , andlet e 2R Dom denotetheprocessof
choosinganelemente uniformly at randomfrom domainDom. Finally, let D f denote
theexecutionof an algorithmD whengivenoracleaccessto f , wheref is a random
variableoverF k . We saythatD with oracleaccessdistinguishesbetweentwo random
variables andg over F k with gaps(k), if j Pr[D  (1k ) = 1] � Pr[D g(1k ) = 1]j =
s(k). We saya randomvariable over F k is s(k)-pseudorandom,if no polynomial
time in k algorithmD with oracleaccessdistinguishes from g 2 R F k with gaps(k).

A functionfamily 	 k = f  l gl 2f 0;1gk (with  l 2 F k ) is calleds(k)-pseudorandom,
if therandomvariable l for l 2R f 0; 1gk is s(k)-pseudorandom.If s(k) is negligible,
thecollectionf 	 k gk2 N is calledpseudorandom.Weconsiderpseudorandomcollections
whichareef®cientlyconstructible,i.e.,thereexistsapolynomialtimealgorithmthaton
input l ; x 2 f 0; 1gk outputs l (x).

Pseudorandomfunction familiescanbe constructedfrom any pseudorandomgen-
erator[13], which in turn could be constructedfrom any one-way function [22]. Al-
ternatively, onecouldtrustandusemuchsimplerconstructionsbasedon AES or other
widely availablecryptographicfunctions.

In our protocolswe make usealsoof distributedpseudorandomfunctions(DPRF),
asintroducedby Naoret al. [23]. In a DPRFtheability to evaluatethefunctionis dis-
tributedamongtheservers,suchthatany authorizedsubsetof theserverscanevaluate
the function, while no unauthorizedsubsetgetsany information aboutthe function.
For example,in a thresholdDPRFtheauthorizationto theevaluationof the functions
is determinedby thecardinalityof thesubsetof theservers.In thesequel,we denote
by � k = f ' l gl 2f 0;1gk a family of ef®ciently constructibledistributedpseudorandom
functions.Moreover, we assumethat if � k denotesa DPRFwith threshold� , and if
every server holdsa polynomial� -out-n sharer i of a seedr (whereall r i 's arefrom
thesamedomainasr ) then' r (x) canbeef®ciently computedfrom any setof � values
' r i (x) for any positionx 2 f 0; 1gk . ThresholdDPRFswith thispropertyarealsocalled
non-interactive. Nielsen[24] showedhow to constructef®ciently suchnon-interactive
thresholdDPRFsbasedon thedecisionalDif®e-Hellmanassumption[25].
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3 TechnicalRoadmap

Hybrid Secret Sharing. A basic tool we needis a � -out-n hybrid secret sharing
scheme:it allowsa dealerto sharea secretvalueamongall otherservers,suchthatev-
eryserver receivesanadditiven-out-n shareof thesecret,aswell asa � -out-n backup
shareof everyotherserver'sadditiveshare(t + 1 � � � n). Moreover, it guaranteesto
terminatefor any server if thedealeris honest;otherwise,it eitherterminatesfor none
or for all honestservers.Detailsof ourschemearegivenin Section4.
ReconstructibleProactive Pseudorandomness(PPR). The key to our solutionsfor
proactive secretsharingandfor joint randomsecretsharingis a reconstructiblePPR
scheme.Suchaschemeprovidesateveryphase� to everyserverPi asecretvaluepr � ;i
which lookscompletelyrandomto theadversary. Furthermore,any setof n � t servers
mustbeableto reconstructthevaluepr � ;j of any otherserverPj without affectingthe
secrecy of therandomvaluepr � 0;j computedby this server in anotherphase� 0 6= � .

Our implementationassumesa trusteddealerthatprovidesin the®rst phaseevery
server Pi with a randomkey r i , andwith a (n � t)-out-n backupsharer j i of every
otherserver's key r j . The ideais to computepr � ;i as' r i (c), wheref ' l g is a DPRF
with threshold(n � t), andc is someconstant(pseudorandomnessandconstructibility
of pr � ;i thenfollows by thepropertiesof DPRFs).This approachrequirestheservers
to refreshin everyphasetheir keys r i (andsharesr 1i ; : : : ; rni ) suchthatthefreshkeys
of honestserversareunknown to theadversary. Thiscanbedoneasfollows.

In a ®rst step,Pi sharesthe pseudorandomvalue  r i (a) (wherea denotessome
public constant)amongall otherserversusinga (n � t)-out-n hybrid secretsharing
scheme,whereit derivesall randomchoicesusing its currentkey r i as a seedto a
pseudorandomfunction. It then computesits new key r 0

i as the sum of the additive
sharesprovidedby all thesehybridsecretsharingschemes(thenew sharesr 0

1i ; : : : ; r 0
ni

arecomputedasthesumof all providedbackupshares).To do this,Pi waitsuntil n � t
servershave completedtheir sharingschemeasa dealer;for every otherserver Pj , it
revealsthesharer j i . It cannow simplywait until eitherPj 'ssharingschemeterminates,
or until it receivesenoughsharesr j l from otherserversPl to reconstructr j andderive
themissingsharesthereof;sincea sharingschemeterminateseitherfor noneor for all
servers,oneof thetwo caseseventuallyhappens.

Noticethattheserversneednot agreeonwhetherto derivethemissingsharesfrom
thesharingschemes,or from thereconstructedkey r j , asbothwaysprovide thesame
values.Our protocol ensuresthat there is at leastone honestserver whosesharing
schemeis not reconstructed.Thisensuressecrecy of thenew keysr 0

i .

ProactiveSecret Sharing (PSS). Supposethatat thebeginningof thecomputation,a
trusteddealersharesa secrets amongtheservers.To preventa mobileadversaryfrom
learnings, the servershave to computefreshsharesof s whenever they entera new
phase.Thiscanbedoneusinga proactivesecretsharingscheme.

Our implementationfor PSSreliesonanunderlyingPPRscheme(initializedby the
dealer).Furthermore,it assumesthat the trusteddealerinitially providesevery server
with anadditiveshareof thesecrets, andwith a (t + 1)-out-n backupshareof every
otherserver'sadditiveshare.

In anepoch� , theserversrefreshtheir sharesof thesecretby ®rst re-sharingtheir
additiveshareof s usinga(t + 1)-out-n hybridsharingscheme;in thisstep,everyserver
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Pi derivesall its randomchoicesby usingthecurrentrandomvaluepr � ;i (providedby
thePPRscheme)asa seedto a pseudorandomfunction.

As in thePPRscheme,every server thencomputesits freshadditive shareof s as
thesumof theadditive sharesprovidedby all re-sharingprotocols(thebackupshares
arecomputedanalogously).It thereforewaitsfor n � t re-sharingschemesto terminate,
andreconstructsthe remainingschemesin public. This canbedoneby reconstructing
for every correspondingdealerPj the randomvaluepr � ;j aswell asPj 's currentad-
ditive shareof the secret.Reconstructingpr � ;j canbe doneusing the reconstruction
mechanismof the PPRscheme,whereasPj 's additive sharecanbe reconstructedby
revealingthecorrespondingbackupshares.

Joint Random Secret Sharing (JRSS). The goal of a JRSSprotocol is to provide
everyserverwith a (t + 1)-out-n shareof a randomvaluee unknown by theadversary.
It can be executedrepeatedlyduring the phases.Our implementationworks exactly
as the above protocol for refreshinga sharing,except for the following differences.
In an instancewith tag ID of protocolJRSS,a server Pi derivesits randomchoices
from the(pseudo)randomvalue' r i (ID ) (asopposedto pr � ;i = ' r i (c)), wherer i and
f ' l g is thecurrentkey of Pi andtheDPRF, respectively, usedby theunderlyingPPR
scheme.It thensharesa randomvalueei andproceedsasabove.If thesharingscheme
of aserverPj needsto bereconstructed,theserversreconstructonly thecorresponding
randomness' r j (ID ). Adding up all backupsharesprovided by the sharingschemes
yieldsthedesired(t + 1)-out-n shareof therandomvaluee = e1 + � � � + en .

Building Proactive Cryptosystems. Our protocolsfor PSSand for JRSSallow to
build proactiveversionsof alargeclassof discretelogarithm-basedcryptosystemswith-
out theuseof expensive agreementsub-protocols.The ideais to sharethe key of the
cryptosystemusingour PSSprotocol,andto accomplishthe cryptographicoperation
usinga distributedprotocol.Sucha protocolcanbe derived by combiningour JRSS
protocolwith known techniquesfrom thresholdcryptography. We illustratethis ideain
Section8, consideringSchnorr'ssignaturescheme[17] asexample.

4 Hybrid Secret Sharing

In this section,we describethesyntaxandsecuritypropertiesof our protocolfor hy-
brid secretsharing,HybridShare� , which will serve asa basictool in our subsequent
constructions.A descriptionandanalysisof theprotocolis givenin [1].

Intuitively, our hybrid secretsharingprotocolallows a dealerto sharea secrets
amongn servers in sucha way that every server Pi computesan additive sharesi

of the secret,anda � -out-n backup sharesj i of every other server's additive share,
wheret + 1 � � � n (the ideaof backingup additive sharesis inspiredby [26]).
Our speci®cationtreatsthe randomnessr usedby thedealerasan explicit parameter,
andrequiresthat theshareof every server is a deterministicfunctionof s andr . This
constructibilityof theshareswill beessentialfor our purposes.

Formally, oursharingprotocolHybridShare� hasthefollowing syntax.Let Fq bean
arbitrary®nite ®eld, denotingthedomainof secrets.Thereis a distinguishedserverPd
calledthedealerwhich activatesaninstanceID :d of HybridShare� uponreceiving an
input of theform (ID :d; in; share; s; r ), wheres 2 Fq andr 2 f 0; 1gk ; if this happens,
we alsosaythedealersharess overFq usingrandomnessr throughID :d. Everyother
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server activatesID :d uponreceiving a message(ID :d; in; share). A server terminates
ID :d whenit producesanoutputof theform (ID :d;out; shared; si ; s1i ; : : : ; sni ), where
si ; s1i ; : : : ; sni 2 Fq.

Our protocol HybridShare� has messagecomplexity of O(n2), communication
complexity of O(kn3) bits, androundcomplexity equalfour. Furthermore,for any t-
limited adversarywheret < n

3 , thefollowing holds:Whenevera dealersharesa secret
s overFq usingrandomnessr throughaninstanceID :d of HybridShare� , it holdsthat:

L IVENESS: If thedealeris honestthroughoutID :d, thenall honestserversterminate
ID :d, provided all serversactivate ID :d in the samephase� , and the adversary
deliversall messagesamongservershonestduringphase� .

AGREEMENT: If onehonestserver terminatesID :d, thenall honestserversterminate
ID :d, provided all serversactivate ID :d in the samephase� , and the adversary
deliversall messagesamongservershonestduringphase� .

CORRECTNESS: Thevaluess andr uniquelyde®nen polynomialsfj (x) 2 Fq[x] for
j 2 [1; n] of degree� , suchthat s =

P n
j =1 f j (0), andthe following holds: If a

serverPi outputssi ; s1i ; : : : ; sni , thenf i (0) = si andf j (i ) = sj i for j 2 [1; n].
PRIVACY: If thedealeris honestthroughoutID :d, ands andr areuniformlydistributed

in Fq andf 0; 1gk , respectively, thentheadversarycannotguesss with probability
signi®cantlybetterthan1=jFqj.

EFFICIENCY: Themessagecomplexity of ID :d is uniformly bounded.

5 AsynchronousReconstructibleProactivePseudorandomness

In this sectionwe give a de®nition for an asynchronousreconstructiblePPRscheme
along the lines of [12], and describeour implementation.The securityproof of the
schemeis containedin thefull versionof thepaper.

5.1 De�nition

Let l (k) bea ®xedpolynomial.An asynchronousreconstructibleproactivepseudoran-
domnessschemeconsistsof a probabilisticsetupalgorithm� , a proactive pseudoran-
domnessprotocol� , andareconstructionprotocol� . An instanceof suchaschemehas
anassociatedtagID andworksasfollows.

Thesetupalgorithm� producestheinitial stateinformationstate0;i andtheinitial
randomvaluepr 0;i of every server Pi . It is executedat the beginning of the compu-
tation by a trusteddealer. At the beginningof every phase� 2 [1; m(k)], the servers
executean instanceID jppr:� of � to computea freshpseudorandomvaluefor phase
� . The input actionfor server Pi carriesthestateinformationstate� � 1;i of theprevi-
ousphase,andhastheform (ID jppr:� ; in; state� � 1;i ). Theoutputactioncomprisesthe
pseudorandomvaluepr � ;i andthe updatedstateinformationstate� ;i . It hasthe form
(ID jppr:� ; out; pr � ;i ; state� ;i ). If Pi doesnot producean output in phase� (which
couldbethecaseif theserver wascorruptedandhaltedin thepreviousphase)thenits
inputstate� ;i to thesubsequentinstanceof � is theemptyinput ? .

In everyphase� 2 [1; m(k)], theserversmayexecuteaninstanceID jrecj :� of pro-
tocol � to reconstructthecurrentpseudorandomvalueof serverPj . Thecorresponding
inputandoutputactionshavetheform (ID jrecj :� ; in; state� ;i ), and(ID jrecj :� ; out; zi ),



160

respectively, wherestate� ;i denotesthecurrentstateinformationof Pi . Wesayaserver
reconstructsa valuezi for Pj , if it outputsa message(ID jrecj :� ; out; zi ).

As in [12], wede®nethesecurityrequirementswith respectto thefollowing on-line
attack: Theschemeis run in thepresenceof a t-limited adversaryfor m(k) phases.At
everyphase� , theadversarymayalsoinstructtheserversto reconstructthevaluepr � ;i
of anyserver. At a certainphasel (chosenadaptively by theadversary),theadversary
choosesanhonestserver Pj whosevaluepr � ;j is not reconstructedat thatphase.She
is then given a test valuev, and the executionof the schemeis resumedfor phases
l + 1; : : : ; m(k). (Ourde®nitionwill requirethattheadversaryis unableto saywhether
v is Pj 's outputatphasel , or a randomvalue.)

For aninstanceID of aPPRschemeandanadversaryA, let A(ID ; PR) denotethe
outputof A afteranon-lineattackon ID , whenv is indeedtheoutputof Pj ; similarly,
let A(ID ; R) denotethecorrespondingoutputwhenv is a randomvalue.

De�nition 1. Let � , � , and � be givenas above. We call (� ; � ; � ) a t-resilientasyn-
chronousreconstructibleproactivepseudorandomnessschemeif for everyinstanceID ,
andeveryt-limitedadversaryA thefollowingpropertieshold:

L IVENESS: EveryserverPi honestthroughouta phase� 2 [1; m(k)] terminatesin-
stanceID jppr:� in phase� , providedthat in everyphase� 0 2 [1; � ], theadversary
activateseach serverhonestthroughout� 0 on ID jppr:� 0, and delivers all associ-
atedmessagesamongservers honestduring phase� 0. Furthermore, if everysuch
serverPi subsequentlyactivatesID jrecj :� for somej 2 [1; n], it reconstructssome
valuezi for Pj , provided the adversary delivers all associatedmessagesamong
servers honestduring phase� .

CORRECTNESS: If a serverPj outputs(ID ; out; pr � ;j ; state� ;j ) in somephase� 2
[1; m(k)], andanotherserverPi reconstructszi for Pj in phase� , thenzi = pr � ;j .

PSEUDORANDOMNESS: j Pr[A(ID ; PR) = 1] � Pr[A(ID ; R) = 1]j is negligible.
EFFICIENCY: Themessagecomplexity of an instanceof � is uniformlybounded.

5.2 Implementation

Let � k = f ' i gi 2f 0;1gk denotea DPRFwith thresholdn � t, anda; b; c denotedis-
tinct arbitraryconstantsin thedomainof � k . For convenience,we view elementsfrom
f 0; 1gk aselementsfrom F2k (andconversely),accordingto some®xedbijective map
from f 0; 1gk to F2k . All computationsaredoneoverF2k .
The Setup Algorithm � ppr . The setupalgorithmprovidesto every server Pi a ran-
dom value r i 2 F2k , and a (t + 1)-out-n sharer j i 2 F2k of the randomvalue
of every other server. It thereforechoosesn randompolynomialsf i (x) 2 F2k [x]
of degreet for i 2 [1; n]. The initial stateinformation of a server Pi is de®nedas
state0;i , (f i (0); f 1(i ); : : : ; f n (i )) . The initial pseudorandomvalue is computedas
pr 0;i  ' f i (0) (c).
The Reconstruction Protocol � ppr. Let r i ; r1i ; : : : ; rni denotePi 's local input to an
instanceID jrecj :� of protocol� ppr. Reconstructingthe pseudorandomvaluepr � ;j of
server Pj is straightforward.Every server Pi computespr � ;j i  ' r j i (c), andsends
it to every otherserver. Using the reconstructionmechanismof � k , every server can
computepr � ;j uponreceiving n � t “shares”pr � ;j m from otherserversPm .
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The AsynchronousProactivePseudorandomnessProtocol � ppr . Let r i ; r1i ; : : : ; rni

denoteserver Pi 's local input state� � 1;i to instanceID jppr:� of � ppr . To refreshthis
sharing,andto computefreshpseudorandomvaluesf pr � ;i g, every server Pi executes
thefollowing transitionrulesin parallel.

SHARE: When Pi invokes the protocol with non-emptyinput, it sharesthe pseu-
dorandomvalue ' r i (a) over F2k using randomness' r i (b) throughan instance
ID jppr:� jshare:i of protocolHybridSharen � t .

SHARE-TERMINATION: WheneverPi terminatesasharingprotocolID jppr:� jshare:j ,
it storesthe correspondingoutput in the local variables �dj i ; �dj 1i ; : : : ; �dj ni . If the
(n � t)' th suchsharingprotocolhasterminatedandPi hasreceived non-empty
inputbefore,it sendsto all serversa revealmessagecontainingthevalues' r mi (a)
and' r mi (b) for serversPm whosesharingprotocoldid not terminateyet.

RECONSTRUCT: WheneverPi receivesn � t values' r mi (a); ' r mi (b) for aserverPm ,
it reconstructs' r m (a) and' r m (b) usingthe reconstructionmechanismof � k . It
then computesthe values �dmi , �dm 1i ; : : : ; �dmni as the i ' th sharewhen sharinga
secret' r m (a) usingrandomness' r m (b) accordingto protocolHybridSharen � t .

COMBINE: WhenPi hascomputedvalues �dj i ; �dj 1i ; : : : ; �dj ni for every j 2 [1; n], it
computesits local outputvaluespr � ;i andstate� ;i , (r 0

i ; r 0
1i ; : : : ; r 0

ni ) as r 0
i  P n

j =1
�dj i , r 0

mi  
P n

j =1
�dj mi for m 2 [1; n], andpr � ;i  ' r 0

i
(c).

The schemeguaranteespseudorandomnessbecausethe pseudorandomvalues' r h (a)
and ' r h (b) of at leastone honestserver remainhiddenfrom the adversary. This is
guaranteedbecauseall honestserverstogetherrevealatmost(n � t)t “shares”' r ij (a)
and ' r ij (b). But to reconstruct' r i (a) and ' r i (b) of all (n � t) honestservers,the
adversaryneedsat least(n � t)(n � 2t) � (n � t)( t + 1) suchshares,asthethreshold
of 	 k is (n � t).

Thereasonwhy theschemeavoidsanagreement(while preservingconstructibility)
is the following: if an honestserver Pi terminatesthe protocol ID jppr:� jshare:j and
computesthe tuple ( �dj i ; �dj 1i ; : : : ; �dj ni ), thenthis is thesametuple it would compute
by ®rst reconstructingthe randomnessrj of Pj from backupshares,and thenrepro-
ducing the computationsof Pj in the sharingprotocol ID jppr:� jshare:j . Hence,the
serversdonothaveto agreewhetherto computetheirshareof Pj 'ssharingprotocolby
theSHARE-TERMINATION or theRECONSTRUCT transitionrule, respectively, asboth
rulesprovidethesameshare.We provethefollowing theoremin [1].

Theorem1. (� ppr ; � ppr; � ppr) is a t-resilient asynchronousreconstructibleproactive
pseudorandomnessschemefor t < n=3. It hasa latencyof �ve rounds,usesO(n3)
messages,andhasa communicationcomplexity of O(kn4) bits.

6 Refreshinga Sharing

In thissectionwede®neanasynchronousPSSschemealongthelinesof [9], andsketch
our implementation.Thesecurityproofof theschemecanbefoundin [1].

6.1 De�nition

Let K denotethedomainof possiblesecrets,S denotethedomainof possibleshares,
andl(k) a®xedpolynomial.An asynchronousproactivesecretsharingschemeconsists
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of a setupalgorithm� , a proactive refreshprotocol� , anda reconstructionprotocol� .
An instanceof a PSShasa tagID andworksasfollows.

Thesetupalgorithmproducesfor eachserverPi theinitial stateinformationstate0;i

andtheinitial shares0;i 2 S of thesecret.It isexecutedatthebeginningof thecomputa-
tion by thetrusteddealer. At thebeginningof everyphase� 2 [1; m(k)] theserversexe-
cuteaninstanceID jref:� of protocol� to refreshtheold shares� � 1;i , andto updatethe
statestate� � 1;i . Thecorrespondinginputandoutputactionsof serverPi havetheform
(ID jref:� ; in; s� � 1;i ; state� � 1;i ) and(ID jref:� ; out; s� ;i ; state� ;i ), respectively, where
s� � 1;i andstate� � 1;i equal? in casePi did notproduceanoutputin phase� � 1.

In every phase� 2 [1; m(k)], the servers may executean instanceID jrec:� of
protocol� to reconstructthesecret.Theinput andoutputactionsfor serverPi havethe
form (ID jrec:� ; in; s� ;i ), and (ID jrec:� ; out; zi ), respectively, wheres� ;i denotesthe
currentshareascomputedby theinstanceID jref:� . We saythataserver reconstructsa
valuezi , whenit outputsa message(ID jrec:� ; out; zi ).

De�nition 2. Let � ; � ; and � be givenas above. We call (� ; � ; � ) a t-resilientasyn-
chronousproactivesecretsharingscheme, if for everyinstanceID , andeveryt-limited
adversarythefollowing propertieshold:

L IVENESS: EveryserverPi honestthroughouta phase� 2 [1; m(k)] terminatesin-
stanceID jref:� in phase� , providedthat in everyphase� 0 2 [1; � ], theadversary
activatesevery serverhonestthroughoutphase� 0 on ID jref:� 0, and delivers all
associatedmessagesamongservers honestduring phase� 0. Further, if everysuch
Pi subsequentlyactivatesID jrec:� , it reconstructssomevaluezi , providedthead-
versarydeliversall associatedmessagesamongservers honestduringphase� .

CORRECTNESS: After initialization, there existsa �xed values 2 K . Moreover, if an
honestserverreconstructsa valuezi , thenzi = s.

PRIVACY: Aslongasnohonestserveractivatesan instanceof � , theadversarycannot
guesss with probability signi�cantly betterthan1=jK j.

EFFICIENCY: Themessagecomplexity of � and� is uniformlybounded.

We stressthatthesecurityof thesharingdoesnot dependon thetimely deliveryof
messages.Evenif theadversaryfails to deliver themessageswithin prescribedphase,
theprivacy of thesharedsecretis notcompromised.

6.2 Implementation

Our implementationof thePSSschemeis a suitableexampleto illustratehow thePPR
schemeintroducedin theprevioussectioncanbeusedto avoid theneedfor agreement
even if it seemsto be inherentlynecessary. We thereforebrie�y recall the standard
solution[9] for PSSthat dependson agreement.Here,every server initially receives
a (t + 1)-out-n shareof the secret.To refreshtheshares,every server providesevery
otherserver with a (t + 1)-out-n sub-shareof its own share,usinga suitablesharing
scheme.Theserversthenagreeonasetof at leastt + 1serverswhosere-sharingscheme
terminatesfor all honestservers,andcomputethenew shareasthelinearcombination
of thereceivedsub-shares(with Lagrangecoef®cients).

Wefollow thesameapproach(seeSection3),but avoid agreementby reconstructing
the re-sharingschemesof the slowest(possiblycrashed)servers in public. However,
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this approachonly works if the publicly reconstructedsub-sharesareidentical to the
oneswhich there-sharingschemewould produce.Otherwise,theserverswould again
haveto agreeonwhichsub-sharesto reconstruct,andwhichto takefrom there-sharing
schemes.This is wherethePPRschemecomesin handy, asit allows to reconstructthe
randomchoicesmadeby a server whenit is re-sharingits share.Thetechnicaldetails
aregiven below. Let the domainof possiblesecretsbe a ®eld Fq whereq � 2k . All
computationsarein Fq or F2k , asis clearfrom thecontext.

The SetupAlgorithm � pss. Thesetupalgorithmprovideseveryserverwith anadditive
sharesi of a randomlychosensecret,andwith a (t + 1)-out-n sharesj i of everyother
server's additive share.It thereforechoosesn randompolynomialsf i (x) 2 Zq[x] of
degreet for i 2 [1; n] (thesecretis de®nedass =

P n
i =1 si ). Theinitial shareof server

Pi is de®nedass0;i , (si , s1i ; : : : ; sni ), wheresi = f i (0) andsj i = f j (i ).
Additionally, thesetupalgorithmprovidesevery server with the initial stateinfor-

mationneededto initialize aPPRscheme.It thereforerunsthesetupalgorithm� ppr, and
computestheinitial stateinformationstate0;i of serverPi asthetuple(stateppr

0;i ; pr 0;i )

The Reconstruction Protocol � pss. The reconstructionprotocol is straightforward.
Every server Pi sendsits input s� ;i , (si ; s1i ; : : : ; sni ) to every other server. Upon
receiving t+ 1 suchvaluestheserverinterpolatesall missingsharessj from thereceived
sub-sharessj i by Lagrangeinterpolation,andcomputesthesecretass =

P n
j =1 sj .

The Refresh Protocol � pss. Let (si ; s1i ; : : : ; sni ) and (stateppr
� � 1;i ; pr � � 1;i ) denote

server Pi 's local input s� � 1;i and state� � 1;i , respectively, to instanceID jref:� . To
computea freshshare(s0

i , s0
1i ; : : : ; s0

ni ) andupdatedstateinformation(stateppr
� ;i ; pr � ;i ),

everyserverPi executesthefollowing transitionrulesin parallel:

SHARE: WhenPi invokesthe protocol,it activatesan instanceID jppr:� of protocol
� ppr with inputstateppr

� � 1;i to compute(stateppr
� ;i ; pr � ;i ). Furthermore,if Pi received

non-emptyinput, it sharesits sharesi over Fq usingrandomnesspr � � 1;i through
aninstanceID jref:� jshare:i of protocolHybridSharet +1 .

SHARE-TERMINATION: Whenever Pi terminatesan instanceID jref:� jshare:j of a
sharingprotocol , it storesthe correspondingoutput in the local variables�ej i ,
�ej 1i ; : : : ; �ej ni . If for n � t serversPj thecorrespondingprotocolsID jref:� jshare:j
have terminated,it sendsthe indicesof all serverswhosesharingprotocoldid not
terminateyet to everyotherserver in a missingmessage.

REVEAL : If for someindex m, Pi receives(n � t) missingmessagesfrom otherservers
containingthis index andhasreceived non-emptyinput before,it sendsa reveal
messageto every otherserver containingthe backupsharesmi andthe index m.
Next, it activatesthe instanceID jrecm :� of protocol� ppr with input stateppr

� � 1;i to
reconstructtherandomnesspr � � 1;m of Pm .

RECONSTRUCT: Whenever Pi receives(t + 1) revealmessagesfor the sameindex
m and reconstructsthevaluepr � � 1;m for Pm , it computesthesharesm from the
receivedbackupsharesby Lagrangeinterpolation.It thencomputesthetuple(�emi ,
�em 1i ; : : : ; �emni ) asthei ' th sharewhensharingsm usingrandomnesspr � � 1;m .

COMBINE: WhenPi hascomputedvalues(�emi , �em 1i ; : : : ; �emni ) for all m 2 [1; n],
it computesthe new share(s0

i , s0
1i ; : : : ; s0

ni ) asfollows: s0
i  

P n
j =1 �ej i , s0

mi  
P n

j =1 �ej mi for m 2 [1; n].
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Noticethattheprotocolhasthesamemessage�o w asthepseudorandomnessprotocol
� ppr , exceptfor theadditionalmissingmessages.They ensurethesecrecy of thesharesh

of at leastonehonestserverPh , andareneededbecausetheserversholda(t + 1)-out-n
hybrid sharingof the secrets. We remarkthat for refreshinga (n � t)-out-n hybrid
sharing,theserverscouldomit waiting for t + 1 suchmessages,andcouldexecutethe
REVEAL rule directly at the endof the SHARE-TERMINATION rule. This would save
onecommunicationround.Theproofof thefollowing theoremcanbefoundin [1].

Theorem2. The tuple (� pss; � pss; � pss) is a t-resilientasynchronousproactivesecret
sharingschemefor t < n=3. Therefreshprotocol� pssusesO(n3) messages,haslatency
of six roundsandcommunicationcomplexity of O(kn4).

7 AsynchronousProactiveJoint RandomSecret Sharing

Thegoalof anasynchronousproactive joint randomsecretsharingschemeis to enable
theserversto repeatedlygenerate(t + 1)-out-n sharingsof randomvalues,suchthatthe
randomvaluesremainhiddenfrom theadversary. Dueto lackof space,weonly sketch
thede®nitionandimplementation.

De�nition. An asynchronousproactive joint randomsecretsharing(JRSS)scheme
consistsof a setupalgorithm� , a proactive updateprotocol � , a joint randomsecret
sharingprotocol
 , anda reconstructionprotocol� . An instanceof sucha schemehas
a tagID andworksasfollows.

At thebeginningof thecomputation,a trusteddealerexecutesthesetupalgorithm
� andprovidesevery serverwith its initial stateinformationstate0;i . At thebeginning
of every phase� 2 [1; m(k)], the serversexecuteprotocol � to updatethe statein-
formationf state� � 1;i g. During every phase� 2 [1; m(k)], theserverscanrepeatedly
executeprotocol
 to generatea sharingof a randomvaluezc in a domainK . Every
suchinstancehasa uniquetag ID jgenc. For every server Pi , it takesthecurrentstate
informationstate� ;i asinput, andproducesasoutputa sharesc;i of the randomvalue
zc. Thesesharesmayserve asinput to thereconstructionprotocol� with tag ID jrecc,
whichproducesfor everyserverPi avaluezc;i asoutput.

For a JRSSschemeto besecure,we requirethatwhenthe®rst servercompletesan
instanceID jgenc, thereis a ®xedvaluezc suchthatthefollowing holds:(Correctness)
If a server Pi terminatesID jrecc andoutputszc;i , thenzc;i = zc. Furthermore,(Pri-
vacy) aslong asnohonestserveractivatesID jrecc, theadversarycannotguesszc with
probabilitysigni®cantlybetterthan1=jK j.

Implementation. Our implementationbuilds on our PPRscheme(� ppr ; � ppr; � ppr).
Let � k = f ' i g denotethe DPRF family usedby the PPRscheme,a and b denote
two distinct constants,andH : f 0; 1g� ! f 0; 1gk denotea collision resistanthash
function(it is well-known how to constructsuchfunctionsfrom standardcomputational
assumptionssuchasthehardnessof thediscrete-logarithmproblem).

Thestateinformationf state� ;i g of our JRSSschemecomprisesonly thestatein-
formationof ourPPRscheme,i.e.,state� ;i , (r i ; r1i ; : : : ; rni ). Protocols� jrss and� jrss

for settingup andrefreshingthis state,respectively, consistonly of calling the proto-
cols� ppr and� ppr . Theprotocol
 jrss for generatingsharingsof randomvaluesin f 0; 1gk
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works asfollows. Given input state� ;i , (r i ; r1i ; : : : ; rni ) to an instanceID jgenc of

 jrss, everyserverPi performsthefollowing steps(all computationsaredonein F2k ).

SHARE: When Pi invokes the protocol with non-empty input, it shares
' r i (H (ID jgencja)) over F2k through an instanceof protocol HybridSharet +1
with tagID jgencjshare:i usingrandomness' r i (H (ID jgencjb)) .

SHARE-TERMINATION: Whenever Pi terminatesa sharingprotocolID jgencjshare:j ,
it storesthecorrespondingoutputin local variables�ej i , �ej 1i ; : : : ; �ej ni . Oncen � t
sharingprotocolshave terminatedandPi hasreceivednon-emptyinput before,it
sendsto all serversa revealmessagecontainingvalues' r mi (H (ID jgencja)) and
' r mi (H (ID jgencjb)) for serversPm whosesharingprotocoldid not terminateyet.

RECONSTRUCT: Uponreceivingn� t revealmessagesfor thesameindex m, Pi recon-
structsvalues' r m (H (ID jgencja)) and' r m (H (ID jgencjb)) (usingthe threshold
evaluationpropertyof � k ) andderivesthemissingsub-share�emi , �em 1i ; : : : ; �emni .

COMBINE: WhenPi hascomputedvalues(�emi , �em 1i ; : : : ; �emni ) for everym 2 [1; n],
it computessc;i , (si , s1i ; : : : ; sni ) as follows: si  

P n
j =1 �ej i , smi  

P n
j =1 �ej mi for m 2 [1; n].

The sharedsecretvalue zc is never reconstructedbut equals
P n

i =1 si . The protocol
hasa latency of ®ve rounds,a messagecomplexity of O(n3), anda communication
complexity of O(kn4) bits.

An instanceID jrecc of the reconstructionprotocol � jrss works as follows. Every
server i sendsits sharesc;i , (si ; s1i ; : : : ; sni ) Ð whichit receivesasinputÐ to every
otherserver. Uponreceiving t + 1 suchvalues,Pi derivesall valuessj from thereceived
sub-sharessj m by Lagrangeinterpolationandcomputesthesecretaszc =

P n
j =1 sj .

8 A Simple ProactiveSecure Signature Scheme
Our protocolsfor PSSandJRSScanbe usedto proactivize a large classof discrete-
logarithmbasedpublic-key cryptosystemsfor signingandencryption.In this section,
wesketchhow thiscanbedoneconsideringSchnorr'ssignatureschemeasanexample.

Let p denotea largeprime,andhgi denoteamultiplicativesubgroupof Z �
p of prime

orderq suchthatqjp� 1. In theregularcentralizedSchnorrsignaturescheme,thesecret
key x of thesigneris a randomelementfrom Zq, andthepublic key is y = gx . To sign
a messagem 2 f 0; 1g� , thesignerpicksa randomnumberr 2 Zq, andcomputesthe
signature(�; � ) as�  gr mod p and�  r + H(mjj � )x mod q. A signature(�; � )
onamessagem canthenbeveri®edby checkingthatg� = �y H (m jj � ) mod p.

In a proactive signaturescheme,thepower to signa messageis distributedamong
theserverssuchthatin everyepoch,only asetof at leastt + 1 serverscangeneratevalid
signatures,whereasany smallerset can neithercomputea signaturenor prevent the
overall systemfrom operatingcorrectly. For a formal treatmentof proactive signature
schemeswe referto [12].

ProactivizingSchnorr'ssignatureschemein theabovesensecanbedoneasfollows.
First, a trusteddealerchoosesthe valuesp;q; g; x asin thestandardSchnorrscheme,
and initializes a PSSschemewith a sharingof x. It also initializes a JRSSscheme,
andannouncesthepublic parametersp;q; g andy. To computea signature(�; � ) on a
messagem, everyserver i performsthefollowing steps:
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generate� = gr :
(1)UsetheunderlyingJRSSschemeto computea(t+ 1)-out-n sharer i of arandom
valuer 2 Zq.
(2) Revealthevalue� i = gr i mod p to all otherservers.
(3) Uponreceiving t + 1 values� j , compute� from thevalues� j by usingLagrange
interpolationin the exponent,i.e., �  

Q
i 2 Q � � j

j mod p. Here,Q denotesthe
indicesof thereceivedvalues� i , and� i theLagrangeinterpolationcoef®cient for
thesetQ andposition0.

generate� = r + H(mjj � )x:
(1) Reveal the value� i = r i + H(mjj � )x i mod q to all otherservers;here,x i

denotesserver i 's currentshareof x ascomputedby theunderlyingPSSscheme.
(2) Upon receiving t + 1 values� j , compute� by usingLagrangeinterpolation,
i.e., �  

P
j 2 S � j � j mod q. Here,S denotesthe indicesof the receivedvalues

� j , and� j theLagrangecoef®cientsfor thesetS andposition0.

Veri®cationof the computedsignaturecan be doneexactly as in the centralized
Schnorrscheme.Onecanshow thatthis proactivesignatureschemeis assecureasthe
centralizedSchnorrschemein the following sense:If thereexists a t-limited mobile
adversaryagainstthe proactive signatureschemethat canforgea signature(underan
adaptivelychosenmessageattack),thenthereexistsanadversaryagainstthecentralized
Schnorrschemethatcanforgesignatures(underanadaptively chosenmessageattack).

Proactivizing otherdiscrete-logarithmsignatureschemessuchasElGamal[15] or
DSS[16] canbe donein a similar way (to solve the inversionproblemthatoccursin
DSS,onecanusetheapproachof [27]).

9 Conclusionsand OpenProblems

In this paper, we have presentedthe ®rst asynchronousschemesfor proactive secret
sharingandproactive joint randomsecretsharingwith a boundedworst casecomplex-
ity. Moreover, our solutionsrun threetimesfaster(in termsof latency) thanthe best
known previoussolutions.

Thetechnicalnovelty of our schemesis thatthey do not rely on anagreementsub-
protocol.Thefactthatagreementcanbeavoidedis surprisingon its own, asall known
previoustechniquesfor implementingsuchschemesrequiretheserversto haveatsome
pointa commonview of whichservershavebeencrashed.

A naturalopenproblemis to enhanceour techniquesto toleratea Byzantineadver-
sary. Here,themaindif®culty lies in designinga veri�able versionof ourhybridsecret
sharingscheme.In sucha scheme,the dealermustbe committedto a randomvalue
(of the samesizeas the secret),suchthat every server canverify that the dealerhas
indeedcomputedthe sharesby usingthis randomvalueasa seedto a pseudorandom
function.In principle,this canbedoneusingthetechniqueof generalzero-knowledge
proofs[10]. We suggestit asan openresearchproblemto constructa pseudorandom
functiontogetherwith ef�cient zero-knowledgeproofsfor this task.
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