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Abstract. In this paper we presentef cient asynchronougrotocolsthat allow
to build proactie cryptosystemsecureagainsiamobilefail-stopadversary Such
systemglistributethepower of apublic-key cryptosystenamongasetof seners,
sothatthe securityandfunctionality of the overall systemis preseredagainsian
adwersarythatcrashesind/oreavesdropsevery sener repeatedlyandtransiently
but no morethana certainfraction of the senersat a given time. The building
blocksof proactie cryptosystems— to which we presennovel solutions— are
protocolsfor joint randomsecet sharingandfor proactivesecet sharing

The rst protocol provides every sener with a shareof a randomvalue unpre-
dictableby the adwersary andthe secondallows to changethe sharedrepresen-
tation of a secretvalue. Synchronousgprotocolsfor thesetasksare well-known,
but the standardmethodfor adaptingthemto the asynchronousnodelrequires
anasynchronouagreemensub-protocolOur solutionsaremoreef cient asthey
gowithoutsuchanagreemensub-protocolMoreover, they arethe rst solutions
for suchprotocolshaving a boundedworst-casecompleity, asopposedo only
aboundedhverage-casecompleity.

1 Intr oduction

Thresholdcryptographyaddresseshe task of distributing a cryptosystemamongn
seners suchthat the security and functionality of this distributed systemis guaran-
teedevenif anadwersarycorruptsup to t seners[2] (see[3] for a surey). Threshold
cryptosystemsarerealizedby sharingthe key of the underlyingcryptosystemamong
all senersusinga (t + 1)-outn sharingschemg4], andby accomplishinghe cryp-
tographictaskthrougha distributedprotocol.If this taskinvolvesthe choiceof secret
randomvalues thenthe distribution of the taskinvolvesso-calledjoint randomsecet
sharing(JRSS)[5], which allow the senersto jointly generata (t + 1)-outn sharing
of arandomvalueunpredictabldy theadwersary

Proactive cryptosystemsise thresholdcryptosystemsas the basis,but drastically
reducethe assumptiorconcerningailures[6] (see[7] for a suney). They operaten a
sequencef time periodscalledphasesndtoleratea mobileadvessary, which corrupts
thesenerstransientlyandrepeatedlyandis only restrictedo corruptat mostt seners
during every phase Technically proactive cryptosystemsrethresholdcryptosystems

? Thefull versionof this paperis availableasanIBM TechnicalReport[1]
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thatchangeherepresentatioof the sharedsecretkey from onephaseo anothemusing
proactivesecet sharing(PSS)[8], sothatthe representationareindependentthe old
representatiohasto beerased

The key to ef®cient proactvization of mary public key cryptosystemsor signing
and encryptionlies in ef®cient solutionsfor JRSSand for PSS.In the synchronous
network modelwith broadcasthannelssuchsolutionsexist [5, 8]. Althoughsuchsyn-
chrory assumptionarejusti®edin principle by the existenceof clock synchronization
andbroadcasprotocols,this approachmay leadto ratherexpensie solutionsin prac-
tice, for examplewhen deployed in wide-areadistributed systemswith only loosely
synchronizealocks.Furthermoresuchsystemsarevulnerableto timing attacks.

Thesessuescanbeeliminatedby consideringanasynchronousetwork in the ®rst
place However, thestandardpproacho building asynchronouprotocolsfor JRSSand
PSSrequiresanasynchronouagreemensub-protocolwhich substantiallycontributes
to the overall compleity of suchsolutions;seefor example[9].

Contributions. In this paper we provide the ®rst solutionsfor asynchronougRSS
andfor asynchronou®SS which do not rely on anagreemensub-protocol Avoiding
agreementesultsin two main advantagesOn one hand,we are able to boundthe
worst-casecompleity of our protocols.For previous protocols,onecould only bound
theiraverage casecompleity; suchprotocolsthereforecould(atleasttheoreticallyyun
forever. Onthe otherhand,our protocolshave a worst-casdateng of only six rounds,
whereaghebestknown previoussolutionof Cachinetal. [9] hasanexpectedateng of
17 rounds(this comparisorntakesinto accounthat[9] canbe optimizedin our model).

Our protocolstoleratea fail-stop adwersarywho may adaptiely and repeatedly
eavesdropandcrashup tot senersin every two subsequenphaseswheret < n=3.
We stressthat assuminga fail-stopadwersary(asopposedo a fully Byzantineadver-
sary)doesnot make the problemof avoiding agreementrivial: themainreasorwhy the
standardsolutionsfor asynchronoudRSSandPSSrequireagreements the factthata
crashedsenercannotbedistinguishedrom aslow sener, andthis problemalsooccurs
for afail-stopadwersaryNotethatin principleour protocolscanbeextendedo tolerate
Byzantineadwersarieswithout affecting the resilienceof t < n=3, usingknown tech-
niquesfor asynchronouseri®ablesecretsharing[9] andzero-knavledgeproofs[10].
Furthermoreasshavnin [11, Chapter7], our protocolsremainsecureevenunderarbi-
trary composition.

The costof our approachs a highercommunicatiorcompleity. Speci®cally if k
is the securityparametenf the system,our protocolstransmita total of O(kn*) bits
acrosghe network usingO(n®) messagesyhereashe (optimized)solutionof Cachin
etal.[9] transmitsonly O(kn?®) bitsusingalsoO(n®) messagesdowever, in apractical
setting thisadditionaloverheads of little concerrasthesizeof n is typically verysmall
relativeto k (e.g.10vs. 1024).

Technically thekey to our solutionsis a novel proactivepseudoandomneséPPR)
schemg12], with an additionalpropertythatwe call constructibility Sucha scheme
providesat every phaseto every sener P; arandomvaluepr; which remainshidden
from the adwersary Additionally, it enablesthe honestsenersto jointly reconstruct
ary suchvaluepr;. We thenbuild our JRSSand PSSschemesuchthata sener P;
derivesall its randomchoicesdromits valuepr; by usingit asaseedo apseudorandom
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function[13]. Thisallowsthehonestenersto reproduceghestepsof a(possibly)faulty
senerin public, insteadof agreeingon a setof suchsenersandthenexcludingthem
from the computation(asit is doneby previouswork).

RelatedWork. As mentionedoreviously, Cachinetal. [9] implementedasynchronous
proactive protocolsusingan agreemensubprotocoblsa building block, which results
in arelatively high roundcomplexity. Zhou[14] proposedo build proactive cryptosys-
temson awealer notionof PSS which canbeimplementedvithoutagreementn this
wealer PSSprotocol, every sener computesn every phasea list of candidateshares
suchthatoneof thesecandidatess the freshshareof the secretZhou shows that this
suf®cesto implementa proactive versionof RSA signaturesexploiting the fact that
RSA sighaturesreuniquein the sensehatfor ary public key andany messagethere
existsonly onesignatureon the givenmessage®alid underthegivenpublic key. Unfor-
tunately theapproactof Zhou[14] cannotbe appliedto proactvize discrete-logarithm
signatureschemesuchasElGamal[15] or DSS[16], astheseschemesrenot unique
in theabore senseTheonly knowntechniqueor proactvizing thesesignatureschemes
areprotocolsfor JRSSandfor PSSin thesensave introducedhembefore.

Organization. In the next sectionwe introduceour systemmodel,andrecallthe def-

initions of cryptographicoolswe usein the proposedsolutions.In Section3 we give

an overview of our constructionsSection4 presentsan ef®cient secretsharingpro-
tocol, which will be usefulin our constructionsin Section5 we presentour solution
for anasynchronougroactive pseudorandomnesshemeln Sections6 and7, we de-
scribeour solutionsto asynchronouproactive secresharingandto asynchronougpint

randomsecretsharing,respectiely. In Section8 we sketchhow theseprotocolscan
be usedto proactvize public-key signatureschemesconsideringSchnorrs signature
schemd17] asanexample.Finally, in Section9 we concludethe paper

2 AsynchronousProactive SystemModel

Motivation. Proactve cryptosystemsre thresholdcryptosystemghat operatein a
sequencef phasesAt the beginning of every phasethe senersrefreshthe sharesof
the underlyingthresholdsystemsuchthat the new sharesare independentf the old
shareqexceptfor thefactthatthey de®nethe samesecret) This preventsanadwersary
from learningthesharedkey, assuminghatshecorruptsno morethant senersin every
phase Suchanassumptiortanbejusti®edif every phasdastssomelimited amountof
real time, the ideabeingthat it takesthe adwersarya certainamountof real time to
corruptasener, andthatcorruptionsaretransientj.e., do not lastforever[6].

Thisideamapsontoasynchronousetwork in astraightforvardway: onecande®ne
phasesvith respecto acommonclockaccessibléo every senerandimplementrefresh
usinga synchronougprotocol[8]. The dravbackof this approachs that synchronous
protocolsproceedn rounds,i.e., messagearesenton a clock “tick”, andarereceved
at the next “tick”. This may leadto slow protocolsin practice,asthe durationof a
communicatiorround mustaccountfor maximal messagalelaysand maximal shifts
amonglocal clocksof the seners.Moreover, asthe securityof synchronougprotocols
relieson the timely delivery of messageshis approachis also vulnerableto timing
attackswhich areofteneasyto launch.
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Cachinet. al [9] suggesto avoid theseissuesby implementingrefreshusing an
asynchronougprotocol. Such protocolsare message-dven, i.e., proceedas soonas
messagearrive. This allows a sener to terminatea refreshand proceedwith the next
phaseassoonasit hasreceved enoughinformation.Moreover, suchprotocolsdo not
rely on upperboundson messagelelaysor clock shifts,i.e., they areasfastasthe net-
work. Timing attackswill only slow down suchprotocols but notaffect their security

However, in a purely asynchronousietwork senerswould not have accesso a
commonclock for de®ningphasesThereforeCachinetal. [9] suggesto de®nephases
locally to every senerin termsof a singletime signal,or clodk tick, thatoccurslocally
for asenerandonly indicateshe startof a phase Theideais to modelsystemsvhere
thetime signalscomefrom alocal clock,sayeverydayat0:00UTC, andwherethelocal
clocksarelooselysynchronizedsaythey agreeon which dayandhourit is. Hence the
modelis partially synchronousvith long stretche®f asynchrog. Suchasettingimplies
an upperboundon the real time availableto an adwersaryfor corruptingsenersin a
certainphasewhich justi®esthe assumptiorthat an adversarycorruptsonly t seners
in the samedocal phas€6].

Theformal modelof [9] doesnot further constrainthe synchronizatiorof phases,
i.e., it leavesthe schedulingof phasesup to the adwersary This is to ensurethat the
securityof a protocoldoesnot rely on ary synchroly assumptionsandhence,is not
affectedby timing attacks.

Network and Adversary. We adoptthe basicsystemmodelfrom [9], whichis param-
eterizedby a securityparametek; a function (k) is callednegligible if for allc > 0
thereexistsa kg suchthat (k) < klc for all k > kg. Thenetwork consistof n seners

(PITM) [10] thatrunin polynomialtimein k. Therandomtapeof aseneris initialized
atthebeginningof the computationandwe assumehatthe senerscaneraseinforma-
tion. Thereis alsoaninitialization algorithmrun by a trusteddealerbeforethe system
starts.Oninput k; n; t, andfurther parametersit generateshe stateinformationused
to initialize the seners.

Every sener operatesn a sequence®f m(k) local phaseswherem(k) is a poly-
nomial. The phasesare de®nedwith respectto dedicatedinput actionsof the form
(in; clock_tick), scheduledy the adwersary The local phaseof a sener is de®nedas
thenumberof suchinputactionsit hasreceved.

The senersareconnectedy a proactivesecue asyntironousnetworkthatallows
every pair of senersto communicatewuthenticallyand privatelywhenever they arein
the samelocal phase The schedulingof the communicatioris determinedoy the ad-
versary Formally, we modelsucha network asfollows. Thereexists a global set of
messageM , whoseelementsareidenti®edby a label (s;r;1; ) denotingthe sender
s, thereceverr, thelengthl of the messageandthe phase whenthe messagdas
beensent.The adwersaryseeshe labelsof all messaged M , but not their contents.
All communicatioris driven by the adwersary and proceedsn stepsas follows. Ini-
tially, M is empty At eachstep,the adwersaryperformssomecomputationchooses
sener P;, andselectssomemessagen 2 M with label(s;i; I; ), whereP; mustbe
currentlyin local phase . Themessagen is thenremaovedfrom M , andP; is activated
with m on its communicatiorinput tape.Whenactivated,P; readsthe contentsof its
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communicatiorinput tape,performssomecomputationandgeneratesneor morere-

sponsamessagesyvhichit writesto its communicatioroutputtape.Then,theresponse
messagesareaddedto M , and control returnsto the adwersary This stepis repeated
arbitrarily often until the adwersaryhalts. We view this sequencef stepsaslogical

time, andsometimesisethe phrasé‘at a certainpointin time” to referto sucha step.

Suchproactie secureasynchronousetworks canbe implementedasedon a secure
co-processofl8], or ontheassumptionthatthe network itself is authentiaduringshort

periodsof time, allowing the exchangeof freshcommunicatiorkeys[19].

We assumean adaptivemobile fail-stop adwersary The adwersarymay corrupta
sener P; atary pointin time by activating it on a specialinput action.After suchan
event,shemay readthe entireinternalstateof P;, which includesits randomtapebut
not previously erasednformation. Furthermore shemay obsere all messagebeing
receved, until sheleavesthe sener. During sucha period of time, we call a sener
corrupted ateveryotherpointin time,aseneris calledhonestTheadwersarymayalso
causea corruptedsener to stopexecutinga protocol.We call anadwersaryt-limited if
for any phase , shecorruptsat mostt senersthatarein alocalphase or + 1.

Protocol executionand notation. In our model,protocolsareinvoked by the adver
sary Every protocolinstances identi®edby auniquestringID , whichis choserby the
adwersarywhenit invokesthe instanceFor a protocolinstancelD , we modelthe spe-
ci®c inputandoutputactionsof a senerin termsof messagesf theform (ID ;in;:::)
and(ID ;out;:::) thata sener may receve andproduce respectiely. Messageshat
senerssendto eachotherover the network on behalfof aninstanceD have theform
(1D ;type;:::), wheretype is de®nedby the protocol.We call a messageassociated
with a protocolinstanceD if it is of theform (ID ;:::).

We describeaprotocolin termsof transitionrulesthatareexecutedn parallel.Such
atransitionrule consistsf a conditionon receved messageandotherstatevariables,
andof asequencef statement$o beexecutedn casetheconditionis satis®edWe de-
®ne parallel executionof transitionrulesasfollows. Whena sener is activatedandthe
conditionof oneor moretransitionrule is satis®edpnesuchrule is choserarbitrarily
andthe correspondingtatementare executed.This is repeatediuntil no more condi-
tionsof transitionrulesaresatis®ed Then,the activationof the seneris terminated.

A protocolinstancanay alsoinvoke anotherprotocolinstanceby sendingt a suit-
ableinput actionandobtainits outputvia an outputaction.We assumehatthereis an
appropriatesenerinternalmechanisnwhich creategheinstancefor the sub-protocol,
deliverstheinput messageandpasseshe producedutputmessageo the calling pro-
tocol. Furthermorewe assumehatuponterminationof a protocolinstanceall internal
variablesassociateavith thisinstanceareerased.

Ef ciency Measuresand Termination. We de®nethe messge compl«ity of a pro-
tocol instanceasthe numberof all associateadnessageproducedby honestseners. It
is a family of randomvariablesthat dependon the adwersaryandon k. Similarly, the
communicatiorcompleity of a protocolinstanceis de®nedasthe bit lengthof all as-
sociatednessagesndis alsoa family of suchrandomvariablesTo de®nethelatency
(round compleity) of a protocol, we follow the approachof [20], whereinformally
speakingthe lateng of an executionis the absolutedurationof the executiondivided
by alongestmessagelelayin this execution,wherebothtimesareasmeasuredy an
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imaginaryexternalclock. Thelateng of a protocolis alateng of aworst-casexecu-
tion. (For detailsseethefull versionof [20], page6.)

Thesequantitiesde®nea protocol statistic X , i.e., a family of real-valued,non-
negativerandomvariabled X a (k)g, parameterizetly theadwersaryA andthesecurity
parametek, whereeachX a (k) is arandomvariableinducedby runningthe system
with A. We call aprotocolstatisticuniformlyboundedf thereexistsa®xedpolynomial
p(k) suchthatfor all adwersariesA, the probability Pr[X a (k) > p(k)] is negligible.

As usualin asynchronousietworks, we requirelivenessof a protocol, i.e., that
“somethinggood” eventually happenspnly to the extent that the adwersarydelivers
in every phaseall associatednessageamongthe senersthatremainhonesduringthis
phaseAsin [21], we de®neterminationasthecombinatiorof livenesandanef®ciencgy
condition, which requiresa protocolto have uniformly boundedmessageompleity,
i.e.,thenumberof messageproducedy the protocolis independentf theadwersary

Cryptographic Assumptions. Our constructionsare basedon the assumptiorthat
thereexists pseudo-randorfunctions[13] de®nedasfollows (sketch):Let F, denote
the setof functionsfrom f0; 1g¢ !  f0; 1g¥, andlet e 2g Dom denotethe procesf
choosinganelemente uniformly atrandomfrom domainDom. Finally, letDf denote
the executionof analgorithmD whengiven oracleaccesdo f , wheref is arandom
variableover F . We saythatD with oracleaccesglistinguishedetweertwo random
variables andg over Fy with gaps(k), if jPr[D (1%) = 1] Pr[D9(1%) = 1] =
s(k). We saya randomvariable over Fg is s(k)-pseudorandomif no polynomial
timein k algorithmD with oracleaccesslistinguishes fromg 2r Fy with gaps(k).

A functionfamily ¢ = f g5 0,1« (With | 2 Fy) is calleds(k)-pseudoandom
if therandomvariable | for| 2 f0; 19X is s(k)-pseudorandonif s(k) is negligible,
thecollectionf gk2n is calledpseudorandonWe considepseudorandoroollections
which areef®ciently constructiblej.e., thereexistsa polynomialtime algorithmthaton
inputl; x 2 f0; 1g¥ outputs |(x).

Pseudorandorfunction familiescanbe constructedrom ary pseudorandorgen-
erator[13], which in turn could be constructedrom ary one-way function [22]. Al-
ternatively, onecouldtrustandusemuchsimplerconstructiondasedon AES or other
widely availablecryptographidunctions.

In our protocolswe make usealsoof distributed pseudorandorfunctions(DPRF),
asintroducedby Naoretal. [23]. In a DPRFtheability to evaluatethe functionis dis-
tributedamongthe seners,suchthatary authorizedsubsebf the senerscanevaluate
the function, while no unauthorizedsubsetgetsary information aboutthe function.
For example,in a thresholdDPRFthe authorizatiorto the evaluationof the functions
is determinedby the cardinality of the subsetof the seners.In the sequelwe denote
by « = f' 102 0.1« afamily of ef®ciently constructibledistributed pseudorandom
functions.Moreover, we assumehatif | denotesa DPRF with threshold , andif
every sener holdsa polynomial -outn sharer; of aseedr (whereall r;'s arefrom
thesamedomainasr) then' , (x) canbeef®ciently computedrom ary setof values
' 1, (x) for ary positionx 2 f 0; 1g*. ThresholdDPRFswith this propertyarealsocalled
non-interactive Nielsen[24] shaved haw to constructef®ciently suchnon-interactie
thresholdDPRFsbasedn thedecisionaDif®e-Hellmanassumptior25].
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3 TechnicalRoadmap

Hybrid Secret Sharing. A basictool we needis a -outn hybrid secet sharing
schemeit allows a dealerto sharea secretvalueamongall otherseners,suchthatev-
ery senerreceizesanadditiven-out-n shareof thesecretaswell asa -outn backup
shareof every othersener'sadditive sharg(t + 1 n). Moreover, it guaranteeto
terminatefor ary sener if the dealeris honestotherwise|t eitherterminatesor none
or for all honestseners.Detailsof our schemearegivenin Sectiord.

Reconstructible Proactive Pseudorandomnesg$PPR). The key to our solutionsfor
proactive secretsharingandfor joint randomsecretsharingis a reconstructiblePPR
schemeSuchaschemeprovidesateveryphase to everysenerP; asecrevaluepr
whichlookscompletelyrandomto the adversary Furthermoreary setof n  t seners
mustbeableto reconstructhevaluepr ; of ary othersener P; withoutaffectingthe
secrey of therandomvaluepr o; computedy this senerin anothephase o6

Ourimplementatiorassumes trusteddealerthat providesin the ®rst phaseevery
sener P; with a randomkey r;, andwith a (n  t)-outn backupsharer;; of every
othersener'skey rj. Theideais to computepr ,; as' ; (c), wheref' g is a DPRF
with thresholdn t), andc is someconstan{pseudorandomnessidconstructibility
of pr ; thenfollows by the propertiesof DPRFs).This approactrequiresthe seners
to refreshin every phaseheirkeysr; (andsharesy;;:::;rn ) suchthatthefreshkeys
of honestsenersareunknown to theadwersary This canbe doneasfollows.

In a®rst step,R shareghe pseudorandomalue , (a) (wherea denotessome
public constantlamongall othersenersusinga (n  t)-outn hybrid secretsharing
schemewhereit derivesall randomchoicesusingits currentkey r; asa seedto a
pseudorandonfunction. It then computesits new key r?° asthe sumof the additive

arecomputedasthe sumof all providedbackupshares)To dothis, P; waitsuntiln  t
senershave completedtheir sharingschemeasa dealer;for every othersener P;, it
revealsthesharerj; . It cannow simplywait until eitherP; 'ssharingschemeerminates,
or until it recevesenoughshares; from othersenersP; to reconstruct; andderive
the missingshareghereof;sincea sharingschemeerminatesitherfor noneor for all
seners,oneof thetwo casesventuallyhappens.

Noticethatthe senersneednot agreeon whetherto derive the missingsharedrom
the sharingschemesor from the reconstructedkey r; , asbothwaysprovide the same
values.Our protocol ensureshat thereis at leastone honestsener whosesharing
schemds not reconstructedT his ensuresecrey of thenew keysr{.

Proactive Secret Sharing (PSS). Supposéhatat the beginningof thecomputationa
trusteddealersharesa secrets amongthe seners.To preventa mobile adwersaryfrom
learnings, the senershave to computefreshsharesof s whenever they entera new
phaseThis canbedoneusinga proactive secretsharingscheme.

Ourimplementatiorfor PSSrelieson anunderlyingPPRschemdinitialized by the
dealer).Furthermorejt assumeshatthe trusteddealerinitially providesevery sener
with anadditiveshareof the secrets, andwith a (t + 1)-out-n badkup shareof every
othersener'sadditive share.

In anepoch , the senersrefreshtheir sharef the secretby ®rst re-sharingheir
additiveshareof s usinga(t + 1)-out-n hybrid sharingschemein this step,everysener
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P derivesall its randomchoicesby usingthe currentrandomvaluepr ; (providedby
the PPRschemepsa seedo a pseudorandorfunction.

As in the PPRschemegvery sener thencomputests freshadditive shareof s as
the sumof the additive sharegrovided by all re-sharingprotocols(the backupshares
arecomputedanalogously)lt thereforewaitsfor n  t re-sharingschemeso terminate,
andreconstructshe remainingschemesn public. This canbe doneby reconstructing
for every correspondinglealerP; therandomvaluepr ; aswell asP;'s currentad-
ditive shareof the secret.Reconstructingr ; canbe doneusingthe reconstruction
mechanisnof the PPRschemewhereasP; 's additive sharecanbe reconstructedby
revealingthe correspondindpackupshares.

Joint Random Secret Sharing (JRSS). The goal of a JRSSprotocolis to provide

everysenerwith a(t + 1)-out-n shareof arandomvaluee unknavn by theadwersary

It can be executedrepeatedlyduring the phasesOur implementationworks exactly

asthe above protocolfor refreshinga sharing,exceptfor the following differences.
In aninstancewith tagID of protocol JRSS,a sener P; derivesits randomchoices
from the (pseudo)randomalue’ , (ID ) (asopposedo pr ; = ' (c)), wherer; and

f' g isthecurrentkey of P; andthe DPREF respectiely, usedby the underlyingPPR

schemelt thensharesaarandomvaluee; andproceedssabove. If thesharingscheme
of asenerP; needgo bereconstructedhesenersreconstrucbnly thecorresponding
randomness , (ID ). Adding up all backupsharesprovided by the sharingschemes
yieldsthedesired(t + 1)-out-n shareof therandomvaluee= e; + + €,.

Building Proactive Cryptosystems. Our protocolsfor PSSand for JRSSallow to
build proactiveversionof alargeclassof discretdogarithm-basedryptosystemsvith-
out the useof expensve agreemensub-protocolsThe ideais to sharethe key of the
cryptosystenusingour PSSprotocol,andto accomplishthe cryptographicoperation
using a distributed protocol. Sucha protocol can be derived by combiningour JRSS
protocolwith known technique$rom thresholdcryptographyWe illustratethisideain
Section8, consideringSchnorrs signatureschemg17] asexample.

4 Hybrid Secet Sharing

In this section,we describethe syntaxand securitypropertiesof our protocolfor hy-
brid secretsharing,HybridShae , which will sene asa basictool in our subsequent
constructionsA descriptionandanalysisof the protocolis givenin [1].

Intuitively, our hybrid secretsharingprotocol allows a dealerto sharea secrets
amongn senersin sucha way that every sener P; computesan additive shares;
of the secret,anda -out-n badkup shares;; of every othersener's additive share,
wheret + 1 n (the ideaof backingup additive sharesis inspiredby [26]).
Our speci®catiortreatsthe randomness usedby the dealerasan explicit parameter
andrequiresthatthe shareof every seneris a deterministicfunction of s andr. This
constructibilityof theshareswill beessentiafor our purposes.

Formally, our sharingprotocolHybridShae hasthefollowing syntax.Let Fq bean
arbitrary®nite ®eld, denotingthe domainof secretsThereis a distinguishedsenerB
calledthedealerwhich activatesaninstanceD :d of HybridShae uponreceving an
input of theform (ID :d;in; shae; s;r), wheres 2 Fq andr 2 f0; 1g¥; if this happens,
we alsosaythe dealershaess over Fy usingrandomness throughlD :d. Every other
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sener activateslID :d uponreceving a messag€lD :d;in; shae). A sener terminates

Our protocol HybridShae has messagecompleity of O(n?), communication
compleity of O(kn?) bits, androundcomplexity equalfour. Furthermorefor ary t-
limited adversarywheret < %, thefollowing holds:Whenever a dealersharesa secret
s over Fq usingrandomness throughaninstancdD :d of HybridShae , it holdsthat:

LIVENESS: If the dealeris honestthroughoutiD :d, thenall honestsenersterminate
ID :d, provided all senersactivateID :d in the samephase , andthe adwersary
deliversall messageamongsenershonestduringphase .

AGREEMENT: If onehonestsenerterminatedD :d, thenall honestsenersterminate
ID :d, provided all senersactivateID :d in the samephase , andthe adwersary
deliversall messageamongsenershonestduringphase .

CORRECTNESS: Thevaluess andr uniqu@yde@nen polynomialsf (x) 2 Fq[x] for
j 2 [1;n] of degree , suchthats = 1-“:1 f; (0), andthe following holds:If a

PrIVACY: If thedealeris honesthroughoutD :d, ands andr areuniformly distributed
in Fq andf O; 1g¥, respectiely, thenthe adwersarycannotguesss with probability
signi®cantlybetterthan1=jR;j.

EFFICIENCY: Themessageompleity of ID :d is uniformly bounded.

5 AsynchronousReconstructible Proactive Pseudorandomness

In this sectionwe give a de®nition for an asynchronouseconstructiblePPRscheme
alongthe lines of [12], and describeour implementation.The security proof of the
schemas containedn thefull versionof the paper

5.1 De nition

Letl(k) bea®xedpolynomial.An asyntironousreconstructiblgroactivepseudoan-
domnesschemeconsistsof a probabilisticsetupalgorithm , a proactive pseudoran-
domnesgprotocol , andareconstructiormprotocol . An instanceof suchascheméhas
anassociatedagID andworksasfollows.

Thesetupalgorithm producesheinitial stateinformationstatey; andtheinitial
randomvaluepr; of every sener P;. It is executedat the beginning of the compu-
tation by a trusteddealer At the beginning of every phase 2 [1; m(Kk)], the seners
executeaninstancelD jppr: of to computea freshpseudorandomaluefor phase

. Theinput actionfor sener P; carriesthe stateinformationstate 1. of the previ-
ousphaseandhastheform (ID jppr: ;in;state 1.). Theoutputactioncompriseshe
pseudorandomaluepr ,; andthe updatedstateinformationstate ;. It hasthe form
(ID jppr: ;out;pr ;;state ;). If P; doesnot producean outputin phase (which
couldbethe casef the senerwascorruptedandhaltedin the previous phaseXhenits
inputstate ; tothesubsequerhstanceof istheemptyinput?.

In everyphase 2 [1; m(k)], thesenersmayexecuteaninstanceD jreG: of pro-
tocol toreconstructhecurrentpseudorandondalueof sener P; . The corresponding
inputandoutputactionshavetheform (D jreqg : ;in; state ;; ), and(D jreg: ;out; z),
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respectiely, wherestate ; denoteghe currentstateinformationof P;. We sayasener
reconstructs valuez; for P;, if it outputsamessagéglD jreg : ;out; z;).

Asin [12], we de®nethesecurityrequirementsvith respecto thefollowing on-line
attad: Theschemas runin the presencef at-limited adversaryfor m(k) phasesAt
everyphase , theadwersarymayalsoinstructthe senersto reconstructhevaluepr
of anysener. At a certainphasd (chosenadaptiely by the adwersary) the adwersary
choosesan honestsener P; whosevaluepr ; is notreconstructedt thatphase She
is then given a testvaluev, andthe executionof the schemes resumedfor phases

v is P; 's outputat phasd, or arandomvalue.)

ForaninstancdD of aPPRschemendanadwersaryA, let A(ID ; PR) denotethe
outputof A afteranon-lineattackon ID , whenv is indeedthe outputof P; ; similarly,
let A(ID ; R) denotethe correspondingutputwhenv is arandomvalue.

De nition 1. Let , ,and begivenasabove Wecall ( ; ; ) at-resilientasyn-
chronougeconstructiblgroactive pseudorandomnesshemef for everyinstancelD ,
andeveryt-limited advesaryA thefollowing propertieshold:

LIVENESS: EveryserverP; honestthroughouta phase 2 [1; m(k)] terminatesin-
stancelD jppr: in phase , providedthatin everyphase °2 [1; ], theadvesary
activatesead serverhonestthroughout °on ID jppr: ©, and delivers all associ-
atedmessgesamongserves honestduring phase ° Furthermoe, if every sud
serverP; subsequentlgctivatedD jreg: forsomg 2 [1;n], it reconstructsome
valuez; for P, providedthe advesary delivers all associatednessges among
serves honestduring phase .

CORRECTNESS: If a serverP; outputs(ID ;out; pr ;;state ;) in somephase 2
[1; m(k)], andanotherserverP; reconstructg; for P; in phase , thenz; = pr

PSEUDORANDOMNESS: jPr[A(ID;PR) = 1] Pr[A(ID;R) = 1] is nagligible.

EFFICIENCY: Themessge compleity of aninstanceof is uniformlybounded.

i

5.2 Implementation

Let x = f'iQiy .19« denotea DPRFwith thresholdn t, anda;b;c denotedis-
tinct arbitraryconstantsn thedomainof . For corveniencewe view elementgrom
f0; 1g¢ aselementdrom F,« (andconversely),accordingto some®xed bijective map
from f 0; 1g¥ to F,«. All computationsiredoneover Fox .

The Setup Algorithm . The setupalgorithm providesto every sener P; aran-
domvaluer; 2 Fux, anda (t + 1)-outn sharerj; 2 F, of the randomvalue
of every other sener. It thereforechoosesn randompolynomialsf;(x) 2 Fx[X]
of degreet for i 2 [1;n]. Theinitial stateinformationof a sener P; is de®nedas

stateg; , (fi(0);f1(i);:::;fn(i)). Theinitial pseudorandomalueis computedas
Pro; " o(c).
The Reconstruction Protocol pp. Letri;rq;:::;rn denoteP;'s local inputto an

instancelD jreg :  of protocol . Reconstructinghe pseudorandomaluepr  of
sener P; is straightforvard. Every sener P; computespr "1, (c), andsends
it to every othersener. Using the reconstructiormechanisnof |, every sener can

computepr ,; uponrecevingn t “shares™pr ., from othersenersPp, .



denotesener P;'s local input state  1;; to instancelD jppr:  of . To refreshthis
sharing,andto computefreshpseudorandomaaluesf pr . g, every sener P; executes
thefollowing transitionrulesin parallel.

SHARE: When P; invokes the protocol with non-emptyinput, it sharesthe pseu-
dorandomvalue' (, (a) over F,« usingrandomness , (b) throughan instance
ID jppr: jshaei of protocolHybridShae, .

SHARE-TERMINATION: WheneerP; terminates sharingprotocollD jppr: jshae)j,

(n  t)'th suchsharingprotocol hasterminatedand P; hasreceved non-empty
inputbefore,it sendgo all senersarevealmessageontainingthevalues' ; , (a)
and' ;, (b) for senersP,, whosesharingprotocoldid not terminateyet.
RECONSTRUCT: WheneverP; receiresn tvalues  , (a);' r,, (b) forasenerPy,
it reconstructs ;_, (a) and' ;, (b) usingthe reconstructiormechanisnof . It

gomputesits localputputvaluespr ; andstate ; (r%r%;::r%) asr?
o Giia Ty (s dim form 2 [1;n],andpr ;" o(C).

The schemeguaranteepseudorandomnesgecausehe pseudorandomalues' ;, (a)
and' , (b) of at leastone honestsener remainhiddenfrom the adversary This is
guaranteetbecausall honestsenerstogetherevealatmost(n  t)t “shares™ ;, (a)
and' ;; (b). But to reconstruct ,(a) and’ ,(b) of all (n t) honestseners,the
adwersaryneedsatleast(n t)(n 2t) (n t)(t+ 1) suchsharesasthethreshold
of gis(n t).

Thereasorwhy the schemewvoidsanagreemenfwhile preservingconstructibility)
is the following: if an honestsener P; terminateghe protocol ID jppr: jshae;j and

by ®rst reconstructinghe randomnessg of P; from backupsharesandthenrepro-
ducing the computationsof P; in the sharingprotocol ID jppr: jshae:j. Hence,the
senersdo nothaveto agreewhetherto computetheir shareof P; 's sharingprotocolby
the SHARE-TERMINATION or the RECONSTRUCT transitionrule, respectiely, asboth
rulesprovide the sameshare We prove thefollowing theoremin [1].

Theorem1. ( ppr; ppr; ppr) IS @ t-resilient asyndironousreconstructibleproactive
pseudoandomnessdemefor t < n=3. It hasa latencyof ve rounds,usesO(n?)
messges,andhasa communicatiorcompleity of O(kn?) bits.

6 Refreshinga Sharing

In this sectionwe de®neanasynchronouPSSschemaealongthelinesof [9], andsketch
ourimplementationThe securityproof of the schemecanbefoundin [1].

6.1 De nition

Let K denotethe domainof possiblesecretsS denotethe domainof possibleshares,
andl (k) a®xedpolynomial.An asyn&ironousproactivesecetsharingschemeconsists
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of asetupalgorithm , a proactve refreshprotocol , andareconstructiorprotocol .
An instanceof aPSShasataglD andworksasfollows.

Thesetupalgorithmproducedgor eachsenerP; theinitial stateinformationstatey;;
andtheinitial sharesy;; 2 S of thesecretlt is executedatthebeginningof thecomputa-
tion by thetrusteddealer At thebeginningof everyphase 2 [1; m(k)] thesenersexe-
cuteaninstancdD jref: of protocol torefreshtheoldshares ., andto updatehe
statestate 1. Thecorrespondingnputandoutputactionsof sener P; havetheform
(IDjref: ;in;s q4;state 1i) and(ID jref: ;out;s ;;state i), respectiely, where
s 1 andstate 1 equal? in caseP; did notproduceanoutputin phase 1.

In every phase 2 [1;m(k)], the seners may executean instancelD jrec  of
protocol toreconstructhesecretTheinputandoutputactionsfor senerP; havethe
form (IDjrec ;in;s ), and(ID jrec ;out;z), respectiely, wheres ,; denotesthe
currentshareascomputedy theinstancdD jref: . We saythata senerreconstructs
valuez;, whenit outputsamessagé¢ID jrec ;out; z).

De nition 2. Let ; ;and begivenasabove Wecall ( ; ; ) at-resilientasyn-
chronousproactive secretsharingschemeif for everyinstancelD , andeveryt-limited
advesarythefollowing propertieshold:

LIVENESS: EveryserverP; honestthroughouta phase 2 [1; m(k)] terminatesin-
stancelD jref: in phase , providedthatin everyphase °2 [1; ], theadvesary
activatesevery serverhonestthroughoutphase ° on ID jref: 9, and delivers all
associatednessgesamongserves honestduring phase °. Further, if everysud
P; subsequentlgctivatedD jrec , it reconstructsomevaluez;, providedthe ad-
versarydelivers all associatednessgesamongserves honestduring phase .

CORRECTNESS: Afterinitialization, there existsa xed values 2 K. Moreover, if an
honestserverreconstructsa valuez;, thenz; = s.

PRrRIVACY: Aslongasnohonesserveractivatesaninstanceof ,theadvesarycannot
guesss with probability signi cantly betterthan1=K j.

EFFICIENCY: Themessge compleity of and is uniformlybounded.

We stresghatthe securityof the sharingdoesnot dependon thetimely delivery of
messages£venif the adwersaryfails to deliver the messagewithin prescribechase,
the privagy of the sharedsecretis notcompromised.

6.2 Implementation

Ourimplementatiorof the PSSschemes a suitableexampleto illustratehow the PPR
schemeantroducedn the previoussectioncanbe usedto avoid the needfor agreement
evenif it seemsto be inherentlynecessaryWe thereforebrie y recall the standard
solution[9] for PSSthat dependon agreementHere, every sener initially receves
a (t + 1)-outn shareof the secret.To refreshthe sharesgvery sener providesevery
othersener with a (t + 1)-outn sub-sharef its own share,usinga suitablesharing
schemeThesenersthenagreeonasetof atleastt + 1 senerswhosere-sharingscheme
terminatedor all honestseners,andcomputethe new shareasthelinearcombination
of therecevedsub-shareéwith Lagrangecoef®cients).

Wefollow thesameapproach{seeSection3), but avoid agreemeniy reconstructing
the re-sharingscheme®f the slowest (possiblycrashed)senersin public. However,
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this approachonly worksif the publicly reconstructedub-sharesreidentical to the
oneswhich there-sharingschemewould produce Otherwise the senerswould again
have to agreeonwhich sub-shareto reconstructandwhich to take from there-sharing
schemesThisis wherethe PPRschemecomesin handy asit allows to reconstructhe
randomchoicesmadeby a senerwhenit is re-sharingts share. The technicaldetails
aregiven below. Let the domainof possiblesecretsbe a ®eld R, whereq 2. All
computationsrein Fq or F, asis clearfrom the context.

The SetupAlgorithm  pss. Thesetupalgorithmprovidesevery senerwith anadditive
shares; of arandomlychosersecretandwith a(t + 1)-outn shares;; of every other
sener's additive share.It thereforechooses rar]gompolynom|alsf (x) 2 Zg[x] of
degreet fori 2 [1;n] (thesecretis de®nedass = _; ;). Theinitial shareof sener
P; isde®nedass; , (Si,Sii;:::;sni), wheres; = f;(0) andsj; = f;(i).
Additionally, the setupalgorithm providesevery sener with the|n|t|al stateinfor-
mationneededo initialize aPPRschemelt thereforerunsthesetupalgorithm -, and
computesheinitial stateinformationstateo; of senerP; asthetuple (stateff ; pr;)

The Reconstruction Protocol ,ss. The reconstructiorprotocolis straightforward.
Every sener P; sendsits inputs i , (Si;Sii;:::;Sni) to every othersener. Upon
recevingt+ 1 suchvalueshesenerinterpolatesill missingshares; frorq;;hereceved
sub-shares;; by Lagrangenterpolationandcomputeghesecretass = =1 Si-

The Refresh Protocol pss. Let (si;syi;:ii;sni) and(state™ . ;;pr ;) denote
sener P's local inputs 1, andstate 1., respectiely, to instancelD jref: . To
computeafreshshare(s, s9;;:::; s5; ) andupdatedstateinformation(state™; pr ),
every senerP; executeghefollowing transitionrulesin parallel:

SHARE: WhenP; invokesthe protocol,it activatesaninstancelD jppr: of protocol

ppr With inputstate”™ | ; to compute(state™; pr ;). Furthermoreif P; receied

non-emptyinput, it sharests shares; over Fq usingrandomnesgr ,; through
aninstancdD jref: jshae:i of protocolHybridShae,,, .

SHARE-TERMINATION: Wheneer P; terminatesan instancelD jref: jshae;j of a
sharingprotocol , it storesthe correspondingoutputin the local variablese;;,
€1i;:::;6ni.lf forn tsenersP; thecorrespondingrotocolsiD jref: jshaej
have terminatedjt sendsthe indicesof all senerswhosesharingprotocoldid not
terminateyetto every othersenerin amissingmessage.

ReVEAL: If forsomeindex m, P; receves(n t) missingmessageom otherseners
containingthis index and hasreceved non-emptyinput before,it sendsa reveal
messagéeo every othersener containingthe backupshares,,; andtheindex m.
Next, it activatestheinstancelD jrec: of protocol py With input state™  ; to
reconstructherandomnespr ;. of Pp,.

RECONSTRUCT: Whenever P; receves(t + 1) revealmessage$or the sameindex
m andreconstructshevaluepr ., for Pp, it computeghe sharesy, from the
recevedbackupsharesy Lagrangdnterpolation.t thencomputeghetuple(em; ,

€m1i;:::;€mni ) asthei'th sharewhensharingsy, usingrandomnespr .., .
CoMBINE: WhenP; hascomputedvalues(emI v €m1i; it €mni ) fgr alm 2 [1 nJ,
E,computesthe new share(s?, s9;;:::;s% ) asfollows: s? (=1 8y S

j=1 &mi form 2 [1; n].
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Notice thatthe protocolhasthe samemessageo w asthe pseudorandomnegsotocol
ppr» €xceptfor theadditionalmissingmessaged.hey ensurghesecrey of thesharesy,
of atleastonehonestsener Py, andareneededecaus¢hesenersholda(t + 1)-outn
hybrid sharingof the secrets. We remarkthat for refreshinga (n  t)-outn hybrid
sharing the senerscould omit waiting for t + 1 suchmessagesndcould executethe
REVEAL rule directly at the end of the SHARE-TERMINATION rule. This would save
onecommunicatiormround.The proof of thefollowing theoremcanbefoundin [1].

Theorem2. Thetuple ( psss pss pss) IS @ t-resilientasyndironousproactive secet
sharingschemefor t < n=3. Therefreshprotocol pssusesO(n®) messges,haslatency
of six roundsand communicatiorcompleity of O(kn*).

7 AsynchronousProactive Joint Random Secret Sharing

Thegoalof anasynchronouproactive joint randomsecretsharingschemes to enable
thesenersto repeatediygeneratgt + 1)-out-n sharingof randonvalues suchthatthe
randomvaluesremainhiddenfrom the adwersary Dueto lack of spacewe only sketch
thede®nitionandimplementation.

De nition. An asynchronougproactve joint randomsecretsharing(JRSS)scheme
consistsof a setupalgorithm , a proactive updateprotocol , ajoint randomsecret
sharingprotocol , andareconstructiorprotocol . An instanceof sucha scheméhas
ataglD andworksasfollows.

At the beginning of the computationa trusteddealerexecuteshe setupalgorithm

andprovidesevery senerwith its initial stateinformationstateg; . At the beginning
of every phase 2 [1;m(k)], the senersexecuteprotocol to updatethe statein-
formationf state 1. 9. During every phase 2 [1; m(k)], the senerscanrepeatedly
executeprotocol to generatea sharingof a randomvaluez; in adomainK . Every
suchinstancehasa uniquetag ID jgen.. For every sener P;, it takesthe currentstate
informationstate . asinput, andproducesasoutputa shares.; of therandomvalue
Z.. Thesesharegmay sene asinput to thereconstructiomprotocol with tagID jrec,
which producedor every sener P; avaluez; asoutput.

For a JRSSschemdo be securewe requirethatwhenthe ®rst sener completesan
instancdD jgen,, thereis a ®xedvaluez suchthatthefollowing holds: (Correctness)
If asenerP; terminatedD jrec; andoutputsz:i, thenz;; = z.. Furthermore(Pri-
vagy) aslong asno honestsener activatesID jrec;, theadwersarycannotguessz, with
probability signi®cantlybetterthan 15K j.

Implementation. Our implementationbuilds on our PPRscheme( ppr; ppri ppr)-

Let ¢ = f' ;g denotethe DPRFfamily usedby the PPRschemea andb denote
two distinct constantsandH : f0;1g ! f0;1g¢ denotea collision resistanthash
function(it is well-known how to construcsuchfunctionsfrom standarccomputational
assumptionsuchasthe hardnes®f thediscrete-logarithnproblem).

The stateinformationf state . g of our JRSSschemecompriseonly the statein-

for settingup andrefreshingthis state,respectiely, consistonly of calling the proto-
cols por and ppr. Theprotocol jss for generatingharingsof randonmvaluesin f 0; 1g*



165

works asfollows. Giveninputstate .; , (ri;ra;:::;rni) to aninstancelD jgen, of
irss, every sener P; performsthefollowing steps(all computationsiredonein Fa).

SHARE: When P; invokes the protocol with non-empty input, it shares
", (H(ID jgenja)) over Fx through an instanceof protocol HybridShae,
with tagD jgenjshae:i usingrandomness, (H (1D jgen,jb)).

SHARE-TERMINATION: Wheneer P; terminatesa sharingprotocollD jgenjshaej,
it storesthe correspondingutputin local variablesgji, g1i;:::;€ni . Oncen t
sharingprotocolshave terminatedand P; hasreceved non-emptyinput before,it
sendgsto all senersa revealmessageontainingvalues' ., (H(ID jgenja)) and
" 1w (H(ID jgenjb)) for senersPy, whosesharingprotocoldid notterminateyet.

RECONSTRUCT: Uponrecevingn t revealmessagef®r thesameandex m, P; recon-
structsvalues' ;, (H(ID jgenja)) and' ;, (H(ID jgen,jb)) (usingthe threshold

evaluationpropertyof ) andderivesthe missingsub-shar@m; , €n1i;:::;€mni
ComBINE: WhenP; hascomputed/alues(emi , €m1i;:::; emni ) fgy everym 2 [1;n],
E, computesszi , (Si, Sii;:::;Sni) as follows: s j”:l €, Smi

j”:l gmi form 2 [1;n].

) P
The sharedsecretvalue z; is never reconstructedut equals i”:l sj. The protocol

hasa lateny of ®ve rounds,a messageompleity of O(n?), anda communication
compleity of O(kn?) bits.
An instancelD jrec. of the reconstructiorprotocol jss works as follows. Every

othersener. Uponreceivingt+ 1 suchvaluesP; derivesall valuess; from tlberecei/ed
sub-shares;n, by Lagrangdnterpolationandcomputeshesecreiasz; = j”:l Sj.

8 A Simple Proactive Secue Signature Scheme

Our protocolsfor PSSand JRSScanbe usedto proactvize a large classof discrete-
logarithmbasedpublic-key cryptosystemdor signingandencryption.In this section,
we sketchhow this canbe doneconsideringSchnorrs signatureschemeasanexample.

Let p denotealargeprime,andhgi denoteamultiplicative subgroupf Z , of prime
ordergsuchthatgip 1. IntheregularcentralizedSchnorrsignatureschemethesecret
key x of thesigneris arandomelementrom Z, andthepublickey isy = g*. To sign
amessagen 2 f0;1g , thesignerpicksarandomnumberr 2 Z,, andcomputeshe
signaturg ; ) as g" mod pand r+ H(mjj )x mod g. A signaturg( ; )
onamessagen canthenbeveri®edby checkingthatg = y H(™i ) mod p.

In a proactive sighatureschemethe power to signa messagés distributedamong
thesenerssuchthatin everyepochonly asetof atleastt + 1 senerscangeneratevalid
signatureswhereasary smallersetcan neithercomputea signaturenor prevent the
overall systemfrom operatingcorrectly For a formal treatmenibf proactve signature
schemesvereferto [12].

Proactvizing Schnorrssignatureschemen theabove senseanbedoneasfollows.
First, a trusteddealerchooseshe valuesp; g; g; X asin the standardSchnorrscheme,
and initializes a PSSschemewith a sharingof x. It alsoinitializes a JRSSscheme,
andannounceshe public parameterg; g; g andy. To computea signaturg(; ) ona
messagen, every seneri performsthefollowing steps:
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generate = ¢":
(1) UsetheunderlyingJRSSscheméo computea(t+ 1)-out-n sharer; of arandom
valuer 2 Z,.
(2) Revealthevalue ; = ¢'" mod pto all otherseners.
(3) Uponrecevingt+ 1 values j ,compube fromthevalues ; by usingLagrange
interpolationin the exponent,i.e., i20 j mod p. Here,Q denoteshe
indicesof therecevedvalues ;, and ; the Lagrangeinterpolationcoef®cientfor
thesetQ andpositionO.

generate = r + H(mjj )x:
(1) Revealthevalue ; = ri + H(mjj )Xj mod g to all otherseners;here,x;
denotesseneri's currentshareof x ascomputedy the underlyingPSSscheme.
(2) Upongeceving t + 1 values j, compute by usingLagrangeinterpolation,
ie., j2s i i Mmod g. Here,S denotegheindicesof therecevedvalues

j,and ; thelLagrangecoef®cientsfor thesetS andpositionO.

Veri®cation of the computedsignaturecan be done exactly asin the centralized
SchnorrschemeOnecanshow thatthis proactive signatureschemes assecureasthe
centralizedSchnorrschemen the following senself thereexists a t-limited mobile
adwersaryagainstthe proactve signatureschemethat canforge a signature(underan
adaptvely chosermessagattack) thenthereexistsanadwersaryagainsthecentralized
Schnorrschemehatcanforgesignaturegunderanadaptvely chosermessagattack).

Proactvizing otherdiscrete-logarithnsignatureschemesuchasElGamal[15] or
DSS[16] canbedonein a similar way (to solve the inversionproblemthat occursin
DSS,onecanusetheapproactof [27]).

9 Conclusionsand OpenProblems

In this paper we have presentedhe ®rst asynchronouschemedor proactive secret
sharingandproactie joint randomsecretharingwith a boundedwvorst casecomple-
ity. Moreover, our solutionsrun threetimesfaster(in termsof lateng) thanthe best
known previoussolutions.

Thetechnicalnovelty of our schemess thatthey do notrely on anagreemensub-
protocol. Thefactthatagreementanbe avoidedis surprisingon its own, asall known
previoustechniquegor implementingsuchschemesequirethesenersto have atsome
pointacommonview of which senershave beencrashed.

A naturalopenproblemis to enhanceur techniguedo toleratea Byzantineadwer-
sary Here,themaindif®culty liesin designinga veri able versionof our hybrid secret
sharingschemeln sucha schemethe dealermustbe committedto a randomvalue
(of the samesize asthe secret),suchthat every sener canverify thatthe dealerhas
indeedcomputedhe sharesby usingthis randomvalueasa seedto a pseudorandom
function.In principle,this canbe doneusingthetechniqueof generakzero-knavliedge
proofs[10]. We suggesit asan openresearctproblemto constructa pseudorandom
functiontogethemwith ef cient zero-knavledgeproofsfor this task.
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