Priv acy in Non-Priv ate Environmen ts?

Markus Blesef??, Andreas Jakoby?, Maciej LiskiewicZ???, and Bodo
Manthey?Y

1 Institut fur Theoretische Informatik, ETH Zwrich, Switzerland
mblaeser@inf.ethz.ch
2 |nstitut fer Theoretische Informatik, Universitat zu Lubedk, Germany
jakoby/liskiewi/manthey@tcs.  uni-l uebeck.d e

Abstract. We study private computations in information-theoretical

settings on networks that are not 2-connected. Non-2-connectednetworks
are \non-priv ate" in the sensethat most functions cannot privately be
computed on them. We relax the notion of privacy by intro ducing lossy
private protocols, which generalize private protocols. We measure the
information ead player gains during the computation. Good proto cols
should minimize the amount of information they lose to the players.
Throughout this work, privacy always means 1-privacy, i.e. players are
not allowed to sharetheir knowledge. Furthermore, the playersare honest
but curious, thus they never deviate from the given protocol.

By use of randomnessby the protocol the communication strings a cer-
tain player can obsere on a particular input determine a probabilit y
distribution. We de ne the lossof a protocol to a player asthe logarithm

of the number of dierent probability distributions the player can ob-
sene. For optimal protocols, this is justied by the following result: For
a particular content of any player's random tape, the distributions the
player obseres have pairwise delit y zero. Thus the player can easily
distinguish the distributions.

The simplest non-2-connected networks consists of two blocks that share
one bridge node. We prove that on such networks, communication com-
plexity and the loss of a private protocol are closely related: Up to con-
stant factors, they are the same.

Then we study 1-phaseproto cols, an analogue of 1-round communication
protocols. In such a protocol eac bridge node may communicate with
ead block only once. We investigate in which order a bridge node should
communicate with the blocks to minimize the lossof information. In par-
ticular, for symmetric functions it is optimal to sort the componerts by
increasing size. Then we design a 1-phase protocol that for symmetric
functions simultaneously minimizes the loss at all nodes where the min-
imum is taken over all 1-phase protocols.

Finally, we prove a phase hierarchy. For any k there is a function such
that every (k 1)-phase protocol for this function has an information

lossthat is exponertially greater than that of the best k-phase proto col.
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1 Intro duction

Consider a set of players, eath knowing an individual secret.They want to com-
pute somefunction depending on their secrets.But after the computation, no
player should know anything about the other secretsexceptfor what he is able
to deducefrom his own secretand the function value. This is the aim of pri-
vate computation (also called secure multi-party computation). To compute the
function, the players can send messagedo ead other using securelinks.

An example for sudh a computation is the \secret voting problem": The
members of a committee wish to decide whether the majority votes for yesor
no. But after the vote nobody should know anything about the opinions of the
other members, not even about the exact number of yesand no votes, exceptfor
whether the majority voted for yesor no.

If no group of at most t players can infer anything about the input bits that
cannot be inferred from the function value and their own input bits, we speak
of t-privacy.

Any Boolean function can privately (in the following we identify privately
with 1-privately) be computedon any 2-connectednetwork. Unfortunately, there
are many Boolean functions, even simple oneslike parity or disjunction, that
cannot privately be computed if the underlying network is not 2-connected[5].

However, many real-world networks are not 2-connectedand private compu-
tation is not possible.If the playersin the network have to compute something
but do not trust ead other, there is a natural interest of the playersin privacy.
What can we do? We relax the notion of privacy: One cannot require that any
player learnsonly what heis able to deducefrom his own secretand the function
value. Instead we require that any player learns as little as possible about the
secretsof the other players (in an information-theoretical sense)while it is still
possibleto compute the function.

Bridge nodesare important when consideringnon-2-connectednetworks. For
all non-bridge players we can guarantee that they do not learn anything except
for what they can deducefrom their own bit and the function value. Thus, the
bridge players are the only playersthat are able to learn something more. The
questionis now, how much the bridge playersneedto learn suc that the function
canbe computed. The simplestsetting is a network of two blocks with onebridge
node in common. (A block is a maximal 2-connectedsubnetwork.) This reminds
one of communication complexity with a man in the middle: Alice (one block)
and Bob (another block) want to compute a function depending on their in-
put while preverting Eve (the bridge node) from learning anything about their
input. Unfortunately, Eve listens to the only communication channel between
Alice and Bob. In terms of communication complexity, this problem had been
examined by Modiano and Ephremedis[13,14] and Orlitsky and EI Gamal [17]
under cryptographic security. In cortrast, we deal with information-theoretical
security, i.e. the computational power of the playersis unrestricted. Furthermore,
we are not interested in minimizing communication but in minimizing the infor-
mation learned by any player. It turns out that there is a closerelation between
communication and privacy, at leastin this special case.
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1.1 Previous Results

Private computation was introduced by Yao [20]. He consideredthe problem
under cryptographic assumptions.Private Computation with information-theo-
retical security has beenintroduced by Ben-Or et al. [3] and Chaum et al. [6].
Kushilevitz et al. [12] proved that the class of Boolean functions that have a
circuit of linear sizeis exactly the classof functions that can privately be com-
puted using only a constart number of random bits. Kushilevitz [10] and Chor
et al. [7] consideredprivate computations of integer-valued functions. They ex-
amined which functions can privately be computed by two players. Franklin
and Yung [9] useddirected hypergraphsfor communication and described those
networks on which every Boolean function can privately be computed.

While all Booleanfunctions can privately be computed on any undirected 2-
connectednetwork, Blaseret al. [5] completely characterizedthe classof Boolean
functions that can still privately be computed, if the underlying network is con-
nected but not 2-connected.In particular, no non-degeneratefunction can pri-
vately be computed if the network consistsof three or more blocks. On networks
with two blocks, only a small classof functions can privately be computed.

Chaum et al. [6] provedthat any Booleanfunction canprivately be computed,
if at most one third of the participating players are dishonest, i.e. they are
cheating. We consider the setting that all players are honest, i.e. they do not
cheat actively but try to acquire knowledge about the input bits of the other
playersonly by observingtheir communication. For this model, Ben-Or et al. [3]
proved that any n-ary Boolean function can be computed % -private. Chor
and Kushilevitz [8] shovedthat if a function canbe computed at least -private,
then it can be computed n-private as well.

The idea of relaxing the privacy constraints has beenstudied to someextend
in a cryptographic setting. Yao [20] examined the problem where it is allowed
that the probability distributions of the messageseenby the playersmay di er
slightly for di erent inputs, sud that in practice the player should not be able
to learn anything. Leakage of information in the information-theoretical sense
has been consideredonly for two parties yet. Bar-Yehuda et al. [2] studied the
minimum amount of information about the input that must be revealed for
computing a given function in this setting.

1.2 Our Results

We study the leakageof information for multi-party protocols,where ead player
knowsonly asinglebit of the input. Our rst contribution isthe de nition of lossy
private protocols, which is a generalizationof private protocolsin an information-

theoretical sense(Section 2.2). Here and in the following, private always means
1-private. Throughout this work, werestrict ourselvesto non-2-connected(in the
senseof non-2-vertex-connected)networks that are still 2-edge-connectedEvery
block in such a network has size at least three and private computation within

such a block is possible.We measurethe information any particular player gains
during the execution of the protocol in an information-theoretical sense.This
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is the loss of the protocol to the player. The players are assumedto be honest
but curios. This meansthat they always follow the protocol but try to derive as
much information as possible.

We divide lossy protocolsinto phases.Within a phase,a bridge player may
exchange message®nly oncewith ead block he belongsto. Phasescorrespond
to rounds in communication complexity but they are locally de ned for eath
bridge player.

In the de nition of lossyprotocols, the lossof a protocol to a player is merely
the logarithm of the number of di erent probability distributions on the com-
munication strings a player can obsene. We justify this de nition in Section 3:
For a protocol with minimum lossto a player P and any particular content of
P's random tape, the support of any two probability distributions is disjoint.
Thus, in order to gain information, P can distinguish the distributions from the
actual communication he obsenesand doesnot needto sample.

The simplest non-2-connectednetwork consistsof two blocks that shareone
bridge node. In Section 4 we show that the communication complexity of a
function f and the lossof a private protocol for f are intimately connected:Up
to constart factors, both quartities are equal.

Then we study 1-phaseprotocols. We start with networks that consist of
d blocks that all share the same bridge player P. In a 1-phase protocol, P
can communicate only once with ead block he belongsto. However, the loss
of the protocol may depend on the order in which P communicates with the
blocks. In Section 5, we show that the order in which P should communicate
with the blocks to minimize the lossequalsthe order in which d parties should
be ordered on a directed line when they want to compute the function with
minimum communication complexity. Particularly for symmetric functions, it
is optimal to sort the componerts by increasing size. Then we designa 1-phase
protocol (Theorem 9), which hasthe remarkable feature, that it achievesminimal
lossat any node for symmetric functions. Hence,it simultaneously minimizes the
lossfor all nodeswhere the minimum is taken over all 1-phaseprotocols.

In Section 6, we prove a phasehierarchy. For any k there is a function for
which every (k  1)-phaseprotocol hasan exponertially greaterinformation loss
than that of the best k-phaseprotocol.

1.3 Comparison of Our Results with Previous W ork

One of the important featuresof the two-party caseis that at the beginning eath
party has knowledge about one half of the input. In the multi-part y caseeadh
player knows only a single bit of the input.

Kushilevitz [10] examined which integer-valued functions can privately be
computed by two players. He showved that requiring privacy can result in expo-
nentially larger communication costs and that randomization does not help in
this model. Chor et al. [7] consideredmulti-part y computations of functions over
the integers. They showed that the possibility of privately computing a function
is closely related to its communication complexity, and they characterized the
classof privately computable Boolean functions on courntable domains. Neither
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Kushilevitz [10] nor Chor et al. [7] examined the problem how functions that
cannot privately be computed can still be computed while maintaining as much
privacy as possible.

Leakageof information in the information-theoretical sensehas beenconsid-
eredonly for two parties, eact holding onen-bit input of a two-variable function.
Bar-Yehuda et al. [2] investigated this for functions that are not privately com-
putable. They de ned measuresfor the minimum amount of information about
the individual inputs that must be learned during the computation and proved
tight bounds on these costsfor seweral functions. Finally, they showed that sac-
ricing some privacy can reduce the number of messagesequired during the
computation and proved that at the costs of revealing k extra bits of informa-
tion any function can be computed using O(k 2@"*1) =(k+1) ) messages.

The counterpart of the two-party scenarioin the distributed setting that we
consideris a network that consistsof two complete networks that shareone node
connectingthem. Simulating any two-party protocol on such a network allowsthe
common player to gain information depending on the deterministic communica-
tion complexity of the function that should be evaluated. Henceand in contrast
to the two-party case,increasing the number of bits exchanged does not help
to reducethe knowledge learned by the player that is part of either block. An
important di erence betweenthe two-party scenario, where two parties share
the complete input, and a network consisting of two 2-connected componerts
connectedvia a common player (the bridge player) is that in the latter we have
somewhatlike a \man in the middle" (the bridge player) who can learn more
than any other player, since he can obsene the whole communication.

2 Preliminaries

f0; 1g" be a string of length n. We often usethe string operation x; , de ned
forany i 2 [n] and a 2 f0;1g by X31:::X; p1aXj+1 :::X,. For a function f
fO;1g" ! f0;1g, anindex i 2 [n], and a 2 fO0; 1g, f; (f0;1g" 1! f0O;1g
denotesthe function obtained from f by specialising the position i to the value
givenby a, i.e. for all x = X1Xp:::xy 12 f0;1g" 1,

fi a(X)=Ff(Xg;:i0% aXi; Xy 1):

An undirected graph G = (V;E) is called 2-connected, if the graph obtained
from G by deleting an arbitrary node is still connected.For a setU  V, let
Gju = (U;Ejy) be the graph induced by U. A subgraph Gjy is called a black,
if Gjy is 2-connectedand no proper supergraph Gjy is 2-connected.A block of
sizetwo is called an isthmus. A graph is called 2-edge-@nnected if after removal
of one edge, the graph is still connected. A graph is 2-edge-connectedf it is
connectedand has no isthmi. A node belongingto more than one block is called
a bridge node. The other nodesare called internal nodes The blocks of a graph
are arrangedin a tree structure. For more details on graphs, seee.g. Berge [4].

A Boolean function is symmetric, if the function value dependsonly on the
number of 1sin the input. SeeWegener[19] for a survey on Boolean functions.
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2.1 Priv ate Computations

We consider the computation of Boolean functions f : f0;1g" ! f0;1g on a
network of n players. In the beginning, ead player knows a single bit of the
input x. Each player has a random tape. The players can send messageso
other players using securelinks where the link topology is an undirected graph
G = (V;E). When the computation stops, all players should know the value
f (x). The goalis to compute f (x) suc that no player learns anything about the
other input bits in an information-theoretical senseexcept for the information
he can deducefrom his own bit and the result. Such a protocol is called private.

De nition 1. Let C; be a random variable of the communication string seen by
player P;. A protocol A for computing a function f is private with respect to
player P; if for any pair of input vectors x and y with f (x) = f (y) and x; = vi,
for every c, and for every random string R; provided to P;,

Pr(Ci = ¢jRi;x] = Pr[Ci = ¢R;;V];

where the probability is taken over the random strings of all other players. A
protocol A is private if it is private with respect to all players.

In the following, we use a strengthened de nition of privacy: We allow only
one player, say P;, to know the result. The protocol has to be private with
respect to P; accordingto De nition 1. Furthermore, for all playersP; 6 P;, for
all inputs x; y with x; = y;j, and for all random strings R; we require Pr[C; =
¢R;;x] = Pr[C; = ¢jR;j;y]. Thus, all other players do not learn anything. This
de nition doesnot restrict the classof functions computable by private protocols
accordingto De nition 1. To achieve this additional restriction, P; generatesa
random bit r. Then we usea private protocol for computing r  f (x).

2.2 Information Source

The de nition of privacy basically states the following: The probability that a
player P; seesa speci ¢ communication string during the computation doesnot
depend on the input of the other players. Thus, P; cannot infer anything about
the other inputs from the communication he obsenes.

If private computation is not possiblesincethe graph is not 2-connectedi,it is
natural to weaken the conceptof privacy in the following way: We measurethe
information player P; can infer from seeinga particular communication string.
This leadsto the concept of lossy private protocols. The lessinformation any
player can infer, the better the protocol is.

In the following, ci; Cz;Cs; i : denotesa xed enumeration of all communica-
tion strings seenby any player during the execution of A.

De nition 2. Let C; be a random variable of the communication string seen by
player P; while executing A. Then for a;b2 f0; 1g and for every random string
R; providad to Pj, de ne the information sourceof P; on a, b, and R; as

Sa (i; a;b;R;) = T x(c1); x(c2);::)jx2f0;1g" " x; = arf(x) = by
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where (c) = Pr[C; = «jRi;x] and the prokability is taken over the random
strings of all other players.

Basically S (i; a;b;R;) is the set of all di erent probability distributions on
the communication strings obsened by P; whenthe input x of the playersvaries
over all possiblebit strings with x; = a and f (x) = b. The loss of a protocol A
on a; b with respectto player P; is

t = maxlogjSa (i; a;b;Ri)j :

Thus the protocol looses™ bits of information to P;. We call such a protocol
“-lossy on a; b with respectto P;.

If a uniform distribution of the input bits is assumed,then the self-informa-
tion of an assignmen to the playersPy;:::;P; 1;Pi+1;:::;Phisn  1[18].In
this casethe maximum number of bits of information that can be extracted by
Piisn 1.If A is O-lossyfor all a;b2 f0; 1g with respectto P;, then we say that
A is losslesswith respectto P;. A is losslessto P; i A is private to P;. Thus
the notion of lossy private protocols generalizesthe notion of private protocols.

De nition 3. A protocol A computing a function f in a network G is "4 -lossy,
with o 1 [n] f0;1g?! R§, if “a(i; a;b) = maxg, logjSa (i; a;b;R;)j. Let f be
an n-ary Boolean function. Then for every network G = (V;E) with jVj = n,
dene ‘g :[n] f0;1g°! R{ by

“e(i;ajb) = rT/Linf “a(i;a;b)j A is an " -lossy protocol for f in Gg:

The loss of a protocol A is bounded by 2 N, if “A(i; a;b) for all i, a,
and b. “g(i; a;b) is obtained by locally minimizing the lossto ead player P;
over all protocols. It is a priori not clear whether there is one protocol with
“c(i;a;b) = “a(i; a;b) for all i; a;b. We shaw that this is the casefor symmetric
functions and 1-phaseprotocols (as de ned in Section 2.3).

We also use the size of the information source,de ned by sa (i; a;b;R;) =
iSa (i; a;b;R;)j and sa (i; a;b) = maxg, sa (i; a;b;R;) for a given protocol A. By
de nition, “a(i; a;b) = logsa (i; a;b). If the underlying protocol is clear from
the context, we omit the subscript A. Let f be an n-ary Boolean function. For
a network G = (V;E) with jVj = n, we de ne sg(i; a;b) := mina sa(i; a;b).
If a player P; is an internal node of the network, then it is possibleto design
protocolsthat are losslesswith respectto P; (seeSection3). PlayersP; that are
bridge nodesare in generalable to infer someinformation about the input.

2.3 Phases in a Proto col

We say that a player P4 who correspondsto a bridge node makesan alternation
if he nishes the communication with oneblock and starts to communicate with
another block. During such an alternation, information can ow from one block
to another. We partition a communication sequencec = d;d,::: of Py into a
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that ead subsequencés alternation-free (i.e. Pq makesno alternation during the
corresponding interval). To make such a partition unique assumethat eat subse-
quence(maybe exceptfor the rst one)starts with a non-empty messageWe call

with ig = 0. Next we partition the work of P, into phasesasfollows. Py starts at
the beginning of the rst phaseand it initiates a new phasewhen, after an alter-
nation, it starts to communicate againwith a block it already hascommunicated
with previously in the phase.

A protocol A is a k-phase protocol for a bridge node Py if for every input
string and contents of all random tapes, P4 works in at most k phases.A is
called a k-phaseprotocol if it is a k-phaseprotocol for every bridge node.

The start and end round of ead phase does not needto be the same for
ead player. Of particular interest are 1-phaseprotocols. In such a protocol,
ead bridge player may only communicate once with ead block he belongsto.
Sud protocols seemto be natural, sincethey have a local structure. Once the
computation is nished in one block, the protocol will never communicate with
this block again.

For k-phaseprotocols we de ne "X (i; a;b) and s (i; a;b) in a similar way as
“a and sg in the generalcase,but we minimize over all k-phaseprotocols.

During eat phasea player communicateswith at leasttwo blocks. The order
in which the player communicates within a phasecan matter. The communica-
tion order  of a bridge node Py speci es the order in which P4 communicates
with the blocks during the whole computation. Formally, 4 is a nite sequence
of (the indices of) blocks P4 belongsto and the length of 4 is the total number
of alternations made by Py plus one. We say that a protocolis q-orderedfor Py
if for all inputs and all contents of the random tapes,the communication order of
Pq is consistert with 4. Let Pg,;:::; Pg with ¢p < ¢p < ::: < g be an erumer-
ation of all bridge playersof anetwork Gand = ( ¢,;:::; ¢ ) beasequencef
communication orders. We call a protocol -ordered if it is  -orderedfor every
Pq . Finally, de ne sg(i; a;b; ) := minfsa(i; a;b) j A is -orderedfor f on Gg.

2.4 Comm unication Proto cols

For comparing the communication complexity with the lossof private protocols,
we need the following de nitions. Let f : f0;1g™* f0;1g™2 ! f0;1g be a
Boolean function and B be a two-party communication protocol for computing
f.Lety; 2 f0;1g™* andy, 2 f0; 1g™2 betwo strings asinput for the two parties.
Then CCg(y1;Y2) is the total number of bits exchangedby the two parties when
executing B.

CC(B) is the maximum number of bits exchanged by executing B on any
input. Analogously, CS(B) is the number of di erent communication strings that
occur. (We simply concatenatethe messagesert.) Finally, we de ne CC(f) =
ming for + CC(B) and CS(f) = ming for 1 CS(B).

CC(f) and CS(f) are the communication complexity and communication
size, respectively, of the function f. CC(B) and CS(B) are the communication
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complexity and communication sizefor a certain protocol B. The communication
sizeis closelyrelated to the number of leavesin a protocol tree, usually denoted
by CP(B). In the de nition of CS, we do not care about who has sert any bit,
sincewe concatenateall messagesin a protocol tree however, eat edgeis labeled
by the bit sert and by its sender.The bits on a path from the root to a leaf form
a communication string. Usually, the messagesert in a communication proto col
are assumedto be pre x-free. In this case,we can reconstruct the senderof any
bit from the communication string. If this is not the case,then we can make a
particular communication protocol pre x-free by replacing the messagesert in
ead round by pre x-free code words. The complexity is at most doubled.
We alsoconsidermulti-part y communication with areferee.Letf :f0;1g™:

fO;1g™2  ::: f0;1g™« ! fO0;1g be a function. Let Aj;:::;Ax be k parties

{ Initially , %1;:::;%¢ aredistributed amongAy;:::;Ag, i.e. Aj knows %;. The

{ In successie rounds, R exchangesmessagewvith A1;:::; A accordingto a
communication protocol. In ead round R can communicate (i.e. receive or
senda message)nly with a single party.

{ After nishing the communications, R evertually computesthe result of f .

of each messageFor b2 f0; 1g let

CSE(b) = fcg(xl;":;xk)jSi 2 1Kl: % 2f0;2g™ and f (>¢1;:::;%«) = bg;
CsR(B) = CSg(0)[ CSp(1);

CSi(b) = jCS§(b)j; CS¥(B) = jCSR(B)j;

CS?(f;b) = ming tor t CS5(b) ; and CS¥(f) = ming 1or  CS¥(B) :

3 The Suitabilit y of the Mo del

We obsenethat it suces to considerbridge playerswhentalking about the loss
of a protocol. More precisely any protocol can be modi ed suc that the lossto
all internal playersis zero, while the lossto any bridge player doesnot increase.

All Booleanfunctions can be computed by using only three players[3]. Thus,
it is possibleto compute functions privately within any block, sincethe networks
we considerare isthmus-free.This holds evenif someof the playersknow a subset
of the input bits and the result consistsof a binary string.

Finally, in optimal protocols, the probability distributions obsened by any
player have pairwise delit y 0. Thus, any player can easily distinguish the dif-
ferent probability distributions he obsenes.
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We consider arbitrary 1-connectednetworks. Let f be a Boolean function
and A be a protocol for computing f on a 1-connectednetwork G. Let Py be a
bridge player of G, a;b 2 f0;1g, and Ry be the random string provided to Pq.
Wedene X = fx 2 f0;1g" j xq = a” f(x) = bg and, for any communication
string ¢, (¢):= fx2 X j x(c)> 0g, where ,(c) = Pr[Cq = ¢jRq; X]. For every
communication string c that can be obsened by Pq on someinput x 2 X, Pq
can deducethat x 2 (c). If sp(q;a;b) = ss(qg;a;b) = 1, then we have either

(o= X or (c)=;.ThusPq doesnot learn anything in this case.

Theorem 4. If sg(q;a;b) > 1, then for any protocol A and every communica-
tion string c that can be observel by P4 on x 2 X, (c) is a non-trivial subset
of X,i.e.; 6 (¢)( X, and there exist at least sg(q; a;b) di er ent suchsets.

Hence,from seeingc on x 2 X, Py always gains someinformation and there are
at least sg(0g; a;b) dierent piecesof information that can be extracted by Pq
on inputs from X . To prove this, we show that for ead distribution we can nd
onerepresenativ e string that can be usedin the communication protocol.

The next result says that sg(q; a;b) is a tight lower bound on the number of
piecesof information: the lower bound is achieved when performing an optimal
protocol on G. Let and °be two probability distributions over the sameset
of elemertary everts. The delity is a measurefor the similgsit ypof and ©(see

e.g.Nielsenand Chuang [15]) and isde ned by F(; 9= (o) 9Yo).

Theorem 5. If A is an optimal protocol for P4 on a and b, i.e. sa(g;a;b) =
s (g; a;b), then for all randomstrings Rq and all probability distributions 6 °©
in Sa (q;a;b;Ry) wehaveF(; 9= 0.

4 Comm unication Complexit y and Priv ate Computation

In this section,weinvestigatethe relations betweendeterministic communication
complexity and the minimum size of an information sourcein a network with
onebridge node. To distinguish protocolsin terms of communication complexity
and protocolsin terms of private computation, we will call the former commu-
nication protocols. From the relation betweenCP and CC (seee.g. Kushilevitz
and Nisan [11, Sec.2.2]), we get%log(CS(f ) CC(f) 3 log(CS(f)). Making
a communication protocol pre x-free yields the extra factor %

Now we investigate the relations betweencommunication sizeand the size of
an information sourceon graphs that consist of two blocks sharing one bridge
node Pq. In the model of private computation the input bits are distributed
among n players whereasthe input bits in a communication protocol are dis-
tributed amongthe two parties. Alice and Bob correspond to the rst and second
block, respectively, while both know the bridge player's bit.

Theorem 6. If a function f has communication complexity ¢ then there exists
a protocol for computing f with loss bounded by 2c. On the other hand, if f
can be computed by a protocol with loss bounded by , then the communication
complexity of f is bounded by 6 + O(1).
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We can generalizethe results obtained for the relation two-party communication
and private computation to obtain similar results for the relation of multi-part y
communication with a refereeand private computation as follows: For a;b 2
f0; 1g we have sg (q;a;b) = CS¥(fq a;b).

5 1-Phase Proto cols

We start our study of 1-phaseprotocols with considering networks that consist
of one bridge player who is incident with d blocks. For the casethat the order
in which the bridge player communicates with the blocks is xed for all inputs,

we show a relationship between the size of the information source of 1-phase
protocols and communication size of multi-part y 1-way protocols. Furthermore,

we prove that for every symmetric Booleanfunction 1-phaseprotocolscan mini-

mize the lossof information whenthe bridge player sorts the blocks by increasing
size. Then we presert a simple 1-phaseprotocol on arbitrarily connectednet-
works that is optimal for every symmetric function.

5.1 Orderings

A natural extension of the two-party scenariofor 1-way communication is a
scenarioin which the parties usea directed chain for communication: d parties

Each communication protocol B can be modi ed without increasing S/* (B) in
the following way: Every party A; rst sendsthe messagest has received from
Ai 1 to Aj;;1 followed by the messagest hasto sendaccordingto B. In the
following we restrict ourselvesto communication protocols of this form.

If the network G consistsof d blocks B; with i 2 [d] and onebridge player Pq

we assumethat the enumeration of the blocks re ects the ordering . We have
to determine the input bits of the parties in the chain accordingto the input bits
of the playersin the protocol. In the following we will assumethat A; knows the
input bits of the playersin B;. Thus, eah party A; hasto know the input bit
Xq of the bridge player P4. Therefore, we will investigate the restricted function
fq a whenewer we analysethe communication sizeof a communication protocol.

For a -orderedprotocol A de ne S,[;](q; a;b;Rg) = f ¢ jxqg=a” f(x) = bg;
where " (¢) denotesthe sum of the probabilities Pr[Cq = ¢ j Rq;x] over all ¢
with b = blocky(c):::block;(c) and by;bp;bs;::: is a xed enumeration of all
strings describing the communication of Py in the rst i block sequences.
Lemma 7. LetA bea -ordered 1-phaseprotocol for computing f on a network
as descrited atove. Then for every a 2 f0;1g and every content Rq of Py's
random tape there exists a 1-way communication protocol B for computing f4 a
suchthat for all i 2 [d 1], we have

S™'(B) jShi(aa0;Re) [ SH(araiL;Ry)j:
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Let us now focuson the structure of the possiblecommunication sequence®sf
an optimal communication protocol on a chain. In sud a protocol, the message
sert from A; to Aij+1 hasto specify the subfunction obtained by specifying the
input bits of the rst i blocks accordingto their input. Hence,the number of

number of di erent sequence®f subfunctions that can be obtained in this way.
The knowledge about these sequencesnust also be provided to the bridge
player. Hence,for every xed Rq and b2 f0; 1g the number of distributions in

inputs x with xq = a and f (x) = b. This implies the following lemma.

Lemma 8. For a 2 f0;1g, let B be a communication protocol for computing
fq a on a chain network. Then there existsa -ordered 1-phaseprotocol A for
f suchthat for all i 2 [d 1] and every content Rq of Py's random tape, we have

S (B) = iSh(Ga; Ry [ S (G a1 Ry)i:

Furthermore, for any b2 f0;1g: If we restrict the inputs to x 2 f0;1g" * with
fq a(x) = b, the number of possiblecommunication sequen@son the subnetwork

We can show that there exist functions, for which no ordered 1-phaseprotocol
minimizes the sizeof the bridge players' information source.Thus, we generalize
the classof ordering that we considerto achieve such a property.

We call a protocol A quasi-odered if for every a;b2 f0; 1g, for every content
Rq for Py's random tape, and for every distribution 2 Sa(q; a;b;Rg) there
existsa 1-phaseordering such that every communication string cwith (c¢) > 0
the string cis -ordered. Note that this ordering is not necessarilythe samefor
all inputs. However, given any input, the ordering is xed.

We can prove that among all 1-phaseprotocols for a given function, there
always exists a quasi-orderedprotocol that minimizes the lossto Pg.

5.2 Orderings for Symmetric Functions

For symmetric Boolean functions, we can shon even more. Arpe et al. [1] have
proved the following for symmetric Boolean functions with a xed partition of
the input bits: for all i, S (B) is minimal, if the number of bits known by the
parties in the chain correspondsto the position of the party, i.e. the rst party
knows the smallest number of input bits, the secondparty knows the second
smallestnumber, and soon. This obsenation also holds, if we count the number
of communication sequencesn a chain network for inputs x with f (x) = 1 and
the number of communication sequencesn a chain network for inputs x with

f (x) = 0. Togetherwith Lemma 8, we obtain the following: Let G be a connected
network with one bridge player Py and d blocks. Let  be a one phaseordering
that enumeratesthe blocks of G accordingto their size.Then for every ordered
1-phaseprotocol A° there exists a -ordered 1-phaseprotocol A suc that for
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all a;b 2 f0;1g, for all i d 1, and every cortent Ry of Pé’ random tape
iSAlG abiRg)i  ISRb(Gh bRy
This result can be generalizedto networks with more than one bridge player.

player Py with jGij jGi+1]. We say that Py works in increasing order, if
it starts communicating with G;, then with G, and so on. We call a 1-phase
protocol A increasing-ordered, if every bridge player works in increasingorder.

tree-nodeu;. Let G | (1);::1;G . (k) denotethe ordering of blocks adjacert to g
with respectto g androot (ui) := Vv (). If isanincreasingcommunication
order, then there exists a single tree-node v; 2 Vg, sud that v; = root (u;) for
all u; 2 Vo adjacert to v;. Let us call this node the root of Tg. For a tree-node
w 2 Vg let Tg[w] denote the subtree of Tg rooted by w and let V [w] denote the
nodesof G located in the blocks G; with v; 2 Tg[w].
For computing a symmetric function f we usethe following protocol. Let

be an increasingcommunication order. Then for an input x everygridge player g
computesa sequencefstringsy.; 111y 1 asfollows:Let X; = o, ;1 VIV (¢)]
and’; = jX;j. Theny 2 f0; 1g’ suchthat forallj k; 1the function obtained
from f by specialisingthe positionsin X; to ¥ is equalto the function obtained
from f by specialising the positions to xx;, where x; for I [n] denotesthe
input bits with indicesin I. Finally, a node of the block that corresponds to
the root of Tg computesthe result f (x). This can be implemented such that no

bridge nodesg.

Theorem 9. Let G be a 2-edge-onnected network and f be a symmetric Bool-
ean function. Then for every 1-phaseprotocol A° computing f on G there exists
an increasing-ordered 1-phaseprotocol A for f on G suchthat for every player
P; and for all a;b2 f0;1g, we havesa (i; a;b)  sao(i; a;b).

Thus, the protocol preserted in this sectionis optimal for 1-phasecomputa-
tions of symmetric functions with respect to the size of the information source.

6 A Phase Hierarc hy

In this section we show that there are functions for which the size of the infor-
mation sourceof someplayer for a (k 1)-phaseprotocol is exponertially larger
than for a k-phaseprotocol. The natural candidate for proving suc results is
the pointer jumping function p;: Our network G has two blocks A and B, one
of sizenlogn and the other of sizenlogn + 1, sharing one bridge player P;.
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For simplicity we assumethat A and B are complete subgraphs.The input bits
represen two lists of n pointers, eat of length logn bits. The input bit of P;
belongsto the list of the smaller componert. Starting with somepredetermined
pointer of A, the task is to follow thesepointers, nd the jth pointer and output
the parity of the bits of the j th pointer. De ne CS and CC! in the samemanner
asCSand CC, but by minimizing over j -round communication protocolsinstead
of arbitrary communication protocols.

Theorem 10. For any protocol A for computing pk 1, we haves,'§ (i a;b) =
2 (n=(klog k) for all a;b. For px 1, sk(i; a;b) = 20klean) for all a;b.

The lower bound follows from work by Nisan and Wigderson [16].

7 Conclusions and Open Problems

We have considereddistributed protocols in \non-priv ate" ervironments: net-

works that are connected but not 2-connected. Since private computation of
arbitrary Boolean functions is impossibleon such networks, we have intro duced
a measurefor the information that can be inferred by any player and discussed
some general properties of protocols with respect to this measure.A natural

questionis nding optimal protocols for s,pmeconcretefunctions.

For threshold (fno(ﬁgl; DiiiXp) = L i”:l Xi  Ng) and counting modulo p
(gp(X1;:::;%Xn) = 1 inzl Xi 0 (mod p)), the information lossto any player
doesnot depend on the ordering in which a 1-phaseprotocol computesany of
thesefunctions, if eat block has size at least ng and p, respectively. If we have
blocks of lessthan p 1 nodes, there can be a slight di erence in the sizeof Py's
information sourcedepending on the order.

In general, the size of the information source while communicating in one
order can be exponertially larger than the size obtained by communication in
another order. This holds evenin caseof symmetric functions.

For 1-phaseprotocolsfor symmetric Booleanfunctions, we have beenable to
minimize the number of bits a player learns for all players simultaneously. An
obvious question concernsminimizing the loss of more than one bridge player
simultaneously for general functions. For 1-phaseprotocols, the answer is neg-
ative: There are functions, for which no protocol exists that minimizes the loss
to all players simultaneously.

It is open whether there exist functions and networks that do not allow to
minimize the lossto ead bridge player simultaneously. For suc functions, we
haveto generalizeour measure.Two simple examplesone might want to examine
is the sum of the lossto ead player and the maximum lossto any player.
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