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Abstract. Innite groups have beenused for cryptography since about
twenty years ago. However, it has not been so fruitful as using nite
groups. An important reason seemsthe lack of researd on building a
solid mathematical foundation for the use of in nite groups in cryptog-
raphy. As a rst step for this line of researd, this paper pays attention
to a property, the so-called right-in variance, which makes nite groups
so conveniert in cryptography, and gives a mathematical framework for
correct, appropriate use of it in in nite groups.

1 Intro duction

In modern cryptography, many schemesare designedbasedon groups. The most
popular problems used for cryptography may be the integer factorization and
discretelogarithm problemsin nite groups.From theseproblems, many schemes
have been deweloped. However, on quantum computer they turned out to be
e cien tly solved by Shor's algorithms [19].

Not to put all eggsin onebasket aswell asto enrich cryptography, peoplehave
attempted to usein nite groupsfor cryptography. Comparedto nite groups,in
in nite groupsthere are only a few typesof schemes(e.g. key agreemet proto col
or public key encryption) [24,9,21{23,13,2] and a few ways of analysesof attacks
(e.g. deterministic or empirical) [3,10,17,12,11,16,7]. A natural questionis how
we can proceedonemore step. An impedimert to this seemgo be connectedwith
\probabilit y". Indeed, many cryptographic schemeshave chekpoints concerning
probability for their basic security, and many casesof cryptanalysis rely on
probabilistic analysis. Furthermore, we do not seethat we can build a provably
secure cryptosystem without probability. However, there is nothing discussed
seriouslyfor it in the literature on in nite-group-based cryptography.

Our Results. When cryptosystems are designed or analyzed using in nite

groups, we sometimesfeel attracted to use nice properties or tools which are
commonly usedin nite groups. However, we do not sinceeither it looks wrong
or we are not sure if it is right or wrong. A possible approac to resole this
problemis to extract a nice property of nite groups,to generalizeit in arbitrary
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groups, and then to construct a rigorous theory by which we can decide when
we can or cannot usethis property in in nite groups.

This paper follows this way focusing on a particular property, the so-called
right-invarianc e: we de ne a probability measure(cf. probability distribution in
probability theory) P on a group G asright-invariant if P(E) = P(EXx) for all
E G on which P is de ned and for all x 2 G. We shaw that right-invariance
property dependson a particular sulgroup and the index of the subgroup deter-
mines when right-in variance can or cannot be usedin in nite groups.

For the situations wherethis property is allowable, one may be curious about
how it canbehandledin practice. It is easyto nd a probability measurewhich is
right-invariant only in a particular situation. However, what is more meaningful
isto nd a probability measurewhich is right-invariant in all situations where
such property is allowable. Namely, a right-invariant probability measurethat
can be useduniversally on a given group. As to this, we prove that mostin nite
groupsdealt with in cryptography do not have such a probability measure.Sowe
discusswealker, yet practical alternativeswith concrete examples.Using these,
we illustrate how our theory is applied to in nite-group-based cryptography via
two opposite types of situations.

Organization.  Sec.2 givesbasicnotations and brief de nitions for reading this
paper. Sec.3 discusseswhy right-invarianceis attractiv e, and formalizesthe no-
tion. Sec.4 exploresright-invariance property through building a mathematical
framework. Sec.5 discussesthe notion of universally right-invariant probabil-
ity measureand its alternativ es. Sec.6 shows how the results developed in the
previous sectionscan be applied to practice. This paper concludeswith Sec.7.

2 Preliminaries

IN, Z, and IR denote the sets of all positive integers, all integers, and all real
numbers, respectively. For a < b, (a;b) = fx 2 IRja < x < bg and [a;b] =
fx2IRja x bg.Forn2IN,Z,=10;1:::;;n 1lgandZ, =fa2 Z,j
gcd(@;n) = 1g. For setsS and T, SnT = fx 2 Sj x 62Tg. jSj and 2° denote
the cardinal number of S and the collection of all subsetsof S, respectively.
S 1=1fx 1jx 2 Sg. A partition of S meansa family fS;g», of non-empty,
mutually disjoint subsetsof S such that S= [ j2; S;. ; denotesthe empty set.

Denition 1. (a) LetM 2% for anon-empty setX .M iscalleda -algebm
in X if (i) ; 2M, (i) E2 M implies XnE 2 M, and (iii) E1;E»;:::2 M
implies[ L, Ei 2 M .

(b) If M isa -algebrain anon-empty setX, then (X ;M ) is called a measurable
space and the members of M are called the measurable setsin X .

If S is any collection of subsetsof X, there exists a smallest -algebraM in X
sudhthat S M . This M is called the -algeba geneated by S.
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De nition 2. (a) For ameasurablespace(X;M ), asetfunction :M ! [0;1]
is called a probability measure on M if it satis es that I;gl) (X) = 1 and (ii)
if E1;E2;:::2 M aremutually disjoint, ([, Ei)= ., (Ej).

(b) For a measurablespace(X;M), if isa probablllty measureon M , then
(X;M; ) is called a proability space. In particular, it is called atomic if
M = 2X . Measurablesetsof a probability spaceare called events

Let G be a group and H a subgroupof G. For x 2 G, let Zy (x) = fy 2 H j
yx = Xxyg, which is a subgroupof H. Hx = fhx j h 2 Hg is called a right coset
of Hin GandxH = fxh jh 2 Hgaleft cosetof H in G. The index of H in G,
denoted by [G : H], is the cardinal number of the set of distinct right (or left)
cosetsof H in G. For a normal subgroupH of G, G=H denotesfHx j x 2 Gg
and is called the factor group of G over H. 1 denotesthe identity of G.

Denition 3. (a) ForasetX,w= w; w is called a reduced word on X if
w is the empty word or w satis es that (i) ~ 2 IN; (i) w; 2 X [ X 1! for
all 1 i (i) wiyg 6w tforalll i< .jwj= 0(if wisthe empty
word) or * (otherwise) denotesthe word length of w.

(b) F(X) is called the free group geneated by X . It is the set of all reduced
words on X with the binary operation: for any wy;w, 2 F(X), wy w; is
the reducedform of the word obtained by the juxtap osition w;w, of the two
words. The symbol "' is omitted if there is no confusion.

3 Role of Right-In variance in Cryptograph y

This section shawvs why this paper selectsright-in variance as a useful property.

Role in random self-reducibilit y. Informally, a problem is called random
self-reducible if solving it on any instance s e cien tly reducedto solving it on
a random instance. For a random self-reducible problem, if breaking a crypto-
graphic scheme implies solving the problem on average,it meanssolving it in
the worst case.Thus, since Blum and Micali [4] introduced this notion, it has
played an invaluable role in showing provable security of many schemes.We refer
to [1,8] for detailed referenceson it and the cryptographic signi cance of this
feature. We state it roughly in terms of the discrete logarithm problem with
proper parameters;a prime p and a generatorg of Z,. n is the length of p when
it is represerted in a bit-string.
Let a;b2 IN andlet A bea probabilistic polynomial time algorithm such
that
PriA(p;g;g* mod p) = x] > —;
X na
where x is taken uniformly at random from Z, ;. Then, there exists a
probabilistic polynomial time algorithm D sud that for ally 2 Z,, 1,

1
Pr[D(p;g;¢” mod p) = y]> 1 5
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D is built basedon the following idea: for any xed y 2 Z, 1, D choosesx 2
Zp 1 uniformly at random, getsw by running A on an input (p;g; ¢ g* mod p),
outputsw xmodp 1if g¥ = gg* mod p, otherwiserepeatsthis processsome
polynomial times. A basic property usedin computing the successprobability
of D is that foranyy 2 Z, 1

PriA(p;g;¢""* mod p) = y+ xmod p  1]= Pr[A(p;g;g* mod p) = x]; (1)

where x is taken uniformly at random from Z, ;.

Equation (1) can be generalizedas follows: given a group G, for all r 2 G

Pr(f (X)=0)= Pr(f(Xr)=0) or 2)
Pr(f (X) = 0)= Pr(f (rX) = 0); 3

where X is arandom variable over G andf : G! fO0;1gis a predicate. Without
lossof generality (WLOG), in this paper we focuson (2).

If G isa nite group and X hasthe uniform distribution, (2) is true. In this
case,it is being usedas an underlying assumptionin probabilistically analyzing
many kinds of cryptographic schemes.Howevwer, it is not true in generalif G
is an in nite group or if one cannot uniformly generate elemens from even a
nite group. We know that no probability distribution can ever be uniform on
any in nite group, however the conceptof uniformity makesin nite groupsmore
exibly handled in cryptography. A natural questionis what distribution on an
in nite group is an analogueof the uniform distribution on a nite group.

For an arbitrary group G, let's recall the meaning of a random variable. The
fact that X is arandom variable over G with a probability distribution P means
that P is the probability measureon the atomic measurablespace(G;2¢) and
Pr[X 2 E]= P(E) forany E  G. In order for (2) to hold when G is an in nite
group, we seeit from a measure-theoreticpoint of view. Namely, we considernot
only 2¢ but alsoa smaller -algebraG for P. By restricting P originally de ned
on 2° to G, (G;2%;P) inducesanother probability space(G; G;P).

De nition 4. Let (G;G;P) be a probability space.E 2 G is called a right-
invariant event (resp. left-invariant eveny if, for all x 2 G, Ex 2 G (resp.
XE 2 G) and P(E) = P(EXx) (resp. P(E) = P(XE)). (G;G;P) (or shortly P) is
called right-invariant (resp. left-invariant) if all events are right-invariant (resp.
left-invariant).

For a situation in which oneis interested (e.g. points where one wants to com-
pute probabilities or to comparethem), if a -algebracovering all the everts in
question (i.e. containing all the everts in question asits measurablesets) can be
constructed and there exists a right-in variant probability measurethereon, then
we sa that right-invariance is allowable (or can be used, etc.) in the situation.
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4 Right-In variant Probabilit y Space

In order to discussright-invariance from a measure-theoreticpoint of view, we
rst analyzethe structure of an arbitrary -algebrain in nite groups, and then
a special type of -algebra. From this we formulate a way of deciding whether
or not right-invariance property is allowable in a given situation.

Throughout this paper, we deal with only nitely generated groups since
groups with in nitely many generatorsare not practical. Note that any nitely
generatedin nite group is a countable set.

-algebra in nitely generated innite groups. Let G bea nitely gener-
ated in nite group and Gbea -algebrain G. For x 2 G, de ne

Mg(x)=fE2Gjx2Eg and Mg(X)=\eom o()E:

In particular, denote Mg(1lg) by Mg. The following proposition shaws that
Mg(X) is the smallest measurableset containing X.

Prop osition 1. For a nitely genemated in nite group G, let Ghe any -algeba
in it. Then, Mg(x) 2 G for all x 2 G. Furthermore, any measurable set is
partitioned into Mg(x)'s.

Proof. Let x 2 G. SinceG 2 M g(x) and x 2 Mg(x), Mg(x) 6 ;. We shaw that
Mg(X) can be expressedas an intersection of a countable number of measurable
sets.Fory 2 G, de ne asetAy asfollows.

A = G if y2 Mg(x);
Y7 E suchthat y 6 2 M g(x) if y 62Mg(x):

SinceG is a courtable set, it su ces to showv that Mg(x) = \ y2cAy. (i) Ma(X)
\yacAy: If w 62\ y2cAy, there existsy 2 G sudh that w 62Ay. Since Ay 2
M g(X), w 62Mg(x). (i) Mg(x) \yocAy: If w 62Mg(X), w 62Ay. Thus,
w 62 y>cAy. Therefore, Mg(x) 2 G.

Let E 2 G. Since,for any x 2 E, Mg(X) E, E = [ x2eMg(X). Thus it
su ces to show that any distinct M g(x) and M g(y) aredisjoint. AssumeM g(x)\
Mg(y) 6 ;.If x 62M g(y), then Mg(X)nM(y) 2 M g(X) sinceMg(X)nMg(y) 2 G
andx 2 Mg(X)nM (y). SinceM g(X) is the intersection of all membersof M (x),
Ma(X) Ma(X)nMg(y). In particular, Mg(x)\ Mg(y) = ; which cortradicts to
the assumption. Thus x 2 Mg(y), soMg(x) Mg(y). By the sameargumert,
Mg(y) Mg(x). Therefore, Mg(x) = Mg(y). t

Righ t-closed -algebra in nitely generated innite groups.

De nition 5. A measurablespace(G; G) (or a -algebraGin G) is called right-
closeal (resp. left-closdl) if, forany E 2 Gandany x 2 G, Ex 2 G(resp.xE 2 G).

A -algebrageneratedby a subgroup and all its right cosetsis right-closed. The
following shows that right-closed -algebrashave only this form.
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Theorem 1. For a nitely genemted in nite group G, the following conditions
on a measurable space (G; G) are equivalent.

(i) Giis right-closed.
(i) Mg(x) = Mgx for all x 2 G.
(i) Mg is a sulgroup of G, and G is generted by Mg and all its right cosets.

Proof. (i)) (ii): Supposethat (i) holds. Let x 2 G. SinceMg(X) = \ aom ¢(x)A
and Mgx = (\ A2M G(]_G)A)X = \A2M G(lG)(AX) =\ B 2M G(]-G)XB’ it suces to
show that M g(x) = M g(1)X.

Let Ax, where A 2 M g(1g), be an arbitrary elemen of M g(1g)X. Since
16 2 A, x = 1gx 2 Ax and sOAX 2 M g(x) by (). ThusM g(1g)x M g(x).
Conversely if A 2 M g(x), then 1 = xx 1 2 Ax 1 2 M g(1g) by (i). Thus,
Mg(X) M g(ls)x.

(iiy) (iii): Supposethat (ii) holds.Let a;b2 Mg. Sinceb2 Mg, Mg = Mg(b)
by Proposition 1. Then, a2 Mg(b) = Mgbby (i), andsoab ! 2 M. Therefore,
Mg is a subgroup of G.

Forany E 2 G, E = [ x2e Mg(x) by Proposition 1. Mg(x) = Mgx 2 G by
(i), and soE = [ x2e MgX. Thus, G is generatedby all right cosetsof Mg.

(i) ) (): It is trivial. t

Analogousresult holds for left-closed -algebras.By combining these,we get
the following.

Corollary 1. For a nitely generated in nite group G, the following conditions
on a measurable space (G; G) are equivalent.

(i) Gis both left- and right-closed.
(i) xMg = Mg(x) = Mgx for all x 2 G.
(i) Mg is a normal sulgroup of G and G is geneated by M and all its cosets.

Righ t-in variance prop erty of nitely generated innite groups. Right-
invariance property is what belongsto a probability measurede ned on a right-
closed -algebra. When a probability spaceis right-invariant, any measurable
setis, of course,right-invariant. Conversely Proposition 1 and Theorem 1 imply
that right-invariance of M g is extendedto the whole space.

Theorem 2. For a nitely genemted in nite group G, let G be a right-closed
-algeba in G. P(Mg) = P(Mgx) for all x 2 G if and only if P(E) = P(EX)
forallE2 Gandall x 2 G.

From Theorems1 and 2, we have the following.

Corollary 2. LetG bea nitely geneated in nite group. If (G; G, P) is a right-
invariant prokability space, then[G : Mg] is nite andP(Mgx) = [G : M¢] * for
all x 2 G. Therefore, if [G : Mg] is in nite, (G;G;P) cannot be right-invariant
for any probability measure P.
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5 Univ ersally Right-In variant Probabilit y Measure and
Alternativ es

Now we can decidewhether or not right-invarianceis allowable in a given situa-
tion. Supposethat it is allowable. Then, what are the concrete examplesof the
probability measurewhich is both useful and practical for such property?

5.1 Univ ersally righ t-in varian t probabilit y measure

Given a right-closed measurablespace(G; G), if Mg is of nite-index, it is easy

to get a probability measurethat is right-invariant only on (G; G). Howevwer,

what is more meaningful is the one that is right-invariant on any right-closed
-algebra G with nite-index Mg. By Corollary 2, it can be de ned asfollows.

De nition 6. A probability measureP de ned on an atomic measurablespace
(G; 2°) is called a universally right-invariant protability measureon G if P(H) =
P (Hx) for any nite-index subgroupH of G and any x 2 G.

Most in nite groups that have emergedin cryptography are nitely generated
residually- nite groups(e.g.free groups, groupsof automorphisms of free groups,
braid groups, etc.). A group is residualy- nite if the intersection of all nite-
index normal subgroupsconsistsof only the identit y. Here, we considera larger
classof groups, nitely generatedgroups with in nitely many nite-index sub-
groups. Finitely-generated residually- nite in nite groups belongto this class.

Theorem 3. LetG bea nitely genemated groupwith in nitely many nite-index
sulgroups. Then the intersection of all nite-index sulgroupsof G is a sulgroup
of G with in nite-index. Furthermore, G hasno universally right-invariant prob-
ability measure.

Proof. For the proof, we usethe following fact.

Fact 1. Let G be a nitely generatedin nite group. Then, for any m 2 IN, G
hasonly nitely many subgroupsof index m.

Let H be the collection of all nite-index subgroupsof G andHg =\ o4 H.
Clearly Hg is a subgroup of G. Assumethat [G : Hg] = k is nite. Then any
H 2 H hasindex k or less.By Fact 1, H is a nite setwhich contradicts to the
hypothesis. Therefore, [G : Hg] is in nite.

Assumethat P is a universally right-invariant probability measureon G.
Then for any x 2 Gandany H 2 H,

P(Hox) P(Hx)=P(H)=[G:H]*
by Corollary 2. Note that for any integer m there exists a nite-index subgroup
H such that [G: H] m by Fact 1 and by the hypothesis. Thus P(Hx) = 0.
Since Hy is an in nite-index subgroup of G, there exist x1;X2;::: 2 G such
that G is partitioned into Hoxg;HoX2;:::. SOP(G) = ilzl P (Hox;i) = 0 which
contradicts to P(G) = 1. Therefore, P cannot be universally right-invariant. t

Corollary 3. Any nitely-gener ated residualy- nite in nite group has no uni-
versaly right-invariant probability measure.
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5.2 Alternativ es

From Theorem 3, a question arises:what are weaker, yet practical alternativ esto
the universally right-in variant probability measure?We approach this question

becauseany nitely generatedin nite group is ahomomorphicimageof a nitely
generatedfree group, and random walk yields a natural probability measureon
F in the following sense:it generatesall words of F with positive probability,
and the longer the word is, the lower its occurrenceprobability is.

On the other hand, Theorems 1 and 2 reduce nding such an alternative
measureto nding an atomic probability measurein an in nite group which is
closeto the uniform distribution over the family of all right-cosetsof any nite-
index subgroup. The latter hasbeenstudied independertly in group theory for a
long time. Sowe attempt to seard for alternativ esin the results from this area.

For s 2 (0;1), let Ws be a no-return random walk on the Cayley graph
C(F;X) of F with respect to the generating set X. SeeAppendix for Cayley
graph. Wy starts at 1 and either does nothing with probability s, or moves
to one of the 2m adjacert vertices with equal probabilities 12—m5 If Ws is at a
vertex v 6 1g, it either stopsat v with probability s, or moveswith probability

Z}n %; to oneofthe 2m 1 adjacert verticeslying away from 1 producing a new

freely reducedword vx; *. SoPr(jwj = k) = s(1 )k and the resulting atomic
probability measureon F is

(

s(w) = s(1 s)lw
2m(@2m 1)iwi 1

if w= 1¢;
otherwise

Thus, s(w) is the probability that the random walk Ws stops at w. From the
results of Woess[25] and Borovik, Myasnikov, and Remeslennilov [5], for any
nite-index subgroupH of F andany x 2 F

lim s(Hx) = [F : H] 1

On the other hand, for the casethat we are working with only su cien tly
long words, let's considera variant of . For k 2 IN, de ne

(

k(W) = s(w)
s(FnBk)

if w2 Bg;
otherwise,

where By = fw 2 F jjwj kg is a ball of radius k. Then  is a probability
measureon (F; 27). From the results of Pak [18] and Borovik, Myasnikov, and
Shpilrain [6], for any nite-index normal subgroupH of F

1 X 1 k
5 k(x) [F:H] = =ofe "): (4)
x2F=H
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Discussion of prop erty of ¢ and . Let (F;F) be aright-closed measur-
ablespacewith [F : Mg] < 1 . Supposethat P isthe right-invariant probabilit y
measureon (F; F). Then, by Proposition 1 and Theorem1, s hasthe following
property. For any E 2 F

j s(E) Pe(E)j= _ s(Mgxi) tPg(Mg)

s(Mexi) [F:Mg]1 ' 0 ass! O
i=1

where Mg x;'s are distinct right-cosetsof Mg in F such that E = [ {_; Mg X;.

On the other hand, by the normality of H in (4), « hasa slightly dierent
property, so that it can be usedin two cases.In the rst case,let (F;F) be
a both left- and right-closed measurablespacewith [F : Mg] < 1 . Then, by
Corollary 1, Mg is a normal subgroup of F. Suppose that Pg is the right-
invariant probability measureon (F;F). Then, forany E 2 F

X
i E) PeE] 00 FiMel® = o) (9)
X2F=M g

for k! 1 . The above inequality comesfrom the following fact.

Fact 2. Let be a nite set, and let P; and P, be probability measureson
( ;2 ). Then,

1 X
EnanPl(E) P2(E)j = 5 jP1(t)  P2(M)j:
12

N

In the secondcase,let (F;F) be a right-closed measurablespacesuch that
Mg contains a nite-index normal subgroup N of F. Then, there exist distinct

right-invariant probability measureon (F; F). Then, from Fact 2,forany E 2 F

. o1 X
i x(E) Pe(E)j > k(MEX) [F:Mg]?t
Mg x2R

1 X xt
5 k(Nxix) [F:N] ' = ofe ¥)
Mg x2R i=1

for k! 1, whereR isthe setof all right-cosetsof Mg in F.

Discussion of alternativ es. Givena group G, a good alternativ e to the uni-
versally right-invariant probability measuremay be a probability measureP on
(G; 2°) sudh that for any right-invariant probability space(G; G, Pg) and for any
E 2 G jP(E) Pg(E)jisvery small. Here, we should be careful with the word,
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\small". Smallin what? The factors which determinethe value of jP (E) Pg(E)j
comefrom the characteristics of G, G, and P. Note that the group G is given,
the -algebraGis arbitrarily selectedto someextent, and we are discussingthe
measureP . Sofocusingon P, it seemsmore reasonableto view P not asa single
probability measurebut as a family of probability measuresindexed by factors
represerting its characteristics. For example, =f <0s20:1) and =T (k2.
From this point of view, let's de ne our alternativ e in generalterms.

Let P = fP g ,a bea family of probability measureson (G; 2°) for an
index setA. And let some ¢ begiven.For any right-invariant probability
space(G; G;Pg) and for any E 2 G, P hasthe following property.

lim jP (E) Ps(E)j=0

sernesas a good example of this alternative. On the other hand, can sere
as another exampleif (G; G, Pg) is a both left- and right-invariant probability
space,or if (G;G;Pg) is a right-invariant probability spaceand Mg cortains a
nite-index normal subgroup of G. In these cases,jP (E) Pg(E)j decreases
exponertially .

6 Applications

This section shaws two basic examplesof how to apply our theory to real situa-
tions via recert works. Theseworks are basedon braid groups. For a survey of
braid-group-basedcryptography, see[14].

For n 2, the n-braid group B, can be preserted by (n 1)-generators
1;:71; n 1 andtwokinds of relations: ; j =  jforji jj>land ; j ;=
i i j forji jj= 1.Forthe symmetric group Sy on n-letters, there is a natural

projection :B,! S, sending ; to the transposition (i; i + 1). (X) is written
interchangeablywith 4. De ne P, = ker( ) and call its elemens pure braids.

6.1 The case that righ t-in variance is not allowable

Sibert, Dehornoy, and Girault [20] proposedertit y authentication schemesusing
braid groups: Schemesl, II, II', 111. As a two-passscheme, Schemel is perfectly
honest-veri er zero-knowledge.As three-passprotocols, the other schemeswere
shown to be zero-knawledgeunder the assumption that the probability spaceis
right-invariant (to polynomial-time distinguishers). Their assumptionwas made
from someexperiment over a certain nite subsetof B,.

This section discussegshe security of Schemell on the whole group B, by
disproving the assumption for zero-knawvledge. Analogous argumerts apply to
Sdcemesll', Ill. Let's seeSchemell. Prover's secretekey is z 2 B,,, and public
key is (b;b) 2 B2, wherel®= zbz 1. Its three-passprocessis givenin Fig. 1.
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Prover Verier
r 2r Bn
x=rhr!? X
2r f0; 1g
r if =0 Yy, _ yby ' if =0
y rz 1 otherwise: : X= iy * otherwise:

Fig. 1. Schemell

Assumption for perfect zero-kno wledge. For perfect zero-knowledge of
Schemell, it is assumedthat the distributions of r andrz ! areidentical, where
r 2r Bn. We show that they cannot be identical by de ning a distinguisher A
as follows.

A :\On aninput x 2 Bp; output 1if x = 1g,, and O otherwise."  (6)

Sinceverifying that any two braids are identical can be donevery e cien tly, A

is also e cien t. Then the situation comparing the distributions of r and rz *

by using the algorithm A vyields the atomic -algebra 2B~ as the right-closed
-algebrain B,. So, right-invarianceis not allowable in this situation.

Assumption for computational zero-kno wledge. For computational zero-
knowledge of Schemell, it is assumedthat the distributions of r and rz ! are
computationally indistinguishable, wherer 2r B,. This meansthat, for any
polynomial-time distinguisher A, Pr[A(X) = 1] Pr[A(Xz 1) = 1] is negligi-
ble. Here X is a random variable over B, .

By using the algorithm (6), we show that it is not negligible in the word
length of the secretekey z with respect to the probability measure s which is

projection :F! B,denedbyx; 7! j,letK = 1(1g,) andlet the random
variable X have the probability distribution induced by <. Then

PrIA(X) = 1]= s(K)  s(1f) = s

Let " = miny, 1(z) jwj, and let wo 2 Y(2) satisfy jwgj = ~. Then
R X i i
PAGZ D= 1= s(Kwo)=  s(Kwol G = s 9 lier S,
k

k=0 k=0

whereCy = fw 2 F jjwj = kg. Note that Kwg\ C¢x = ; for0 k< ". Thus,

R i ot
PriA(Xz D)=1]=sL s) (1 s)k%
"

k=0

Therefore, Pr[A(X) = 1] Pr[A(Xz ) =1 s (1 s).

R .
sIs) @ sk=@1 9):
k=0
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6.2 The case that righ t-in variance is allo wable

For notational corvenience,this sectionassumeghat n is even. De ne B~ (resp.
By) be a subgroup of B, generatedby 1;:::; =2 1 (resSp. n=os1::i:; n 1)

elemers chosenfrom B- and B, (resp.S: and S;) commute with ead other. The
decisional Di e-Hel Iman-type conjugacy problemin B, is de ned as follows.

Given(a;w. taw ;w, taw,;x, *x. *ax-x,), distinguish x, *x. ax-x, and
w, tw. taw-w,, wherea2 B,, w-;x- 2 B+, and wy; X, 2 By.

This problem is used as an underlying problem of a public-key encryption [13],
pseudorandomnumber generator, and pseudorandomsynthesizer [15]. Gennaro
and Micciancio [10] proposedhow to solveit for someparameters.We supplemeri
their attack with quantifying the successprobability of their adversary. The
adversary is described as follows.

A :\On aninput (a; w- taw; w, faw,; x, x- tax-xy)
wherea2 B, nP,, w-;x: 2 B-, and wy; X, 2 By,
1. nd any 2 S sudhthat !, = (w law);
2. output 1if (x,*x. *ax-xy)= ! (w,'aw,) , and O otherwise."

Dene B-B, = fxy j x2B-;y2Bygand S, = f ! j 2S;! 2S,g
Then they are subgroups of B, and S,, respectively. Let C = Zs.s,( a).
Since (at Step 1) can be easily and perfectly computed and such  satis es

1w, tawy) = (w, 'w. 'aww,), the succesgrobability equals

PriA(a;w. taw ;w, taw,; X taX)= 0]= Pr[ (X) 62C (wwy)]; (7)

where X is a random variable over B-B,,.

Deciding whether righ t-in variance is allowable or not. Restricting
de ned on B, to B-By inducesanother natural projection ~: B-B, ! S'S,.
Dene H = ~ (C) and P-P, = ker(~). SeeFig. 2. Then H is a subgroup
of B-By, Pr[ (X) 62C (w-wy)] = Pr[X 62Hw-w,], and P-Py is a normal
subgroupof B-B, cortained in H. De ne B asthe -algebrain B-B, generated
by all cosetsof P-P,. Then H 2 B and B is both left- and right-closed. Since
[B-By : Mg] = [B'By : PPy = ((%)!)2 is nite, we can use right-invariance
property in order to compute the succesgrobability Pr[X 62Hw-w].

Computing the success probabilit y. LetF = F(fX1;:::;Xn=2 1;Xn=2+1 ;553
Xn 10) be a free group. Then, there is a natural projection :F ! B-B, de-
ned by x; 7! ;.LetK = YH)andN = I(P-P,). SeeFig. 2. Let F be

the -algebrain F generatedby all cosetsof N. SinceN is a nite-index normal
subgroupof F and Mg = N, ¢ canbeusedon (F;F) for right-invariance.
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(F; «) ! (B-By;P) T SS,
i j j
K 7! H 7t C
i j j
N 70 PP, 7! 1ss,

Fig. 2. Correspondencesamong groups

De ne asetfunction P : B! [0;1] by P(E) = «( *(E)) for all E 2 B.
SinceF = f 1(E)jE 2 Bg, P is a probability measureon (B-B;B). Let the
random variable X in (7) induce P. Then, Pr[X 62Hww;] =1 P(Hww).
On the other hand, from the de nition of P and (5)

P(Hwwy) [B'By:H] ' = (K (ww)) [K:NJEF:N] =ofe ¥):
Therefore, the succesgrobability of the adversary is

1 [BBy:H] ! oe®) 1 PMHww) 1 [BB,:H]*+ofe X):
Note that [B-B, : H] = [S S, :Cland C = Zs.s,( a). SO[B By : H] can be
evaluated if 4 is specied. For all a2 B,nP,, its upper bound is (n:2)!2, and

lower bound is n(n  2)=8 for n 10 from the following theorem.

Theorem 4. If 2 S;nfls, g, Zs.s,( ) isaproper sulgroupof S:S, forn 6.
Precisely,
( n(n 2)=8 forn 10

[SSu:Zss, ()] 3 for n = 8§,
2 for n = 6.
Proof. Let 2 S,,andlet ;;:::; s bedisjoint cyclesin Sy such that
8
<SS forl i t;
= 3 s and {2 S,nSS, fort<i ty;
TSy forty <i s;

for someO0 t- t, s.Let
= .28 ~= (4 1, 2(SanSSY)[ fls, G u= 1,41 s2Sy:

Foreveryl i s,let ;= (ak ,+1;:::;8) with kg = 0. Then
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Table 1. Maximum of jZs. ( +)j and minimum of [S: : Zs. ( )]

| 5 |max. of jZs. ( \)j|min. of [S :Zs.( \)]| number of cycles
3 3 2 3= 1 x=0fork6 3
4 8 3 2=2,k=0fork6 2
5] 2 (2 2 ENTIEY W= 0 2,,=1"k=0fork 3
Let 2 Zss, (). Then 1 %Y:::; s 1 aredisjoint cyclesof . If ; 2
S, j2SnSS;,and ¢ 2 S,,then | 2SS, ; 1'2S,nSS,, and
Kk t2s,foralijjk.So + = ., ~ 1= ~and , !-=

u-
Namely, 2 Zss,( *)\ Zss,(~)\ Zs.s,( u). On the other hand, it is clear
that Zs\su( I\ Zs\su(“)\ ZS«SU( u) Zs\su( ). So

Zss,()=2Zss,( )\ Zss,(7)\ Zss,( u):

Let 6 1g,,andlet = - ,2SS, meanthat -2 S and , 2 S,.
Casel. - , 6 1s,: WLOG, let -6 1s5,.Dene 1 =jf1l i n=2j -(i)=
igj and *; asthe number of i-cyclesof - for2 i n=2.Then

2
iZs ()i = ik

i=1
Table 1 shows the maximum values of jZs. ( -)j and the corresponding val-
uesof [S : Zs.( *)] over - 2 Snflg, g Since[SSy : Zs.s,( )] [SS,
Zss,( =[S :Z2s( )], forall 2 S, suchthat - , 6 1g,

( n(n 2)=8 forn 10

[SSy:Zss, ()] 3 forn= 8,
2 forn = 6.
Case2. - , = 1g,:In this case,Zs.s,( ) = Zs.s,(~). Dene
n n o} Ny o}
A= 1 i §j~(i)6i DAy = §<i nj~({)6i ; N-=jAj; Ny = jAyj:

WLOG, we assumel Ny N~ n=2. Note that for any - , 2 Zs.s,(~),
f(i; ~(i))ji 2 A-gisuniquely determined by f(i; y(i))ji 2 Ayg. So

. . n n (n=2 1? if Ny, < n=2
~ — N R [ |
Zss, (N5 NoE 5 Na NGt ) if Ny = n=2,

(n=2 1?2 ifn §

6 if n = 6
Therefore, for all 2 Synfls gsudthat - , = 1s,
- (n=2)2 ifn 8
[SSy:Zss,( )] 6 if n= 6:

From Casesl and 2, the conclusionfollows. u
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7 Conclusions

We know that it isimpossibleto overestimatethe role of the uniform distribution
in cryptography. However, noin nite group hassud a nice distribution. Noticing
that this fact is animpediment to the useof in nite groupsfor cryptography, this
paper hasformalized the notion of right-invarianceon an in nite group which in
a sensecorrespondsto the uniform distribution on a nite set, and then shown
whenand how this notion can be usedfor in nite-group-based cryptography.

Our work is a rst attempt to formalize and resolve probabilit y-theoretic
problems arising in the processof using in nite groups for cryptography. Al-
though our work cannot resolve all the problems, we hope that it cortributes to
widening the scope of what provably securecryptosystems can be built on. We
closethis paper with the following researd topics.

{ Find dierent typesof alternativesto the universally right-invariant proba-
bilit y measurefrom ours.

{ Find more various examplesof practical problemswhich right-in variancecan
resolve in cryptography.

{ For complex problems (e.g. proving security of a cryptosystem), discover,
formalize, and solve its constituent problems other than right-invariance.
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App endix: Cayley Graph

The Cayley graph C(G; X) of a group G with a generatingset X is a graph such
that the vertices are in one-to-onecorrespondencewith the group elemers and
there is a (directed) edgefrom the vertex labelled by v to the vertex labelled by
vx foreahhv2 Gandx 2 X [ X % Soif G is aninnite group, its Cayley
graph is alsoan in nite graph. The Cayley graph is a metric spaceby de ning
the length of ead edgeto be the unit length. The distance betweentwo vertices
v; w in the Cayley graph is exactly the shortestword-length of v 1w with respect
to the given generating set.



