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Abstract. In�nite groups have beenused for cryptograph y since about
twenty years ago. However, it has not been so fruitful as using �nite
groups. An important reason seemsthe lack of research on building a
solid mathematical foundation for the use of in�nite groups in cryptog-
raphy. As a �rst step for this line of research, this paper pays attention
to a property, the so-called right-in variance, which makes �nite groups
so convenient in cryptograph y, and gives a mathematical framework for
correct, appropriate use of it in in�nite groups.

1 In tro duction

In modern cryptography, many schemesare designedbasedon groups.The most
popular problems used for cryptography may be the integer factorization and
discretelogarithm problemsin �nite groups.From theseproblems,many schemes
have been developed. However, on quantum computer they turned out to be
e�cien tly solved by Shor's algorithms [19].

Not to put all eggsin onebasket aswell asto enrich cryptography, peoplehave
attempted to usein�nite groups for cryptography. Compared to �nite groups, in
in�nite groupsthere are only a few typesof schemes(e.g. key agreement protocol
or public keyencryption) [24,9,21{23,13,2] and a few ways of analysesof attacks
(e.g. deterministic or empirical) [3,10,17,12,11,16,7]. A natural question is how
wecanproceedonemorestep.An impediment to this seemsto beconnectedwith
\probabilit y". Indeed,many cryptographic schemeshave checkpoints concerning
probabilit y for their basic security, and many casesof cryptanalysis rely on
probabilistic analysis. Furthermore, we do not seethat we can build a provably
securecryptosystem without probabilit y. However, there is nothing discussed
seriously for it in the literature on in�nite-group-based cryptography.

Our Results. When cryptosystems are designed or analyzed using in�nite
groups, we sometimesfeel attracted to use nice properties or tools which are
commonly usedin �nite groups. However, we do not sinceeither it looks wrong
or we are not sure if it is right or wrong. A possible approach to resolve this
problem is to extract a nice property of �nite groups, to generalizeit in arbitrary
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groups, and then to construct a rigorous theory by which we can decide when
we can or cannot use this property in in�nite groups.

This paper follows this way focusing on a particular property, the so-called
right-invariance: we de�ne a probabilit y measure(cf. probabilit y distribution in
probabilit y theory) P on a group G as right-in variant if P(E) = P(Ex) for all
E � G on which P is de�ned and for all x 2 G. We show that right-in variance
property dependson a particular subgroup and the index of the subgroup deter-
mines when right-in variance can or cannot be usedin in�nite groups.

For the situations wherethis property is allowable,onemay be curious about
how it canbehandled in practice. It is easyto �nd a probabilit y measurewhich is
right-in variant only in a particular situation. However, what is more meaningful
is to �nd a probabilit y measurewhich is right-in variant in all situations where
such property is allowable. Namely, a right-in variant probabilit y measurethat
can be useduniversally on a given group. As to this, we prove that most in�nite
groupsdealt with in cryptography do not havesuch a probabilit y measure.Sowe
discussweaker, yet practical alternativ es with concrete examples.Using these,
we illustrate how our theory is applied to in�nite-group-based cryptography via
two opposite typesof situations.

Organization. Sec.2 givesbasicnotations and brief de�nitions for reading this
paper. Sec.3 discusseswhy right-in variance is attractiv e, and formalizesthe no-
tion. Sec.4 exploresright-in varianceproperty through building a mathematical
framework. Sec. 5 discussesthe notion of universally right-in variant probabil-
it y measureand its alternativ es.Sec.6 shows how the results developed in the
previous sectionscan be applied to practice. This paper concludeswith Sec.7.

2 Preliminaries

IN, Z, and IR denote the sets of all positive integers, all integers, and all real
numbers, respectively. For a < b, (a; b) = f x 2 IR j a < x < bg and [a; b] =
f x 2 IR j a � x � bg. For n 2 IN, Zn = f 0; 1; : : : ; n � 1g and Z �

n = f a 2 Zn j
gcd(a; n) = 1g. For sets S and T, SnT = f x 2 S j x 62Tg. jSj and 2S denote
the cardinal number of S and the collection of all subsetsof S, respectively.
S� 1 = f x � 1 j x 2 Sg. A partition of S meansa family f Si gi 2 I of non-empty,
mutually disjoint subsetsof S such that S = [ i 2 I Si . ; denotesthe empty set.

De�nition 1. (a) Let M � 2X for a non-empty set X . M is called a � -algebra
in X if (i) ; 2 M , (ii) E 2 M implies X nE 2 M , and (iii) E1; E2; : : : 2 M
implies [ 1

i =1 E i 2 M .
(b) If M is a � -algebrain a non-empty set X , then (X ; M ) is called a measurable

space and the members of M are called the measurable sets in X .

If S is any collection of subsetsof X , there exists a smallest � -algebra M in X
such that S � M . This M is called the � -algebra generated by S.
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De�nition 2. (a) For a measurablespace(X ; M ), a set function � : M ! [0; 1]
is called a probability measure on M if it satis�es that (i) � (X ) = 1 and (ii)
if E1; E2; : : : 2 M are mutually disjoint, � ([ 1

i =1 E i ) =
P 1

i =1 � (E i ).
(b) For a measurablespace(X ; M ), if � is a probabilit y measureon M , then

(X ; M ; � ) is called a probability space. In particular, it is called atomic if
M = 2X . Measurablesetsof a probabilit y spaceare called events.

Let G be a group and H a subgroup of G. For x 2 G, let ZH (x) = f y 2 H j
yx = xyg, which is a subgroup of H . H x = f hx j h 2 H g is called a right coset
of H in G and xH = f xh j h 2 H g a left coset of H in G. The index of H in G,
denoted by [G : H ], is the cardinal number of the set of distinct right (or left)
cosetsof H in G. For a normal subgroup H of G, G=H denotesf H x j x 2 Gg
and is called the factor group of G over H . 1G denotesthe identit y of G.

De�nition 3. (a) For a set X , w = w1 � � � w` is called a reduced word on X if
w is the empty word or w satis�es that (i) ` 2 IN; (ii) wi 2 X [ X � 1 for
all 1 � i � ` ; (iii) wi +1 6= w� 1

i for all 1 � i < `. jwj = 0 (if w is the empty
word) or ` (otherwise) denotesthe word length of w.

(b) F (X ) is called the free group generated by X . It is the set of all reduced
words on X with the binary operation: for any w1; w2 2 F (X ), w1 � w2 is
the reducedform of the word obtained by the juxtap osition w1w2 of the two
words. The symbol �̀' is omitted if there is no confusion.

3 Role of Righ t-In variance in Cryptograph y

This section shows why this paper selectsright-in variance as a useful property.

Role in random self-reducibilit y. Informally , a problem is called random
self-reducible if solving it on any instance is e�cien tly reduced to solving it on
a random instance. For a random self-reducible problem, if breaking a crypto-
graphic scheme implies solving the problem on average, it meanssolving it in
the worst case.Thus, since Blum and Micali [4] intro duced this notion, it has
played an invaluable role in showing provablesecurity of many schemes.We refer
to [1,8] for detailed referenceson it and the cryptographic signi�cance of this
feature. We state it roughly in terms of the discrete logarithm problem with
proper parameters;a prime p and a generatorg of Z �

p. n is the length of p when
it is represented in a bit-string.

Let a; b 2 IN and let A be a probabilistic polynomial time algorithm such
that

Pr
x

[A (p;g; gx mod p) = x] >
1

na ;

where x is taken uniformly at random from Zp� 1. Then, there exists a
probabilistic polynomial time algorithm D such that for all y 2 Zp� 1,

Pr[D(p;g; gy mod p) = y] > 1 �
1
nb :
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D is built basedon the following idea: for any �xed y 2 Zp� 1, D choosesx 2
Zp� 1 uniformly at random, gets w by running A on an input (p;g; gy gx mod p),
outputs w� x mod p � 1 if gw = gy gx mod p, otherwiserepeatsthis processsome
polynomial times. A basic property used in computing the successprobabilit y
of D is that for any y 2 Zp� 1

Pr
x

[A (p;g; gy+ x mod p) = y + x mod p � 1] = Pr
x

[A (p;g; gx mod p) = x]; (1)

where x is taken uniformly at random from Zp� 1.

Equation (1) can be generalizedas follows: given a group G, for all r 2 G

Pr(f (X ) = 0) = Pr(f (X r ) = 0) or (2)

Pr(f (X ) = 0) = Pr(f (rX ) = 0); (3)

whereX is a random variable over G and f : G ! f 0; 1g is a predicate. Without
lossof generality (WLOG), in this paper we focus on (2).

If G is a �nite group and X has the uniform distribution, (2) is true. In this
case,it is being usedas an underlying assumption in probabilistically analyzing
many kinds of cryptographic schemes.However, it is not true in general if G
is an in�nite group or if one cannot uniformly generate elements from even a
�nite group. We know that no probabilit y distribution can ever be uniform on
any in�nite group, however the conceptof uniformit y makesin�nite groupsmore

exibly handled in cryptography. A natural question is what distribution on an
in�nite group is an analogueof the uniform distribution on a �nite group.

For an arbitrary group G, let's recall the meaningof a random variable. The
fact that X is a random variable over G with a probabilit y distribution P means
that P is the probabilit y measureon the atomic measurablespace(G; 2G ) and
Pr[X 2 E] = P(E) for any E � G. In order for (2) to hold when G is an in�nite
group, we seeit from a measure-theoreticpoint of view. Namely, we considernot
only 2G but also a smaller � -algebraG for P. By restricting P originally de�ned
on 2G to G, (G; 2G ; P) inducesanother probabilit y space(G; G; P).

De�nition 4. Let (G; G; P) be a probabilit y space.E 2 G is called a right-
invariant event (resp. left-invariant event) if, for all x 2 G, Ex 2 G (resp.
xE 2 G) and P(E) = P(Ex) (resp. P(E) = P(xE )). (G; G; P) (or shortly P) is
called right-invariant (resp. left-invariant ) if all events are right-in variant (resp.
left-invariant).

For a situation in which one is interested (e.g. points where one wants to com-
pute probabilities or to comparethem), if a � -algebra covering all the events in
question (i.e. containing all the events in question as its measurablesets)can be
constructed and there exists a right-in variant probabilit y measurethereon, then
we say that right-invariance is allowable(or can be used, etc.) in the situation.
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4 Righ t-In varian t Probabilit y Space

In order to discussright-in variance from a measure-theoreticpoint of view, we
�rst analyze the structure of an arbitrary � -algebra in in�nite groups, and then
a special type of � -algebra. From this we formulate a way of deciding whether
or not right-in variance property is allowable in a given situation.

Throughout this paper, we deal with only �nitely generated groups since
groups with in�nitely many generatorsare not practical. Note that any �nitely
generatedin�nite group is a countable set.

� -algebra in �nitely generated in�nite groups. Let G be a �nitely gener-
ated in�nite group and G be a � -algebra in G. For x 2 G, de�ne

M G(x) = f E 2 G j x 2 Eg and M G(x) = \ E 2M G (x )E:

In particular, denote M G(1G ) by M G. The following proposition shows that
M G(x) is the smallest measurableset containing x.

Prop osition 1. For a �nitely generated in�nite group G, let G be any � -algebra
in it. Then, M G(x) 2 G for all x 2 G. Furthermore, any measurable set is
partitioned into M G(x)'s.

Proof. Let x 2 G. SinceG 2 M G(x) and x 2 M G(x), M G(x) 6= ; . We show that
M G(x) can be expressedasan intersection of a countable number of measurable
sets.For y 2 G, de�ne a set Ay as follows.

Ay =
�

G if y 2 M G(x);
E such that y 62E 2 M G(x) if y 62M G(x):

SinceG is a countable set, it su�ces to show that M G(x) = \ y2 GAy . (i) M G(x) �
\ y2 G Ay : If w 62\ y2 GAy , there exists y 2 G such that w 62Ay . Since Ay 2
M G(x), w 62M G(x). (ii) M G(x) � \ y2 GAy : If w 62M G(x), w 62Aw . Thus,
w 62\ y2 G Ay . Therefore, M G(x) 2 G.

Let E 2 G. Since, for any x 2 E, M G(x) � E , E = [ x 2 E M G(x). Thus it
su�ces to show that any distinct M G(x) and M G(y) aredisjoint. AssumeM G(x)\
M G(y) 6= ; . If x 62M G(y), then M G(x)nM G(y) 2 M G(x) sinceM G(x)nM G(y) 2 G
and x 2 M G(x)nM G(y). SinceM G(x) is the intersectionof all membersof M G(x),
M G(x) � M G(x)nM G(y). In particular, M G(x) \ M G(y) = ; which contradicts to
the assumption. Thus x 2 M G(y), so M G(x) � M G(y). By the sameargument,
M G(y) � M G(x). Therefore, M G(x) = M G(y). ut

Righ t-closed � -algebra in �nitely generated in�nite groups.

De�nition 5. A measurablespace(G; G) (or a � -algebraG in G) is called right-
closed (resp. left-closed) if, for any E 2 Gand any x 2 G, Ex 2 G(resp. xE 2 G).

A � -algebrageneratedby a subgroup and all its right cosetsis right-closed.The
following shows that right-closed � -algebrashave only this form.



107

Theorem 1. For a �nitely generated in�nite group G, the following conditions
on a measurable space (G; G) are equivalent.

(i) G is right-closed.
(ii) M G(x) = M Gx for all x 2 G.

(iii) M G is a subgroup of G, and G is generated by M G and all its right cosets.

Proof. (i) ) (ii): Supposethat (i) holds. Let x 2 G. SinceM G(x) = \ A 2M G (x ) A
and M Gx = (\ A 2M G (1 G ) A)x = \ A 2M G (1 G ) (Ax ) = \ B 2M G (1 G )x B , it su�ces to
show that M G(x) = M G(1G )x.

Let Ax , where A 2 M G(1G ), be an arbitrary element of M G(1G )x. Since
1G 2 A, x = 1Gx 2 Ax and so Ax 2 M G(x) by (i). Thus M G(1G )x � M G(x).
Conversely, if A 2 M G(x), then 1G = xx � 1 2 Ax � 1 2 M G(1G ) by (i). Thus,
M G(x) � M G(1G )x.

(ii) ) (iii): Supposethat (ii) holds. Let a; b 2 M G. Sinceb 2 M G, M G = M G(b)
by Proposition 1. Then, a 2 M G(b) = M Gb by (ii), and soab� 1 2 M G. Therefore,
M G is a subgroup of G.

For any E 2 G, E = [ x 2 E M G(x) by Proposition 1. M G(x) = M Gx 2 G by
(ii), and so E = [ x 2 E M Gx. Thus, G is generatedby all right cosetsof M G.

(iii) ) (i): It is trivial. ut

Analogousresult holds for left-closed� -algebras.By combining these,we get
the following.

Corollary 1. For a �nitely generated in�nite group G, the following conditions
on a measurable space (G; G) are equivalent.

(i) G is both left- and right-closed.
(ii) xM G = M G(x) = M Gx for all x 2 G.

(iii) M G is a normal subgroup of G and G is generated by M G and all its cosets.

Righ t-in variance prop ert y of �nitely generated in�nite groups. Right-
invarianceproperty is what belongsto a probabilit y measurede�ned on a right-
closed � -algebra. When a probabilit y spaceis right-in variant, any measurable
set is, of course,right-in variant. Conversely, Proposition 1 and Theorem 1 imply
that right-in variance of M G is extended to the whole space.

Theorem 2. For a �nitely generated in�nite group G, let G be a right-closed
� -algebra in G. P(M G) = P(M Gx) for all x 2 G if and only if P(E) = P(Ex)
for all E 2 G and all x 2 G.

From Theorems1 and 2, we have the following.

Corollary 2. Let G be a �nitely generated in�nite group. If (G; G; P) is a right-
invariant probability space, then [G : M G] is �nite and P(M Gx) = [G : M G]� 1 for
all x 2 G. Therefore, if [G : M G] is in�nite, (G; G; P) cannot be right-invariant
for any probability measure P.
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5 Univ ersally Righ t-In varian t Probabilit y Measure and
Alternativ es

Now we can decidewhether or not right-in variance is allowable in a given situa-
tion. Supposethat it is allowable. Then, what are the concreteexamplesof the
probabilit y measurewhich is both useful and practical for such property?

5.1 Univ ersally righ t-in varian t probabilit y measure

Given a right-closed measurablespace(G; G), if M G is of �nite-index, it is easy
to get a probabilit y measure that is right-in variant only on (G; G). However,
what is more meaningful is the one that is right-in variant on any right-closed
� -algebra G with �nite-index M G. By Corollary 2, it can be de�ned as follows.

De�nition 6. A probabilit y measureP de�ned on an atomic measurablespace
(G; 2G ) is calleda universally right-invariant probability measure on G if P(H ) =
P(H x) for any �nite-index subgroup H of G and any x 2 G.

Most in�nite groups that have emergedin cryptography are �nitely generated
residually-�nite groups(e.g. freegroups,groupsof automorphismsof freegroups,
braid groups, etc.). A group is residually-�nite if the intersection of all �nite-
index normal subgroupsconsistsof only the identit y. Here, we considera larger
classof groups, �nitely generatedgroups with in�nitely many �nite-index sub-
groups. Finitely-generated residually-�nite in�nite groups belong to this class.

Theorem 3. Let G be a �nitely generated groupwith in�nitely many �nite-index
subgroups. Then the intersection of all �nite-index subgroupsof G is a subgroup
of G with in�nite-index. Furthermore, G hasno universally right-invariant prob-
ability measure.

Proof. For the proof, we usethe following fact.

Fact 1. Let G be a �nitely generatedin�nite group. Then, for any m 2 IN, G
has only �nitely many subgroupsof index m.

Let H be the collection of all �nite-index subgroupsof G and H 0 = \ H 2H H .
Clearly H0 is a subgroup of G. Assume that [G : H 0] = k is �nite. Then any
H 2 H has index k or less.By Fact 1, H is a �nite set which contradicts to the
hypothesis.Therefore, [G : H 0] is in�nite.

Assume that P is a universally right-in variant probabilit y measureon G.
Then for any x 2 G and any H 2 H,

P(H0x) � P(H x) = P(H ) = [G : H ]� 1

by Corollary 2. Note that for any integer m there exists a �nite-index subgroup
H such that [G : H ] � m by Fact 1 and by the hypothesis. Thus P(H 0x) = 0.
Since H0 is an in�nite-index subgroup of G, there exist x1; x2; : : : 2 G such
that G is partitioned into H 0x1; H0x2; : : :. So P(G) =

P 1
i =1 P(H0x i ) = 0 which

contradicts to P(G) = 1. Therefore, P cannot be universally right-in variant. ut

Corollary 3. Any �nitely-gener ated residually-�nite in�nite group has no uni-
versally right-invariant probability measure.
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5.2 Alternativ es

From Theorem 3, a questionarises:what are weaker, yet practical alternativ esto
the universally right-in variant probabilit y measure?We approach this question
via random walk on a free group F = F (X ), where X = f x1; : : : ; xm g. It is
becauseany �nitely generatedin�nite group is a homomorphic imageof a �nitely
generatedfree group, and random walk yields a natural probabilit y measureon
F in the following sense:it generatesall words of F with positive probabilit y,
and the longer the word is, the lower its occurrenceprobabilit y is.

On the other hand, Theorems 1 and 2 reduce �nding such an alternativ e
measureto �nding an atomic probabilit y measurein an in�nite group which is
closeto the uniform distribution over the family of all right-cosetsof any �nite-
index subgroup.The latter hasbeenstudied independently in group theory for a
long time. Sowe attempt to search for alternativ esin the results from this area.

For s 2 (0; 1), let Ws be a no-return random walk on the Cayley graph
C(F; X ) of F with respect to the generating set X . SeeAppendix for Cayley
graph. Ws starts at 1F and either does nothing with probabilit y s, or moves
to one of the 2m adjacent vertices with equal probabilities 1� s

2m . If Ws is at a
vertex v 6= 1F , it either stops at v with probabilit y s, or moveswith probabilit y

1� s
2m � 1 to oneof the 2m � 1 adjacent verticeslying away from 1F producing a new
freely reducedword vx � 1

i . So Pr(jwj = k) = s(1 � s)k and the resulting atomic
probabilit y measureon F is

� s(w) =

(
s if w = 1F ;

s(1 � s) j w j

2m (2m � 1) j w j� 1 otherwise:

Thus, � s(w) is the probabilit y that the random walk Ws stops at w. From the
results of Woess[25] and Borovik, Myasnikov, and Remeslennikov [5], for any
�nite-index subgroup H of F and any x 2 F

lim
s! 0

� s(H x) = [F : H ]� 1:

On the other hand, for the casethat we are working with only su�cien tly
long words, let's considera variant of � s. For k 2 IN, de�ne

�� k (w) =

(
0 if w 2 Bk ;

� s (w )
� s (F nB k ) otherwise,

where Bk = f w 2 F j jwj � kg is a ball of radius k. Then �� k is a probabilit y
measureon (F; 2F ). From the results of Pak [18] and Borovik, Myasnikov, and
Shpilrain [6], for any �nite-index normal subgroup H of F

1
2

X

�x 2 F =H

�
�
� �� k ( �x) � [F : H ]� 1

�
�
� = o(e� k ): (4)
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Discussion of prop ert y of � s and �� k . Let (F; F ) be a right-closed measur-
ablespacewith [F : M F ] < 1 . Supposethat PF is the right-in variant probabilit y
measureon (F; F ). Then, by Proposition 1 and Theorem 1, � s has the following
property. For any E 2 F

j� s(E ) � PF (E )j =

�
�
�
�
�

tX

i =1

� s(M F x i ) � tPF (M F )

�
�
�
�
�

�
tX

i =1

�
� � s(M F x i ) � [F : M F ]� 1

�
� ! 0 as s ! 0;

where M F x i 's are distinct right-cosetsof M F in F such that E = [ t
i =1 M F x i .

On the other hand, by the normalit y of H in (4), �� k has a slightly di�eren t
property, so that it can be used in two cases.In the �rst case, let (F; F ) be
a both left- and right-closed measurablespacewith [F : M F ] < 1 . Then, by
Corollary 1, M F is a normal subgroup of F . Suppose that PF is the right-
invariant probabilit y measureon (F; F ). Then, for any E 2 F

j �� k (E ) � PF (E )j �
1
2

X

�x2 F =M F

�
� �� k ( �x) � [F : M F ]� 1

�
� = o(e� k ) (5)

for k ! 1 . The above inequality comesfrom the following fact.

Fact 2. Let 
 be a �nite set, and let P1 and P2 be probabilit y measureson
(
 ; 2
 ). Then,

max
E � 


jP1(E ) � P2(E )j =
1
2

X

! 2 


jP1(! ) � P2(! )j:

In the secondcase,let (F; F ) be a right-closed measurablespacesuch that
M F contains a �nite-index normal subgroup N of F . Then, there exist distinct
cosets, N x1; : : : ; N x t , of N in F such that M F = [ t

i =1 N x i . Let PF be the
right-in variant probabilit y measureon (F; F ). Then, from Fact 2, for any E 2 F

j �� k (E ) � PF (E )j �
1
2

X

M F x 2R

�
� �� k (M F x) � [F : M F ]� 1

�
�

�
1
2

X

M F x 2R

tX

i =1

�
� �� k (N x i x) � [F : N ]� 1

�
� = o(e� k )

for k ! 1 , where R is the set of all right-cosetsof M F in F .

Discussion of alternativ es. Given a group G, a good alternativ e to the uni-
versally right-in variant probabilit y measuremay be a probabilit y measureP on
(G; 2G ) such that for any right-in variant probabilit y space(G; G; PG) and for any
E 2 G, jP(E) � PG(E )j is very small. Here, we should be careful with the word,
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\small". Small in what? The factors which determine the valueof jP(E)� PG(E )j
come from the characteristics of G, G, and P. Note that the group G is given,
the � -algebra G is arbitrarily selectedto someextent, and we are discussingthe
measureP. Sofocusingon P, it seemsmore reasonableto view P not asa single
probabilit y measurebut as a family of probabilit y measuresindexed by factors
representing its characteristics. For example, � = f � sgs2 (0 ;1) and �� = f �� k gk2 IN .
From this point of view, let's de�ne our alternativ e in general terms.

Let P = f P� g� 2A be a family of probabilit y measureson (G; 2G ) for an
index setA . And let some� 0 begiven.For any right-in variant probabilit y
space(G; G; PG) and for any E 2 G, P has the following property.

lim
� ! � 0

jP� (E ) � PG(E )j = 0

� servesas a good example of this alternativ e. On the other hand, �� can serve
as another example if (G; G; PG) is a both left- and right-in variant probabilit y
space,or if (G; G; PG) is a right-in variant probabilit y spaceand M G contains a
�nite-index normal subgroup of G. In these cases,jP� (E ) � PG(E )j decreases
exponentially .

6 Applications

This section shows two basic examplesof how to apply our theory to real situa-
tions via recent works. Theseworks are basedon braid groups. For a survey of
braid-group-basedcryptography, see[14].

For n � 2, the n-braid group Bn can be presented by (n � 1)-generators
� 1; : : : ; � n � 1 and two kinds of relations: � i � j = � j � i for ji � j j > 1 and � i � j � i =
� j � i � j for ji � j j = 1. For the symmetric group Sn on n-letters, there is a natural
projection � : Bn ! Sn sending� i to the transposition (i; i + 1). � (x) is written
interchangeablywith � x . De�ne Pn = ker(� ) and call its elements pure braids.

6.1 The case that righ t-in variance is not allo wable

Sibert, Dehornoy, and Girault [20] proposedentit y authentication schemesusing
braid groups: SchemesI, I I, I I', I I I. As a two-passscheme,SchemeI is perfectly
honest-veri�er zero-knowledge.As three-passprotocols, the other schemeswere
shown to be zero-knowledgeunder the assumption that the probabilit y spaceis
right-in variant (to polynomial-time distinguishers). Their assumption wasmade
from someexperiment over a certain �nite subsetof Bn .

This section discussesthe security of Scheme II on the whole group Bn by
disproving the assumption for zero-knowledge. Analogous arguments apply to
SchemesI I', I I I. Let's seeSchemeII. Prover's secretekey is z 2 Bn , and public
key is (b;b0) 2 B 2

n , where b0 = zbz� 1. Its three-passprocessis given in Fig. 1.
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Prover Veri�er

r 2 R Bn

x = r br � 1 x� � � � !
� � � � � � 2 R f 0; 1g

y =
�

r if � = 0;
r z� 1 otherwise:

y
� � � � ! x =

�
yby� 1 if � = 0;
yb0y� 1 otherwise:

Fig. 1. Scheme I I

Assumption for perfect zero-kno wledge. For perfect zero-knowledge of
SchemeII, it is assumedthat the distributions of r and rz� 1 are identical, where
r 2R Bn . We show that they cannot be identical by de�ning a distinguisher A
as follows.

A : \On an input x 2 Bn ; output 1 if x = 1B n , and 0 otherwise." (6)

Sinceverifying that any two braids are identical can be done very e�cien tly , A
is also e�cien t. Then the situation comparing the distributions of r and rz� 1

by using the algorithm A yields the atomic � -algebra 2B n as the right-closed
� -algebra in Bn . So, right-in variance is not allowable in this situation.

Assumption for computational zero-kno wledge. For computational zero-
knowledgeof Scheme II, it is assumedthat the distributions of r and rz� 1 are
computationally indistinguishable, where r 2 R Bn . This means that, for any
polynomial-time distinguisher A ,

�
�Pr[A (X ) = 1] � Pr[A (X z� 1) = 1]

�
� is negligi-

ble. Here X is a random variable over Bn .
By using the algorithm (6), we show that it is not negligible in the word

length of the secretekey z with respect to the probabilit y measure� s which is
de�ned on a free group F generatedby f x1; : : : ; xn � 1g. Considering a natural
projection � : F ! Bn de�ned by x i 7! � i , let K = � � 1(1B n ) and let the random
variable X have the probabilit y distribution induced by � s. Then

Pr[A(X ) = 1] = � s(K ) � � s(1F ) = s:

Let ` = minw2 � � 1 (z) jwj, and let w0 2 � � 1(z) satisfy jw0 j = `. Then

Pr[A(X z� 1) = 1] = � s(K w0) =
1X

k=0

� s(K w0 \ Ck ) =
1X

k=0

s(1 � s)k jK w0 \ Ck j
jCk j

;

where Ck = f w 2 F j jwj = kg. Note that K w0 \ Ck = ; for 0 � k < `. Thus,

Pr[A (X z� 1) = 1] = s(1� s)`
1X

k=0

(1� s)k jK w0 \ C` + k j
jC` + k j

� s(1� s)`
1X

k=0

(1� s)k = (1� s)` :

Therefore, Pr[A (X ) = 1] � Pr[A (X z� 1) = 1] � s � (1 � s)` .
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6.2 The case that righ t-in variance is allo wable

For notational convenience,this sectionassumesthat n is even. De�ne B ` (resp.
Bu ) be a subgroup of Bn generatedby � 1; : : : ; � n= 2� 1 (resp. � n= 2+1 ; : : : ; � n � 1).
Likewise,de�ne S` (resp. Su ) be a subgroup of the symmetric group Sn gener-
ated by (1; 2); : : : ; ( n

2 � 1; n
2 ) (resp. ( n

2 + 1; n
2 + 2); : : : ; (n � 1; n)). Then, any two

elements chosenfrom B ` and Bu (resp.S` and Su ) commute with each other. The
decisional Di�e-Hel lman-type conjugacy problem in B n is de�ned as follows.

Given(a; w� 1
` aw` ; w� 1

u awu ; x � 1
u x � 1

` ax` xu ), distinguish x � 1
u x � 1

` ax` xu and
w� 1

u w� 1
` aw` wu , where a 2 Bn , w` ; x` 2 B ` , and wu ; xu 2 Bu .

This problem is usedas an underlying problem of a public-key encryption [13],
pseudorandomnumber generator, and pseudorandomsynthesizer [15]. Gennaro
and Micciancio [10]proposedhow to solveit for someparameters.Wesupplement
their attack with quantifying the successprobabilit y of their adversary. The
adversary is described as follows.

A : \On an input (a; w� 1
` aw` ; w� 1

u awu ; x � 1
u x � 1

` ax` xu )
where a 2 Bn nPn , w` ; x` 2 B ` , and wu ; xu 2 Bu ,
1. �nd any � 2 S` such that � � 1� a � = � (w� 1

` aw` );
2. output 1 if � (x � 1

u x � 1
` ax` xu ) = � � 1� (w� 1

u awu )� , and 0 otherwise."

De�ne B ` Bu = f xy j x 2 B ` ; y 2 Bu g and S` Su = f � ! j � 2 S` ; ! 2 Su g.
Then they are subgroups of Bn and Sn , respectively. Let C = ZS` Su (� a ).
Since � (at Step 1) can be easily and perfectly computed and such � satis�es
� � 1� (w� 1

u awu )� = � (w� 1
u w� 1

` aw` wu ), the successprobabilit y equals

Pr[A(a; w� 1
` aw` ; w� 1

u awu ; X � 1aX ) = 0] = Pr[� (X ) 62C� (w` wu )]; (7)

where X is a random variable over B ` Bu .

Deciding whether righ t-in variance is allo wable or not. Restricting �
de�ned on Bn to B ` Bu induces another natural projection ~� : B ` Bu ! S` Su .
De�ne H = ~� � 1(C) and P` Pu = ker(~� ). SeeFig. 2. Then H is a subgroup
of B ` Bu , Pr[� (X ) 62C� (w` wu )] = Pr[X 62H w` wu ], and P` Pu is a normal
subgroup of B ` Bu contained in H . De�ne B as the � -algebra in B ` Bu generated
by all cosetsof P` Pu . Then H 2 B and B is both left- and right-closed. Since
[B ` Bu : M B ] = [B ` Bu : P` Pu ] = (( n

2 )!)2 is �nite, we can use right-in variance
property in order to compute the successprobabilit y Pr[X 62H w` wu ].

Computing the success probabilit y. Let F = F (f x1; : : : ; xn= 2� 1; xn= 2+1 ; : : : ;
xn � 1g) be a free group. Then, there is a natural projection � : F ! B ` Bu de-
�ned by x i 7! � i . Let K = � � 1(H ) and N = � � 1(P` Pu ). SeeFig. 2. Let F be
the � -algebra in F generatedby all cosetsof N . SinceN is a �nite-index normal
subgroup of F and M F = N , �� k can be usedon (F; F ) for right-in variance.
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(F; �� k )
�

� ! (B ` Bu ; P ) ~�� ! S` Su

j j j
K 7�! H 7�! C
j j j

N 7�! P` Pu 7�! 1S ` Su

Fig. 2. Correspondencesamong groups

De�ne a set function P : B ! [0; 1] by P(E) = �� k (� � 1(E )) for all E 2 B.
SinceF = f � � 1(E ) j E 2 Bg, P is a probabilit y measureon (B ` Bu ; B). Let the
random variable X in (7) induce P. Then, Pr[X 62H w` wu ] = 1 � P(H w` wu ).
On the other hand, from the de�nition of P and (5)
�
�P(H w` wu ) � [B ` Bu : H ]� 1

�
� =

�
� �� k (K � � 1(w` wu )) � [K : N ]=[F : N ]

�
� = o(e� k ):

Therefore, the successprobabilit y of the adversary is

1 � [B ` Bu : H ]� 1 � o(e� k ) � 1 � P(H w` wu ) � 1 � [B ` Bu : H ]� 1 + o(e� k ):

Note that [B ` Bu : H ] = [S` Su : C] and C = ZS` Su (� a). So [B ` Bu : H ] can be
evaluated if � a is speci�ed. For all a 2 Bn nPn , its upper bound is (n=2)!2, and
lower bound is n(n � 2)=8 for n � 10 from the following theorem.

Theorem 4. If � 2 Sn nf 1Sn g, ZS` Su (� ) is a proper subgroup of S` Su for n � 6.
Precisely,

[S` Su : ZS` Su (� )] �

( n(n � 2)=8 for n � 10;
3 for n = 8,
2 for n = 6.

Proof. Let � 2 Sn , and let � 1; : : : ; � s be disjoint cyclesin Sn such that

� = � 1 � � � � s and � i 2

8
<

:

S` for 1 � i � t ` ;
Sn nS` Su for t ` < i � tu ;
Su for tu < i � s;

for some0 � t ` � tu � s. Let

� ` = � 1 � � � � t ` 2 S` ; ~� = � t ` +1 � � � � t u 2 (Sn nS` Su ) [ f 1Sn g; � u = � t u +1 � � � � s 2 Su :

For every 1 � i � s, let � i = (ak i � 1 +1 ; : : : ; ak i ) with k0 = 0. Then

� = (a1; : : : ; ak1 )(ak1 +1 ; : : : ; ak2 ) � � � (aks � 1 +1 ; : : : ; aks ):

Note that for any � 2 Sn , the cycle decomposition of � �� � 1 is as follows.

� �� � 1 = (� (a1); : : : ; � (ak1 ))( � (ak1 +1 ); : : : ; � (ak2 )) � � � (� (aks � 1 +1 ); : : : ; � (aks ))
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Table 1. Maxim um of jZS ` (� ` )j and minim um of [S` : ZS ` (� ` )]

n
2 max. of jZS ` (� ` )j min. of [S` : ZS ` (� ` )] number of cycles

3 3 2 `3 = 1, `k = 0 for k 6= 3

4 8 3 `2 = 2, `k = 0 for k 6= 2

� 5 2 � ( n
2 � 2)! n

4 ( n
2 � 1) `1 = n

2 � 2, `2 = 1, `k = 0 for k � 3

Let � 2 ZS` Su (� ). Then � � 1� � 1; : : : ; � � s � � 1 are disjoint cycles of � . If � i 2
S` , � j 2 Sn nS` Su , and � k 2 Su , then � � i � � 1 2 S` , � � j � � 1 2 Sn nS` Su , and
� � k � � 1 2 Su for all i; j; k. So � � ` � � 1 = � ` , � ~� � � 1 = ~� , and � � u � � 1 = � u .
Namely, � 2 ZS` Su (� ` ) \ ZS` Su ( ~� ) \ ZS` Su (� u ). On the other hand, it is clear
that ZS` Su (� ` ) \ ZS` Su ( ~� ) \ ZS` Su (� u ) � ZS` Su (� ). So

ZS` Su (� ) = ZS` Su (� ` ) \ ZS` Su ( ~� ) \ ZS` Su (� u ):

Let � 6= 1Sn , and let � = � ` � u 2 S` Su mean that � ` 2 S` and � u 2 Su .

Case1. � ` � u 6= 1Sn : WLOG, let � ` 6= 1Sn . De�ne `1 = jf 1 � i � n=2 j � ` (i ) =
igj and ` i as the number of i -cyclesof � ` for 2 � i � n=2. Then

jZS` (� ` )j =
n= 2Y

i =1

i ` i (` i )!:

Table 1 shows the maximum values of jZS` (� ` )j and the corresponding val-
ues of [S` : ZS` (� ` )] over � ` 2 S` nf 1Sn g. Since [S` Su : ZS` Su (� )] � [S` Su :
ZS` Su (� ` )] = [S` : ZS` (� ` )], for all � 2 Sn such that � ` � u 6= 1Sn

[S` Su : ZS` Su (� )] �

( n(n � 2)=8 for n � 10;
3 for n = 8,
2 for n = 6.

Case2. � ` � u = 1Sn : In this case,ZS` Su (� ) = ZS` Su ( ~� ). De�ne

A ` =
n

1� i �
n
2

j ~� (i ) 6= i
o

; Au =
n n

2
< i � n j ~� (i ) 6= i

o
; N ` = jA ` j; Nu = jAu j:

WLOG, we assume1 � Nu � N ` � n=2. Note that for any � ` � u 2 ZS` Su ( ~� ),
f (i; � ` (i )) j i 2 A ` g is uniquely determined by f (i; � u (i )) j i 2 Au g. So

jZS` Su ( ~� )j �
� n

2
� N `

�
!
� n

2
� Nu

�
!Nu ! �

�
(n=2 � 1)!2 if Nu < n=2;
(n=2)! if Nu = n=2;

�
�

(n=2 � 1)!2 if n � 8;
6 if n = 6:

Therefore, for all � 2 Sn nf 1Sn g such that � ` � u = 1Sn

[S` Su : ZS` Su (� )] �
�

(n=2)2 if n � 8;
6 if n = 6:

From Cases1 and 2, the conclusionfollows. ut
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7 Conclusions

We know that it is impossibleto overestimatethe role of the uniform distribution
in cryptography. However, no in�nite group hassuch a nicedistribution. Noticing
that this fact is an impediment to the useof in�nite groupsfor cryptography, this
paper has formalized the notion of right-in varianceon an in�nite group which in
a sensecorresponds to the uniform distribution on a �nite set, and then shown
whenand how this notion can be usedfor in�nite-group-based cryptography.

Our work is a �rst attempt to formalize and resolve probabilit y-theoretic
problems arising in the processof using in�nite groups for cryptography. Al-
though our work cannot resolve all the problems, we hope that it contributes to
widening the scope of what provably securecryptosystems can be built on. We
closethis paper with the following research topics.

{ Find di�eren t typesof alternativ esto the universally right-in variant proba-
bilit y measurefrom ours.

{ Find more various examplesof practical problemswhich right-in variancecan
resolve in cryptography.

{ For complex problems (e.g. proving security of a cryptosystem), discover,
formalize, and solve its constituent problems other than right-in variance.
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App endix: Cayley Graph

The Cayley graph C(G; X ) of a group G with a generatingset X is a graph such
that the vertices are in one-to-onecorrespondencewith the group elements and
there is a (directed) edgefrom the vertex labelled by v to the vertex labelled by
vx for each v 2 G and x 2 X [ X � 1. So if G is an in�nite group, its Cayley
graph is also an in�nite graph. The Cayley graph is a metric spaceby de�ning
the length of each edgeto be the unit length. The distancebetweentwo vertices
v; w in the Cayley graph is exactly the shortest word-length of v� 1w with respect
to the given generating set.


