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Abstract. The OAEP construction is already 10 years old and well-
established in many practical applications. But after some doubts about
its actual security level, four years ago, the rst e cien t and provably
IND-CCAL secureencryption padding was formally and fully proven to
achieve the expected IND-CCAZ2 security level, when usedwith any trap-
door permutation. Even if it requires the partial-domain one-wayness
of the permutation, for the main application (with the RSA permuta-
tion family) this intractabilit y assumption is equivalent to the classical
(full-domain) one-wayness, but at the cost of an extra quadratic-time
reduction. The security proof which was already not very tight to the
RSA problem is thus much worse.

However, the practical optimalit y of the OAEP construction is two-fold,
henceits attractivit y: from the e ciency point of view becauseof two ex-
tra hashingsonly, and from the length point of view since the ciphertext
has a minimal bit-length (the encading of an image by the permutation.)
But the bandwidth (or the ratio ciphertext/plain text) is not optimal be-
cause of the randomness (required by the semartic security) and the
redundancy (required by the plaintext-awareness,the soleway known to
provide e cien t CCA2 schemes.)

At last Asiacrypt '03, the latter intuition had been broken by exhibit-
ing the rst IND-CCA2 secureencryption schemeswithout redundancy,
and namely without achieving plaintext-awareness,while in the random-
oracle model: the OAEP 3-round construction. But this result achieved
only similar practical properties asthe original OAEP construction: the
security relies on the partial-domain one-wayness, and needsa trap door
permutation, which limits the application to RSA, with still a quite bad
reduction.

This paper improvesthis result: rst we show the OAEP 3-round actu-
ally relies on the (full-domain) one-wayness of the permutation (which
improvesthe reduction), then we extend the application to a larger class
of encryption primitiv es(including ElGamal, Palillier, etc.) The extended
security result is still in the random-oracle model, and in a relaxed CCA2
model (which lies between the original one and the replayable CCA sce-
nario.)
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1 Intro duction

The OAEP construction [4,12,13] is now well-known and widely used, since
it is an ecient and secure padding. However, the latter property had been
recently called into question: indeed, contrarily to the widely admitted result,
the security cannot be basedon the sole one-waynessof the permutation [28],
but the partial-domain one-wayness[12,13]. For an application to RSA, the
main trap door one-way permutation, the two problems are equivalert, but the
security reduction is much worsethan believed, becauseof a quadratic reduction
betweenthe two above problems.

There is also a seconddrawback of the OAEP construction, sinceits useis
limited to permutations. It cande nitely not apply to any function, astried and
failed on the NTRU primitiv e [15].

Finally, the optimalit y, asclaimedin the name of the construction, is ambigu-
ousand not clear: from the e ciency point of view, the extra costfor encryption
and decryption is just two more hashingswhich is indeed quite good. But the
most important optimalit y was certainly from the length point of view: the ci-
phertext is just an image by the permutation, and thus the shortest as possible.
However, another important parameter is the bandwidth, or the ratio cipher-
text/plain text, which is not optimal: the construction requires a randomness
over 2k bits for a semariic security in 2 ¥, and redundancy over k bits for pre-
verting chosen-ciphertext attacks (plaintext-awareness):the ciphertext is thus
at least 3k bits aslarge asthe plaintext.

1.1 Related Work

Right after the Shoup's remark about the security of OAEP [28], se\eral alter-
nativesto OAEP have beenproposed: OAEP+ (by Shoup himself) and SAEP,
SAEP+ (by Boneh [6]) but either the bandwidth, or the reduction cost remain
pretty bad. Furthermore, their usewasstill limited to permutations.

About generic paddings applicable to more general encryption primitiv es,
one had to wait v e years after the OAEP proposal to seethe rst ecient
suggestions: Fujisaki{Ok amoto [10,11] proposed the rst constructions, then
Pointcheval [23] suggestedone, and evertually Okamoto{P ointcheval [18] in-
troduced the most e cien t construction, called REACT. Howewer, all these
proposalsare far to be optimal for the ciphertext size. They indeed apply, in
the random-oracle model, the general approach of symmetric and asymmet-
ric componerts integration [27]: an ephemeralkey is rst encrypted using key-
encapsulation, then this key is usedon the plaintext with a symmetric encryp-
tion scheme(which is either already secureagainst chosen-ciphertextattacks, or
made so by appending a MAC { or a tag with a random oracle, for achieving
plaintext-awareness.)

Plaintext-awarenesd4, 3] wasindeed the essetial ingrediert to achieve IND-
CCA2 security in the random-oracle model: it makesthe simulation of the de-
cryption oracle quite easy by rejecting almost all the decryption queries,unless
the plaintext is clearly known. But this property reducesthe bandwidth since
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\unnecessary" redundancyis intro duced. Randomnesss required for the seman-
tic security, but this is the sole mandatory extra data for constructing a secure
ciphertext. At last Asiacrypt [21], the rst encryption schemeswith just sudch a
randomness,but no redundancy, has been proposed: plaintext-awarenessis no
longer achieved, sinceany ciphertext is valid and correspondsto a plaintext. But
this doesnot excludethe IND-CCA2security level. In that paper [21], we indeed
provedthat an extensionof OAEP, with 3 rounds but without redundancy, pro-
vides an IND-CCA2 secureencryption scheme, with any trap door permutation,
but againunder the partial-domain one-wayness.Hencea bad security reduction.

Note 1. The classical OAEP [4] construction can be seenas a 2-round Feistel
network, while our proposal [21] was a 3-round network, hencethe name OAEP
3-round. By the way, one should notice that SAEP [6] can be seenasa 1-round
Feistel network.

1.2 Achievements

In this paper, we addressthe two above problems: the bad security reduction of
the OAEP constructions, becauseof the needof the intractabilit y of the partial-
domain one-wayness;and the restriction to permutations.

First, we show that, contrarily to the OAEP (2-round) construction which
cannotrely on the (full-domain) one-wayness,the OAEP 3-round simply requires
the (full-domain) one-wayness:becauseof the third round, the adversary looses
any corntrol on the r value. It is not able to make ciphertexts with the samer,
without querying it.

Then, we extend the application of OAEP 3-round to a larger classof encryp-
tion primitiv es: it applies to any e cien tly computable probabilistic injection
f:E R! F, whichmapsany x 2 E into F in a probabilistic way according
to the random string 2 R. We needthis function to be one-way: giveny 2 F,
it must be hard to recover x 2 E (we do not mind about the random string

); this probabilistic function also needsto satisfy uniformity properties which
are implied by a simple requiremert: f is a bijection from E R onto F. Some
additional restrictions will appear in the security proof:

{ we cannot really considerthe CCA2 scenario, but a relaxed one denoted
RCCA which is betweenthe usual one and the replayable CCA2intro duced
last year [7] and consideredenoughin many applications.

{ the simulation will needa decisional oracle which cheds whether two ele-
mernts in F have the samepre-imagesin E. The security result will thus be
related to the well-known gap-problems[19,18].

This extensionallows almost optimal bandwidths for many very e cien t asym-
metric encryption schemes,with an IND-RCCA security level related to gap-
problems (e.g. an ElIGamal variant related to the Gap Di e-Hellman problem.)
Note that the application to trapdoor one-way permutations like RSA results
in a much more e cien t security result, and provides an IND-CCAZ2 encryption
scheme under the sole one-waynessintractabilit y assumption.
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This paper is then organized as follows: in the next section, we review the
classicalsecurity model for asymmetric encryption, and presert our new CCA
variant. In section 3, we presernt the OAEP 3-round construction for any prob-
abilistic injection, with some concrete applications. The security result is pre-
serted and proven in section 4.

2 Security Mo del

In this section, we review the security model widely admitted for asymmetric
encryption. Then, we consider somerelaxed CCAwvariants. First, let us briey
remind that a public-key encryption scheme S is de ned by three algorithms:
the key generation algorithm K (1), which producesa pair of matching public
and private keys (pk; sK); the encryption algorithm Ep(m;r) which outputs a
ciphertext c corresponding to the plaintext m 2 M , using random coinsr 2 R;
and the decryption algorithm Dgy(c) which outputs the plaintext m assaiated
to the ciphertext c.

2.1 Classical Securit y Notions

Beyond one-waynesswhich is the basic security level for an encryption scheme,
it is now well-admitted to require semantic security (a.k.a. polynomial security
or indistinguishability of encryptions [14], denotedIND): if the attacker hassome
a priori information about the plaintext, it should not learn more with the view
of the ciphertext. More formally, this security notion requiresthe computational
indistinguishabilit y betweentwo messagesshosenby the adversary, one of which
has been encrypted, which one has beenactually encrypted with a probability
signi cantly better than one half: the advantage Adv'Snd (A), wherethe adversary
A is seenas a 2-stage Turing machine (A1;Az), should be negligible, where
AdVY(A) is formally de ned as

" #
2 pr (PKSK K(1);(mo;ma;s)  Ax(pk);

b~ f0;1g;c= Ex(mp) : Ao(mg; my;s;c) = b
Stronger security notions have also been de ned thereafter (namely the non-
malleability [8]), but we won't deal with it sinceit is similar to the semaric
security in seweral scenarios[3, 5].

On the other hand, an attacker can use many kinds of attacks, according
to the available information: since we are considering asymmetric encryption,
the adversary can encrypt any plaintext of its choice with the public key, hence
the basic chosen-plaintext attack. But the strongest attack is de nitely when
the adversary has an unlimited accessto the decryption oracle itself, adaptive
chosen-ciphertextattacks [25], denoted CCAor CCA2(by opposition to the earlier
lunchtime attacks [17], denoted CCA1, where this oracle accessis limited until
the challengeis known.) From now, we simply use CCA instead of CCA2since
we focus on adaptive adversaries.
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The strongest security notion that we now widely consideris the semantic
security against adaptive chosen-ciphertextattacks denoted IND-CCA |where
the adversary just wants to distinguish which plaintext, betweentwo messages
of its choice, had been encrypted; it can ask any query to a decryption oracle
(except the challengeciphertext).

2.2 Relaxed CCA-Securit y

First, at Eurocrypt '02, An et al [1] proposed a \generalized CCA" security
notion, wherethe adversaryis restricted not to ask, to the decryption oracle, ci-
phertexts which are in relation with the challengeciphertext. This relation must
be an equivalencerelation, publicly and e cien tly computable, and decryption-
respecting: if two ciphertexts are in relation, they necessarilyencrypt identical
plaintexts. This relaxation was neededin that paper, sothat extra bits in the
ciphertext, which canbe easilyaddedor suppressedshould not make the scheme
theoretical insecure,while its security is clearly the samefrom a practical point
of view.

More recertly, another relaxation (an extra one beyond the above one) has
been proposed by Canetti et al [7]: informally, it extends the above relation
to the (possibly non-computable) equality of plaintexts. More precisely if the
adversary asksfor a ciphertext c to the decryption oracle, c is rst decrypted
into m. Then, if m is one of the two plaintexts output in the rst stageby the
adversary, the decryption oraclereturns test, otherwise the actual plaintext m is
returned. They called this variant the \replayable CCA" security. They explain
that this security level, while clearly weaker than the usual CCA one, is enough
in most of the practical applications. The classical CCA security level is indeed
very strong, too strong for the same reasonsas explained above for the rst
relaxation.

In this paper, we could work with the latter relaxation, the \replayable CCA'
scenario.But for a simpler security proof, aswell asa more precisesecurity result
(with nice corollaries for particular cases,such asthe RSA one) we restrict it
a little bit into the \relaxed CCA' scenario, denoted RCCA A sceme which
is securein this scenariois trivially securein the \replayable CCA' one, but
not necessarilyin the \generalized CCA' or the usual CCA scenario.The actual
relations betweenthesescenariosdepend on the way the random string is split. In
the formal notation of the encryption algorithm, we indeed split the randomness
in two parts r and :c= Ex(m;r; ). The encryption algorithm is thusa function
fromM R R into the ciphertext set. We know that for being an encryption
scheme,this function must be aninjection with respectto M (seweral elemerts in
M R R canmap to the sameciphertext, but all theseelemens must project
uniquely on M : the plaintext.) In our new relaxation, we split the randomness
in R R sothat this function is also an injection with respectto M  R.

Let us assumethat the challenge ciphertext is ¢’ = Ex(m?;r?; 7). Let
us consider the ciphertext ¢ = Ex(m;r; ). According to the above commert,
(m?;r?) and (m;r) are uniquely de ned from ¢’ and c respectively, while ? and

may not be unique. Upon receiving ¢, the relaxel decryption oracle rst cheds
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whether (m?;r?) = (m;r) in which caseit outputs test. Otherwise, it outputs
m.

De nition 2 (Relaxed CCA). In the \r elaxel CCA' scenario, an adversary
has an unlimited accessto the relaxed decryption oracle.

Property 3. Security in the \relaxed CCA' scenarioimplies security in the \re-
playable CCA' one.

Proof. As already noticed, this is atrivial relation, sincethe decryption oraclein
the latter scenariocan be easily simulated by the relaxed decryption oracle:if its
output is test, this value is forwarded, elsethe returned plaintext m is compared
to the output of the adversary at the end of the rst stage. According to the
result of the comparison, either a test-answer is also given (if m 2 f mg; m1g), or
m.

This property wasjust to make clearthat we do not relax more the CCAsecurity,
but still keepit beyond what is clearly acceptablefor practical use.Namely, note
that if R is the empty set, then the RCCAscenariois exactly the usual CCAone:
if f is a permutation from E onto F (the RSA case.)

3 OAEP 3-Round: A General and Ecien t Padding

3.1 The Basic Primitiv e

Our goal is to prove that OAEP 3-round can be used with a large class of
one-way functions. More precisely we need an injective probabilistic trap door
one-way function family (' pk)pk from a set Epi to a set Fpi, respectively to the
index pk: almost any encryption primitiv e, where the plaintext set is denoted
Eox and the ciphertext set is denoted Fpy, is ne: for any parameter pk (the
public key), there exists the inversefunction ¢ (where sk is the private key)
which returns the pre-imagein Ep. An injective protabilistic trap door one-way
function f from E to F is actually a function f : E R ! F, which takes
asinput a pair (x; ) and outputs y 2 F. The elemen x lies in E and is the
important input, is the random string in R which makesthe function to be
probabilistic. Injectivit y meansthat for any y there is at most onex (but maybe
seweral ) sud that y = f(x; ). The function g which on input y outputs x is
the inverseof the probabilistic function f . Clearly, we needthe function f to be
e cien tly computable, but the one-waynessmeansthat computing the unique x
(if it exists) such that y = f (x; ) is intractable (unlessone knows the trap door
g.) Theseare the basicrequiremert for an asymmetric encryption primitiv e. But
for our construction to work, we needtwo additional properties:

{ the function f : E R! F is a bijection;

{ without knowing the trapdoor, it is intractable to invert f in E, even for
an adversary which has accessto the decisional oracle Same (y;y% which
answers whether g(y) = g(y9.
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The latter property is exactly the \gap problem" notion, which is de ned
by the following successprobability Succ?ap(t; g), for any adversary A whose
running time is limited by t, and the number of queriesto the decisional oracle
Same is upper-bounded by q:

Sucd®(t; q) = maxf x RE R Ry=f(x ):AS™ (y)= xg

For a family of functions, this succesrobability includesthe random choice of
the keysin the probability space,and assumeghe inputs randomly drawn from
the appropriate sets, hencethe notation Sucd®(t; q) for a family (' pk)pk-

3.2 Examples

Let us seewhether the two above additional properties are restrictive or not in
practice:

{ The rst exampleis clearly the RSA permutation [26], where for a given
public key pk = (n; €), the setsareE = F = Z? and R is the empty set. Then,
this is clearly an injective (but deterministic) function, which is furthermore
a bijection. Becauseof the determinism, the decisional oracle Samdy;y9
simply chedks whether y = y% the gap problem is thus the classical RSA
problem.

{ The goal of our extension of OAEP is to apply it to the famous ElGamal
encryption [9] in a cyclic group G of order g, generatedby g. Given a public
keypk=y 2 G, the setsareE= G, R=ZgandF =G G:'y(x; )=
(g ;x 'y ), which is a probabilistic injection from E onto F, and a bijection
from E R onto F. About the decisionaloracle, it should ched, on inputs
(a=g:b=x y)and(@= g’ = x° y°), whether x = x° which
is equivalent to decide whether (g;y;a%a= g° ;d=b= (x%x) y° )
is a Di e-Hellman quadruple: the gap problem is thus the well-known Gap
Di e-Hellman problem [18,19].

{ Onecan easily seethat the Paillier's encryption [20] also ts this formalism.

3.3 Description of OAEP 3-Round

Notations and Common Parameters. For a simpler presertation, and an
easyto read analysis, we focus on the casewhere E = f0; 1g" (is a binary set).
A similar analysisasin [21] could be performed to deal with more generalsets.
On the other hand, any function can be mapped into this formalism at somelow
cost [2].

The encryption and decryption algorithms use three hash functions: F, G,
H (assumedto behave like random oraclesin the security analysis) where the
security parameterssatisfyn = k + °:

F:f0;1g! f0;1g  G:f0;1g ! f0;1g¢ H:f0;1g*! f0;1g:
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The encryption scheme usesany probabilistic injection family (' pk)pk, whose
inversesare respectively denoted ¢, where sk is the private key assaiated to
the public key pk. The symbol \k" denotesthe bit-string concatenation and
identies f0;1g¢ f0;1g to fO;1g".

Encryption  Algorithm.  The spaceof the plaintexts is M = f0;1g , the en-
cryption algorithm usesrandom coins, from two distinct setsr 2 R = f0; 1g¥
and 2 R, and outputs a ciphertext c into F: on a plaintext m 2 M, one
computes

s=m F(r) t=r @s) u=s H(1) c=" p(tku; ):

Decryption  Algorithm.  On a ciphertext ¢, one rst computestku = s(c),
wheret 2 f0;1g¢ and u 2 f0; 1g , and then

s=u H(t) r=t G(s) m=s F(r):

4 Security Result

In this section, we state and prove the security of this construction. A sketch
is provided in the body of the paper, the full proof can be found in the full
version[22].

Theorem 4. Let A be an IND-RCCAadversaryagainstthe OAEP 3-round con-
struction with any trapdoor one-way protabilistic function family (' pk)pk, within
time . Let us assumethat after ¢, gy, on and gy queriesto the random oracles
F, G and H, and the decryption oracle respectively, its advantageAdvg‘;’g,f;fa( )
is greater than ". Then, Suc@®( % oy(gyoh + o)) is upper-bounded by

" 6
ok

(4gq + 1) %, 3 G+ 1

2
> Tk W T

> %

1
=+
2

with ©  + (g + gg+ G+ o) Tiw + FTsamet (G + 1)Goh (T + Tsame), Where
T. is the time complexity for evaluating any function ' pk, Tsame is the time for
the decisional oracle Same , to give its answer, and Ty, is the time complexity
for a look up in a list.

4.1 Trapdoor Perm utations

Before proving this generalresult, let us considerthe particular casewhere' p is
a permutation from E onto F (i.e., a deterministic function.) The generalresult
hasindeed seweral drawbadks:

{ the reduction costintro ducesa cubic factor g40y0n which implies larger keys
for achieving a similar security level as for someother constructions;
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{ the security relies on a gap problem, which is a strong assumption in many
cases;
{ and we cannot achieve the usual IND-CCA security level.

These drawbacks are acceptable as the price of generality: this becomesone
of the best padding for ElIGamal or Paillier strongly securevariants. However,
for trapdoor permutations, such as RSA, seweral OAEP variants achieve much
better e ciency .

But one should interpret the above result in this particular case: rst, the
gap-problem becomesthe classical one-wayness, since the decisional oracle is
simply the equality test; Furthermore, the RCCAscenariobecomesthe classical
CCA one; Finally, becauseof the determinism of the permutation, with proper
bookkeeping,one can avoid the cubic factor, and fall back to the usual quadratic
factor gyh, asfor any OAEP-lik e constructions (OAEP+, SAEP and SAEP+).
Then, one can claim a much better security result:

Theorem 5. Let A be an IND-CCA adversary against the OAEP 3-round con-
struction with a trapdoor one-way permutation family (' pk)pk, within time . Let
us assumethat after ¢, 0y, ¢ and gy queriesto the random oraclesF, G and
H, and the decryption oracle respectively, its advantageAdv:

VieeR( ) is greater
than ". Then, Suc®”( 9 is upper-bounded by

- ¢ 1+E (4og + 1) %

2 > "% * o 1

x W T

with  © + (O + Qg+ Oh+ G)Tiw + oW T, where T is the time complexity
for evaluating any function ' , and Ty, is the time complexity for a look up in
a list.

4.2 Sketch of the Pro of

The proof is very similar to the onein [21], but the larger class(injectiv e proba-
bilistic functions), and the improved security result (relativ e to the one-wayness)
make somepoints more intricate: for a permutation f, ead value x mapsto a
unigue imagey = f (x); whereasfor a function f, eat value x mapsto seeral
imagesy = f (x; ), accordingto the random string . Consequetly, when used
as an asymmetric encryption primitiv e, the adversary may have the ability to
build another y° whosepre-imageis identical to the oneof y: x = g(y) = g(y9.
Sud a query to the decryption oracleis not excludedin the CCAscenario,while
we may not be able to either detect or answer. Hence the relaxed version of
chosen-ciphertext security, and the decisional oracle Same : the latter helpsto
detect ciphertexts with identical pre-images,the relaxed scenariogivesthe abil-
ity to answer test in this case.Granted the decisionaloracle Same , we can also
detect whether a decryption query c has the samepre-image as a previous de-
cryption query c®in which casewe output the sameplaintext. If it is a really new
ciphertext, by using again the decisional oracle Same , we can chek whether s
andt have both beenaskedto G and H, respectively, which immediately leadsto
the plaintext m. In the negative case,a random plaintext can be safelyreturned.
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4.3 More Detalils

The full proof can be found in the full version[22], but here are the main steps,
sincethe proof goesby successie gamesin order to show that the above decryp-
tion simulation is almost indistinguishable for the adversary. Then, a successful
IND-RCCAadversary can be easily usedfor inverting the one-way function.

Go: We rst start from the real IND-RCCAattack game.
G1{G2: We then simulate the view of the adversary, rst, asusual with lists for the
random oraclesand the decryption oracle (see gures 1 and 2.)
We then modify the generation of the challenge ciphertext, using a random
mask f ?, totally independert of the view of the adversary: the advantage of
any adversary is then clearly zero. The plaintext is indeed unconditionally
hidden.

The only way for any adversary to detect this simulation is to ask F (r?) and
then detect that the answer di ers from any possiblef *. We are thus interested
in this evert, termed AskF, which denotesthe evert that r” is asked to F.

The main di erence with the OAEP 2-round construction, asshawvn by Shoup
with his counter-example [28], is that here an adversary cannot make another
ciphertext with the samer asr?, in the challenge ciphertext, but either by
chance, or if it had asked for both G(s?) and H(t?). We now try to show this
fact.

G3{Gg: Wethus modify the decryption processsothat it makesno new query to G
and H. The sequenceof gamesleadsto the following new rules:
| Rule DecryptnoT®

‘ Choosem " 0;1g .
| Rule DecryptTnoS®

‘ Choosem * 0;1g .
| Rule DecryptTSnoR®)
If s= s” but s? hasnot beendirectly asked by the adversary
yet: m ° f0;1g .
Else, one choosesm " f0; 1g, computesf = m s and
adds (r;f) in F-List.

| Rule EvalGAd&®)

For ead (t; h) 2 H-List and each (m; c) 2 D-List, choosean
arbitrary random 2 R and askfor (c;c®= "' n(tkh s; ))
to the decisional oracle Same . If the record is found (the
decisional oracle Same , answers \y es"), we compute r =
t gandf = m s, and nally add (r;f) in F-List.

Somebad casesmay appear, which make our simulation to fail. But they are
very unlikely, we thus can safely cancel executions, applying the following
rule
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F, Gand H Oracles

Query F(r): if arecord (r;f) appearsin F -List, the answer is f .
Otherwise the answer f is chosenrandomly in f0; 1g* and the record (r;f) is
added in F -l jst

Query G(s): If arecord (s;g) appearsin G-List, the ansver is g.
Otherwise the answer g is chosenrandomly in f0;1g and the record (s;g) is
added in G-List.

| Rule EvalGAdd"
| Do nothing % To be defined later

Query H(t): if arecord (t; h) appearsin H-List, the answer is h.
Otherwise the answer h is chosenrandomly in f0; 1g¢ and the record (t; h) is
added in H-List.

D Oracle

Query Dg(c): rst, if we are in the second stage (the challenge ¢’ as been
de ned), ask for (c;c’) to the decisional oracle Same - In caseof positive
decision, the answer is test.

Else, for each (m%c°) in D-List, ask for (c;c°) to the decisional oracle Same , .
In caseof a positive decision, the answer is the corresponding'm®.

Otherwise, the answer m is de ned according to the following rules:

| Rule Decrypt-Init®
| Compute tku = g(0);

Look up for (t; h) 2 H-List:

if the record is found, compute s= u h.
Look up for (s;g) 2 G-List:
if the record is found, computer =t g.
Look up for (r;f) 2 F-List:
if the record is found
| Rule Decrypt-TSR®
h=H(t),
s=u h; g=G(s);
r=t g f=F()
m=s f.
else
| Rule Decrypt-TSnoRY
| sameas rule Decrypt-TSR® .
else
| Rule Decrypt-TnoS®
| sameas rule Decrypt-TSR® .
else
| Rule Decrypt-noT®

| sameas rule Decrypt-TSR® .

Answer m and add (m; c) to D-List.

Fig. 1. Formal Simulation of the IND-RCCA Game: Oracles
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Challenger

For two messages(mo; m1), ip a coin b and setm? = my, chooserandomly
r? then answer ¢’ where

| Rule Chaf®

| Rule ChalG?
| and ¢’ =" u(t’ku?; ?), for random string

Fig. 2. Formal Simulation of the IND-RCCA Game: Challenger

| Rule Abort®
Abort and output a random bit:

If s? has been asked to G by the adversary, while the
latter did not ask for H (t?).

If a Decrypt-TSR=Decrypt-TSnoRrule has been applied
with t = t?, while H(t?) had not been asked by the
adversary yet.

If a Decrypt-TSRrule hasbeenapplied with s = s?, while
G(s?) had not beenasked by the adversary yet.

The remaining bad case (termed AskGHA is if both s? and t? have been
asked to G and H by the adversary. Such a case helps the adversary to
distinguish our simulation. On the other hand, this casehelpsto invert ' .

. With thesenew rules for decryption, the simulation of the decryption oracle

doesnot useat all the queriespreviously askedto Gand H by the generation
of the challenge, but just the queriesdirectly asked by the adversary, which
are available to the simulator (we remind that we are in the random-oracle
model.) One can thus make g° and h? to be valuesindependert to the view
of the adversary:
| Rule Chaf®
The two valuesr* ® f0;1gf and f* ¥ f0:1g are given,
aswell asg® " f0;1g¢ and h*  f0;1g then r? = r*,
f7:f+,s7:m? f+,g?:g+,t7:r+ g?,h7:h+
andu®=s’ h’.
And then the decryption oracle can be simply replaced by the classical
plaintext-extractor which looks up in the lists G-List and H-List (which only
cortain the queries directly asked by the adversary) to obtain the values
(s;9) and (t; h) which match with ¢ = ' y(tks h; ), using the decisional
oracleSame ,, but without usinganymore . In caseof failure, oneanswers
a random plaintext m.

R
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We simply conclude, since our reduction does not use any oracle, but can
answer any query of the adversary, in an indistinguishable way, unlessthe
bad caseAskGHAhappens:in which casewe have inverted ' .

The time complexity of one simulation is thus upper-bounded by o430
(T + Tsame), WhereT: is the time to evaluate one function in the ' family, and
Tsame the time for the decisional oracle, plus the initial look up in the D-List:
Tiw + Q4 Tsame- Thus the global running time is bounded by (including all the list
look up):

O+t (T + Tsame *+ & Tsame* (G + Gg+ G+ G) T

In the particular casewhere' p is a permutation from E onto F (a deter-
ministic one), one can improve it, using an extra list of size gy, which stores
all the tuples (s;g = G(s);t;h = H(t);c®= " (tks h)). The time complexity
then falls downto + gy T + (f + Qg+ Oh + Q) T

5 Conclusion

All the OAEP variants [28,6] applied to RSA, with generalexponerts (i.e., not
Rabin nor e = 3) admit, in the best casesyeductionsto the RSA problem with a
quadratic lossin time complexity [24]{ the original OAEP is evenworst because
of the reduction to the partial-domain case,which requiresa more time consum-
ing reduction to the full-domain RSA problem. Furthermore, for a security level
in 2 X, arandomnessof 2k bits is required, plus a redundancy of k bits.

In this paper, we show that the variant of OAEP with 3 rounds admits a
reduction ase cien t asthe best OAEP variants (to the full-domain RSA, when
applied to the RSA family) without having to add redundancy: one can thus
earn k bits. But this is not the main advantage.

Considering any criteria, OAEP with 3 rounds is at least as good as all the
other OAEP variants, but from a more practical point of view

{ sinceno redundancy is required, implementation becomeseasier,namely for
the decryption process[16];

{ it appliesto more generalfamilies than just (partial-domain) one-way trap-
door permutations, but to any probabilistic trap door one-way function. It is
thus saferto useit with a new primitiv e [15].

As a conclusion, OAEP with 3 round is de nitely the most genericand the
simplest padding to usewith almost all the encryption primitiv es.
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