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Abstract.  We considerthe problem of de ning and achieving plaintext-
aware encryption without random oracles in the classical public-k ey
model. We provide de nitions for a hierarchy of notions of increasing
strength: PAO, PA1 and PA2, chosenso that PA1+IND-CP A ! IND-
CCA1l and PA2+IND-CP A'! IND-CCA2. Towards achieving the new
notions of plaintext awareness,we show that a scheme due to Damgard
[12], denoted DEG, and the \lite" version of the Cramer-Shoup scheme
[11], denoted CS-lite, are both PAO under the DHKO assumption of [12],
and PA1 under an extension of this assumption called DHK1. As aresult,
DEG is the most e cien t proven IND-CCA1 scheme known.

1 Intro duction

The theory of encryption is concernedwith de ning and implemerting notions
of security for encryption schemes[22,23,17,25,27,15]. One of the themesin its
history is the emergenceof notions of security of increasing strength that over
time nd applications and acceptance.

Our work pursues,from the sameperspective, a notion that is stronger than
any previous ones, namely plaintext awareness.Our goal is to strengthen the
foundations of this notion by lifting it out of the random-oracle model where
it currently resides.Towards this end, we provide de nitions of a hierarchy of
notions of plaintext awareness relate them to existing notions, and implement
someof them. We considerthis a rst stepin the area, however, sinceimportant
guestions are left unresolved. We begin below by reviewing existing work and
providing somemoativation for our work.

1.1 Background

Intuitiv ely, an encryption schemeis plaintext aware (PA) if the \only" way that
an adversary can producea valid ciphertext is to apply the encryption algorithm
to the public key and a messagelIn other words, any adversary against a PA
sthemethat producesa ciphertext \knows" the corresponding plaintext.

Random-Ora cle model work. The notion of PA encryption was rst sug-
gested by Bellare and Rogaway [6], with the motivation that PA+IND-CP A
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should imply IND-CCA2. That is, security against chosen-plairtext attack cou-
pled with plaintext awarenessshould imply security against adaptive chosen-
ciphertext attack. The intuition, namely, that if an adversary knows the plain-
text corresponding to a ciphertext it produces,then a decryption oracle must be
uselesdo it, goesback to [8,9]. Bellare and Rogaway [6] provided a formalization

of PA in the random oracle (RO) model. They asked that for every adversary A
taking the public key and outputting a ciphertext, there exist an extractor that,

given the samepublic key and a transcript of the interaction of A with its RO,
is able to decrypt the ciphertext output by A. We will refer to this notion as
PA-BR.

Subsequetly, it wasfound that PA-BR wastoo weakfor PA-BR+IND-CP A
to imply IND-CCA2. Bellare, Desai, Pointcheval and Rogaway [4] traced the
causeof this to the fact that PA-BR did not capture the ability of the adversary
to obtain ciphertexts via eavesdroppingon communications madeto the receiver.
(Such eavesdropping can put into the adversary's hands ciphertexts whosede-
cryptions it does not know, lending it the ability to create other ciphertexts
whosedecryptions it doesnot know.) They provided an appropriately enhanced
de nition (still in the RO model) that we denoteby PA-BDPR, and showed that
PA-BDPR+IND-CP A'! IND-CCA2.

Plaintext awarenesss exploited, eventhough typically implicitly rather than
explicitly, in the proofs of the IND-CCA2 security of numerous RO-model en-
cryption schemes,e.g.,[16,28,7].

PA and the RO model. By restricting the above-menioned RO-model de ni-
tions to schemesand adversariesthat do not query the RO, one obtains natural
courterpart standard (i.e., non-RO) model de nitions of PA. These standard-
model de nitions turn out, however, not to be achievable without sacri cing
privacy, becausethe extractor can simply be usedfor decryption. This indicates
that the useof the RO model in the de nitions of [6,4] is certral.

Indeed, PA as per [6,4] is \designed" for the RO model in the sensethat
the de nition aims to capture certain properties of certain RO-model schemes,
namely, the fact that possessiorof the transcript of the interaction of an adver-
sary with its RO permits decryption of ciphertexts formed by this adversary. It
is not clear what courterpart this intuition hasin the standard model.

The lack of a standard-model de nition of PA results in seweral gaps. One
sudh ariseswhen we considerthat RO-model PA schemesare evertually instan-
tiated to get standard-model schemes.In that case,what property are these
instantiated schemeseven supposedto possess?here is no de nition that we
might even discussas a target.

PA via key registra tion. PA without ROs was rst consideredby Herzog,
Liskov and Micali [21], who de ne and implemert it in an extensionof the usual
public-key setting. In their setting, the sender(not just the receiver) hasa public
key, and, in a key-registration phasethat precedesencryption, provesknowledge
of the corresponding secretkey to a key-registration authority via an interactive
proof of knowledge.Encryption is a function of the public keysof both the sender
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and the receiwer, and the PA extractor works by extracting the sendersecretkey
using the knowledge extractor of the interactive proof of knowledge.

Their work also points to an application of plaintext-aware encryption where
the use of the latter is crucial in the sensethat IND-CCA2-secure encryption
doesnot su ce, namely to securelyinstantiate the ideal encryption functions of
the Dolev-Yao model [14].

1.2 Our goals and motiv ation

The goal of this work is to provide de nitions and constructions for plaintext-
aware public-key encryption in the standard and classicalsetting of public-key
encryption, namely the one where the receiver (but not the sender)hasa public
key, and anyone (not just a registered sender) can encrypt a messagefor the
receiver as a function of the receiver's public key. In this setting there is no
key-registration authority or key-registration protocol akin to [21].

Motiv ations include the following. As in the RO model, we would like a
tool enabling the construction of public-key encryption schemessecureagainst
chosen-ciphertext attack. We would also like to have somewell-de ned notion
that can be viewed as a target for instantiated RO-model PA schemes.(One
could then evaluate these schemeswith regard to meeting the target.)

Additionally , we would liketo enablethe possibility of instantiating the ideal
encryption functions of the Dolev-Yao model [14] without recourseto either
random oraclesor the key-registration model. Note that the last is an application
where, as per [21], PA is required and IND-CCA2 does not suce, meaning
plaintext-awarenessis crucial. (However, seealso [1].)

As we will seelater, consideration of PA in the standard model brings other
bene ts, such as some insight, or at least an alternative perspective, on the
design of existing encryption schemessecureagainst chosen-ciphertext attack.
Let us now discussour cortributions.

1.3 De nitions

The rst cortribution of this paper is to provide de nitions for plaintext-aware
encryption in the standard model and standard public-key setting.

Over view. We provide a hierarchy consisting of three notions of increasing
strength that we denote by PAO, PA1l and PA2. There are seeral motivations
for this. Oneis that thesewill be seen(in conjunction with IND-CPA) to imply
security against chosen-ciphertextattacks of di erent strengths. Another is that,
aswill becomeapparert, PA is dicult to achieve, and progresscan be made by
rst achieving it in weaker forms. Finally, it is useful, pedagogically to bring in
new de nitional elemers incremertally.

A closer look. Our basicde nitional framework considersa polynomial-time
adversary C, called a ciphertext creator, that takesinput the public key and
can query ciphertexts to an oracle. A polynomial-time algorithm C is said to
be a successfukxtractor for C if it can provide repliesto the oracle queriesof C
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IND-CPA _ _ _ _ _ F---— IND-CCA1 _ _ _ _ _ F---— IND-CCA2

Fig. 1. An arrow is an implication, and, in the directed graph given by the arrows,
there is a path from A to B if and only if A implies B. The hatched arrows represert
separations. Solid lines represert results from this paper, while dashed lines represen
results from prior work [4, 15]. The number on an arrow or hatched arrow refersto the
theorem in this paper that establishesthis relationship. Absenceof a number on a solid
arrow meansthe result is trivial.

that are computationally indistinguishable from those provided by a decryption
oracle.

An important elemert of the above framework is that the extractor gets as
input the same public key as the ciphertext creator, as well as the coin tosses
of the ciphertext creator. This re ects the intuition that the extractor is the
\sub conscious"of the adversary, and beginswith exactly the sameinformation
asthe adversary itself.

We say that an encryption schemeis PAO (respectively, PAl) if there exists
a successfulextractor for any ciphertext creator that makesonly a single oracle
query (respectively, a polynomial number of oracle queries).

Eavesdropping capability in PA2 is captured by providing the ciphertext
creator C with an additional oraclethat returns ciphertexts, but care hasto be
takenin de ning this oracle. It doesnot su ce to let it be an encryption oracle
becausenvewant to model the abilit y of the adversaryto obtain ciphertexts whose
decryptions it may not know. Our formalization of PA2 allows the additional
oracleto compute a plaintext, as a function of the query madeto it and coins
unknown to C, and return the encryption of this plaintext to C.

Formal de nitions of PAO, PAl1 and PA2 are in Section 3.

1.4 Relations

PA by itself is not a notion of privacy, and sowe are typically interestedin PA
coupledwith the minimal notion of privacy, namely IND-CPA [22,23]. We con-
sider six notions, namely, PAO+IND-CP A, PA1+IND-CP A and PA2+IND-CP A,
on the one hand, and the standard notions of privacy IND-CPA, IND-CCA1
[25] and IND-CCA2 [27], on the other. We provide implications and separa-
tions among these six notions in the style of [4,15]. The results are depicted in
Figure 1. For notions A, B, an implication, represeried by A'! B, meansthat
every encryption scheme satisfying notion A also satis es notion B, and a sep-
aration, represerted by A 6! B, meansthat there exists an encryption scheme
satisfying notion A but not satisfying notion B. (The latter assumesthere ex-
ists someencryption schemesatisfying notion A, since otherwise the questionis
vacuous.)
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Figure 1 shaws a minimal set of arrows and hatched arrows, but the relation
betweenany two notions is resolved by the given relations. For example, IND-
CCALl 6! PA1+IND-CP A, becauseptherwise,there would be a path from IND-
CCAZ2 to PAO+IND-CP A, cortradicting the hatched arrow labeled 3. Similarly,
we get PAO 6! PAL1 6! PA2, meaningthe three notions of plaintext awareness
are of increasing strength.

The main implications are that PA1+IND-CP A implies IND-CCA1 and
PA2+IND-CP A implies IND-CCA2. The PAL1+IND-CP A ! IND-CCAL result
showsthat evena notion of PA not taking eavesdroppingadversariesinto accourt
is strong enoughto imply security againsta signi cant classof chosen-ciphertext
attacks. Since the PA+IND-CP A | IND-CCA2 implication has beena moti-
vating target for de nitions of PA, the PA2+IND-CP A ! IND-CCA2 result
provides somevalidation for the de nition of PA2.

Among the separations,we note that IND-CCA2 doesnot imply PAO, mean-
ing even the strongest form of security against chosen-ciphertext attack is not
enoughto guarantee the weakest form of plaintext awareness.

1.5 Constructions

The next problem we addressis to nd provably-secureplaintext-aware encryp-
tion schemes.

Appr oaches. A natural approach to consideris to include a non-interactive
zero-knowledge proof of knowledge [13] of the messagen the ciphertext. How-
ever, aswe explain in [2], this fails to achieve PA.

As sudch approadchesare consideredand discarded,it becomesapparert that
achieving even the weaker forms of PA in the standard (as opposedto RO)
model may be dicult. We have been able to make progress, however, under
somestrong assumptionsthat we now describe.

DHK assumptions. Let G be the order q subgroup of Z,,,, , where q;2q+ 1
are primes, and let g be a generator of G. Damgard [12] intro duced and usedan
assumption that states, roughly, that an adversary given g2 and outputting a
pair of the form (g°; g®) must \know" b. The latter is captured by requiring an
extractor that given the adversary coins and inputs can output b. We call our
formalization of this assumption (cf. Assumption 2) DHKO.! We also intro duce
an extension of this assumption called DHK1 (cf. Assumption 1), in which the
adversary doesnot just output one pair (g°; g?°), but instead interacts with the

! Another formalization, called DA-1, is used by Hada and Tanaka [19]. (We refer
to the full version of their paper [19], which points out that the formalization of
the preliminary version [20] is wrong.) This diers from DHKO in being for a non-
uniform setting. DA-1 is called KEAL1 by [5], basedon Naor's terminology [24]: KEA
stands for \kno wledge of exponent." Hada and Tanaka [19] also intro duced and used
another assumption, that they call DA-2 and is called KEA2 in [5], but the latter
show that this assumption is false. The DHKO/D A-1/KEA1 assumptions,to the best
of our knowledge, are not known to be false.
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extractor, feeding it such pairs adaptively and ead time expecting badk the
discrete logarithm of the rst componert of the pair.

The DEG scheme. Damgard preserted a simple EIGamal variant that we call
DEG. It is e cien t, requiring only three exponertiations to encrypt and two to
decrypt.

We prove that DEG is PAO under the DHKO assumption and PA1 under
the DHK1 assumption. Since DEG is easily seento be IND-CPA under the
DDH assumption, and we sav above that PA1+IND-CP A ! IND-CCA1, a
consequencas that DEG is IND-CCA1 assumingDHK1 and DDH. DEG is in
fact the most e cien t IND-CCA1 schemeknown to date to be provably secure
in the standard model.

Damgard [12] claims that DEG meetsa notion of security under ciphertext
attack that we call RPR-CCA1, assuming DHKO and assumingthe ElGamal
scheme meets a notion called RPR-CPA. (Both notions are recalled in the full
version of this paper [2], and are weaker than IND-CCA1 and IND-CPA, re-
spectively). As we explain in [2], his proof hasa aw, but his overall approach
and intuition are valid, and the proof canbe xed by simply assumingDHK1 in
place of DHKO. In summary, our cortribution is (1) to show that DEG meetsa
stronger and more standard notion of security than RPR-CCA1, namely IND-
CCALl, and (2) to shaow it is PAO and PA1, indicating that it haseven stronger
properties, and providing some formal support for the intuition given in [12]
about the security underlying the scheme.

CS-lite. CS-lite is a simpler and more e cien t version of the Cramer-Shoup
encryption scheme[1l1]that is IND-CCAL1 under the DDH assumption. We show
that CS-lite is PAO under the DHKO assumption and PA1 under the DHK1
assumption.(IND-CP A under DDH beingeasyto see this againimplies CSHite is
IND-CCAL under DHK1 and DDH, but in this casethe conclusionis not novel.)
What we beliewveis interesting about our resultsis that they shaw that someform
of plaintext awarenessunderlies the CSHite scheme, and this provides perhaps
an alternativ e viewpoint on the sourceof its security. We remark, however, that
DEG is more e cien t than CS-lite.

Warning and discussion. DHKO and DHK1 are strong and non-standard
assumptions. As pointed out by Naor [24], they are not e cien tly falsi able.
(However, such assumptions can be showvn to be false as exemplied in [5]).
However standard-model schemes,evenunder strong assumptions,might provide
better guaranteesthan RO model schemes, for we know that the latter may
not provide real-world security guaranteesat all [10,26,18,3]. Also, PA without
random oraclesis challenging to achieve, and we considerit important to \break
ground" by showing it is possible,even if under strong assumptions.

Open questions. The certral open question is to nd an IND-CPA+P A2
schemeprovably secureunder someplausible assumption. We suggest,in partic-
ular, that an interesting questionis whether the Cramer-Shoupsceme,already
known to be IND-CCA2, is PA2 under some appropriate assumption. (Intu-



52

itiv ely, it seemsto be PA2.) It would also be nice to achieve PAO or PA1 under
weaker and more standard assumptionsthan those used here.

2 Notation and standard de nitions

Welet N = f1;2;3;:::9. We denote by " the empty string, by jxj the length of
a string x, by x the bitwise complemen of x, by \ k" the string-concatenation
operator, and by 1 the string of k 2 N ones.We denote by [] the empty list.
Givenalist L and an elemert x, L @x denotesthe list consistingof the elemeris

the set of all points having positive probability of being output by S on inputs
X; y; 1. Unlessotherwise indicated, an algorithm is randomized.

Encr yption schemes. We recall the standard syntax. An asymmetric (also
called public-key) encryption schemeis a tuple AE = (K;E;D;MsgSp whose
componerts are as follows. The polynomial-time key-generation algorithm K
takesinput 1¢, wherek 2 N is the security parameter, and returns a pair (pk; sk)
consisting of a public key and matching secretkey. The polynomial-time encryp-
tion algorithm E takesa public key pk and a messageM to return a ciphertext
C. The deterministic, polynomial-time decryption algorithm D takes a secret
key sk and a ciphertext C to return either a messageM or the special sym-
bol ? indicating that the ciphertext is invalid. The polynomial-time computable
message-spackinction MsgSpassaiatesto eat public key pk a set MsgSp(pk)
Ca||ﬁd the messagespaceof pk. It is required that for every k 2 N i
Pr (pk;sk) ® K(1%): M °® MsgSp(pk); C °* E(pk;M) : D(sk;C)=M = 1:

Standard security notions. We recall the de nitions of IND-CPA, IND-

CCALl, and IND-CCAZ2 security that originate in [22], [25], and [27], respectively.

We usethe formalizations of [4]. Let AE = (K;E;D;MsgSp be an asymmetric

encryption scheme,let k 2 N and b2 f0; 1g. Let X be an algorithm with access
to an oracle. For aaa2 fcpa,ccal,ccagy, considerthe following experimert

ind -aaa-b

Experiment EXp g .~ (K)
(pk;sk) * K(1¥); (Mo;Mg;St) * X ©:0(nd;pk); C ° E(pk;Mp)
d X920 (guessC;St); Return d

where

If aaa= cpa then Oy() =" andOy() ="
If aaa= ccalthen O;()= Dg()andOy()="
If aaa= cca2then O1() = Ds() and Oz() = Dsk()

In ead caseit is required that Mo; M1 2 MsgSppk) and jMoj = jM3j. In the
caseof IND-CCA2, it is also required that X not query its decryption oracle
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Experiment Exp 22 . (k)
(pk;sk) * K@*);x ® cPGk)(pk);d ® D(x); Return d

Experiment Exp bt &.p.c (K)
(pk;sk) * K(1%)
Choosecoins R[C];R[C ] for C;C , respectively; St[C ] (pk;R[C])
Run C on input pk and coins R[C] until it halts, replying to its oracle queries
as follows:
{ If C makesquery Q then
(M;St[C J)  C (Q;St[C I;R[C ]); Return M to C asthe reply Endif

Let x denote the output of C ; d $ D (x); Return d

Fig. 2. Experiments usedto de ne PA1l and PAO.

with ciphertext C. We call X an ind-aaa-adversary The ind-aaa-advantageof
X is , h _ i h . [
Adv R878%%(k) = Pr Expag@®@l(k)=1 Pr Expae®@Ok)=1 :

For AAA 2 fCPA,CCA1,CCA2g, AE is said to be IND-AAA secure if
Adv 72723 ) is negligible for every polynomial-time ind-aaa-adversary X .

3 New notions of plain text awareness

In this section we provide our formalizations of plaintext-aware encryption. We
provide the formal de nitions rst and explanations later. We begin with PA1,
then de ne PAO via this, and nally de ne PA2.

Denition 1. [PAl] Let AE = (K; E;D;MsgSp be an asymmetric encryption
scheme. Let C be an algorithm that has accessto an oracle, takes as input a
public key pk, and returns a string. Let D be an algorithm that takesa string
and returns a bit. Let C be an algorithm that takesa string and some state
information, and returns a messageor the symbol ? , and a new state. We call C
a ciphertext-creator adversary, D a distinguisher, and C a pal-extractor. For
k 2 N, we de ne the experiments shown in Figure 2. The pal-advantageof C
relativeto D and C is h i h i

AdV ,l’?\aEl;C;D;C (k) = Pr Exp Kali:l;-g;D(k) =1 Pr EXp Kallzl;-():(;D;C (k) =1

We say that C is a suaessfulpal-extractor for C if for every polynomial-time
distinguisher D the function Adv {¥...c () is negligible. We say AE is PA1
secure if for any polynomial-time ciphertext creator there exists a successful

polynomial-time pal-extractor. |

De nition 2. [PAO] Let AE be an asymmetric encryption scheme. We call a
ciphertext-creator adversarythat makesexactly one oraclequery a pa0 ciphertext
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creator. We call a pal-extractor for a paO ciphertext creator a pa0-extractor. We
say that AE is PAO secure if for any polynomial-time paO ciphertext creator
there exists a successfupolynomial-time pa0-extractor. |

We now explain the ideas behind the above formalisms. The core of the for-
malization of plaintext awarenessof asymmetric encryption scheme AE =
(K;E;D; MsgSp) considersa polynomial-time ciphertext-creator adversary C
that takesinput a public key pk, has accessto an oracle and returns a string.
The adversarytries to distinguish betweenthe caseghat its oracleis D(sk; ), or
it is an extractor algorithm C that takesasinput the samepublic key pk. PA1
security requiresthat there exist a polynomial-time C such that C's outputs
in the two casesare indistinguishable. We allow C to be stateful, maintaining
state St[C ] acrossinvocations. Importantly, C is provided with the coin tosses
of C; otherwise, C would be functionally equivalent to the decryption algo-
rithm and thus could not exist unlessAE were insecurewith regard to providing
privacy. We remark that this formulation is stronger than one not involving a
distinguisher D, in which C simply outputs a bit represering its guess,since
C getsthe coinsof C, but not the coinsof D.

PAO security considersonly adversariesthat make a single query in their
attempt to determine if the oracleis a decryption oracle or an extractor.

De nition 3. [PA2] Let AE = (K;E; D; MsgSp) be an asymmetric encryption
scheme. Let C be an algorithm that has accessto an oracle, takes as input a
public key pk, and returns a string. Let P be an algorithm that takesa string
and somestate information, and returns a messageand a new state. Let D be
an algorithm that takes a string and returns a bit. Let C be an algorithm
that takes a string, a list of strings and some state information, and returns
a messageor the symbol ?, and a new state. We call C a ciphertext-creator
adversary, P a plaintext-creator adversary, D a distinguisher, and C a pa2-
extractor. For k 2 N, we de ne the experiments shown in Figure 3. It is required
that, in theseexperiments, C not make a query (deg C) for which C 2 Clist .
The pa2-advantageof C rﬁlativeto P,D andiC is

AdV K?EZ;C;P;D;C (k) = Pr EXp E\aEZ;-g;P;D(k) =1 Pr EXp 2?52;-(;;P;D;C (k) =1

We say that C is a suwessful pa2-extractor for C if for every polynomial-
time plaintext creator P and distinguisher D, the function Adv E\aEz;c;P;D;c ()
is negligible. We say AE is PA2 secure if for any polynomial-time ciphertext
creator there exists a successfulpolynomial-time pa2-extractor. |

In the de nition of PA2, the core setting of PA1 is enhancedto model the
real-life capability of a ciphertext creator to obtain ciphertexts via eavesdropping
on communications made by a third party to the receiver (cf. [4]). Providing C
with an encryption oracle doesnot capture this becauseeavesdroppingputs into
C's hands ciphertexts of which it does not know the corresponding plaintext,
and, although we disallow C to query theseto its oracle, it might be able to
usethem to create other ciphertexts whosecorresponding plaintext it does not
know and on which the extractor fails.
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Experiment Exp 52.&.5.5 (K)
(pk;sk) * K(1¥); Clist [
Choosecoins R[C]; R[P] for C; P, respectively; StfP] "
Run C on input pk and coins R[C] until it halts, replying to its oracle queries
as follows:
{ If C makesquery (dec Q) then
M D(sk; Q) ; Return M to C asthe reply EndIf
{ If C makesquery (enc Q) then
(M;StlP])  P(Q;StPI;R[P]); C ° E(pk;M); Clist  Clist @C
Return C to C asthe reply EndIf
Let x denote the output of C ; d $ D (x); Return d

Experiment Exp b &.p.p.c (K)
(pk;sk) * K(1¥); Clist [
Choosecoins R[C];R[P];R[C ] for C;P;C , respectively
StP]  ";StiC 1 (pk;RIC])
Run C on input pk and coins R[C] until it halts, replying to its oracle queries
as follows:
{ If C makesquery (dec Q) then
(M;St[C J) C (Q;Clist ;St[C [;RI[C ])
Return M to C asthe reply EndIf
{ If C makesquery (enc, Q) then
(M;StlP])  P(Q;StPL;R[P]); C ° E(pk;M); Clist  Clist @C
Return C to C asthe reply EndIf
Let x denote the output of C ; d $ D (x); Return d

Fig. 3. Experiments usedto de ne PA2.

Modeling eavesdroppingrequiresbalancing two elemerts: providing C with a
capability to obtain ciphertexts of plaintexts it doesnot know, yet capturing the
fact that C might have partial information about the plaintexts, or cortrol of
the distribution from which theseplaintexts are drawn. We intro duce a compan-
ion plaintext-creator adversary P who, upon receiving a communication from
C, createsa plaintext and forwards it to an encryption oracle. The ciphertext
emanating from the encryption oracleis sert to both C and C . C has some
control over P via its communication to P, but we ensurethis is not total by
denying C and C the coin tossesof P, and also by askingthat C depend on
C but not on P.

The extractor C is, asbefore,provided with the coin tossesof C . Two types
of oracle queriesare allowed to C. Via a query (deG Q), it can ask its oracle to
decrypt ciphertext Q. Alternativ ely, it can make a query (eng Q) to call P with
argumert Q, upon which the latter computesa messageM and forwards it to
the encryption oracle, which returns the resulting ciphertext to C, and C in
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the casethat C's oracleis C . We obsene that if an asymmetric encryption
schemeis PA2 securethen it is PA1 secure,and if it is PA1 securethen it is PAO
secure.

Seg[2] for extensive comparisonsof thesede nitions with previous ones,and
also for stronger, statistical versionsof thesenotions.

4 Relations among notions

We now state the formal results corresponding to Figure 1, beginning with the
two motivating applications of our notions of plaintext awarenessProofsof these
results are provided in the full version of this paper [2].

Theorem 1. [PAL1+IND-CP A ) |IND-CCAl] Let AE be an asymmetric
encryption scheme.If AE is PA1 secure and IND-CP A secure, then it is IND-
CCAL1 secure. 1

Theorem 2. [PA2+IND-CP A ) IND-CCA2] Let AE be an asymmetric
encryption scheme.If AE is PA2 secure and IND-CP A secure, then it is IND-
CCA2 secure. 1

Theorem 3. [IND-CCA2 6) PAO+IND-CP A] Assumethere existsan IND-
CCA2-secure asymmetric encryption scheme.Then there exists an IND-CCA2-
secure asymmetric encryption schemethat is not PAO secure. |

Theorem 4. [PAL1+IND-CP A 6) IND-CCA2] Assumethere existsa PAl
secure and IND-CP A-secure asymmetric encryption scheme.Then there exists
a PAl secure and IND-CP A-secure asymmetric encryption schemethat is not
IND-CCA2 secure. |

Theorem 5. [PAO+IND-CP A 6) IND-CCA1] Assumethere exists a PAO
secure and IND-CP A-secure asymmetric encryption scheme.Then there exists
a PAO secure and IND-CP A-secure asymmetric encryption schemethat is not
IND-CCA1 secure. |

5 Constructions

Prime-order  gr oups. If p;q are primes such that p= 2q+ 1, then we let Gq
denotethe subgroup of quadratic residuesof Z,. Recall this is a cyclic subgroup
of order q. If g is a generator of G4 then dlog,.4(X) denotesthe discrete loga-
rithm of X 2 G, to baseg. A prime-order-group geneator is a polynomial-time
algorithm G that on input 1X returns a triple (p;q;g) sud that p;q are primes
with p= 2q+ 1, g is a generator of Gg, and 2¢ * < p< 2¢ (pis k bits long).

The DHK assumptions. Let G be a prime-order-group generator,and suppose
(p:g;9) 2 [G(1¥)]. We say that (A; B;W) is a DH-triple if there exist a;b 2 Zg
such that A = g® mod p, B = g° mod pand W = g2 mod p. We say that (B; W)
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Experiment Exp &%, (k)
(mgo) ° G@4);a® Zq; A g2 modp
ChoosecoinsR[H];R[H ]for H;H , respectively; StfH 1 ((p;0;9;A);R[H])
Run H oninput p;q;g;A and coins R[H ] until it halts, replying to its oracle
queries as follows:
{ If H makesquery (B;W) then
(b;StiH )  H ((B;W);St[H ;R[H )
If W B? (modp) and B 6 g° (mod p) then return 1
Elsereturn bto H asthe reply EndIf EndIf
Return 0

Fig. 4. Experiment usedto de ne the DHK1 and DHKO assumptions.

is a DH-pair relative to A if (A; B; W) is a DH-triple. One way for an adversary
H taking input p;q;g; A to output a DH-pair (B;W) relative to A is to pick
land thus\know"| someb2 Z4, setB = g mod p and W = AP mod p, and
output (B;W). Damgard [12] makesan assumptionwhich, informally, says that
this is the \only" way that a polynomial-time adversaryH canoutput a DH-pair
relative to A. His framework to capture this requiresthat there exist a suitable
extractor H that can compute dlog,(B) whenewer H outputs someDH-pair
(B;W) relativeto A.

We provide a formalization of this assumptionthat we refer to asthe DHKO
(DHK standsfor Di e-Hellman Knowledge)assumption. We alsopresern a nat-
ural extension of this assumptionthat we refer to as DHK1. Herethe adversary
H, givenp;q;g; A, interacts with the extractor, querying it adaptively. The ex-
tractor is required to be able to return dlog,,(B) for eadh DH-pair (B;W)
relativeto A that is queriedto it. Below we rst presert the DHK1 assumption,
and then de ne the DHKO assumption via this.

Assumption 1. [DHK1] Let G beaprime-order-groupgenerator.Let H bean
algorithm that hasaccesdo an oracle, takestwo primes and two group elemerts,
and returns nothing. Let H be an algorithm that takesa pair of group elemers
and somestate information, and returns an exponert and a new state. We call H
a dhkl-adversaryand H a dhkl-extractor. For k 2 N we de ne the experiment
shown in Figure 4. The dhkl-advantagﬁof H relativeto H i is

Adv . (k) = Pr Exp @, (k=1

We say that G satis es the DHK1 assumption if for every polynomial-time
dhkl-adversary H there exists a polynomial-time dhkl-extractor H sucd that
Adv 3. () is negligible. |

Assumption 2. [DHKO] Let G be a prime-order-group generator. We call a
dhkl-adversary that makesexactly one oracle query a dhkO-adversary. We call
a dhkl-extractor for a dhkO-adversary a dhkO-extractor. We say that G satis es
the Di e-Hellman Knowledge (DHKO) assumptionif for every polynomial-time
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' k
Algorithm K(1°) Algorithm E(p;; g; X1;X2); M)

ey 8 K

(p.q$.9) G(1%) y * Zq;Y @ modp

X1 = Zq; X1 g‘*modp W  XYmodp;V XY modp
X2 * Zq; X2 g*? modp U V M modp

Return ((p;:9; X1;X2);(p; 0 0; X1;X2)) |  Return (Y;W;U)

Algorithm  D((p; g; g; X1; X2); (Y; W; U)) MsgSp((p; ; 9; X 1; X2)) = Gq
If W6 Y* (mod p) then return ?
Else M U Y *2modp; Return M
EndIf

Fig. 5. Algorithms of the encryption schemeDEG = (K;E;D;MsgSp) basedon prime-
order-group generator G.

dhkO-adversary H there exists a polynomial-time dhkO-extractor H sud that
Adv 3. () is negligible. |

We obsene that DHK1 implies DHKO in the sensethat if a prime-order-group
generator satis es the former assumptionthen it alsosatis es the latter assump-
tion.

Constr uctions. Wewould liketo build an asymmetric encryption schemethat
is PAO secure(and IND-CPA secure)under the DHKO assumption. An obvious
ideais to useElGamal encryption. Herethe public keyis X = g*, wherex is the
secret key, and an encryption of messageM 2 Gq has the form (Y;U), where
Y=¢gmodpandU = XY M modp = ¢g¥ M mod p. However, we do not
know whether this schemeis PAO secure.

We consider a modi cation of the ElGamal scheme that was proposed by
Damgard [12]. We call this schemeDamgard ElGamal or DEG. It is parameter-
ized by a prime-order group generator G, and its componerts are depicted in
Figure 5. The proof of the following is in the full version of this paper [2]:

Theorem 6. Let G be a prime-order-group genertor and let DEG = (K;E;
D; MsgSp) be the ass@iated Damgard ElGamal asymmetric encryption scheme
de ned in Figure 5. If G satis es the DHKO and DDH assumptionsthen DEG
is PAO+IND-CP A secure. If G satis es the DHK1 and DDH assumptionsthen
DEG is PA1+IND-CP A secure. 1

As a consequencef the above and Theorem 1, DEG is IND-CCA1 secureunder
the DHK1 and DDH assumptions.DEG is in fact the most e cien t known IND-
CCALl schemewith someproof of security in the standard model.

Next we considerthe \lite" versionof the Cramer-Shoupasymmetric encryp-
tion scheme[11]. The scheme,denoted CS-lite, is parameterizedby a prime-order
group generator G, and its componerts are depicted in Figure 6. This schemeis
known to be IND-CCA1 secureunder the DDH assumption[11]. We are able to
show the following. The proof can be found in [2].
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Algorithm K (1) Algorithm  E((p; g; g1} G2; X;Z); M)
(magr) * G(1¥): g ° Genflg s
x1 * Zq;x2 * Zq;z * Z4 Ri1  gi modp
X g g2modp;Z gi modp Ry, g5 modp
Return ((p;q; 01:G2; X;Z); (PG 01; G2 X1;x2;2))| E 27 M modp
V. X" modp

Return (R1;R2;E;V)

Algorithm  D((p; @; 91; @2; X1; X2; 2); (R1; R2; E; V) IMsgSp((p; @; 915 G2; X Z)) = Gq
If V6 Ri* R3? (mod p) then return ?
ElseM E R;?modp; Return M Endlf

Fig. 6. Algorithms of the encryption scheme CS-lite = (K;E;D;MsgSp) based on
prime-order-group generator G.

Theorem 7. Let G be a prime-order-group geneator, and let CS-lite = (K E;
D; MsgSp) be the assa@iated Cramer-Shouplite asymmetric encryption scheme
de ned in Figure 6. If G satis es the DHKO and DDH assumptionsthen CS-lite
is PAO+IND-CP A secure. If G satis es the DHK1 and DDH assumptionsthen
CS-lite is PAL+IND-CP A secure. |

Again, the above and Theorem 1 imply that CS-lite is IND-CCA1 secureunder
the DHK1 and DDH assumptions. This however is not news, since we already
know that DDH alone suces to prove it IND-CCA1 [11]. However, it does
perhaps provide a new perspective on why the schemeis IND-CCA1, namely
that this is due to its possessingsomeform of plaintext awareness.

In summary, we have been able to show that plaintext awarenesswithout
ROs is e cien tly achievable, even though under very strong and non-standard
assumptions.
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