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Abstract.  Evenand Mansour [EM97] proposeda block cipher construc-
tion that takesa publicly computable random permutation oracle P and
XORs di erent keysprior to and after applying P: C = k, P(M  ki).
They did not, however, describe how one could instantiate such a per-
mutation securely It is a fundamental open problem whether their con-
struction could be proved secure outside the random permutation ora-
cle model. We resolve this question in the armativ e by showing that
the construction can be proved secure in the random function oracle
model. In particular, we show that the random permutation oracle in
their scheme can be replaced by a construction that utilizes a four-round
Feistel network (where eac round function is a random function oracle
publicly computable by all parties including the adversary). Further, we
prove that the resulting cipher is super pseudorandom { the adversary's
distinguishing advantage is at most 2g>=2" if he makesq total queriesto
the cipher, its inverse,aswell asany random oracles. Even and Mansour,
on the other hand, only showed security against inversion and forgery.
One noteworthy aspect of this result is that the cipher remains secure
even though the adversary is permitted semrate oracle accessto all of
the round functions. One can achieve a two-fold and four-fold reduction
respectively in the amount of key material by a closer inspection of the
proof and by instantiating the scheme using group operations other than
exclusive-OR. On the negative side, a straightforw ard adaption ofpaD ad-
vanced slide attack fecovers the 4n-bit key with approximately = 2 2"
work using roughly = 2 2" known plaintexts. Finally, if only three Feis-
tel rounds are used, the resulting cipher is pseudorandom, but not super
pseudorandom.

1 Intro duction

The Even-Mansour Constr uction. Evenand Mansour [EM97] proposeda
block cipher construction based on XORing secret key material just prior to
and just after applying a random permutation oracleP: C =k, P(M kj),
where M is the plaintext, C is the ciphertext, and ki; k> is the key material.
The permutation P (as well as its inverseP 1) is computable by all parties,
including the adversary (see g. 1). Even-Mansour proved that a polynomial-
time adversary with black-box query accesso the cipher and its inverse,aswell
as black-box query accessto the internal permutation and its inverse cannot
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invert an un-queried ciphertext of his choice, except with negligible probabilit y.
They also proved an analogousresult about computing the cipher's forward
direction.

While there are practical limitations to their construction [Dae91, BWO00], the
Even-Mansour work is well known and theoretically interesting. In particular,
it is an example of a cipher for which an adversary has black-box accessto the
only real \cryptographic" componert; i.e., the random permutation oracle. The
only secretsare simply XORed at the beginning and the end, and everything
elseis publicly accessible.

Fund amental Open Pr oblems. The Even-Mansour work may be described
within the framework of the random-oracle model [BR93] in which their cipher
makesuseof a random permutation oracle. Naturally, the needfor such a permu-
tation oracleis unpleasan, especially since Even and Mansour did not indicate
how one might instantiate such a random permutation oracle while maintaining
security. This motivates the following problem:

Open Problem 1: How can one go about instantiating the random permuta-
tion oraclein the Even-Mansourscheme?

Furthermore, Even and Mansour only proved security against inversions and
forgeries. However, for block ciphers, the current bar is to prove super pseu-
dorandomess[LR88]. That is, the cipher should be indistinguishable from a
randomly chosenpermutation on the samemessagespaceeven if the adversary
is granted black-box accesso the forward and inversedirections of the cipher.t
This motivates a secondproblem:

Open Problem 2: Can one prove that an Even-Mansour type construction
yields a super pseudorandompermutation?

Our Contributions. We addressthe rst question by demonstrating that
the random permutation oracle can be replaced by a construction involving
random function oracles;i.e., the underlying oracle (which must be accessibleo
all parties) doesnot have to be bijective, but we construct a permutation using
it that is bijective. By supplarting the use of random permutation oraclesby
random function oracles,we have a result basedon a lessrestrictive model. Our
construction usesa Feistel ladder in which the random function oracle is used
asaround function (see g. 1). However,what is di er ent in this setting is that
the adversary not only has accessto the forward and reversedirections of the
cipher, but also to each of the individual round functions.

We addressthe secondproblem by proving that the construction is super
pseudoandom We remark the one can construe the Kilian-Rogaway analysis
of DESX [KR96] as a proof that Even-Mansour is pseudorandom.Recall that
in DESX, the Even-Mansour random permutation is supplanted with a keyel

! Their is also a notion of pseudoandomnessfor block ciphers wherein the adversary
must distinguish it from a random permutation given black-box accessto only the
forward direction of the cipher.
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Fig. 1. The diagram on the left depicts the Even-Mansour schemewhere P is a random
permutation oracle;i.e., the adversary has black-box accessto P and P ®. The diagram
on the right depicts our scheme in which the permutation oracle is instantiated by a
Feistel network consisting of publicly-accessiblerandom function oraclesf;g.

block cipher, such as DES. The Kilian-Rogaway proof allowed the adversary
oracle accessto the internal permutation P (modeled as an ideal block cipher)
aswell asP 1, to simulate that an adversary had correctly guessedthe key {
this maneuwer isolatesthe bene ts of the pre- and post-whitening keys.However,
in their published proof the adversary was not given accesgo the inverseof the
block cipher { sosuper pseudorandomnessvas not proved.?

In addition, Ramzan-Reyzin[RROQ] noted that one could usetheir round se-
curity framework to prove that Even-Mansouris super pseudorandom,but their
focuswasdi erent, sono proof was supplied. Also their commert waslimited to
the original Even-Mansour construction (which used the random permutation
oracle). Therefore, we consider addressingthe rst fundamental open problem
asour main technical cortribution; a sidebenet of our work is a proof of super-
pseudorandomnesgor Even-Mansour style block ciphers.

Our results help us better understand block cipher design. First, they point
to the benet of pre- and post- whitening. In particular, our construction shows
that, in the random function oracle model, one can construct a super pseudo-
random block cipher in which the all key material is only incorporated during
the pre- and post-whitening phasesand in a very simple way. This is despite
the fact that the adversary hasaccesdo the internals of the cipher. Second,our
constructions show that it may be possibleto obtain a middle ground between
pure black-box analysis and one in which an adversary has some meaningful

2 Kilian and Rogaway mentioned that one could extend their proof to addresschosen
ciphertext queries, however, they did not provide the proof, nor did they state a
formal security theorem where such accessis given.
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knowledge about the internal design of the black box. This can be thought of
as a \gray-box" analysis. We also remark that the random permutation oracle
model seemslessappealing than the random function oracle model. Instantiat-

ing a random function oracle while maintaining security seemsmore plausible
since such functions could be made su cien tly complex that their behavior is
ill understood. On the other hand, when instantiating a random permutation

oracle with an actual permutation, one is limited in the complexity of the de-
sign sincethe function must remain bijective and e cien t to invert. Our results
give hope that onemay be able to basefuture cryptosystemson random permu-
tation oraclesand replace them with constructions basedon random function

oraclesin a provably secureway. Finally, our work helpsbridge the gap between
the theory and practice of Feistel ciphers. In particular, the theoretical work
on Feistel ciphers (e.g., [LR88]) considersround functions that are strong (e.qg.,
pseudorandom)and potentially complex keying mechanisms (e.g., the functions
themsehesare keyed). This departs from practice in two ways. First, round func-
tions in practice are weak. Second,block cipher round keys are introduced in

somesimple way, for example by XORing them prior to applying an un-keyed
function (c.f., DES [FIPS46]). Our work sits somewherein betweensinceit con-
siders complex round functions (random oracles), but simple keying procedures
(XORIing). Therefore, we can view our work as providing better mathematical

insight into the security of DES-like ciphers.

Other Resul ts. Our proof of security holds evenif the amount of key material
is reducedtwofold. Also, if we permit group operations other than XOR, we can
recycle keying material, yielding a fourfold reduction; interestingly, if XOR is
used with recycled keying material, the cipher behaves like an involution and
is trivially distinguishable from a random permutation. This idea of consider-
ing di erent group operations has previously been applied to Luby-Racko ci-
phers [PRS0J. On the negative side, a \sliding,,with a twist" attack [BWOO]

llows an adversary to recover the key using 2 2" known plaintexts and

2 2" work. Finally, if we instantiate the permutation with three Feistel rounds,
the construction is pseudorandom,but is not super pseudorandom.The attack
adapts the standard distinguisher for three-round Luby-Racko ciphers[LR88].
Due to spaceconstraints, aswell asthe fact that theseresults follow easily from
existing techniques,we omit a further discussion.For details, seethe full version
of the paper [GRO4].

Caveat(s) Emptor. While the random-oracle model is an extremely useful
cryptographic tool, there are instancesof schemesthat are securein the random
oracle model, but are insecurefor any instantiation of the random oracle by a
polynomial-time computable function [CGH98, GK03, BBP04]. We further note
that the lower bounds we presert indicate that n should be chosenso that 2"=2
is su cien tly large to thwart distinguishing attacks. We also remark that Even
and Mansour gave a O(2 ") upper bound on the adversary's successrobabil-
ity, whereasour bound resenbles O(2 "2). Howewver, Even and Mansour only
proved security against inversionsand forgerieswhereaswe show super pseudo-
randomness Moreover, we eliminate the random permutation oraclerequiremert
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and also give the adversary accessto the innards of the cipher. Therefore, we
expect there to be a sizeablegap in the respective security guarantees.In light of
these caveats, we stressthat our main contribution is in resolving fundamental
issues from the Even-Mansour work and gaining more theoretical insight into
black cipher design; we do not recommend this as a practical approach to build-
ing a block cipher. In fact, e cien t random oracle model basedblock ciphersare
desired, then Ramzan and Reyzin have a four-round Feistel block cipher con-
struction in which the middle two rounds use a random oracle, and the outer
two rounds involve universal hash functions [RROQ].

Or ganization. Section 2 reviews prior de nitions and constructions. Section 3
discussesour main construction and security proof. Finally, we make concluding
remarks in Section4.

2 Prior De nitions and Constructions

We describe de nitions and prior constructionsthat are germaneto our work. We
avoid asymptotic analysisin favor of the \concrete" (or \exact") security model
as laid out by Bellare, Kilian, and Rogaway [BKR94], and Bellare, Canetti,
Krawczyk [BCK96]. However, our results can be adapted to either model.

Not ation.  For a natural number n, we let |, denote the set of bit strings of
length n: f 0; 1g". For a bit string x, we let jxj denoteits length. If jxj is even, then

xt and xR denotethe left and right halvesof the bits respectively; we sometimes
write x = (x-;xR). If x and y are two bit strings with jxj = jyj, we denote by

X vy their bitwise exclusive OR. If S is a probability space,then x RS denotes
the processof picking an elemer from S accordingto the underlying probabilit y

distribution. Unlessotherwise speci ed, the underlying distribution is assumed
to be uniform. By a nite function (or permutation) family F, we denote a set of
functions with common domain and common range. Let Rand"  be the setof
all functions going from Iy to |-, and let Perm™ be the setof all permutations on
Im. We call a nite function (or permutation) family keyel if every function in

it canbe speci ed (not necessarilyuniquely) by a key a. We denotethe function

given by a asf,. We assumethat givena, it is possibleto e cien tly evaluate f,

at any point (aswell asf, ! in caseof a keyed permutation family). For a given
keyed function family, a key can be any string from I 5, where s is known as\k ey
length." (Sometimesit is corveniert to have keys from a set other than | 5; we
do not consider such function families simply for clarity of exposition, but our
results cortinue to apply in suc cases.)For functions f and g, g f denotesthe

function x 7! g(f (x)).

Model of Comput ation. We model the adversary A asa program for a Ran-
dom AccessMachine (RAM) with black-box accesgso somenumber k of oracles,
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ber of time stepsit takesplus the length of its description (to prevernt one from
embedding arbitrarily large lookup tablesin A's description).

Pseudorandom Functions and Block Ciphers. The pseudorandomnessf
a keyed function family F with domain I and range |- captures its compu-
tational indistinguishability from Rand" . The following de nition is adapted
from [GGM84]:

De nition 1. A pseudoandom function family F is a keyel function family
with domain I, rangel-, and keylengths. Let A be a 1-oracle adversary. Then
we de ne A's advantageas

AdRT(A), Pria R 1s:Afe=1] Prif " Rand! A" =1]:

For any integers g;t 0, we de ne AdV"(g;t) , maxafAdW'(A)g; as an
insecurity function, where the maximum is taken over choices of adversary A
suchthat:

{ A makesat most q oracle queries, and

{ the running time of A, plus the time necessaryto selet a R s and answer
A's queries, is at most t.

Recall that the Even-Mansour cipher [EM97] operates on a 2n-bit string x as
followsE(x) = ko P(x ki) whereks;ks 2 |2, constitutes the keying material

and P is arandom permutation oracle.Here P and P ! are publicly computable
(in a black-box fashion) by all parties. Even and Mansour proved that E is hard

to invert on a point Cy of the adversary's choice even if the adversary has oracle
accessto E, E 1;P;P ! subject to the restriction that the adversary cannot
query the E ! oracle on the point Cy; i.e., it is hard to nd Mg sud that

Mo = Ekll;kz(Co). Similarly, they showed that the adversary cannot compute
the ciphertext corresponding to a messagepoint Mg of its choice with accesso

these sameoracles, but this time subject to the restriction that the adversary
cannot query the E oracle on point My; i.e., it is hard to nd Cgy sud that

Co = Ek, x,(Mg). While theseresults capture someof the security requiremerts

neededfor a block cipher, there are stronger notions of security for a block

cipher. One sud notion, proposedby Luby and Racko [LR88], is called super

pseudoandomness The notion capturesthe pseudorandomnessf a permutation

family on |- in terms of its indistinguishabilit y from Perm , where the adversary
is given accesgo both directions of the permutation. In other words, it measures
security of a block cipher against chosenplaintext and ciphertext attacks. We
now describe such notions and how to achieve them.

De nition 2. A black cipher P is a keyal permutation family with domain and
range |- and key length s. Let A be a 2-oracle adversary. Then we de ne A's
advantageas

AdVPP(A), Prla " I “APaPa" = 1] Prlp ¥ Perm :APP "= 1] :
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For any integersq;t 0, Adv2"P(q; t) speci es the insecurity function (analogous
to De nition 1).

Luby and Racko shawed how to construct a secureblock cipher using Feistel
permutations.

De nition 3 (Basic Feistel Permutation). Let F be a function family with
domain and rangel,. Letf 2 F. Letx = (x-;xR) with x"; xR 2 I,: We denote
byf the permutation on |,, de ned asf (x) = (x®;x- f(xR)): Note that it is a

permutation becausef 1(y)= (yR f(y‘);y"). Similarly, letF = ff jf 2 Fg.

De nition 4 (Feistel Network). If fq;:::;fs are mappingswith domain and
range I, then we denote by (fy;:::;fs) the permutation on I, de ned as
(fr;iinfs) ="Fs 1on fqo

Theorem 1 (Lub y-Racko ). Let hy;fy;fo;hy be independently-keye func-
tions from a keyal function family F with domain and rangel, and key space
ls. Let P be the family of permutations on |2, with key space 145 de ned by
P = (hy;fq1;f2; hy) (the keyfor an elementof P is simply the concatenation of
keysfor hi;f1;fo;h2). Then, AdPP(qt)  AdR (git)+ 3 2 "1+ 2 2%

The Luby-Racko result proved security when the adversary has accessto the
permutation and its inverse.In our case,we will shov security of the Even-
Mansour cipher when the adversary has black-box accessto the cipher, its in-
verse,and to ead of the internal round functions.

Having preseried the classical de nitions of block ciphers and Feistel net-
works, we now describe notions of the Ramzan-Reyzin round security frame-
work [RROO] which we make useof in the presert work.

De niton 5 (Round Decomp osition [RR00]). Let P;FYF2;:::;F" be
keyel permutation families, each with domain and range |- and key length s,

such that for any keya 2 Ig, py = f} fl. Then F1;:::;F" is called an
r-round decomposition for P. For i  j, denoteby (i ! j)a the permutation
fi ::: fl andby(i j)a the permutation fi ::: fi ' Denotebyi! |
andi | the correspnding keyel function families.

Note that having oracle accessto a member of i | j meansbeing able to give
inputs to round i of the forward direction of a block cipher and view outputs
after round j . Likewise,having oracleaccesso i | correspondsto being able
to give inputs to round j of the reversedirection of the block cipher and view
outputs after round i. Thus, the oraclefor 1! r = P correspondsto the oracle
for a chosenplaintext attack, and the oraclefor 1 r = P ! corresponds to
the oracle for a chosenciphertext attack.

We now give a formal security de nition of a block cipher when an adversary
has accessto internal rounds. Note that the adversary is allowed oracle access
to somesubsetK ofthe setfi! ;i j:1 i | rg, andthe insecurity
function additionally dependsonK .
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De nition 6 (Round Securit y [RROO ]). Let P be a block cipher with domain

somesubsetk = f %;:::; kgofthesetfi! j;i j:1 i j rg andlet
A be a k + 2-oracle adversary. Then we de ne A's advantageas

AdVISDp;rEl;:::;F';K (A) =
Pria ® 1ot APt 2 s = 1] Prjp ¥ Permia N Ig i APP a2 )

For any integersqg;t  0andsetK, Adva'F ..., (G;t) Speci es our insecurity
function (analogousto De nition 2).

Ramzan and Reyzin [RR00] werethe rst to considerwhat happenswhen inter-
nal round functions of a Feistel network are available to an external adversary.

Theorem 2 (Ramzan-Reyzin). Letf;f,;f3;f4 beindependently-keye func-
tions from a keyal function family F with domain and rangel, and key space
ls. Let P be the family of permutations on |2, with key space 145 de ned by

P = (f1;f,;f3;f4) with the natural 4-round decomposition F;F;F;F. Let
K=fi! jji j:2 i j 3g Then
Adv;g;:z—;E;F—;E;K (q,t) Advgrf(q,t)"' g 2 n+1 + 2 2n+1 + q2 2 n 1 :

Ramzan-Reyzinconsiderthe casewhere all parties have black-box accesgo the
internal permutations f,;f3. They noted that if the underlying round functions
f1, and f, are chosenfrom Rand" ", then one could translate their results to
the random oracle model whereinf ;; f 3 are modeled asrandom function oracles
that are accessibleto all parties, including the adversary.

3 Our Main Result

We now prove our main result. We usethe Ramzan-Reyzinround-security frame-
work [RROQ] to analyzeour construction and leveragetheir techniquesto obtain
the desired result. However, for technical reasons,the proof must also incorpo-
rate an additional hybrid distribution into the argumert. Now, let ,Ilgkz denote
the Even-Mansour construction when the internal permutation is replacedby a
four-round Feistel network with outer round function g and inner round func-
tion f: lﬁi‘f’kz(x) = ks (g;f;f;9)(x Kki). Hereky; ks 2 12, are the keysand
f; g are modeled as random function oracles;i.e., they are publicly accessibleto
all parties (including the adversary) and behave like random functions. Obsene
then that the adversary can compute not only the Even-Mansour permutation,
but also knows its internal structure and has black-box accessto the functions
f and g around which it is designed.We view this construction as consisting of
the composition of six round permutations:

{ “0=x k
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{ 3, 4= f.Recallthat f denotesa permutation on I,, de ned asf (x) =
(xR;xt £ (xR)):

{ 205=1
{ £0=x k.
Obserwe that lil;?kz(M )= & & > X1.We now state our main result

in the following theorem:

Theorem 3 (Main Result). SupmpseK  fi !l ;i ji2 i 5g.
Let f be modelad as a random oracle, and let k; and k, be picked randomly and
independently from |,,. Let lﬁi‘f’kz(x) = ky (g;f;f;9)(x ki), and R be a
random permutation on I, : Then

Advlsﬁpl; s o (GG K) 209 q 2"+ g 2 2+t

Obsene that we do not consider any terms of the form AdvE”(q; t) since we
assumethat the underlying round functions are modeled as random oraclesin
which casesudc terms will evaluate to 0.

Recasting the problem in the round-security framework allows us to apply
the techniques of Ramzan and Reyzin [RR0OQ] (who generalizedthe techniques
of Naor and Reingold [NR99] to deal with the extra queriesfrom an oracle with
internal access).We note that accesso the oraclesof K is equivalent to access
to the oraclesfor f and g.2 Now, considerthe following theorem.

Theorem 4. Letf and g be modelal as random oracles, and let k; and k, be
picked randomly and independently from I 5, . Let ,Ii?kz(x) =k, (g;f;f;g)(x
ki), and let R be a random elementof Pern?". Then, for any 4-oracle adversary
A (we do not restrict the running time of A) that makesat most g. queriesto
its rst two oracles(either ; ! or R;R !) and at most g and g,y queries
to its second two oracles(f and g) respectively, it follows that:

PriA @ f9=1] PraRR "o =g
(Gs+ Zqoch+ 2%9%"'03 qc)z n4 ZC 2 2 n 4 2 2n+1

Observingthat the total number of queriesq = Oc+ Gor + Gog, it is straightforward

to seethat

(G + 200 Gk + 20ogG + @ &) 207 O

Therefore, we seethat theorem 4 implies theorem 3. In the sequel,we describe
the proof of theorem 4. The rst part of the proof focuseson the adversary's

2

3 We remark, however, that one query to an oracle in K may needto be simulated by
multiple queriesto f;g. Therefore, the total number of queries madeto f and g is
an upper bound on the number of queriesthat would needto be made to an oracle
in K.
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transcript (i.e., his \view") and shows that ead possibletranscript is about as
likely to occur whenA isgiven ;f;gaswhenA isgivenR;f;g. This part of the
proof also relies on a hybrid distribution ~ to facilitate the proof. The second
part usesa standard probability argumert to show that if the distributions on
transcripts are similar, then A will have a small advantage in distinguishing
from R.

Proof of Theorem 4. To start with, let P denote the permutation oracle
(either  or R) that A accessesFrom now on, for notational conveniencewe
ignore the superscripts f ; g and the subscripts ki ; k. assaiated with . Let Of
and O9 denotethe oraclesthat compute the functions f and g (note that when A
gets asits permutation oracle,f and g are actually usedasthe round function
in the computation of the oracle P = ; when A gets R as its permutation
oracle,f and g are independert of P = R). The machine A makestwo types of
queriesto the oracle P: (+;x) which asksto obtain the value of P(x), or ( ;y)
which asksto obtain the valueof P 1(y) { whereboth x andy arein |,,. We call
thesecipher queries. We de ne the query-answer pair for the i™" cipher query as
hxi;yii 2 1on  lon if A's query was(+ ;X;) andy; isthe answer it receivedfrom P
orits querywas( ;yi) andx; isthe answer it received. We assumethat A makes

cipher-transcript of A. In addition, A can make queriesto Of and O9. We call
these oracle queries. We denote these queriesas: (O ; x9 (resp. (09;x9) which
asksto obtain f (x9 (resp. g(x%). We de ne the query-ansver pair for the i
oracle query ashx%y% 2 I, I, if A's query was (O ;x9 and the answer it
received was y° and as x®y% 2 1, 1, if A's query was (09;x% and the
answer it received was y°° We assumethat A makes gr and gyg queries to

f -oracle-transcript of A and fhx 9 y9%;:::;x3° ;¥ igos the g-oracle-transcript
of A. Note that sinceA is computationally unbounded,we can make the standard
assumptionthat A is a deterministic machine. Under this assumption, the exact
next query madeby A canbedetermined by the previousqueriesand the answers

received. We formalize this as follows:

De nition 7. We denotethe i + j + k+ 15t query A makesas a function of
the rst i+ j + k query-answerpairs in A's cipher and oracle transcripts (where
either i < gc or j < Qo Or k < Qug) by:

For the casethat all querieshavebeen made (i.e., i = Qc;j = Oof ;K = Obg), We
de ne the alove expressionto denote A's output as a function of its cipher and
oracle transcripts.

De nition 8. Let = (Tp;T¢;Tg) be a three tuple comprising the sequenes
T = fhxgyaisiiiie Yo ige, Tr = fhxQyfis:iiihxg 1yg, igor, and Tg =
fx0yd; @2 ;yQ0 igos, and wher for 1 i g we havethat hx;;yii 2

l2n l2n, for 1 ] oo, wehavethat x?;y%i 2 1, 1o, andfor 1 Kk Gog,
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we havethat x20y2f 2 1, 1,. Then, is a possibleA-transcript if for every
1 i oq,foreveryl | oo andfor everyl Kk (o,

Calfhxy;yais i s yiige: thxdsyois o yRigor thxPyets o kS yigoe] 2
f(+5Xie1); ( 5Yien )5 (015 %04 )5 (0929, )a:
We now considertwo useful processegor answering A's cipher queries.

De nition 9. Let ~ denotethe processin which the cipher queriesand f -oracle
queries are answeed as they would be for , howeverthe g-oracle queries are
answeked by another independent random function oracle h.

De nition  10. Let R denote the processthat answersall oracle queries as
would, but answersthe i cipher query of A as follows:

1. If A's queryis (+:;x;) and for somel j < i thej™ query-answerpair is
hxi;yii, then R answersy;.

2. If A's queryis ( ;y;) and for somel | < i thej™ query-answerpair is
hxi;yii, then R answersx;.

3. If neither of the alove hapgens, then R answerswith a uniformly chosen
elementin 15,.

We formalize the fact that R's answers may not be consistert with any function,
let alone any permutation.

Denition  11. Let © = fhxy;yai; ;g ;Y. igp be any possible A-cipher
transcript. We saythat Cis inconsistentif for somel | <i ¢ the corre-
sponding query-answerpairs satisfy x; = x; buty; 6 yj, or x; 6 x; buty; = vy;.
Likewise, we call any A-transcript that contains © inconsistent.

possibleA-transcript, we assumefrom now on that if is consistent andif i 6 j

then xi 6 x;, yi 6 y;, x? 6 x?, and x?°6 x° This formalizes the concept
that A never repeats a query if it can determine the answer from a previous
query-answer pair.

Fortunately, the processR often behaveslike a permutation. It turns out that
if A is given oracle accessto either R or R to answer its cipher queries, it will
have a negligible advantage in distinguishing between the two. Proposition 1
states this more formally. Before doing so, we rst considerthe distributions on
the various transcripts seenby A as a function of the di erent distributions on
answersit can get.

De nition  12. The discrete random variablesT ;T-; Tr; T, denotethe cipher

and oracle transcripts seen by A whenits cipher queriesare answeed by , ~,
R, R respctively, and its oracle queries are answeed by Of or O9.
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Remark 1. Obsenethat accordingto our de nitions and assumptions, A i i 9
and Cp (T ) denote the samerandom variable. The sameis true for the other
discrete random variables.

Prop osition 1. jPrg[Ca(Tg) = 1] Prr[Ca(Tr)=1] % 2 2m

The proof of this proposition has appearedin numerous places[NR99, RRO00].
The ideais to obsener that Tr, T, have the samedistribution conditioned on
T, being consistert. One can then bound the probability that T is inconsistert
by qz 2 2" The proof can be completed by a standard probability argumert.
We omit the details, though they are available in the full version[GR04]. We now
proceedto obtain a bound on the advantage that A will have in distinguishing
betweenT and T,. We rst shav that T and T- are identically distributed,
unlessthe input to g in a cipher query related to  matchesthe input to g in
an oraclequery relatedto . We can compute the likelihood of such an evert as
a function of only k; and k, { we term this event BadGand de ne it next; we
then compute the probability that it occurs.

De nition  13. For everyspeci ¢ pair of keysky; ks 2 12, wede ne Badqky ; kz)
to be the set of all possibleand consistenttranscripts = (TP,Tf Tg) with sub-
transcripts Tp = fhxq;yii;iii e Yo igp, Tr = fhxd;y2i;:::; QOf yqof igor,

and Ty = fthx20y9%;:::; h(g(?g Yoo igos satisfying at least one of the following

events:

{ BGL: thereexistsl i o, 1 | O suchthatx? Kkf = x or

{ BG2: thereexistsl i G, 1 | O suchthaty ki = xX

Prop osition 2. Letk;; ks, be randomly and independentlychosenfrom lon. For
any possibleand consistent A transcript = (TP,Tf ,Tg) with sub-transcripts
Tp = fhxq;yai;:i:; thC,ch|gP, Te = fhx9;yis::; qof ,yqf igor, and Ty =

fhx2yRe;:::; fb(gf,’g y3 igos, we havethat

kP_lz[ 2 BadQki; kz)] 20090 2 ":
1,K2

Proof. (Sketch) A transcript is in Bad@ks; k) if oneof BG1 or BG2 occur.
We obtain an upper bound on the probabilities of eat of theseeverts separately
by using the fact that ki; ks, are chosenuniformly at random from 1,,. Applying
the union bound to sum the individual probabilities yields the desiredresult.

We now shaw that T and T- are identically distributed if neither BG1 nor
BG2 occur.

Lemma 1. Let = (TP,Tf ; Tg), where Tp = fhxa;yai;:::; hxqc,chlgp, Ts =
fhx®;yfis ooy, g, i9or, and Tg = thxQy9%;:::; mggg yqog igos, be any pos-
sible and con5|stentA transcript; then

Pr[T = j 2ZBadQk;;kz)] = PNr[T_: ]:
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Proof. (Sketch) Obsene that x? kF 6 x®and y- ki 6 x[for all i]

whenewer 2 Bad@kj; kz). In such a case,the inputs to g during the cipher
gueriesare distinct from the inputs to g during the g-oracle queries. Sincethere
is no overlap in the two sets of queries, since g is modeled as a random oracle,
and since the everts depend only on the choice of k; and k, (which are chosen
independertly of g), the distribution is identical to onein which g is replacedby
another independertly chosenrandom oracle h.

We now focus on T-. It turns out that T~ and T are identically distributed
unlessthe samevalueis input to the inner random oraclef ondi erent occasions
(we shaw this in Lemma 2). We can compute the likelihood of this evernt asa
function of only k1, kz, and g. We call this event \Bad' (in the next de nition)
and obtain a bound on the probability that it actually occurs(in Proposition 3).

De nition  14. For every specic pair of keyski;k, 2 1., and oracle g 2
Rand"' " de ne Bad(ki;kz;g) to be the set of all possibleand consistent tran-
scripts = (TP,Tf ,Tg) with sub-transcripts Tp = fhxq;yai;:::; thc,ch|gP,
Tr = fhx§; i G, e, i9or, and Tg = fhxQy99;:::; hxg(?g yqog igos, sat-
isfying at Ieast one of the following events:

{ Bl: 91 i<j qsuchthatg(x}? k§) xF =g} kF) xf

{ B2291 i<j qsuchthaty® gyt k3)=y oy ki)
{ B3: 91 i;j g suchthatg(x® k) xi kf=k8 yR oy ki)
{ B4 91 i 0,1 | @ suchthatg(xf kF) xi ki =x}
{ B5: 91 i 0,1 | @ suchthatk® yR g(yF k5)=x}.
Prop osition 3. Let ki;ky be randomly and independently chosen from 15,.
Then, for any possibleand consistent A tr anscript = (Tp y Ts ,Tg) with sub-
transcripts Tp = fhxq;yqi;:::; thC,qu|gP, ¢ o= fhx%y%; e, qof yqof igor,

and Tg = thx?0y%;:::; h><8§’g Yoo igos, we havethat

Pr [ 2Badkiik:ig)] G+ 20 G+ 2 2 M

G
kik2;9 2
Proof. (Sketch) Recall that a transcript 2 Bad(ki; kz; g) if at least one of the
above events occurs. We obtain an upper bound on the probabilities of ead of
theseeverts separatelyusing the fact that ki; k, are chosenuniformly at random
from |,, and that g is chosenuniformly at random from Rand'* ". Applying the
union bound to sum the probabilities for eact evert yields the desiredresult.

Lemma 2. Let bedenedasin Lemmal. Then,
PriT- = | 2Badki;kz;9)] = I:r[TR = I
Proof. It is easyto seethat Prg[Tr = ]= 2 2%* % *da)" (following an argu-

ment in [NR99], [RROQ]). Now, x ki;kz;gto besuch that 2 Bad(kq;kz; Q).
We will now compute Pr¢ [T~ = ] (recall that in the de nition of ~, h is a
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random oracle independert of f and g, and note that the probability is now
only over the choice of f and h). Since is a possible A-transcript, it follows
that T- = ifandonlyify; = ki 7(g;f;f;09)(xi kp) forall 1 i O,
yp=f(xP), forall 1 j qo,andy®= g(x’) forall 1 j qog. If wedene
Si=kp xt o kf)andTi=k§ yR glyr ki) then

sy = ~0xt) . f(S) kE =T xPandf(T) ki=y S

Now obsene that for all 1 |1 < | G, Si 8 Sy and T; 8 T; (otherwise

2 Bad(ki; kz; ). Similarly, forall 1< i;j < g, S; 6 T;. In addition, it follows
againfrom the fact that 2 Bad(ki;ko;g)that foralll i g.andl j  Qog,
x°6 Sj andx?8 T;.So,if 2 Bad(ks;kz;g) all the inputs to f aredistinct. Since
f is modeled as a random oracle, Pry [T~ = ]= 2 @%* % +dg) (the cipher
transcript cortributes 2 2"9¢ and the oracletranscripts cortribute 2 % " 9" to
the probability). Thus, for every choice of ki;ks; g such that 2 Bad(ki; kz; Q),
the probability that T- =  is exactly the same:2 (2%*dr +dg)"  Therefore:
Pro[T-= | 2Badki;ky;g)] = 2 (2%* dr +Gog)n:

The rest of the proof consistsof using the above lemma and Propositions 1, 2
and 3, aswell asLemmas1 and 2, in a probability argumert. The ideaisto rst
expressthe adversary'sadvantage asa function of how its distinguishing machine
behaves on speci ¢ transcripts. Then, these probabilities are re-expressedto
incorporate the conditions Bad and BadG By basicmanipulation of probabilities,
we can show that the adversary'sadvantage is boundedabove by the probabilit y
of the conditions Bad or BadGoccurring, plus the probability that the transcript
is inconsistert. An additional term of the form q2° 2 2" also appearsbecause
of an application of the triangle inequality. The complete details are omitted due
to spaceconstraints, though are available in the full version [GRO04].

4 Conclusions

We resolved a fundamertal open problem of the Even-Mansourwork by demon-
strating that the underlying random permutation oracle could be instantiated

with a construction basedon random function oracles.There are many avenues
for future work. For example, we may be able to apply our techniquesto other
situations whererandom permutation oraclesare useful. Also, there is a sizeable
gap betweenthe best known key-recoery attack and the bound achieved in our
security proof. Perhapsthat gap can be decreasedby dewveloping a variant on
the slide-with-twist that exploits the structure of our construction.
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