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Abstract. We describe highly e cien t constructions, XE and XEX,
that turn ablockcipher E: K f0;1g" ! f0;1g" into a tweakable block-
cipher : K T f0;1g" ! f0;1g" having tweak spaceT = f0;1g" |
where | is a set of tuples of integerssuch as| = [1::2"2] [0::10]. When
tweak T is obtained from tweak S by incrementing one if its numerical
componerts, the costto compute B} (M) having already computed some
2 (M9 is one blockcipher call plus a small and constant number of el-
emertary machine operations. Our constructions work by assciating
to the i coordinate of | an elemert ; 2 F,n and multiplying by |
when one increments that componert of the tweak. Weillustrate the use
of this approach by re ning the authenticated-encryption scheme OCB
and the messageauthentication code PMA C, yielding variants of these
algorithms that are simpler and faster than the original schemes,and yet
have simpler proofs. Our results bolster the thesis of Liskov, Rivest, and
Wagner [10] that a desirable approach for designing modes of operation
is to start from a tweakable blockcipher. We elaborate on their idea, sug-
gesting the kind of tweak space, usage-discipline, and blockcipher-based
instantiations that give rise to simple and e cien t modes.

1 Intro duction

Liskov, Rivestand Wagner[10] de ned the notion of a twealable blockcipher and

put forward the thesis that these objects make a good starting point for doing

blockcipher-basedcryptographic design. In this paper we describe a good way

to build a tweakable blockcipher E out of an ordinary blockcipher E. Used as

intended, our constructions, XE and XEX, add just a few machine instructions

to the cost of computing E. We illustrate the use of these constructions by

improving on the authenticated-encryption scheme OCB [15] and the message
authentication code PMAC [4].

Tweakable block ciphers. Sdroeppel [16] designed a blockcipher, Hasty
Pudding, wherein the user supplies a non-secretspice and changing this spice
producesa completely di erent permutation. Liskov, Rivest, and Wagner [10]
formally de ned the syntax and security measuresfor such a tweakable blockci-
pher, and they suggestedthat this abstraction makesa desirable starting point
to design modes of operation and prove them secure.They suggestedways to
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build a tweakable blockcipher E out of a standard blockcipher E, as well as
ways to modify existing blockcipher designsto incorporate a tweak. They il-
lustrated the use of these objects. Formally, a twealable blockcipher is a map
B:K T f0;1g"! f0;1g" whereeah B () = B(K;T; ) is a permutation
and T is the set of tweaks

Our contributions. We proposee cien t ways to turn a blockcipher E: K

f0;1g" ! f0;1g" into a tweakable blockcipher B: K T f0;1g" ! f0;1g".
(SeeAppendix A for the best constructions formerly known.) Our powering-up
constructions, XE and XEX, presene the key spaceand blocksize of E but
endov B with a tweak spaceT = f0;1g" | where | is a set of tuples of
integers, like | = [1::2"%2] [0::10]. The XE construction turns a CPA-secure
blockcipher into a CPA-securetwealable blockcipher, while XEX turns a CCA-
secureblockcipher into a CCA-secure twealkable blockcipher. (CPA stands for
chosen-plairtext attack and CCA for chosen-ciphertext attack.) The methods
are highly e cien t whentweaksarisein sequencewith most tweaks(N ;i) being
identical to the prior tweak (N;i% except for incremerting a componert of i.

As anillustrativ e and usefulexample,considerturning a conventional blockci-
pherE: K f0;1g" ! f0;1g" into atweakableblockcipher®: K T f0;1g" !
f0;1g" by dening B} ' (M) = Ex (M ) whereoset = 23 N and
N = Ek (N). Arithmetic is donein the nite eld F,.. For concretenessassume
n = 128and atweakspaceof T = f0;1g" [1::2%] [0::10]. We show that E is
secure(as a strong, tweakable PRP) aslong asE is secure(as a strong, untweak-
able PRP). Computing Eé\' "1(X) will usually cost about 1 shift, 1 conditional,
and 3{4 xors more than computing Ex (X).

We illustrate how the useof twealkable blockciphers during mode design, fol-
lowed by the instantiation of the tweakable blockcipher with an ordinary block-
cipher using one of our constructions, can give rise to modesthat are simpler,
faster, and easierto prove correctthan what designingdirectly from a blockcipher
has delivered. We do this by re ning two already-optimized modes, OCB [15]
and PMAC [4], yielding new modes, OCB1 and PMAC1, that are are easier
to understand, easierto implement, and faster. Computing o sets in the new
modes does not involve Gray-code sequenceor courting the number of trailing
zero bits in successie integers. OCB1 eliminates the utilit y of preprocessing,
saving a blockcipher call.

Intuition.  The idea behind the powering-up constructions can be explained
like this. Apart from Gray-code reordering, PMAC authenticates an m-block
messageusing a sequenceof osets L; 2L; 3L;:::;(m 1)L, where multiplica-
tion is in the nite eld Fon and L = Eg (0") is a variant of the underlying
key K . When a special kind of o set is needed,a value huge L is added (xored)
into the current o set, where huge is so large that it could never be among
f1;2;:::;m 1g. What we now do instead is to usethe easier-to-computese-
quenceof osets 2'L; 22L;:::;2™ L. We insist that our eld be represered
using a primitiv e polynomial instead of merely an irreducible one, which ensures
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can no longer add to the current o set somehuge constart times L and expect
this newer to land on a point in 2%L; 22L; :::;2™ IL. Instead, we multiply the
current o set by 3 instead of 2. If the index of 3 (in F,.) is enormousrelative
to the base 2 then multiplying by 3 is equivalent to multiplying by 2M9% and
2'3L won't beamongof 21L; 22L; :::;2™ 1L for any reasonablevalue of m. The
current paper will make all of the ideasof this paragraph precise.

Fur ther rela ted work. Halevi and Rogaway [7] used the sequenceof o -
sets2L; 22L; 23L; :::; in their EME mode. They give no general results about
this construction, and EME did not use twealable blockciphers, yet this o set
ordering was our starting point.

2 Preliminaries

The field with 2" points. Let F,» denotethe eld with 2" points and let F,,

be its multiplicativ e subgroup. We interchangeably think of a point a2 F,» as
an n-bit string, aformal polynomial of degreen 1, or asanintegerin [0::2" 1].
To represen points selecta primitiv e polynomial, say the lexicographically rst

one among the degreen polynomials having a minimum number of nonzero
coe cien ts. For n = 128 the indicated polynomial is piag(x) = x*28 + x7 +
x2 + x + 1. Saying that p,(x) is primitiv e meansthat it is irreducible over F,
and 2 (i.e., x) generatesall of F,,. It is computationally simple to multiply

a2 f0;1g" by 2. To illustrate for n = 128,2a = a< 1 if rstbit (a) = 0 and
2a= (a<1) 0%910*1%if rstbit (a) = 1. One can easily multiply by other small
constarts, as3a= 2a aandb5a= 2(2a) a and soforth.

Block ciphers and tweakable block ciphers. We review the standard de -
nitions for blockciphersand their security [2] and the extensionof thesenotions to
tweakable blockciphers[10]. A blockcipher is a function E: K f0;1g" ! f0; 1¢"
where n 1 is a number and K is a nite nonempty set and E(K; ) =
Ex () is a permutation for all K 2 K. A tweakable blackcipher is a function
B:K T f0,1g"! f0;1g" wheren and K are asaboveand T is a nonempty
setand E(K;T;) = E] () is a permutation for all K 2 K and T 2 T. For
blockciphers and twealkable blockciphers we call n the blacksize and K the key
space. For twealable blockcipherswe call T the tweak space.

Let Perm(n) be the set of all permutations on n bits. Let Perm(T ; n) be the
setof all mappingsfrom T to permutations on n bits. In writing s Perm(n) we
are choosing a random permutation () onf0;1g". In writing ~ * Perm(T ;n)
we are choosinga random permutation (T; )= 1()onf0;1g" foreah T2 T.
If E: K f0;1g" ! f0;1g" is a blockcipher then its inverseis the blockcipher
D=E 'whereD: K f0;1g" ! f0;1g" isde ned by D(K;Y) = Dk (Y) being
the unique point X suchthat Ex (X) = Y. If B: K T f0;1g" ! f0;1g" is
a twealable blockcipher then its inverseis the tweakable blockcipher 8 = E !
where®: K T f0;1g" ! f0;1g" isdened by B(K;T;Y) = BE (Y) being
the unique point X suc that Ef (X) = Y.
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An adversaryis a probabilistic algorithm with accesgo zeroor more oracles.
Without loss of generality, adversariesnever ask a query for which the answer
is trivially known: an adversary does not repeat a query, doesnot ask D (Y)
after receiving Y in responseto a query Ex (X ), and soforth. Oracleswill have
an implicit domain of valid queries and, for convenience,we assumethat all
adversarial querieslie within that domain. This is not a signi cant restriction
becausemembership can be easily tested for all domains of interest to us.

De nition 1 (Blo ckcipher/t weakable-blo ckcipher securit y). LetE: K
f0;1g" | f0;1g" be a bleckcipherand let B: K T f0;1¢" ! f0;1g" ke a
tweakable blackcipher. Let A be an adversary. Then Adv PP (A), Adv P* (A),
Adv gp (A), and Adv Eegrp (A) are de ned by:

PrIK * K: AExO)y 11 pPr[ * Perm(n): A ) 1]

PrK * K: AExODPxOy 11 pr[ * perm(n): A O "0 1]

PrIK * K: AB<C)Yy 1] Pr[ ° Perm(T;n): A (1)) 1]

PHK ° K: AB(DB<G)y 1] pr[ ° Perm(T;n): A (1) "()) 1] 2

Of course D and B denote the inversesof blockciphers E and E. In writing
A) 1we arereferring to the evert that the adversary A outputs the bit 1.

In the usual way we lift advantage measuresthat depend on an adver-
sary to advantage measuresthat depend on named resources:Adv **(R) =
maxa f Adv ** (A)g over all adversariesA that use resourcesat most R. The
resourcesof interest to us are the total number of oracle queriesq and the total
length of thosequeries and the running time t. For convenience the total length
of querieswill be measuredin n-bit blocks, for someunderstood value of n, soa
query X cortributes jXj, to the total, wherejXj, meansmaxfj X j=n;1g. Run-
ning time, by corvertion, includesthe description size of the algorithm relative
to somestandard encading. When we speak of authenticit y, the block length of
the adversary's output is included in

3 The XE and XEX Constructions

Goals. We want to support tweak setsthat look like T = f0;1g" | where|
is a set of tuples of integers. In particular, we want to be able to make | the
crossproduct of a large subrangeof integers, like [1::2"=2], by the crossprod-
uct of small ranges of integers, like [0::10] [0::10]. Thus an example tweak
spaceis T = f0;1g" [1::2"?] [0::10] [0::10]. Tweaksarise in some se-
guenceTy; Ty; @ :: and we will obtain impressive e ciency only to the extent that
most tweaksare an incremert of the immediately prior one. When we say that

tweak T = (N;iy;:::;ik) is an increment of another tweak we mean that one
of i1;:::;ik got incremerted and everything else stayed the same. The second
componert of tweak (N;i;:::;ik), meaningis, is the componert that we ex-

pect to getincremerted most often. We want there to be a simple, constart-time



20

procedureto incremert a tweak at any given componert of I. To incremert a
tweak it shouldn't be necessaryto go to memory, consult a table, or examine
which number tweak this in in sequencelncrementing tweaksshould be endian-
independert and avoid extended-precisionarithmetic. E cien tly incremerting
tweaks shouldn't require precomputation. Tweaksthat are not the incremert
of a prior tweak will also arise, and they will typically look like (N;1;0:::;0).
Constructions should be reasonablye cien t in dealing with sudh tweaks.

We emphasizethat the e ciency measurewe are focusing on is not the cost
of computing B (X) from scratch|b y that measureour constructions will not
be particularly good. Instead, we are interestedin the cost of computing E (X)
given that one has just computed B2 (X9 and T is obtained by incremert-
ing S at somecomponert. Most often that componert will have beenthe second
componert of S. It is a thesis underlying our work, supported by the design of
OCB1 and PMAC1, that onewill often be able to arrange that most tweaksare
an incremert to the prior one.

Tweaking with = 2 N. Recall that we have chosento represen points
in Fan using a primitiv e polynomial, not just an irreducible one. This means

distinct. This property turns out to be the crucial one that lets us construct
from a blockcipher E: K f0;1g" ! f0;1g" a tweakable blockcipher E: K
(fo;1g" [1:2" 2]) f0;1g"! f0;1g" by way of

BY (M) = Ex(M ) where =2 N and N= Ex (N):

The tweak setis T = f0;1g" | wherel = [1:2" 2] and the tweakable
blockcipher just described is denoted B = XEX[E;2'] . When computing the

but the rst usesone blockcipher call and one doubling operation. Doubling
takesa shift followed by a conditional xor. We call the construction above, and
all the subsequenh constructions of this section, powering-up constructions.

Tweaking by = 23 N. To facilitate mode designwe may want tweaksthat
look like (N;i;j) whereN 2 f0;1g" and i is an integer from a large set |, like
| = [1::2"%2], and ] is anintegerfrom somesmall setJ, likeJ = f0; 1g. To get the
\div ersity" assaiated to the various j -valueswe just multiply by 3 instead of 2.
That is, we construct from a blockcipher E: K f0;1g" ! f0;1g" atweakable
blockcipher : K (f0;1g" | J) f0;1¢g"! f0;1g" by way of

BeU(M)=Ex(M ) where =23 N and N=Eq(N):

The twealkable blockcipher just described is denoted B = XEX[E; 2'3’]. Incre-
merting the tweak at componert i is done by doubling, while incremerting the
tweak at componert | is done by tripling.

The XEX constr uction. Generalizingthe two examplesabove, we have the
following de nition.
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Deniton 2 (XEX). Let E: K f0;1g" ! f0;1g" be a blockcipher, let

1000 k 2 Fon,and let 1g;::2; 1 Z. Then B = XEX[E; ' i1 is the
twealable blockcipher B: K (f0;1g" I3 1) f0;1g" ! f0;1g" de ned
by B (M) = Ex(M )  where = ' % ¥ NandN= Ex(N).

The XE constr uction. As madeclearin the work of Liskov, Rivest,and Wag-
ner [10], constructions of the form B} (M) = Ex (M ) aim for chosen-
ciphertext attack (CCA) security, while for chosen-plairtext attack (CPA) secu-
rity one can omit the outer xor. Thus we considerthe construction Ex (M ).
This is slightly more e cien t than XEX, saing one xor.

De niton 3 (XE). LetE: Kf 0;1g" ! f0;1g" beablockcipher, 1;:::; « 2
Fon,andly;:::; 1 Z.ThenB = XE[E; ' 1 is the tweakable blockcipher
B: K (fo;1g" Iy ly) f0;1g" ! f0;1g" dened by EBY **1x(M) =
Ex (M ) where = b i N and N = Eg (N). 2

4 Parameter Sets Yielding Unique Representations

It is easyto seethat the XE and XEX constructionscanonly \w ork" if ill Lk
are distinct throughout (iy;:::;ix) 2 |1 lx. This motivates the following
de nition.

De nition 4 (Unique represen tations). Fix a group G. A choice of pa-

rameters is alist q1;:::; x 2 G of bases and a set I I Zx of
allowed indices . We say that the choice of parameters provides unique rep-
resentations if for every (i1;:::5ik); (joi:iiijk) 2 11 Ik we have that

5 = 4t Voimplies (iv;::05ik) = (riiiijk)- 2

In other words, represertable points are uniquely represenable: any group ele-
ment  that canbe represerted using allowed indicescan be represerted
in only oneway (using allowed indices).

For tweak spacesof practical interest, discrete-log calculations within F,,
can be usedto help chooseand verify that a given choice of parametersprovides
unique represenations. The following result givesexamplesfor F; .

Prop osition 1. [Can use 2, 3, 7 when n = 128] In the group F,;,; the
following choices for parameters provide unique representations:

(1) 1=2andl;=[ 21%6: 2126

(2  1; 2=23andly lpy=[ 21521151 [ 210::210],

) 1; 2, 3=237andly Iy lz=[ 21082108 [ 27::27] [ 27:27].

Proof. For statemert (1) recall that 2 is a generator of the group (by our choice
of irreducible polynomial) and the order of the group F,. is 2128 1 and so
2 =2 i i=j (mod 228 1)andsoany cortiguous range of 2128 1 or fewer
integerswill provide unique represerations with respect to base2.
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To prove statemert (2) we needto compute log, 3 in the group F :
log, 3= 33879368746989340204974836150077311399 (decimal)

This and subsequen discrete logswere computed using a Maple-implemertation
combining the Pohlig-Hellman [11] and Pollard-rho [12] algorithms. (A naiveim-
plemertation computes discrete logs in F,;,; in a few hours.) Now note that
fagb — 2a°3b° j oagblog,3 — 2a°2b°Iogz3 j oatblog,3 — 2a°+b°|og23 i a+
blog, 3= a% Klog, 3 (mod 228 1) because2 is a generatorof the group F .z .
Thus223P = 22°3" | a a%= (I b)log,3 (mod 2128 1).If b;pP2 [ 210::210]
then , =0 b2 [ 21:2] and computer-assistedcalculation then shows
that the smallest value of log,3 (mod 2122 1) for 2 [ 2':2%] and

b 6 0is 1600log, 3 = 00113a0ce50832H06763c0b80cHfI (in hexadecimal)
which is about 2161 (By \smallest" we refer to the distance from 0, modulo
2128 1,502 and (21?8 1) 290 are equally small, for example.) Thus if
a;a are restricted to [ 2'1°::2115] and b;kP are restricted to [ 2%0::2%0] then

a = a a 2 cannever equal plog,3 (mod 228 1) > 26 ynless

» = 0. This meansthat the only solution to 223> = 23°3%" within the speci ed
rangeis a= a’and b= ©°.

To prove statemert (3) is similar. First we needthe value

log, 7 = 3050468024726818232078065568589919539% (decimal)

Now 22307¢ = 22°3°7¢°j a a%= (K’ b)log, 3+(® c)log,7 (mod 2128 1).The
smallestvalue for plog,3+ clog,7 (mod 228 1)when p; 2 [ 28:28]
and at least one of theseis non-zerois 48log, 3+ 31log, 7 (mod 2128 1) =
00003bfabac91e02b278@b%R379d18 (hexadecimal) which is about 21%9°, Sore-
stricting the index for base-2to [ 2108 ::2108] ensuresthat a a° 299 while
(6 b)log,3+ (® c)log,7> 2'%° unlessb= KPandc= c®anda= &a° 2

We emphasizethat not just any list of baseswill work. Notice, for example, that
3? = 5in F,, sothe list of bases2; 3;5 doesnot give unique represenations,
even for atiny list of allowed indiceslikel; 1, 13=f0;1;2¢°.

Similar calculations can be donein other groups; herewe state the analogous
result for F, .

Prop osition 2. [Can use 2, 3, 11 when n = 64] In the group F,. the
following choices for parameters provide unique representations:

(1) 1=2and[ 252:2%

(2) 1 2=23and[ 251251 [ 210::210],

(3 1, 2, 3=23;11land[ 2%:2% [ 27271 [ 27:2']. 2
This time 2, 3, 7 does not work as a list of bases,even with a small set of
allowed indiceslike[1::64] f0;1;2g fO0;1;2g, dueto the fact that 264 = 32 7
in this group. Machine-assistedveri cation seemsessetial here; a relation like

that just given is found immediately when computing the possible values for
plog, 3+ log, 7 (mod 254 1) but it might not otherwise be anticipated.
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5 Security of XE

The following result quanti es the security of the XE construction.

Theorem 1. [Security of XE] Fix n landlet 1;:::; « 2 F, be base
elements and let |4 Ik be allowed indices such that these parameters
provide unique representations. Fix a blockcipherE: K f0;1g" ! 0;1g" and
let & = XE[E; ' 1. Then Adv (o Adv EP(t%29) + 4:25—nqz where
t°= t+ ckn(g+ 1) for someabsoluteconstant c. 2

In English, the XE construction promotes a CPA-secureblockcipher to a CPA-
securetwealkable blockcipher, assumingthat the chosenbaseelemerts and range
of allowed indices provide unique represenations. The proof is in [14].

6 Security of XEX

Some added care is neededto addressthe security of XEX. Suppose,to be
concrete, that we are looking at XEX[E;2'] and | = [0::2" 2]. Let the ad-
versary ask a deciphering query with ciphertext C = 0" and tweak (0";0).
If the adversary has a construction-based deciphering oracle then it will get a
responseof M = B2 °(0") = Dk ( ) = Dk(N) N=0 N=N,
whereN = Ex (0") = . This allows the adversary to defeatthe CCA-security.
For example, enciphering 2M = 2N with a tweak of (0";1) and enciphering
4M = 4N with a tweak of (O"; 2) will give identical results (if the adversary has
the construction-basedenciphering oracle). Corresponding to this attack we ex-

is, any tweak (N;iq;:::;ix) for which ill i Lk = 1. In particular, this condi-
tion excludesany tweak (N;0;:::;0). The proof of the following is omitted, as
Theorem 3 will be more general.

Theorem 2 (Securit y of XEX). Fixn 1andlet q;:::; k2 Fyn bebase
elementsandlet | { Ik be allowed indices suchthat theseparametersprovide
unigue representations. Assume ' Lk 6 1forall (iy;:::;ik) 2 11 lk.

Fix a blackcipher E: K f0;1g" ! f0;1g" and let & = XEXE; ' 1.
Then Adv @9”’ (g  Adv PP (t%29) + 915’—”‘12 wher t° = t + ckn(q+ 1) for
someabsoluteconstant c. 2

7 An Almost-F ree Alternativ e to Key Separation

When combining two blockcipher-basedcryptographic medanismsinto a com-
posite medianism, it is, in general, essetial to usetwo di erent keys. Either
thesetwo keystogether comprise the key for the joint mecanism, or elseeath
key is obtained from an underlying one by a key-derivation technique. The rst
possibility increaseghe key length in the composite mechanism while the second
involvesextra computation at key setup. Both possibilities incur the ine ciency
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of blockcipher re-keying when the combined mode runs. For all of thesereasons,
somenew \comp osite" modes of operation have goneto considerabletrouble in
order to make do (for their particular corntext) with a single blockcipher key. Ex-
amplesinclude EAX, CCM, and OCB [3,13,17]. Using a single key complicates
proofsjwhen the mecanism works at alllb ecauseone can no longer reason
about generically combining lower-level medanisms.

Twealable blockciphers open up a di erent possibility: the sameunderlying
key is used acrossthe di erent medanismsthat are being combined, but one
arrangesthat the tweaksare disjoint acrossdi erent medanisms. In this way
one retains the modularity of design and analysis assa@iated to using separate
keys|lone reasonsin terms of generic composition|y et one can instantiate in
a way that avoids having extra key material or doing extra key setups.Because
the tweak spacefor XE and XEX is a Cartesian product of rangesof integers,
it is easy for these constructions, to separatethe di erent tweaks.

8 Combining XE and XEX

Some blockcipher-based constructions need CCA-security in some places and
CPA-security in other places.One could assumeCCA-security throughout, later
instantiating all blockcipher calls with a CCA-secureconstruction, but it might
be better to usea CPA-secure construction where su cien t and a CCA-secure
onewhere necessaryRegardlessof subsequeh instantiation, it is good to be able
to talk, formally, about where in a construction one needswhat assumption.

To formalize where in a construction one is demanding what, we tag eath
blockcipher call with an extra bit. We say that a tweakable blockcipher E: K
T f0,1g"! f0;1g" istagge if T = f0;1g T for somenonempty set T .
Think of T , the e ective tweak space, asthe tweak spaceactually usedby the
mode. The extra bit indicates what is demandedfor ead tweak. A rst bit of O
indicates a demand of CPA security, and 1 indicates a demandfor CCA security.
For agivenT 2 T one should be asking for one or the other.

An adversary A launching an attack on a tagged blockcipher is given two
oracles,e( ; ) and d( ; ), where the secondoracle computes the inverse of the
rst (meaning d(T;Y) is the unique X sud that e(T;X) = Y). The adversary
must respect the semartics of the tags, meaning that the adversary may not
make any query d(T; Y) wherethe rst componert of T is 0, and if the adversary
makes an oracle query with a tweak (b; T ) then it may make no subsequeh
query with atweak (1 b; T ). As always, we insist that there be no pointless
queries:an adversary may not repeat an e(T; X ) query or a d(T;Y) query, and
it may not ask d(T;Y) after having learnedY = ¢(T;X), nor ask e(T; X) after
having learned X = d(T;Y). The de nition for security is now as follows.

De nition 5 (Securit y of a tagged, tweakable blo ckcipher). Let E: K
T f0,1g" ! f0;1g" be a tagged, tweakable blockcipher and let A be an

adversary. Then Adv g]"rp (A) isdened asPr[K ° K: ABx(:)Bx(i)) 1]
Pr[ ° Perm(T;n): A () (1)) 1] 2
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Naturally B, above, is the inverseof . Security in the grp-senseand security
in the prp-senseare special casesof security in the [ ]grp sense(but for the
enlargedtweak space).

If we combine XE and XEX using our tagging corverntion we get the tagged,
twealable blockcipher XEX .

De niton 6 (XEX ). Let E: K f0;1g" ! f0;1g" be a blockcipher, let

15500 k2 Fyn,andlet Ig;:::;1  Z. Then B = XEX [E; ! \“1is the
twealable blockcipher B: K (f0;1g f0;1g" I ) fo;1g" ! foO;1g"
dened by BN 1E (M) = Ex (M ) and BN (M) = Ex (M)
where = ' 2 “NandN= Eg(N). 2

9 Security of the Combined Construction

We now specify the security of the XEX construction. The result encompasses
that XE is grp-secureand XEX is pgrp-secure.The proof is in [14].

Theorem 3 (Securit y of XEX ). Fixn 1landlet i;:::; k2 F, behase
elementsandlet I 1 I« be allowed indices suchthat theseparameters provide
unique representationsand suchthat 3 6 Lforall (i;:::50k) 2 11

lx. Fix a blackcipherE: K f0;1g" ! f0;1g" andlet © = XEX [E; ' 1.
Then Adv L 1P (@) Adv PP (t%2q) + 25 where t°= t + ckn(q+ 1) for
some absoluteconstant c. 2

10 The OCB1 Authen ticated-Encryption  Scheme

We recast OCB [15] to use a twealkable blockcipher instead of a convertional
blockcipher. Liskov, Rivest, and Wagner rst did this [10], but our formulation
is dierent from theirs. First, guided by what we have done so far, we choose
atweak spaceof T = f0;1g f0;1g" [1:2"?] fO0;1g. The rst bit of the
tweak is the tag; the e ectiv e tweak spaceis T = f0;1g" [1::2"72] f0;1g.
Second,wewant tweaksto increasemonotonically, and sowe switch the \sp ecial"
processingdone in OCB from the perultimate block to the nal block. The
resulting algorithm is shown in Fig. 1. Algorithm OCB1 is parameterizedby a
tweakable blockcipher B: K T f0;1g" ! f0;1g" and a number 2 [0::n].
For clarity, we write N for E2N10and N for E2N10 and N for BN 11,
The security of OCB1[Perm(T ;n)] is much simpler to prove than the se-
curity of OCB[Perm(n)]. (Liskov, Rivest, and Wagner [10] had made the same
point for their tweakable-blockcipher variant of OCB.) To state the result we
give a couple of de nitions from [15]. For privacy of a honce-basedencryption
stheme = (K;E;D) we usethe notion of indistinguishabilit y-from-random-
strings, which de nes Adv P" (A) asPr[K ° K: AE<(:)) 1] PrlaAS(:)) 1].
Here $(; ) is an oraclethat, oninput (N; M), returns jM j random bits. The ad-
versary is not allowed to repeat a nonce N . For authenticit y we usethe nonce-
based notion of integrity of ciphertexts: the adversary is given an encryption
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Algorithm ~ OCB1:Encrypt} (M) Algorithm ~ OCB 1:Decrypty (C)
Partition M into M[1] M [m] Partition Cinto C[1] C[m]T
for i2[L:m 1] do CJi] N(MIiD| for i 2 [1:m 1] do M [i] N 1(C[i])
Pad N (len(M [m])) Pad N (len(C[m)))
Cm] M[m] Pad M[m] C[m] Pad
C C[1] C[m] M M[1] M[m]
M [1] M[m 1] M [1] M[m 1] C[m]0 Pad
C[m]0  Pad Tag NC)
Tag NC) T% Tag[rst bits]
T Tag[rst bits] if T=T%then return M
return C CKkT else return Inv alid

Fig. 1. OCBI1[E; ] with a tweakable blockcipher B: K T f0;1g" ! f0;1g" and
tweak spaceT = f0;1g f0;1g" [1:2"™2] f0;1g and tag length 2 [0::n]. We
wiite M and N and N for BN 0 and ©2N '° and ©QN 1.

oracle Ex (; ) and is said to forge if it outputs an (N;C) that is valid and C
was not the result of any prior (N;M) query. The adversary is not allowed to
repeat a nonceN while it queriesits encryption oracle. We write Adv 2" (A) for
Pr[Kk * K: AE () forges]. We have the following theorem for the information-
theoretic security of OCB1. The proof is in [14].

Theorem 4 (OCB1 with an ideal tweakable blo ckcipher). Fixn 1, 2
[0:n],andT = f0;1g f0;1g" [1:12"72] fO0;1g. Let A be an adversary. Then

AV 25 1perm(r ny; 1(A) = 0 and Adv S perm(ty: J(A) 20 =27 1). 2

Note that the authenticity bound is closeto 2 ;in particular, 2" =2" 1)
1=2 1) for all 2. The boundsdo not degradewith the number of queries
asked by the adversary, the length of these queries, or the time the adversary
runs. For the complexity-theoretic analogwe have the following.
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Algorithm  OCB1:Encrypt} (M) Algorithm  OCB1:Decrypt} (C)
Partition M into M[1] M [m] Partition Cinto C[1] C[m]T
2Ek (N) 2Ek (N)
o" 0"
fori2[1l:m 1]do for i2 [1:m 1]do
Clil Ex(M[] ) M@l E(*Cll )
2 2
M [i] M [i]
Pad Ek (len(M [m]) ) Pad Ek (len(C[m]) )
Cim] M[m] Pad M[m] C[m] Pad
C C[1] C[m] M M[1] M[m]
C[m]0  Pad C[m]0  Pad
3 3
Tag Ek( ) Tag Ex( )
T Tag[rst bits] T® Tag[rst bits]
reurn C CKkT if T=T%then return M
else return Inv alid

Fig. 2. OCB1[E; ]with aconventional blockcipherE: K f0;1g" ! f0;1g" and atag
length 2 [0::n]. This coincideswith OCB1[; ]where ® = XEX[E; 21+ 2" “1310:19],

Corollary 1 (OCB1 with atweakable blo ckcipher). Fixn 1, 2[0:n],
T =101g f0;1g" [1:2v% f0;1g,andE: K T f0;1g" ! f0;1g"

a taggel, tweakable blackcipher. Then Adv g”C"Bl[ et ) Adv 2°(t% ) and
Adv 50 e (6 )  Adv Eg]grp (t% )+ 2" =2" 1), wheet®=t+cn for
some absoluteconstant c. 2

The proof requires CPA-security for privacy but authenticity usesthe notion
that combines CPA- and CCA-security (De nition 5). It is here that one has
formalized the intuition that the rst m 1 twealkable-blockcipher callsto OCB1
needto be CCA-securebut the last two calls needonly be CPA-secure.

To realize OCB1 with a corvertional blockcipher E: K f0;1g" ! f0;1g",
use XEX , instantiating OCB1[E; ] by way of & = XEX [E; 2'3’] wherel =
[1::2"2] and J = f0;1g. Overloading the notation, we write this scheme as
OCBL1[E; ]. The method is rewritten in Fig. 2.

Corollary 2 (OCB1 with ablockcipher). Fixn land 2 [0:n]. Assume
that 2; 3 provide unique representationson [1::2"=2] f0;1gand 2'3 6 1 for all
(i;j)2 [1:2"?] f0;1g. LetE: K f0;1g"! f0;1g" be a blackcipher. Then

- 4:5 2
- Adv Bgye. 4t ) Adv EP (152 )+ and
9:5 2 2"
—  Adv g%',;l[E; () Adv PP (t%2 )+ R

wher t®= t+ cn for someabsoluteconstant c. 2
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Propositions 1 and 2 establishthat n = 128 and n = 64 satisfy the requiremert
for unique represenations. They also guarantee that there is no represenativ e
of 1 within [1::2"°2] {0;1g. To seethis, note that the propositions imply
that (0;0) is the only represenativ e for 1 within a spacel; 1, that includes
[1::2"=2] fO0;1g, and sothere can be no represenativ e of 1 within a subspace
of I I, that excludes(O;0).

Blockcipher-basedOCBL1 is more e cien t than OCB. With OCB one expects
to use preprocessingto compute a value L = Eg (0") and a collection of 2'L -
values.This is gonein OCB1,; preprocessings not usefulthere beyond setting up
the underlying blockcipher key. Beyond this, with OCB processingthe j ' block
involved xoring into the current o set a value L(i) = 2'L wherei = ntz(j) was
the number of trailing zero-bitsin the index j. In the absenceof preprocessing,
o0 set-calculations were not constart time. This too is gone.

The previous paragraph notwithstanding, the time dierence or chip-area
di erence betweenoptimized implementations of OCB and OCBL1 will be small,
sincethe overheadof OCB over a mode like CBC was already small. The larger
gain is that the mode is simpler to understand, implement, and prove correct.

11 The PMA C1 Message Authen tication Code

As with OCB, one can recast PMAC [4] to use a twealable blockcipher and,
having done so, one can instantiate the twealkable blockcipher, this time with
the XE construction. The resulting algorithm, PMACL1, is simpler and more
e cien t than PMAC. In the latter construction one had to xor into the current
oset avalue L(i) = 2'L wherei was the number of trailing zero-bits in the
current block index j . This is gonein PMA C1, and an implementation no longer
needsto concernitself with Gray codes, precomputing L (i)-values, or nding
the most e cien t way to bring in the right L(i) value. Details are in [14].

To make an authenticated encryption schemethat handles assciated-data,
combine OCB1 and PMAC1 [13]. Encrypt messageM under key K, nonceN,
and headerH by OCBl:Encrypi{}‘ (M) PMACI1 (H) wherethe xorsinto the
end. Omit the PMACI1k (H) if H = ". We call this scheme AEM.

12 Commen ts

Under the approadc suggestedby this paper, to get good e ciency for a design
that usesa twealkable-blockcipher, the designermust acceptcertain designrules.
In particular, the tweak spaceneedsto look like f0;1g" BIG SMALL for
appropriate setsBIG and SMALL , and one needsto arrange that most tweaks
be obtained by incremerting the prior one. It is a thesis implicit in this work
that theserestrictions are not overly sewere.

Besidessimplifying the designand proof for OCB and PMA C, we have im-
proved their e ciency . The improvemen are not large (the modeswere already
highly e cien t), but performanceimprovemerts, of any size,was not a benet
formerly ervisagedas o wing from the twealable-blockcipher abstraction.
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Somewhat strangely, our constructions depend on the relative easiness of
computing discrete logarithms. | know of no other example where one needsto
compute discrete logsin order to designor verify a mode of operation.

| end this paper by adknowledging that ewveryone writes block cipher, not
blackcipher. Still, the time hascometo spell this word solid. | invite you to join
me.
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A Tweakable Blo ckciphers Implicit in Prior Work

When tweaks increasein sequence,the most e cien t constructions formerly
known for a twealable blockcipher are thoseimplicit in earlier modes[4,5,9, 15],
recastin view of Liskov, Rivest, and Wagner [10]. In particular:

— Jutla [9] might be seenas suggestinga construction (among others) of
B: (K K9 (fo;1g" zp) f0;1g" ! £0;1g" by way of B} o(X) =
Ex (X ) where =i modpand’ = Exo(N) and p is the largest
prime lessthan 2".

— Gligor and Donescu [5] might be seenas suggesting constructions like
B (K fojlg") [1:2" 1]! f0;1g" by B, (X) = Ex (X + ) where

= ir and addition is done modulo 2".

— Rogaway, Bellare, and Black [15] might be seenas implicitly suggesting
making a tweakable blockcipher B: K (f0;1g" [0:2" 2]) f0;1g" !
f0; 19" from an ordinary blockcipher E: K f0;1g" ! f0;1g" by way of
B (X) = Ek (X ) where = L RandL = Ex(0") and
R=Exk(N L) and jisthei-th Gray-code coe cien t.

— Black and Rogaway [4] might be seenas making B: K  [0:2" 2]
f0;1g" ! f0;1g" outof E: K f0;1g" ! f0;1g" by B} (X) = Ex (X )
where = L andL = Ex (0") and ; is asbefore.

— The last two de nitions ignore the \sp ecial" treatment a orded to blocks
modi ed by xoring in 2 L. The implicit intent [4,15] was to use this
mechanism to enlarge the tweak spaceby one bit, e ectiv ely taking the
crossproduct with f0; 1g.



