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Abstract. We study a recertly proposeddesign approach of Feistel ci-
phers which employs optimal di usion mappings acrossmultiple rounds.
This idea was proposed by Shirai and Shibutani at FSE2004, and the
technique enables to improve the immunity against either dieren tial
or linear cryptanalysis (but not both). In this paper, we presert a the-
oretical explanation why the new design using three di eren t matrices
achievesthe better immunity. In addition, we are able to prove conditions
to improve the immunity against both di eren tial and linear cryptanal-
ysis. As a result, we show that this design approach guarantees at least
R(m+ 1) active S-boxesin 3R consecutiverounds (R  2) wherem is the
number of S-boxesin a round. By using the guaranteed number of active
S-boxes, we compare this design approach to other well-known designs
employed in SHARK, Rijndael, and MDS-Feistel ciphers. Moreover, we
show interesting additional properties of the new design approach.

Keyw ords optimal diusion mapping, Feistel cipher, active S-boxes, MDS

1 Intro duction

A Feistel structure is one of the most widely used and best studied structures
for the design of block ciphers. It was rst proposedby H. Feistel in 1973;
subsequelly the structure wasadoptedin the well-known block cipher DES [5,6].
The main advantage of the Feistel structure is its involution property, which
provides exible designsof the underlying F-functions. During the 30year history
of modern block ciphers, extensive studieshave beenmadeon Feistel structure [8,
11,14]. Currently, many well-known block ciphers, e.g. Camellia [1], Misty [10],
RC6 [13], Two sh [15], employed the designof Feistel structures.

Recertly, Shirai and Shibutani proposeda novel design approac of Feistel
ciphers based on the concept of optimal di usion mappings [18]. An optimal
di usion is alinear function with maximum branch number; the conceptof opti-
mal di usion is usedin the designof AES and many other cryptographic prim-
itives[2,4,12,15]. From their empirical analytic results, the immunity against
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either di erential and linear cryptanalysis (but not both) would be strengthened
signi cantly if the linear di usion layer of the Feistel structure satis es special
optimal di usion conditions acrossmultiple rounds. In this way di erence can-
cellation in the Feistel structure causedby a small number of active S-boxeswill
not occur. This result openeda new line of researd on the Feistel structure. A
theoretical proof of the e ectiv enessf the proposeddesignand a solution to im-
prove the immunity against both di erential and linear cryptanalysis remained
unsolved.

In this paper, we will call the \Optimal Diusion Mappings across Multi-
ple Rounds" designapproac of Feistel ciphersthe ODM-MR design Our con-
tribution is that we rst give a theoretical explanation of the e ectiv enessof
the ODM-MR design implied by Shirai and Shibutani. Second,we found new
conditions and proofs to improve the immunity of both dierential and linear
cryptanalysis. Let m be the number of S-boxesin an F-function. As a result,
by combining previous and novel conditions, we nally show that Feistel ciphers
with the ODM-MR designguaranteesR(m+ 1) active S-boxesin 3R consecutive
roundsfor R 2.

In order to further investigate the properties of the ODM-MR design we
comparethe ratio of guaranteed active S-boxesto all employed S-boxes of the
ODM-MR designto other designapproachesemployed in MDS-Feistel, SHARK
and AES/Rijndael. All of them use optimal diusion mappings in their linear
di usion. Consequetly, in 128-bit block and 8-bit S-box settings, we obtain a
limit of 0.371for the active S-box ratio of ODM-MR design when the number
r of rounds goesto in nit y, which meansthat we can guarantee 37:1% active
S-boxes with this design strategy. This result is apparertly better than MDS-
Feistel's ratio of 0:313. Moreover we show that for the number of S-boxesin an
F-function and the round number go to in nit y, the convergedratio of ODM-
MR is 0:333.This is better than Rijndael-type di usion layer'sratio 0:250.From
theselimit values,we canconcludethat ODM-MR performsbetter than the other
approachesin certain settings.

This paper is organized as follows: in Sect. 2, we intro duce somede nitions
used in this paper. Previous works including ODM-MR design approach are
shown in Sect. 3. We prove in Sect. 4 the theoremsregarding ODM-MR as our
main contribution. In Sect. 5, we discussthe new design by presering some
numerical values.Finally Sect. 6 concludesthe paper. The method to construct
the concrete Feistel cipherswith ODM-MR designis proposedin Appendix A.

2 Preliminaries

In this paper, we treat the typical Feistel structure, which is called a balanced
Feistel structure. It is de ned as follows [14].

De nition 1. (Balanced Feistel structure)
LetE :f0;1g° f0;1gX! fO;1g° be a b-bit black cipher (for b even)with a k-bit
key. Let r be the number of rounds, ki 2 f0;1g* be the k®bit round key provided
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by a key scpwluling algorithm and x; 2 f0;1g°™ be intermediate data, and let
F : f0;1g¢ f0;1g°2 ! f0;1g°™ be the F-function of the i-th round. The
encryption and decryption algorithm of a balanoad Feistel Cipher E are de ned

as follows

Algorithm  Feistel:Encryptk (P)
input P 2 f0;1g°, K 2 f0; 1g¢
Xo  MShh=p(P), X1 Ishy=»(P)
for i=1to r do

Xi+1 = Fi(Ki;xi) X 1
mshy=(C)  Xr+1, ISB=2(C) X,
return C 2 f0;1g°

Algorithm  Feistel:D ecryptk (C)
input C 2 f0;1g°, K 2 f0; 1g¢
Xo  msh»(C), X1 Isk»(C)
for i=1to r do

Xi+r = Fi(Ke +1:Xi)  Xi 1
mshy=(P)  Xr41, ISh=2(P) X
return P 2 f0;1g°

where mshy (y) (Ish(y)) representsthe most (least) signi c ant x-bit of y.

Then we de ne SP-type F-functions which are a special type of F-function
constructions [7,17].

De nition 2. (SP-type F-function)
Let the length of round key k= b=2. Let m be the number of S-toxesin a round,
and n be the size of the S-toxes,with mn = b=2. Lets;; :f0;1g" ! f0;1g" be
the j -th S-tox in the i-th round, and let S; : f0; 1g°7 ! f0; 1g°7 ke the function
geneated by concatenating m S-toxesin the i-th round. Let P; : f0; 1g°2 |
f0; 1g°=2 be the linear Boolean function.

Then SP-type F-functions are de ned as Fi(xj; ki) = Pi(Si(X;
that we de ne the intermediate variablesz; = Sj(x;  k;).

ki)). Note

De nition 3. ((m,n,r)-SPMF C)

An (m;n; r)-SPMFC is de ned as an r-round Feistel cipher with SP-type round
function using m n-bit S-toxes,and for which all s;; , P; are bijective. An mn
mn matrix M; (1 i r) over GF (2) denotesa matrix representation of a
linear Boolean function P; of (m; n;r)-SPMFC.

We also give de nitions of bundle weight and branch number [4].

De nition 4. (bundle weight)
Let x 2 f0;1gk", where x is representel as a concatenation of n-bit values as
X = [XoX1:::Xk 1], Xi 2 f0;1g", then the bunde weightw,, (x) of x is de ned as

wnr (X) = ]fxijx; 6 Og :

De nition 5. (Branch Number)
Let :f0;1g“"! f0;1g"™. The branch number of is de ned as

B( ) = minfwn(a) + wn( (2))9



Remark 1. The maximum branch numberis B( ) = I+ 1. If alinear function has
a maximum branch number, it is called an optimal diusion mapping [2].
It is known that an optimal di usion mapping can be obtained from maximum
distance separablecodes known as MDS codes[4].

3 Previous Work

The precise estimation of the lower bound of the number of active S-boxes of
block ciphers has been known as one of the practical meansto evaluate ci-
phers, becausethis lower bound can be usedto calculate the upper bound of
the dierential characteristic probability or the linear characteristic probabil-
ity [1,3,4,7,9,17]. Shimizu has shovn a conjectured lower bound of the number
of di erentially and linearly active S-boxes for certain (m; n; r)-SPMFC block
ciphers, in which a unique optimal di usion mapping is repeatedly usedin all
F-functions [16]. Since such optimal di usion mappings can be obtained from a
generation matrix of an MDS code, we call the design MDS-Feistel [2,4,18].
Shimizu shawed the following formula.

Conjecture 1. Let A beanmn mn matrix over GF (2) of an optimal di usion
mapping with maximum branch number m + 1. Let E be an (m; n; r)-SPMFC
block cipher and all matrices of di usion layers are represeried by the unique
matrix M; = A(1 i r). Then alower bound of the di erentially and linearly
active S-boxes of E is conjectured as

L(r)=br=4c(m+ 2)+ (r mod4) 1: Q)

In Table 1, the columnsindicated by "M1' show the conjectured lower bounds
of number of active S-boxes, and the data of the conjectured values are plotted
on the left sideof Fig. 3. This simple relation betweenthe round number and the
guaranteed number of active S-boxesis consideredas a usefultool for evaluating
similar kinds of block cipher designs.While this conjecture hasnot beenproved,
empirically, it has beenpartially conrmed [18].

Recerly, at FSE 2004, Shirai and Shibutani proposeda novel design ap-
proach to improve the minimum number of active S-boxes of Feistel ciphers
by employing optimal di usion mappings acrossmultiple round functions, the
ODM-MR designapproach [18]. By carefully analyzing the di erence cancella-
tions, they found the following properties:

Property 1. Let E be an (m;n; r)-SPMFC block cipher.

{ For matrices M; (1 i r), if every concatenation of two matrices M;
and Mj., for all possiblej, denoted by [M;jjM;.2], is an optimal di usion
mapping, the minimum number of di erentially active S-boxesis increased
from an MDS-Feistel cipher.



{ Additionally , if ead concatenationof three matricesM;; Mj+, and M 44 for
all possiblej, denotedby [M; jMj+2 jM;+4], is an optimal di usion mapping,
the minimum number of dierentially active S-boxes is increased further
than when only satisfying the above conditions on two matrices.

{ Evenif the number of concatenated matrices is larger than 3, no explicit
gain of the number of active S-boxeshasbeenobsenedin their simulations.

Theseresultsimply that by avoiding a linear correlation betweenF-functions
in round (i; i + 2) or rounds (i; i + 2;i + 4), the ODM-MR construction guarantees
more active S-boxes.

In Table 1, the columnsindicated by "D' shaw the result of the improved min-
imum number of di erentially active S-boxes when every concatenated matrix
of three matrices [MijM;.2 jMi+4] is an optimal diusion mapping. The graph
of the corresponding valuesare shovn on the left side of Fig. 2.

This result openeda new line of researt on developing more e cien t Feistel
ciphers. On the other hand a theoretical justi cation of the gain of the proposed
construction and an explicit method to improve the immunity against both dif-
ferertial and linear cryptanalysis remained unsolved.

4 Pro ofs of E ectiv eness of the ODM-MR Design

In this section, we provide the rst proofs for the e ectivenessof the ODM-
MR designusing three di erent matrices. We also show an additional condition
and someproofsin order to improve the lower bound of linearly active S-boxes
by using two di erent matrices. Our main contribution is to shaw the following
corollary which presers a simple relation betweenthe number of rounds and the
guaranteed numbers of active S-boxesin the ODM-MR design In the corollary,
note that 'M denotesthe transposematrix of a matrix M .

Corollary 1. Let E be a (m,n,r)-SPMF C black cipher where r 6.

If [MijMi+2jMis4a]and [‘Mj 1thj é] are optimal di usion mappingsfor any i; j
@ i r 41 j r 2),resmctively, any 3R conseutive rounds (R 2)
in E guarantee at least R(m + 1) di er entially and linearly active S-toxes.

Fig. 1 illustrates the statemert of the corollary. By using the Corollary 1,
we can guarantee theoretically arbitrary number of active S-boxesby increasing
the number of rounds. Since the corollary can be immediately obtained from
two theorems,i.e. Theorem 1 and Theorem 2, the following two subsectionsare
dewvoted to the proofs of these theorems. To easethe proofs, we rst introduce
an additional de nition.

De nition 6. Consider a dier ential characteristic or linear approximation.
Let D; and L; denote the number of dier entially and linearly active S-toxes
in the i-th round, respectively. These values are determined by the di er ence
X i; Z i or by the linear mask x;; z as follows.

Di=wn(x i)=wn(zi); Li=wa( Xi)=wa( z) ;



12-round: 4(m + 1) active S-boxes are guaranteed

—

9-round: 3(m + 1) active S-boxes are guaranteed

AT

6-round: 2(m + 1) active S-boxes are guaranteed
6-round: 2(m + 1) active S-boxes are guaranteed

Fig. 1. Guaranteed Activ e S-boxes by ODM-MR design

where wy () is the bunde weight as de ned in De nition 4.

Remark 2. Note that a givendi erence characteristic always corntains a nonzero
input di erence, since any (m;n; r)-SPMFC's F-functions are bijective. Hence
we obtain the following conditions:

(d0) D;=0) Dj 26 0;,D; 16 0;Dj+1 6 0;Di+» 6 O ;
(d1) Di=0) Dj 1=Diju :

Sincea linear approximation always contains a nonzeroinput mask, we obtain

(10) Li=0) Li o60;L; 16 0;Li+1 6 O;Li+> 6 0 ;
(11) Li=0) Li 1=Liu

4.1 Pro ofs for the Lower Bound of Dieren tially Activ e S-boxes

In this sectionwe prove Theorem 1; the proof is basedon v e lemmata.
Lemma 1 shows relations betweenD; of (m; n; r)-SPMFC when every M; is
an optimal di usion mapping.

Lemma 1. Let E be an (m;n;r)-SPMFC black cipher. If every M; has maxi-
mum branch number m + 1, then E satis es the following condition (d2).

(d2) Di+1 6 0) Dij+ Djsys +Djxp m+1:

Proof. From the relation betweenthe dierences z j+1,Xx ; and X j+» in a3
consecutive rounds, we obtain the following equation.

Mit1 Z j+1 = X i X j+2
SinceM; has maximum branch number m + 1 we have
Wn(Zi+1) 8 0) Wn(Z isz)+Wn(X i X js2) m+1: 2

Eq. (2) and the inequality wn (X i)+ Wn(X i+2) Wn(X i X i+2) yield (d2).
u



Remark 3. By combining Remark 2 and (d2), we can obtain additional under-
lying conditions (d3) and (d4).

(d3) Di=0;) Djss +Djyp m+1;
(d4) Di+2 = 0;) Dj+ Djs1 m+1:

Equations (d3) and (d4) mean that if round k has no active S-boxes, any 2
consecutive rounds next to round k always contain more than m + 1 active
S-boxes.

Next, we show the property of (m; n; r)-SPMFC in which every [M;jMi.» ] is
an optimal di usion mapping. This is true for the ODM-MR .

Lemma 2. Let E be a (m,n,r)-SPMF C black cipher. If every [MijMi+2] has
maximum branch number m + 1, E satis es the following conditions (d5); (d6).

(d5) Dij+s = 0) Dj+ Djs1 + Djsz m+ 1
(d6) D;=0) Djs1 + Djsza + Djxg m+ 1:

Proof. From the relation between5-round di erences,

Mit1 Z 41 Mi+3 Z 43 = X i X j+4
Then,
. Z j+1  _ .
[Mi+1jMi+3 ] , =X i X il
Z i+3

Since[Mj.+1 jMi+3 ] hasmaximum branch number m+ 1, and from Remark 2, we
seethat w,(z j+1) = 0andw,(z j+3) = O will never occur simultaneously, we
obtain

Wn(Z i+1)+ Wn(Z j+3)+ Wn(X X j+4) m+1:

By assumingthe casesx ; = 0or x j«4 = 0, wedirectly obtain (d5) and (d6).
u

By usingthe previously obtained conditions (d0) (d6), we show the following
lemma for the guaranteed number of di erentially active S-boxes of (m;n;r)-
SPMFC.

Lemma 3. Let E be a (m,n,r)-SPMF C block cipher where r 6. If every
[MijMis2] is an optimal diusion mapping, then any 6 conseutive rounds in
E guarantee at least 2(m + 1) di er entially active S-toxes.

Proof. Considerthe total number of active S-boxesin 6 consecutive rounds from
the i-th round,
5
Dk = Di + Di+1 + Dijs2 + Disz + Disa + Diss
k=i



If Di+1 6 OandDi.4 & 0,the condition (d2) guaranteesthat,Di+ Dj.+1 + Di+2
m+landDj+3 + Dj+s + Divs  m+ 1. Therefore we obtain L‘fi Dk 2(m+1).
If Di+yy = 0,
5
Dk = Dj + Djs2 + Djs3 + Djsa + Diss
k=i
From (d1),
5
Dk =2 Dij+2 + Djszg + Dj+a + Djss
k=i
= (Dj+2 + Dj+3) *+ (Dj+2 + Dj+g + Djss) :

From (d3) and (d6),
5
Dk (Mm+ 1+ (m+1)=2(m+ 1) :
k=i

The caseof Dij+4 = 0 is proven similarly from (d1), (d4) and (d5). u

Next, we show the property of an (m; n; r)-SPMFC in which every
[MijMis2 jMj+s] has maximum branch number. This coincideswith one of the
ODM-MR design

Lemma 4. Let E be a (m,n,r)-SPMF C black cipher. If every [MijMis2 jMi14]
is an optimal di usion mapping, then E satis es the following condition (d7).

(d7) Dj = Dij+ = 0) Dij+1 + Dijs3 + Diss m+1:

Proof. First, from the di erence relation in 7 consecutive rounds, we obtain

Mis1 Z 41 Mi+3 Z 43 Miss Z j45 = X § X j+6
Then, 0 1
Z j+1
[Mi+1j|\/|i+3j|\/|i+5]@2 i3A = X i X s :
Z j45

Since[Mj.1 jMi+3 jMj4s ] has maximum branch number, and from Remark 2,
Wn(Z i+1), Wa(Z i+3), and wn( Z j+5 ) cannot be simultaneously 0, we get that

Wn(Z i+1)+ Wn(Z i+3) + Wn(Z i45) + Wn(X i X jse) M+ 1:
By assuming x ; = Oand x i+ = 0, we derive the condition (d7). u

From the additional condition (d7), we derive the following lemma.

Lemma 5. Let E be a (m,n,r)-SPMF C block cipher where r 9. If every
[MijMi+2jMi44] is an optimal di usion mapping, then any 9 consecutive rounds
in E guarantee at least 3(m + 1) di er entially active S-loxes.



Proof. Considerthe total number of active S-boxesin 9 consecutive rounds,
8
Dk = Di+ Dj+1 + Djs2 + Dijs3 + Di+g + Di+s + Dij+g + Dijs7 + Djsg
k=i
If Dis1 6 Othen Dj+ Dj+1 + Djyv2  m+ 1from (d2), and LemmgS guarantees

that the sum of the remgining 6 consecutive rounds is equal to L‘;Sm Dk

2(m + 1). Consequetly ::;Si D«  3(m + 1). Similarly, if D;+7 6 0, at least
3(m + 1) active S-boxes are guaranteed.
If Di+1 = Dj+7 = 0, we obtain
8
Dk = Dj+ Dj+2 + Dj+3 + Dj+g + Dijss + Dij+g + Di+g :
k=i

From (d1),

X—S
Dk = 2 Dijs+2 + Djs3 + Dj+g + Dijss + 2 Di+s
k=i

= (Dij+2 + Dij+3) + (Dj+2 + Dj+4 + Dj+g) + (Dj+5s + Dj+s) :
From (d3), (d7) and (d4),
X8
Dk (m+ 1)+ (m+ 1)+ (m+ 1)=3(m+ 1) :
k=i
As a consequencewe have shown that any 9 consecutive rounds of E guarantee
at least 3(m + 1) di erentially active S-boxes. t

We concludethis section with

Theorem 1. Let E be an (m; n; r)-SPMFC black cipher where r 6. If every
[MijMis+2JMi44] is an optimal di usion mapping, any 3R conseutive roundsin
E guaranteesat least R(m + 1) di er entially active S-toxes.

Proof. Any integer3R (R 2) canbewritten as3R = 6k+ 9j (k+] 1;2k+
3 = R). From lemmata 3 and 5, 6 and 9 consecutive rounds of E guarantee
2(m + 1) and 3(m + 1) dierentially active S-boxes, respectively. Therefore, E
guaranteesk 2(m+ 1)+j 3(m+1)= (2k+ 3j)(m+ 1) = R(m+ 1) di eren tially
active S-boxes. u

4.2 Pro ofs for the Lower Bound of Linearly Activ e S-boxes

In this subsection,we will show the proof of the guaranteed number of linearly
active S-boxes of (m; n; r)-SPMFC with ODM-MR design
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Theorem 2. Let E bean (m;n;r)-SPMFC block cipher. If every['M; j'M,,5]
is an optimal di usion mapping for any i, any 3R conseutive roundsin E has
at least R(m + 1) linearly active S-loxes.

Proof. From the 3-round linear mask relation,
—t 1 t 1 .
Xiv1 = M; Z; My Zivo

Then,
Zj
Zi+2

Xi+1 [tMi ltMié]
Since['M; 1thi+§] has maximum branch number m + 1, and from Remark 2,
wr( z) and w,( z+2) cannot be simultaneously 0, we obtain

Wn( Z)+ Wn( Xis1) * Wn( Zisz) m+1:
By using the notion of L;, this implies,
(11) Li+Lisa +Lisa2 m+1:

This shows that every 3 consecutive rounds guarantees at least m + 1 lin-
g,arly active S-boxes. Consequetly, any 3R consecutive rounds in E guarantees
SR R(m+ D). t

Finally, by simply combining Theorems 1 and 2, the claimed Corollary 1
follows directly. Appendix A cortains example matrices that satisfy the ODM-
MR design

5 Discussion

5.1 Comparison of ODM-MR and MDS-F eistel

Todiscussthe implications of this new designapproacd, we shov empirical seard
results for the casesr = 12;m = 4;::; 8. To obtain these results we employed a
weight basedseard method. This approac has beenusedby Shirai and Shibu-
tani before[18]. Our results are shovn in Table 1. In the table, the values for
more than 13-rounds are interpolated by the corollary and Shimizu's conjec-
ture. Note that the simulation results completely match the lower bound values
predicted by the corollary, which are denoted by the underlined values. These
results shaw the superiority of ODM-MR designover MDS-Feistel explicitly .

Fig. 2 shows graphs of the results in Table 1, and v e auxiliary linesy =
(m + 1)x=3 are added where m = 4;::; 8. Theselines connectthe lower bounds
values of every 3R-round.

The left side of Fig. 3 shows an estimated lower bound of MDS-Feistel and
approximate linesy = (m+ 2)x=4 1. Toseethe e ect of the ODM-MR approach
graphically, the right side of Fig. 3 includesthe approximated lines for ODM-MR
and MDS-Feistel for m = 4 and m = 8. The di erences of the gradients show
explicitly the advantage of the ODM-MR approad.
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Table 1. Lower Bounds of MDS-Feistel and ODM-MR design

m=4 m=5 m=26 m=7 m=38
RoundiM1 D LM1 D LM1 D LM1 D LM1 D L
0O 00O OOO OOO OOO OO
1 111 1 11 1 141 1 11 1 1
2 2 52 262 2 72 2 82 29
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P vl
(&)]

18 |25 30 30|29 36 36|33 42 42|37 48 48|41 54 54

M1: numbers of active S-boxes of MDS-Feistel
D: numbers of di eren tially active S-boxes of ODM-MR
L: numbers of linearly active S-boxes of ODM-MR

5.2 Activ e S-box Ratio

In this subsection, we compare the ODM-MR approach to other design ap-
proaches using the new type of approach. Since we obtained a formal bound
for the lower bound of the ODM-MR design approach, we can compare it to
other well known design approachesbasedon the concept of active S-box ratio
intro duced by Shirai and Shibutani [18].

Let active(r; m) be the number of guaranteed active S-boxesfor an r-round
cipher which employsm m di usion matricesover GF (2") in its di usion layer.
For example, active(r; m) of the MDS-Feistel designcan be written as

active(r;m) = (m+ 2)br=4c+ [y ;

where .m = (r mod4) 1. Generally, ., is a function which maximum
absolute value is proportional to m and lim,;;  .m=r = 0.

Next, let total (r; m) bethe total number of S-boxesin anr-round cipher. The
ratio of the number of active S-boxesto the total number of S-boxes becomes

active(r;m) _ (m+ 2)br=4c+ .
total (r;m) rm

ratio(r;m) =

By usingthe de nition of active S-box ratio, we canstudy the characteristic of
the MDS-Feistel design. For example, considera 128-bit block cipher employing
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Fig. 2. Lower bounds of the ODM-MR design(m = 8)

five S-boxes
five S-boxes

Lowerbounds of act
Lowerbounds of act

0 5 10 15 20 0 5 10 15 20
Round Number Round Number

Fig. 3. Comparison of MDS-Feistel and ODM-MR design

8-bit S-boxes.For m = 8, ratio(r; 8) will convergeto a speci ¢ value whenr goes
to in nit y,

rI!|lm ratio(r; 8) = rI!|lm o = 3—2: 0:3125:
This implies that about 31% of all S-boxeswill be active for a very large number
of rounds. This limit canbe consideredasa potentially guaranteedratio of active
S-boxes corresponding to the chosenm.

Also, we cantakethe limit of ratio(r; m) whenboth r and m tend to in nit v,

(m+ 2)br=4c+ m _ 1 _ 0:95 -
rm 4

lim ratio(r;m) =
rml!l

Even though huge r and m are not practical in the real world, the value can
be understood as an indicator of the potential e ciency of a particular design
strategy.

We proposetheselimits asa referenceto evaluate the e ciency of the linear
di usion layer of the cipher and usethem to compareciphersemploying di erent
design strategies. The following table contains the convergencevalues of the
\MDS-F eistel" and the\ ODM-MR " design.Additionally , the following \Rijndael
type" and "SHARK type" designapproadcesare also evaluated for reference.
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Rijndael type: A nm2-bit SPN block cipher designwhoseround function con-
sists of key-addition, m m parallel n-bit S-boxes,a MixColumn employing
m m m matrices over GF (2") and a ShiftRow operation [4].

SHARK type: A nm-bit SPN block cipher designwhere m parallel n-bit S-
boxes,anm m matrix over GF (2") are employed [12].

Type active(r;m) total (r;m)|128bit blk. lim, i1 {limms 1
MDS-Feistel (m + 2)br=4c+ .y rm m= 8 0.313 0.25
ODM-MR  (m+ Lbr=3c+ m rm m= 8 0.371 0.33
Rijndael type (m + 1)2br=4c+ m  rm? m=4 0.391 0.25
SHARK type (m+ 1)br=2c+ . rm m= 16 0531 0.5

Table 2. Comparison of the Activ e S-box Ratio

Note that all four designsemploy optimal di usion mappingsin their di usion
layers; they have block length of 128 bits with 8-bit S-boxes. The result shows
that the ODM-MR approac has the better limit than MDS-Feistel in the 128-
bit block setting which is alsocon rmed by the empirical results in the previous
section. We also know that ODM-MR's limit is closerto that of the Rijndael
designapproad than MDS-Feistel.

Moreover, the limit value of the ODM-MR approad, whenboth r and m tend
to in nit y, exceedghat of the Rijndael type construction. This is due to the fact
that the ODM-MR approad guaranteesa certain number of active S-boxes for
3 consecutie rounds, while the Rijndael-type approach has such a property for
4 consecutiwe rounds.

The valuesof SHARK are still the highest, becausethe designstrategy hasa
2-round property. However, there seemsto be a tradeo for the implementation
cost, as SHARK-t ype design requires matrices which are twice as large as the
matrices in the MDS-Feistel and ODM-MR and four times as large as in the
Rijndael approac.

6 Conclusion

We provide a theoretical motivation for the ODM-MR design We rst give a
theoretical reasonof ODM-MR, and found additional conditions and proofs to
improve the immunity against di erential and linear cryptanalysis. As a result,
we showed that the ODM-MR design approach guarantees at least R(m + 1)
active S-boxesin 3R consecutive rounds (R 2) where m is the number of S-
boxesin around. This guaranteed number of active S-boxeswas comparedwith
the designapproach of other well-known designsnamely SHARK, Rijndael, and
MDS-Feistel ciphers.We wereableto shaw that our designapproach outperforms
someof the other designs.
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App endix A

We show one of methods to construct a Feistel cipher satisfying the ODM-MR
design To construct a concretecipher, at leastthree m  m matricesover GF (2")
are required to satisfy all the ODM-MR conditions. The construction stepsare:

1. Choosem m matrices Ag;A1; A, over GF (2") sud that,
(a) Every squaresubmatrix of [AgjA1jA2] is nonsingular,
1

. 1. .
(b) Every squaresubmatrix of 20 , 2_1r and ﬁ_zr is nonsingular.
1 2

2. Setthesethree matricesasMjjs1 = Mo 2 = A m(:)d 3, for (O i<r)in
a Feistel cipher with 2r rounds.

Note that all operationsin Step 1 are over GF (2") although the optimal di usion
conditions for [MiMi.z Mi+4] and ['M; *'M, ;] are given over GF (2).
Here we show an example of three matrices Ag; A1; A, for the casem = 4.

Example 1. The following matrices Ap; A1; A, satisfy the ODM-MR conditions.

0 1 0 1 0 1
9d b4 d3 5d ae ec b9 3e b8 f1 65 ef

A= %29 343960 ., _ %81 2513d4fs . _ %Sam 2d 6a§
0 676ad2e3A ' 1 dbod 4 1bA * 2 4a 97 a3 b9
8e d7eb6 1b 9e 3291 39 82 5f a2 cl

Each elemen is expressedas hexadecimalvalue corresponding to a binary rep-
reseration of elemens in GF (28) with a primitiv e polynomial p(x) = x&+ x* +
x3+ x2 + 1. From the corollary, a (4; 8;12)-SPNFC employing the above matri-
cesAp;A1; A, asoutlined in Fig. 4 guarantees 10, 15 and 20 di erentially and
linearly active S-boxesin 6, 9 and 12 consecutiwe rounds, respectively.

ooy ey

Fig. 4. Example Allo cation of Matrices Ag;A1;A>



