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Abstract.  Seweral recertly proposed ciphers, for example Rijndael and
Serpert, are built with layers of small S-boxes interconnected by linear
key-dependert layers. Their security relies on the fact, that the classical
methods of cryptanalysis (e.g. linear or di®erertial attacks) are basedon
probabilistic characteristics, which makes their security grow exponen-
tially with the number of rounds N .

In this paper we study the security of such ciphers under an additional

hypothesis: the S-box can be described by an overde ned system of al-
gebraic equations (true with probability 1). We show that this is true
for both Serpent (due to a small size of S-boxes) and Rijndael (due to
unexpected algebraic properties). We study general methods known for
solving overde ned systemsof equations, such as XL from Eurocrypt'00,

and show their inexciency. Then we intro duce a new method called XSL
that usesthe sparsity of the equations and their speci ¢ structure.

The XSL attack usesonly relations true with probabilit y 1, and thus the
security does not have to grow exponertially in the number of rounds.
XSL hasa parameter P, and from our estimations is seemsthat P should
be a constant or grow very slowly with the number of rounds. The XSL
attack would then be polynomial (or subexponertial) in N, with a huge
constant that is double-exponertial in the size of the S-box. The exact
complexity of such attacks is not known due to the redundant equations.
Though the preserted version of the XSL attack always gives always
more than the exhaustive seard for Rijndael, it seemsto (marginally)

break 256-bit Serpent. We suggesta new criterion for designof S-boxesin
block ciphers: they should not be describable by a system of polynomial
equations that is too small or too overde ned.
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1 Intro duction

On October 2nd, 2000,NIST has selectedRijndael asthe AdvancedEncryption

Standard. Serpent was secondin the number of votes [1].

In the famous paper from 1949, Claude E. Shannonstatesthat breaking a good

cipher should require "as much work as solving a system of simultaneous equa-
tions in a large number of unknowns of a complex type", see[25]. This seemed
very easy to achieve so far, as solving systems of equations can becomein-

tractable very easily Though ewvery cipher can be described in terms of solving
multiv ariate equationsover GF (2), it doesnot meanthat it canbe broken. In [8]
the whole AES is represeried by one single equation with 2%° terms. Such a big

equation has undoubtedly no consequencesvhatsoever on the security of AES.

Recerly however surprising attacks appearedin public key cryptography: the

cryptanalysis of Matsumoto-Imai cryptosystem [17] by Patarin and the attack

on the basic version of HFE cryptosystem by Courtois [6]. In these attacks the

security collapsessuddenly after discovering the existenceof additional multi-

variate equations, that are not obvious and have not been anticipated by the

designers.The subject of this paper is to seeif such a weaknesscan compromise
the security of a block cipher. For example, we shawv that the cryptanalysis of
Rijndael and Serpent reducesto solving a big system of Multiv ariate Quadratic

equations(a.k.a. MQ problem). Unlikein [8], MQ is a problem already known in

cryptography that underliesthe security of multiv ariate public key schemessuc

asHFE [19].In [22,23] Shamir et al. show that though MQ is NP-hard, its com-
plexity drops substartially when the MQ becomesoverde ned (more equations
than unknowns). 3. In this paper we show that if the MQ is sparseand have a
regular structure, it becomeseven much easier.Sud will be the MQ systemswe
will write for Rijndael and Serpent ciphers.

Sincethe pioneering work of Luby-Racko®[12], there were many developmerts
on the security of top-level schemesof block ciphers. The state of art in both

security proofs and generic attacks for Feistel ciphers can be found in [15] and
[18]. Howeer, Rijndael is not a Feistel cipher and a more powerful theory has
beendewveloped by Vaudenay [26], to make security proofs against a large class
of attacks including linear and di®erertial cryptanalysis, for an arbitrary type
of cipher. From this theory Moriai and Vaudeng developed security proofs for
idealized versionsof seweral AES candidates[27]. The outcome for Rijndael was
somewhat strange: the cipher should have ; 384 rounds in order to make sure
it was secure. Similar results were obtained for Serpent. Therefore, it is not
completely unreasonableto beliewve, that the structure of Rijndael and Serpent

could allow attacks with complexity growing slowly with the number of rounds.
In this paper, it seemsthat we have found sud an attack. It dependshowever
more on algebraic properties of the S-boxesthan on the structure of the cipher,
and potentially, it can probably be extendedto any block cipher.

The paper is organized as follows: First we describe a general class of ciphers
that includes Rijndael and Serpent. Then we explore algebraic properties of
their S-boxes and shaw that they can be described by an overde ned system of

% Solving MQ in the opposite caseof under de ned systems, has been studied in [5].
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equations. Consequetly, we formulate their cryptanalysis in terms of solving an
overde ned system of quadratic equations. Though the general XL attack fails,
we will present an improved method called XSL. It doesnot yet break Rijndael
or Serpent but it givesde nite conclusionsabout the designof block ciphers.

2 Substitution-Atne Ciphers, Rijndael and Serpent

According to Shannon'sparadigm [25], a cipher is combination of someconfusion
and di®usioncomponerts. For example, SP-networks [7,10] are combinations of
S-boxeswith permutations of bits. More generally, we may allow linear or atne

functions of bits, not only permutations of wires. We will call it a SA-cipher. In

[21] Shamir and Biryuk ov study generaltop-level structural attacks againstthe

SA-ciphers. These attacks will not depend on particular S-boxes used.

In the presert paper we usespeci ¢ properties of the S-boxes. We specify a re-
stricted classof SA-cipherscalled XSL-ciphers. Though our attacks are designed
for XSL-ciphers, it is obvious that they can be easily extendedto all SA-ciphers,
and even to other block ciphers (including Feistel ciphers), provided that they
use (only) somewhat"bad" S-boxesand have a regular periodic structure.

2.1 XSL-ciphers and the Notations we Use
By de nition, an XSL-cipher is a composition of N, similar rounds:

Before the rst round, the input is XOR-ed with the key K. Let i = 1.
Then a layer of B bijective S-boxes, on s bits ead, is applied in parallel.
Then a linear di®usion layer is applied.

The result is XOR-ed with another sessionkey K.

. If i = N;, the nal result is produced.

Otherwise i is incremerted and the processgoesto the step S.

X wmX

We denotethe key bits usedin an XSL-cipher by the variablesK; ; with i = 0::N;
and j = 1:Bs. There are N, + 1 sessionkeys, K is the rst and Ky, is the
last. The number of key bits before expansionis Hy, the number of key bits
after expansionis Ey, and the number of expanded key bits that are linearly
independert is L. If we pick somesubsetof Ly key variablesK; ; that form a
basis,then we will denote by [K; ;] a linear expressionof this bit K; ; asa sum
of the other K | that are in the basis.

We call X; ; the jth bit of the input of ith round S-boxes layer, step S (taken
after the previous XOR with the sessionkey X). We denote by Y; ; the jth bit
of the input of the linear part L of ith round (taken after the S-box application
S). Similarly let Z; ; bethe jth bit of the output of the step L (beforethe next
key XORing step X). Consequetly we will denote the plaintext by Zy and the
ciphertext by Xy, +1, however theseare constarts, not variables. To summarize
we have:

Step: X S L X T T S L X
Values: Zo X1 Y1 Z1 X2 - XN, YNr ZN, XN,+1

With thesenotations we obtain Xi.; j = Z; j ©K; ; forall i = 0:N,.
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2.2 Top-lev el Structure of Rijndael

Rijndael speci ed in [4], is a special type of XSL-cipher with s = 8 and B =
4Np. We will not give a full description of it, but will recall all the essetial
facts when necessaryRijndael has N, = 10:::14 rounds. The data in Rijndael
is represented as rectangular "states" that are composedof N, columns, eadh
having the sizeof 4 S-boxes(4s = 32 bits). We have either N, = 4, 6 or 8, which
gives block sizesof 32N, = 128,192 and 256 bits respectively. The encryption
in Rijndael is performed as follows:

X The input sequenceZ j is XOR-ed with the sessionkey Ko . Let i = 1.

S Then resulting sequenceX; ; is transformed by B = 4N, S-boxesons = 8
bits ead.

L Then resulting sequencey; ; is then subject to a composition of two linear
transformations. First we have a permutation of bytes called ShiftRow, then
four linear transformations MixColumn: GF (256)* | GF (256)* applied in
parallel for eadh of Ny, columns.

If i = N, (the last round) we have only ShiftRow, the MixColumn is omitted.

X Then resulting sequenceZ; ; is XOR-ed with another sessionkey K; pro-
ducing, either the ciphertext (if = N,), or the processincremerts i and goes
to step S.

The (unexpanded) key length is H, = 32N bits with Ng = 4, 6 or 8, thus again
128,192 and 256 bits respectively. It is then expandedto Ex = (N, + 1)Bs =
(N + 1)Np ¢32 bits.

2.3 Top-lev el Structure of Serpent

Serpent described in [1] is an XSL-cipher with s= 4,B = 32and N, = 32. The
block sizeis always 128 bits. The key length can be Hy = 128,192 or 256 bits,
and is also expandedto Ex = (N, + 1)Bs = 1056 bits.

3 S-boxes and Overde ned Algebraic Equations

The only non-linear part of XSL-ciphers are the S-boxes. Let the function F :
GF(2)° ! GF(2)° be suth an S-box, given an input x = (X1::Xs) we obtain
an output y = (y1:ys) = F(X). In Rijndael and Serpert, like for all other
"good" block ciphers, the S-boxes are build with "good" boolean functions.
Among the known criteria on cryptographically "good" boolean functions, we
know that y; should have a high algebraic degreein the x;. Howewer, this does
not assurethat there is no other "implicit" multiv ariate equations of the form

Rijndael, and for Serpert, for very di®erent reasons,a great number of suc
equations exist. We are interested in the actual number r of sud equations

equationsy; = f(x1;::;Xs), this number r can be bigger than s. We are also
interested in the total number of monomialst that appear in these equations,
courted including the constart term. With thesenotations:
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2 In general,t ¥ '§¢. Ift¢ l§¢, we s& that the equations are sparse.

2 When r ¥ s, the equations give enoughinformation about the S-box, and the
systemwill be suxciently de ned to yield about 1 solution x, giveny = F(x).
Consequetly, whenr A s, the systemis said to be overde ned .

3.1 Qualit y of S-boxes and Random S-boxes

When r is closeto t, we may eliminate most of the terms by linear elimination,
and obtain simpler equations that are sparseand maybe even linear. For this
reason,it is possibleto measurethe quality of our system of equations by the
ratio t=r , 1.If t=r iscloseto 1, the S-box is consideredas"bad". From this point
of view, both overde ned systems(big r) and sparsesystems(small t) will be
"bad". Otherwise, if the systemis not overde ned and not sparse t=r ¥ O(s% 1),
and suc an S-box will be "good" (unlesss is very small).We will seethat the
actual cortribution of the S-boxesto the complexity of the attacks described in
this paper is approximatively j = ((ti r)=9)%" "¢ It is possibleto shaw that
for a random S-box, the smallestvalue of j that can be achieved will be double-
exponertial in s. However it will be still relatively small for Serpert (s = 4).
For di®eren reasons,the Serpert and Rijndael S-boxes can both be described
by overde ned systemswith quite a small j .

3.2 Overdened Equations on the Serpent S-box

We shaw that 4-bit S-boxes always give an overde ned system of quadratic
equations.Considera 16£ 37 matrix cortaining in ead row the valuesof the t =
37 monomialsf 1;Xy1;::; Xa; Y1555 Ya; X1 X2; 155 X1Y1; i1 YaYag for ead of the 25 = 16
possibleertries x = (X1;::;X4). The rank of this matrix is at most 16, therefore
whatever is the S-box, there will beat leastr , 37; 16 = 21 quadratic equations.
This is a very overde ned system since 21A 4. We have t=r % 1:75and | =
((ti r)=9tiN=se = 280 e note that a smaller t=r would be achieved with
cubic equations on this S-box, but j would be much bigger then. It is also
possibleto consider bi-atne equations. In this casewe havet = 25and r
25; 16= 9 which is still overde ned, it givesthe samevalue of | = 2890,

B

3.3 Overde ned Equations on the Rijndael S-box

For Rijndael we have s = 8. It is easyto seethat with the method described
above in Section 3.2, a random S-box on 8 bits will giver = 0 because2® = 256
is bigger than the number 137 of possible quadratic terms. We seethat s = 8
is quite big comparedto Serpert: there are (28)! ¥4 2168 bijective S-boxes on
8 bits, compared with only (24)! ¥ 2* for s = 4. We don't expect any useful
properties to happen by chance. Still, the designof the Rijndael S-box induces
a lot of algebraic structure, see[4,2]. This yields very special properties.

Rijndael S-box is a composition of the "patched" inversein GF(256) with 0
mapped on itself, with a multiv ariate atne transformation GF (2)8 ! GF (2)8.
Following [4] we call thesefunctions g and f respectively, and denoteS = f +g.
Let x be an input value and y = g(x) the corresponding output value. We also
note z = S(x) = f (g(x)) = f (y). According to the de nition of the S-box:

8x6 0 1=xy
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This equation gives,in turn, 8 multiv ariate bi-linear equationsin 8 variablesand
this leadsto 8 bi-atne equationsbetweenthe x; and the z; . It is possibleto see
that 7 of these equations are true with probability 1, and the 8th is true with
probability 255=256. The existence of these equations for g and S is obvious.
Surprisingly, much more such equations exist. For example we have:

X = yax?
Sincex 7! x2 is linear, if written as a set of 8 multiv ariate functions, the above
equation gives 8 bi-atne equations between the x; and the y;, and, in turn,
betweenthe x; and the z; . Adding the fact that the above equation is symmetric
with respect to the exdhangeof x and y, we get 16 bi-axtne equationstrue with
probability 1 betweenthe x; and the z;.
From the above we have 23 quadratic equations betweenx; and the z; that are
true with probability 1. We have explicitly computed these equations (seethe
extended version of this paper), veri ed that they are all linearly independert,
and alsothat there are no more suc bi-axne equations'. The number of terms
presern in theseequationsist = 81. Theseterms are: f1;Xy;:::;Xg;21;:::;Zg;
X1Z1;::1;XgZgQ, and there is no terms x;x; or zjz;. We get t=r % 3:52 and
7 222 9, much more than for Serpert.

An additional 24th equation: We obsene that in Rijndael S-box, if x is
always di®erer than 0, there 24 linearly independert quadratic equations. For
one S-box, the probability of this 24th equation to be true is 255=256. We are
interestedin probability that it is true for all S-boxesin the executionof Rijndael
(i.e. we have x 6 0 ewerywhere). As it has been already pointed out by the
authors of [8], this probability is quite big. It is in fact:
(255=256)/ NN 4 o) E Rk erd a1y g edtbRIY I Rkl 2

This givesbetween1=2 for the smallest Rijndael 128 bits and about 1=9 for the
biggest 256-bit version. Therefore, if an attack works better with 24 equations,
and usesonly one (or two) executionsof the cipher it will be interesting to use
r = 24 and repeat the whole attack a few times. Otherwise, we user = 23.

Fully quadratic equations: It is possibleto seethat if we consider fully
quadratic equations, not only bi-atne, for ead S-box of Rijndael there are
r = 39 quadratic equations with t = 137. The additional 16 equations come
from the following two equations:l/

2

x4y = x3

y4x = y3
However, whenr = 39,t = 137,wehave| ¥ 2*"'0 instead of 222°° and we always
obtained worseresults in our attacks, than with r = 23,t = 81,

x oy'?8 |t can be seenthat ea(h of them also gives 8 bi-atne equations. However,
since the squareis multiv ariate linear, each of them producesthe same 8 equations,
modulo a linear combination.
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Ab out inverse-based S-boxes: In general,it is easyto seethat if the S-box
on s bits is an atne transformation of the inversefunction in GF (25), then it
will give 3sj 1 bi-atne equationstrue with probability 1, and one additional
equation true with probability 1 i 2% We conjecture for all s there are no more
sud equations (we veri ed this for sewral s). Up till now, it seemeda very
good idea to use sudch S-boxes: the inversefunction (and its atne equivalerts)
has meaningful optimalit y results with regard to linear, di®ererial and high-
order di®erertial attacks, see[2,16]. Howewer in our computer simulations, done
for many permutations including all the possiblepowersin GF (2%), the inverse
(and its equivalents) was always the worse in terms of the number of such
bi-atne equations. It is an open problem to "nd any other non-linear function
GF (2%) ! GF(2°) that admits somany equations,for somes > 0. Therefore, we
do not advocate to usesud S-boxesewven if they are probably still very secure.

Related work: The equations we have found for the Rijndael S-box are ex-
actly of the sametype and of very similar origin, asthe equationsthat Jacques
Patarin have discoveredin 1988for the Matsumoto-Imai cryptosystem [17]. The

existenceof such equationsfor Rijndael S-boxes have beenrst discovered (but

not published) by Courtois, Goubin and Patarin, assoon as Rijndael have been
proposedas AES in 2000. Recertly, in [14], Murphy and Robshawv pointed out

that it is more interesting to manipulate equations over GF (256). It leadsto

systemsthat are identical (or very similar) in terms of the number of equations
and number of variables involved. However, the number of di®erert monomials
t preser is lower, which is expectedto give better results for our attacks.

4 MQ attac ks on Blo ck Ciphers

Givenan SA-cipherwith S-boxesthat canbedescribedin terms of somealgebraic
equations, recovering the key can be written asa problem of solving a system of
such equations. If these equations are multiv ariate quadratic, we call this "the
MQ attack". Suc equations exist for Rijndael and Serpent, as shavn above in
Sections3.3 and 3.2, respectively.

4.1 Attac k Scenarios

There are many ways in which the MQ attack can be applied. The system of
equations should be constructed in such a way that it has exactly one solution.
A systemthat has one solution on averageis suzcient in practice, and if there
are a few solutions, prior to the solving stage,we would guessand x a few bits.

First (general) attac k ignoring the key schedule. This attack is designed
for any XSL-cipher, whatever is the key schedule. For simpli cation we only
consider the known plaintext attack. There are (N, + 1) keys K; that are of
the samesize as a plaintext, and we need enoughequationsto determine them
uniquely. Hencewe need (N, + 1) known plaintexts. This attack scenariowill be
usedin Section 6.
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Second (specic) attac k using the key schedule. This attack is lessgen-
eral and relies on the fact that the key schedulesin Rijndael and Serpert are
very similar to the ciphers themseles: they use a combination of atne trans-
formations and (the same) S-boxes. Due to the lack of space,we only study the
“rst (more general) scenarioand the secondwill be studied in a separatepaper.

Stronger attac k scenarios. If attacks basedon MQ are possible,i.e. there
are excient methods to solve quadratic equations, then they allow to attack
block ciphersin very strong scenarios.For example ciphertext-only attacks will
be possibleif the attacker is ableto characterize the redundancy of the plaintext
in terms of quadratic equations.

4.2 Direct MQ Attac k on Rijndael and Serp ent:

It can be seenthat in the secondattack scenario,the problem of recovering
the key of the 128-bit Rijndael, amourts to solving a system of 8000 quadratic

equationswith 1600variables. SeeAppendix A for details. Similarly, the 128-bit
Serpent would give a system of (N, + 1)Br + N,Br = 43680 equations with

(N + 1)Bs+ (N, i 1)Bs= 8192variables.

In the remaining part of the paper we study solving suc (and similar) systems
of equations. Our results are given in Sections5.2 and 7.

5 Generic Metho ds for Solving Multiv ariate Quadratic
Equations

MQ is known to be an NP-hard problem [23]. Seweral public key cryptosystems
are basedon MQ, for example HFE [19]. Howewer, little is known about the
actual hardnessof MQ in practice. From the aboveit is clearthat if this problem
was very easyfor 1600 variables, then Rijndael would be broken. With current
attacks, factoring a 1600-bit RSA modulus providesa security level slightly lower
than 2128 [24]. Therefore, MQ should be at least as hard as factoring.

5.1 Solving MQ with the XL Algorithm

In [22] Shamir and Kipnis made an important discovery about the MQ problem:
solving it should be much easierfor overde ned systems®. This idea has been
dewveloped and consolidated in [23]. An algorithm called XL is dewveloped for
this problem. It seemsthat for a random system of quadratic equations over
GF (2) (or onethat looks random) that has a unique solution, the XL method
should always work (but maybe not for somevery special systems).In [13] T.T.
Moh states that "From the theory of Hilbert-Serre, we may deducethat the
XL program will work for many interesting casesfor D large enough”. From
[23] it appearsthat XL would be polynomial for very overde ned systems,and
it seemsthat a variant of XL might even be subexponertial in general (not
only for overde ned systems). However, very little is known about the actual
behaviour of XL for very big systemsof equations and one can only talk about
conjectured complexities.

® In this paper we will show that if the MQ is sparse, it is even much easierto solve.
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5.2 First Attempt to Cryptanalyse Rijndael with XL

For the 128-bit Rijndael with 128-bit key, following the Theorem A.3.1, we get a
systemof m = 8000equationswith n = 1600variables. Following the glomplexity
evaluation of XL from [23], the complexity would be about B~ ¥, 2%%,
assuming! = 2:376,the best known Gaussianreduction exponer, see[3].

This attack fails becausefor a random system of quadratic Rj;;, = m = 8000
equations with n = 1600 variables, we have about Ty, Y4 n?=2 ¥4 220 terms.
This givesRi, =Ty ¥ 21 73 that is very small and the XL algorithm hasto do
extensive work in order to achieve an expandedsystemwith R=T ¥4 1. It is easy
to seethat in our whole system T, Y4 (8¢32+ 8¢32+ 8+ 32+ 8)(N, ¢4¢Ny) and
this givesonly Rin =Tin ¥ 2i 35, Therefore there should be a better attack. In
the next Section 6.2 we will write the quadratic equationsin a di®erert way in
order to achieve an even higher value of Ri,; =Tin; -

6 XSL Attac k on Blo ck Ciphers

In this section we will write a system of equations that describe uniquely the
secretkey of the cipher, following the "rst attack scenariofrom Section4.1, that
doesnot depend on the key schedule. In order to solve these equations, we are
going to introduce an improved version of the XL approac from [23], that takes
advantage of their speci ¢ structure and sparsity. We call it "the XSL algorithm"
where XSL stands for: "eXtended Sparse Linearization" or "multiply( X) by
Selected monomials and Linearize". In the XL algorithm, we would multiply
ead of the equations by all possiblemonomials of somedegreeD | 2, see[23].
Instead we will only multiply them by carefully selectedmonomials. It seems
that the bestthing to do, is to use products of monomials, that already appear
in other equations.

6.1 Final Step and Working Condition of the XSL Attac ks

In [23], when R , T, we have as many equations as the number of terms that
appear in theseequationsand the big systemis expectedto be solved by adding
a new variable for ead term, and solving a linear system (doing this is known
as linearization). There is no need to have R much bigger than T. because
obviously, the number of linearly independen equations(denoted later by Free,
cannot exceedT. In the original paper about XL [23], the system was solved
whenT i Freewasasmall number. Still it is easyto seethat both XL and XSL
algorithms can be extendedto the casewhen T | Freeis very big (!).

Let x, be avariable, and let T°be the number of terms that can be multiplied by
x1 and still belongto the setof T terms. Now we assumethat Free, Tj T% C
with a small C. We apply the following algorithm called "the T°method".

1. By one single gaussianelimination we bring the systemto a form in which
eac term is a known linear combination of the terms in T2

2. We do the samepre-computation two times, for examplewith T°de ned for
X1 and separately for x5.
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In eadh of the two systems,we have a subsystemof C equationsthat contain
only terms of T% These new equations are probably not of the samekind
that the initial equations generatedin XL-lik e attacks: only conbining all
the equations one can obtain someinformation about the solution.

. In eadh of the two subsystemsof exceedingC equations, we multiply ead

equation by x; and x,, respectively. Then we substitute the expressionsrom

point 1 in theseto get someother equationsthat cortain only terms of TC,

but for the other variable. These equations are expected to be new and

di®erern. First becausethe equations from point 2 are believed to contain

"some information” about the solution, and moreover if we are over GF (2)

we will interact with the equation of the "eld GF(2) that is not necessarily
done elsewhere.We have done some computer simulations that show that

this heuristic works very well. Seealso Appendix B for an example.

. Thus, if at the beginning Free, C+ Tj T%we can"grow" the number of

equations. For now we expect to up to 2C additional equations.

. We expect that the number of new equations grows at exponertial rate®.
. If the initial system had a unique solution, we expect that we will end up

with Free= T or Free= T 1.

. For eadh equation containing only termsin T', the costto compute a derived

additional equation will be about T®. Sincethere are T° equations missing,
we expect to do about T® additional operations in the attack, which can
probably be reducedto T? and thus will be smallerthan T' .

. If the whole attack fails one should try with another couple of variablesin-

steadof x; and x,, or usethree variablesfrom the start (and three systems).
We conjecture that three variables should always be suzcient. The number
of possibilities grows very fast with the number of variables, a new equation
obtained with one variable can be immediately transformed and expanded
with all the other variables.

For example, in our attack on Rijndael 256 bits given in Section 7.1, we have
T ¥4 2125 and T°v4 2114, The attack is expectedto work aslongasFree> T TC

6.2

Core of the XSL Attac ks

In this version of the XSL attack we assumethat the system of equations for
ead S-box is overde ned and r , 2s. Let S be the total number of S-boxesin
our attack. Sincewe are going to usethe most generalattack scenariodescribed
in 4.1that ignoresthe key schedule of the cipher, we will have to considerN, + 1
executionsof the cipher, seeSection4.1. S will be equalto

S= B ¢N, (N, + 1)

Equations on the S-boxes and Their Multiples

Let A be an S-box of a XSL-cipher, called "activ e S-box". We write:

5 However, even if it grows by 1 ead time, the attack will work as predicted.
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X X X

0= ®&uXijYik+ i Xijt %Yt E
The total number of terms (i.e. all monomialsincluding the constart) that appear
in these equationsis small, only t (most of them of the form X; ; Y; «). For this
reason(unlike in Appendix A) we useboth the original variables X; j andY; .
We will not usetheseequationsdirectly, but we will, from these equations, and
separately for eadh S-box, choosesomet j r terms as a basis, and write the
expressionof ead of the remaining r terms asa linear combination of the (r j t)
terms for the sameS-box. We will choosea basissud that all the terms X; ; and
Yi j arenot in the basisand sudh that 1is in the basis. This is possiblebecause
r , 2s. Each time, in the attack we want to use one of the other r terms, we
will directly write them as the linear combination of the elemeris of the basis.
We de ne [X; j] and [Y; ;] as precisely theselinear conbinations of the (ti r)
elemers of the basis.
Note: This canbe called"a compactversionof the rst XSL attack.” A di®eren
approad is possiblethat usesall the t terms for eac S-box (and later their
products). This givesdi®eren results and will be studied in a separatepaper.

Pro ducts of Terms

The critical parameter of our attack will be P 2 IN. We will manipulate products
of up to P terms that comefrom P di®eren S-boxes. The total number of terms

usedin the attack is about:
TY(ir)Pe b

Moreover, we have (seethe de nition of T? qjlven in ection 6.1 above):
. Si 1
01/, +0r¢ - Pil 1
T Vat(ti r) ¢Pil
with t%< t being the number of terms in the basis for one S-box, that can be
multiplied by some xed variable X; j, and are still in the basis. For example
for Rijndael we user = 23,t = 81, and gett®= 9.

6.3 Equations on the Di®usion Layers

We will construct a set of equationsin such a way that they can be multiplied

by many products of terms, and that all the resulting product can be written

using only the products of up to P terms, that are taken in the respective bases
we have chosenfor P di®erent S-boxes. We will get equations that are linear
combinations of the T monomials, as de ned above. It seemsthat the best way

to attack our problem is to completely eliminate all the key variables and write

all possibleequations of the form:

X X X
Xijlo  @lYi1l= X510 §IYPi 1= XHlo @IV )=

The expressiongX; j] and [Y; j] have beende ned above, they are linear com-
binations of quadratic terms that are the elemeris of the basis.

We have N, (N, + 1)(Bs) such equations. Each of theseequations, called "activ e
equation”, will be multiplied by products of terms for some (P j 1) "passive"
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S-boxes. Here we needto excludethe terms for a few neighbouring S-boxes(i.e.
that have common variables with the active equation), it doesnot changea lot
the number of equationsgenerated.The number of new equationsis called R. It
is approximativ ely:

PP d TR W

RYN (N, + 1)(Bs) ¢(tj r)Pile vSes(ti n)Pite S

Pi1l Pi1l
6.4 Exp ected Complexit y of the XSL Attac k
The goal of the attack is to gbtain R > T j TC It gives:
’ PluSqP Plllﬂ ; Plusilﬂ
. i > . . 40/t . i
Ss(tj r) P11 (tir) P i t(tir) Pi1
2 .
Scs > (t i r)S i {0
Si P+1 P
We will assumethat P ¢ S (S is usually quite big) andthusSj P + 1%S.
(tir) t°
> i =
27 p s
%  (tjr)
+—>-—7
**s7 P
We seethat this condition can always be satis ed, if P is suzciently big. We get
that: tir
P B t0 (#)
S+ 5

Note : From this it might seemthat the XSL attack will work for r = 0, however
we have previously assumedthat r , 2s. Thereforer = 0 is not possible.

Let T', be the complexity of the Gaussian reduction, the complexity of the
attack is about: w1, . no 1o
_ T NP S .y P bGP tir 2

WF = T' % (tj r) b (ti r)'P "B ¢N; Vo = OBSON;
Now let us apply the estimation (#). In practice the value ts—o will be very small,
and vanishesfor big ciphers (big N, or big B). Therefore we assumethat P =
dﬂs—re+ o(1). It givesthe following (rough) estimation of the complexity of the
XSL attack on block ciphers, again assumingthat r , 2s:
moo Trdisrer o .
WF ¥ '? ¢(Bs ¢N2)! ds-erom

tir

WF = ; ' ¢(Block size) = (Number of rounds)? s

This is polynomial in the block size and the number of rounds. The constart
part dependson j that dependsonly on the parameters of the S-box usedin
the cipher, and is in generaldouble-exponertial in s, seeSection 3.1. For a given
cipher the constart part j ' in the complexity of XSL will be xed (but usually
very, very hig).
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6.5 Actual Complexit y of the XSL Attac ks

In the above derivation we assumedthat all the equationsin R are linearly
independert and this implies that for some xed P the attack will always work
for any number of rounds. From our early simulations 7 it seemsthat the attack
works for many rounds and then it fails. Thus P would rather increase (but
slowly) with the number of rounds.

If P were constart, for a xed S-box that have many overde ned equations, the
XSL attack will be polynomial in the number of rounds. Evenif P grows slowly,
and XSL is subexponertial, it would be already an important breakthrough,
as the complexity of the classical attacks on block ciphers, such as linear or
di®erertial cryptanalysis, grows exponertially in the number of rounds (and so
doesthe number of required plaintexts).

In fact there is another way to seethat there is a risk that the problem to break
Rijndael might be subexponertial when the number of rounds grows. Indeed, in
this paper we shav how to write Rijndael asan overde ned systemof quadratic
equations,with sizethat islinear in N;, seeAppendix A. The problem of solving
such a systemof quadratic equationsover GF (2) might already be subexponen-
tial usingthe original XL algorithm from [23]. SeeSectionA.4 for more commerts
on this. Finally, our equationsfrom Appendix A are alsooverde ned, sparseand
have a lot of structure, which also should help the attacker.

7 Consequences of the XSL Attac k

7.1 Application to Rijndael

We consider the 128-bit Rijndael with 256 bit keys. We have N, = 4;Ny =
8N, = 14;s= 8r = 23;t = 81;t°= 9;S = 3360,thenforP = (tj r)=(s+ t%=S)
8, computed following (#), we get T ¥4 2'25; T ¥, 2114 R 14 212 with R =
1:106. The result is: T! 1/, 9298

This version of the XSL attack fails also for other variants of AES. We expect
that much better results should be obtained with the combination of the second
XSL attack’, with equationsover GF (256) asproposedby Murphy and Robshaw
[14]. It is not excluded that even AES-128 could be broken: for N, = 4; Ny =

4N, = 10;s = 8;r = 24t = 41;t%= 4;S = 201, our early estimation givesthat

for P = 3wehave T % 2%, T0%, 227, R % 2%, R°%4 2%, and B*R; = 1:01.If this
attack worked aswell asexpected’, the resulting complexity would be T' ¥4 287,

7.2 Application to Serpent

For 256-bit Serpert, we have N, = 32;s = 4;r = 21;t = 37;t°= 5;S = 33792.
Then for P = (ti r)=(s+ t=S) = 5, weget T ¥%2%;T0= 2™ R = 288; R =
1:25. The result is: T! 1/, 9210

It seemghat the XSL attack breaks256bit Serpent. Though it is obtained with
the fairly theoretical ! = 2:376 from [3], using Strassen'sexponert we still get

2245 It is however not proven that the attack will work as predicted for P = 5.
Though XSL attacks will probably always work for someP, we consideredthe

" See,the secondXSL attack, preliminary version, http://eprin t.iacr.org/2002/044/.
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minimum value P for which % . 1. This condition is necessarybut probably

not suzcient. A small change (e.g. increaseby 1 or 2) in P would lead to a
dramatic overload in the complexity, going beyond the exhaustive seard.

7.3 Consequences for the Design of Blo ck Ciphers

There are two complemenary approadesin the block cipher designthat could
be seenin the AES contest. Either a cipher is designedwith a very small number
of rounds that are very complex (for examplein DFC), or it hasa large number
of roundsthat are very simple (for examplein Serpert). In [27] the authors warn
that: "an attack against Serpernt may hold for any set of (random) S-boxes". It
seemsthat we have found such an attack and using many layers of very simple
S-boxesis maybe not such a very good idea. Still, a correct choice of parameters
will prevent the attacks.

For di®erert reasonsthe XSL attack is alsoapplicable to all ciphersin which the
only non-linear part is the inversefunction in GF (2%), with a small s. Therefore,
ciphers sudch as Rijndael and Camellia should either use s that is suzciently
large, maybe s > 8, or consider di®erert S-boxes. This last possibility should
give new optimal designsof S-boxes, not only closeto optimal in terms of linear
and di®erertial attacks, but also incorporating our new criterion, i.e. having a
big value of j , for examplej > 232,

Even if the attacks of the presert paper have not yet beentested on really big
examples,they are an important threat for ciphers such as Rijndael, Serpent
and Camellia. We propose that all block ciphers should apply the following
criterion (due originally to Shannon[25]): The attacker should not be able to
write a systemof algebraic equations of simple type and of reasonablesize, that
completely characterizesthe secretkey. It can be achieved if one usesat least a
few (relativ ely) big randomly generatedS-boxes.

8 Conclusion

In this paper we point out an unexpectedproperty of Rijndael and Serpert: they
can be described as a systemof overde ned and sparsequadratic equationsover
GF (2). It was known from [23] that solving such systemsis easierif they are
overde ned, and the problem might even be subexponertial (conjectured) for
small "elds such as GF (2). It is therefore possiblethat the security of Rijndael
and Serpent would not grow exponertially with the number of rounds.

A direct application of the XL attack from Eurocrypt'00 is extremely inexcient.
Knowing that the equationsare not only overde ned, but also sparseand struc-
tured, we have introduced a new method called XSL. If the XSL attack works
aswell predicted, it might (marginally) break Serpert 256 bits. With equations
over GF(2) we do not get an excient attack for AES. However a di®eren version
of XSL combined with equations over GF(256) is expectedto give much better
results. In order to prevernt such attacks, we proposethat at least a few S-boxes
in a cipher should not be described by a small systemof overde ned multiv ariate
equations.
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A Direct MQ Attac k on Rijndael

It is interesting to know how to describe Rijndael asa systemof quadratic equa-
tions with a minimum number of variables and maximum number of equations.
We are in the secondattack scenariowith one or a few known plaintexts (see
Section4.1).

Al Minimizing the Num ber of Variables for Rijndael
For eath round i, we know that there are 4r ¢Ny quadratic equations between
the (Zj; 1j + Ki; 1) and the (Z; «). They are of the following form:
X X X X
0= ®jkZij1jZikt ®[Kij1jlZik+ i Zij+ i [Kijl+°
Exception is made for the “rst round, for which the Z being known, they are
of the form:
X X X
0= @®[KoilZ1j+ iZii+  Ci[Koil+ =
Finally, for the last round, the Xy, ¢ will be expressedas a sum of the known
ciphertext Zy, +1 k and [Ky, «], giving the equations of the form:
X X X
0= & Zn,1ilkKn, j1+ & [Kn,1illKn, 1+ iZN it
+ il il °i[Kn, i]l+ =

In all we will get4¢r ¢N, ¢N, quadratic equations over GF (2). The number of
variablesZ; j isonly 4s¢(N; j 1)Np.
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A.2 Using the Key Schedule

We have: Xis1 j = Zij ©[K;;] foralli=0:N,: 1)
In order to de ne what arethe [K ;] we needto choosea basisfor the K; ;. From
the key schedule[4] it is obvious that onemay take as"true key variables" all the
N variablesfrom the rst round, then all the rst columnsof eac consecutive
key states, and if Ny = 8, alsothe 5th columns. By inspection we seethat the
number of "true 1key variables" is:

Y
L. 32¢(Ny + d(N; ¢Np+ Npi Ng)=Nge) if N 6 8
K7 32¢(Ng+ d(N; ¢Np+ Npi Ne)=de) if N =8
For example,for 128-bit Rijndael with H, = 128we have L, = 32¢4+ 10) = 448.

Additional equations. We call "redundant true variables" all the Ly j Hy
additional variablesthat are determined by someinitial subsetof Hy unexpanded
variables.From the key schedulewe seethat for ead of theseL i Hk "redundant
true variables" we may write r = 23 (or 24) quadratic equations. Each of the
"redundant true" key state columnsis a XOR of one the previous columns, a
parallel application of 4 S-boxes to another column, and of a constart. Thus
theseequationsare 9<f the form: X

®j kK jlIKk 1+ 5 [Kijl+ °: ¥

The number of these equationsis:
, ¢|-k i Hk

s

A.3 Summary of the Equations and Concrete Applications

Theorem A.3.1 (Reduction Rijndael ! MQ). The problem of recover-
ing the secretkey of Rijndael given about one pair plaintext/ciphertext can be
written as an overde ned system of

m = 4¢r ¢Np ¢N, + r(Lx i Hk)=s

sparsequadratic equationswith the number of unknowns being:
n=4¢¢(N,j 1)Np+ Ly:

Concrete application to Rijndael: We will use fully quadratic equations
obtained in Section3.3. We have r = 39 and t = 137, howewer sincethis attack
will only require 1 or 2 known plaintexts, we may assumer = 40 (see Section
3.3).

2 Thus for the 128-bit Rijndael with 128-bit key, we can write the problem of
recovering the key as a system of 8000 quadratic equationswith 1600 variables.
2 For the 256-bit Rijndael with 256-bit key, we get a system of 22400quadratic
equationswith 4480variables.

In general,no excient algorithms are known to solve such big systemsof equa-
tions. In fact howewer, they are sparseand have regular structure, seeSection
5.2.In Section 6.2 we write quadratic equationsin a di®erent way, more suitable
for our the XSL attacks.
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A.4  Theoretical Consequences for Rijndael and AES

The above reduction hasalready somevery important consequencefor Rijndael
and AES. We consider the security of some generalizedversion of Rijndael in
which the number of rounds N, increasesand all the other parametersare xed.
On one hand, in all generalattacks previously known against such ciphers, for
examplein linear or di®erenial attacks, the security grows exponertially with
N, . There are also combinatorial attacks sud as square attack, but these will
simply not work if N, is sutciently large. On the other hand, we obsene that
the number of variables (and the number of equations)in the reduction is linear

in the number of rounds N,. Therefore, if the MQ problem is subexponertial,
which seemspossiblefrom the XL paper [23], to break Rijndael would also be
subexponertial 8, i.e. the security would not grow exponertially with the number
of rounds N, .

Remark 1: It isimportant to seethat the result would not be the sameif the
reduction were for example quadratic in N;. In this caseXL could be subexpo-
nertial, for examplein n' ™ but the Rijndael could still be fully exponertial, for
examplein (NN,

Remark 2: It seemsthat the sameremark will hold for any block cipher com-
posedwith rounds of xed type: obviously ead of them can always be written

as a set of quadratic equations. However, in this case,the size of the system
(even for oneround) will be sohugethat there will be no hope for any practical
attacks.

B A Toy Example for the "T°metho d"

This is a concreteworking examplefor the nal step of the XSL algorithm called
the "T%method". It can also be applied to the XL algorithm.

We have n = 5 variables, and thus T = 16 and T? = 10. We start with a
random systemthat hasexactly one solution, and with Free> T T%and with
2 exceedingequations, i.e. Free= T T%+ 2. Hereis a systemin which TCis
de ned with respectto x;:

X3X2 = X1X3 + X2

X3Xa = X1Xg + X1X5 + X5

X3X5 = X1Xs5+ Xg+ 1

XoX4 = X1X3+ X1X5+ 1

X2X5 = X1X3 + X1X2 + X3+ X4
§ X4X5 = X1X2+ X1X5+ Xo + 1

0= X1X3+ X1X4 + X1 + Xsg

1= X1X4+ X1X5+ X1 + X5

Here is the samesystemin which TCis de ned with respect to x»:

8 It also possible that XL is subexponertial only on average, and AES gives very
special systems.
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X1X5 = XoXg + XzXo+ Xo + 1
X3X5 = XoXg+ X3Xo+ Xo+ 1+ X4+ 1
X3X4 = XoXa+ X1+ 1
XgX5 = X1X2 + XoXg4 + X3Xo
0= X1X2 + XoX5+ X3Xp + Xo + X3+ X4
0= X2Xg _
We haverank = 8. Now multiply the two exceedingequationsof the rst version
of the systemby x1. M 0= x;x3+ Xx1X4 + X1 + X1Xs5
0= X1X4
We have rank = 10. We get two new linearly independert equations.
We rewrite these equations, using the secondsystem, only with terms that can
be multiplied by x,. Now we have 4 exceedingequations for the secondsystem
(two old and two ngw):
0= X1X2 + XpX5+ X3Xo + Xo + X3+ X4
0= XoX4
> 0= XpXg+ XzgXo+ X+ X+ 1
. 0= X3Xo+ X2+ X1+ X5
We multiply thesefour gquations by x».
0= X1X2 + XoX5 + XoX4 + X2
0= X2Xg
> 0= XpXg + X3X2 + X5Xo
T 0= X3Xp + Xp+ X1X2 + XoXs
We are not lucky, the secondequation is invariant by this transformation. Still
we get three new linearly independen equations. We have rank = 13.
We rewrite, using the “rst system, the three new equationswith terms that can
be multiplied by x](.
1

8 X1X3 = X3Xz2 + X2
% X1Xg4 = X3Xo + Xo + X1 + X5

= X1X5+ Xo + X3+ X4
1= X1Xo+ X1X3+ X1X5+ Xo + X3+ Xa
0= X3+ X4
Still rank = 13. Then we multiply the three new equationshby xi:
1= X1X5+ X1X2 + X1X3+ X1X4
1= X1X5+ X1Xa
0= X3+ X4
We have rank = 14. We get one more linearly independert equation. The two
other are redundant. Now we rewrite the "rst equation with terms that can be
multiplied by X:
0= X1Xp + XoXa + X3X2 + X1 + X2 + X5
We have still rank = 14. Then we multiply the new equation by X:
0= XoXg + X3X2 + XoX5 + Xo
We get another new linearly independent equation. We have rank = 15. The
rank is the maximum that can be achieved, there are 15 non-zero monomials
here,and rank = 16 can only be achieved for a systemthat is cortradictory .



