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Abstract. A commitment multiplic ation proof, CMP for short, allows a
player who is committed to secretss, s’ and s%°= s¢s®, to prove, without
revealing s; s° or s that indeed s°= ss’. CMP is an important building
block for secure general multi-part y computation as well as threshold
cryptography.

In the standard cryptographic model, a CMP is typically done interac-
tiv ely using zero-knowledge proto cols. In the random oracle model it can
be done non-interactiv ely by removing interaction using the Fiat-Shamir
heuristic. An alternativ e non-interactiv e solution in the distributed set-
ting, where at most a certain fraction of the veri ers are malicious, was
preserted in [1] for Pedersen'sdiscrete log based commitment scheme.
This CMP essetially consistsof a few invocations of Pedersen'sveri able
secret sharing scheme (VSS) and is securein the standard model.

In the rst part of this paper, we improve that CMP by arguing that
a building block used in its construction in fact already constitutes a
CMP. This not only leadsto a simplied exposition, but also saves on
the required number of invocations of Pedersen'sVSS. Next we show
how to construct non-interactiv e proofs of partial knowledge [8] in this
distributed setting. This allows for instance to prove non-interactiv ely
the knowledge of ~ out of m given secrets,without revealing which ones.
We also show how to construct excient non-interactiv e zero-knowledge
proofs for circuit satis abilit y in the distributed setting.

In the secondpart, we investigate generalizations to other homomorphic
commitment schemes, and show that on the negative side, Pedersen's
VSS cannot be generalizedto arbitrary (black-box) homomorphic com-
mitment schemes,while on the positive side, commitment schemesbased
on g-one-way-group-homomorphism [7], which cover wide range of cur-
rently used schemes, suzce.

1 Intro duction

Commitment schemesplay animportant role asa primitiv ein cryptographic pro-
tocols. Applications are found for instancein the construction of zero-knavledge
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proofs and argumerts, secure multi-part y computation and threshold crypto-

graphy. Using a commitment scheme, a player can commit to a secretvalue s

by publishing a commitment C, in such a way that the commitment C reveals
nothing about the secrets, i.e., the schemeis hiding. The player can later open

C to reveal s in a way veri able by ewveryoneelse,i.e., it is binding in the sense
that the player can't open C to any other value than s.

Many protocols using commitments require a player at somepoint to prove
certain relations among a set of committed values, without revealing thesecom-
mitted valuesin the process.Assuming that addition or multiplication of secret
valuesis well-de ned, a player committed to s; s®and s%will typically be required
to prove that s®°= s+ s®or that s?°= ss’. If the commitment scheme s ho-
momorphic, asis the casewith many known commitment schemes,the additive
relation is trivial to handle, even non-interactively. A commitment multiplica-
tion proof (CMP), i.e., a secureprotocol to handle the multiplicativ e relation, is
generally lesstrivial to design.

In the two-player setting, there exist excient interactive zero-knonledge pro-
tocols for all known homomaorphic schemes[7]. These protocols can be adapted
in a natural way to a distributed setting with n players and where up to t of
them are malicious, for instance by simply letting ead of the playersbe engaged
in a separaterun of the two-player protocol with the prover.

In [1] it is showvn how this approac can be substartially improved by tak-
ing advantage of the fact that suxciently many players are guaranteed to be
honest. Namely, it is shovn how to handle CMP in this distributed setting
non-interactively in the case of Pedersen'sdiscrete logarithm based commit-
ment scheme. This CMP essetially consists of a few PedersenVSS's and is
non-interactive (from the prover's point of view) in caseeweryone plays hon-
estly, while the prover might have to answer accusationsotherwise. We call this
non-interactive with accusing Moreover, it is totally non-interactive if t < n=3.

In the rst part of this paper, we improve that CMP by arguing that a
building block usedin its construction in fact already constitutes a CMP. This
not only leadsto a simpli ed exposition, but also saveson the required number
of invocations of Pedersen'sVSS. Next we shov a new technique to construct
non-interactive proofs of partial knowledgein this distributed setting, thereby
extending the results of [8] for the interactive two-player case.This allows for
instance to prove non-interactively the knowledge of * out of m given secrets,
without revealing which ones.As an application, it allows to make the proof of
correctnessof a ballot in the [10] voting schemenon-interactive without resorting
to random oracles.We also shov how to construct excient non-interactive zero-
knowledge proofs for circuit satis abilit y in the distributed setting.

In the second part, we investigate generalizationsto other homomorphic
commitment schemes,and shaw that on the negative side, Pedersen'sVSS can-
not be generalizedto arbitrary (black-box) homomorphic commitment schemes,
while on the positive side, commitment schemes based on g-one-way-group-
homomorphism [7], which cover wide range of currently used schemes,suzce.
Finally, we shov how this positive result leadsto error-free non-interactive zero-
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knowledge proofs of membership for non-trivial languagesin this distributed
setting.

We proceedby repeating the conceptsof commitment schemesand (veri -
able) secret sharing and by recalling the concrete schemesof Pedersenin the
following Section 2. In Section 3 we de ne (zero-knawledge) distributed-v eri er
proofs and we shaw that Pedersen'sVSS can be seenas sud a proof, and in
Section4 we presert the CMP protocol and the proof protocolsfor partial knowl-
edgeand for generalcircuit satis abilit y. Finally, in Section5, we investigate to
what extent the above protocols can be generalizedto other homomorphic com-
mitment schemes.

2 Preliminaries

2.1 Pedersen's Commitmen t Scheme

A commitment schemeof the kind we considerover a nite domain S is given
by a function family

comy :SE Rpe ! G

indexedby a public key pk, whereR ,« and Gy are nite sets.In a set-up phase,a
concretepublic key pk and thus function comy is xed in a prescribed manner.
By publishing a commitment C = comy(s;r) for a randomr 2 Ry, sud a
schemeallows a party, Alice, to commit herselfto a secrets 2 S, suc that the
commitment C revealsnothing about the secrets (hiding property) while on the
other hand Alice can open C to s by publishing (s;r) but only to s (binding
property).

If Sisa eld K (or, more generally aring), then such a commitment scheme
is called homomorphig if the following holds: For any commitments C and C°
and any number , 2 K, onecancompute commitments S and P such that being
able to open C and C°to valuess and s° respectively, allows to open S to the
sums+ sPand P to the product s.

A well known homomorphiccommitment schemeis the Pedersencommitment
scheme[5, 2,16], given by

comyn - FqE Fq! G
(s;r) 7! geh'

where g is a prime, G is a (multiplicativ e) group of order jGj = q in which com-
puting discrete logarithms is (assumedto be) hard, e.g.a subgroupof F;, and g
and h are randomly chosengeneratorsof G. This schemeis unconditionally hid-
ing and computationally binding, and it is homomorphic:If C = comg (s;r) and
C%= comy (s%r9 then C ¢C%= comyp(s+ s%r+r9 and C- = comyn(,s; ,r).

2.2 Pedersen's Veriable Secret Sharing Scheme

(for simplicity we set P; = i) by privately sendingto ead player P; a share s
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in such a way that, for a xed thresholdt, up to t players have no information
about the secrets (privacy) while t + 1 players (or more) are able to reconstruct
it (correctnesy. While secret sharing only guarartees security against curious
players that try to gather information they are not supposedto obtain but
otherwise behave honestly, its stronger versionveri able secret sharing[11], VSS
for short, is securein the following senseagainst up to t dishonestplayersand a
possibly dishonestdealer that behave in an arbitrary manner.

Privacy: In caseof an honestdealer,the information the dishonestplayersgain
during the distribution of the secrets givesno information about s.

Correctness: As soon asthe distribution is completed, there existsa xed value
s? such that every honest player will output s® as a result of the reconstruc-
tion, and if the dealeris honest, then s°= s.

The PedersenVSS scheme [16] is basedon Shamir's secret sharing scheme
[17] and Pedersen'scommitment scheme.

Proto col Shaegy;,

1. To sharea secrets 2 Fq, the dealer choosesa random polynomial fs(X) =
ag+ a1X + 111+ a X' 2 Fg[X] of degreeat most t with constart coextcient
ao = S, and he commits himself to this sharing polynomial f (X ) by broad-

Pi, the dealer computesthe share
si=fs(i)=s+aji+:ai' 2 Fy
and he opensthe corresponding commitment
Ci = Ag CA] ¢:1: Al
privately to P;, using the homomorphic property of the commitment scheme.

2. If P; doesnot acceptthe opening, then P; broadcastsan accusationagainst

the dealer.

To any accusationof a player P;, the dealerresponds by opening C; publicly.

4. If he fails to do this correctly then the sharing is rejected, otherwise it is
accepted.

w

After the execution of this protocol, assumedthat it has beenaccepted, every
player P; is committed to his shares; by the commitment C;, and he holds
the corresponding information to open it. Hence, the reconstruction works as
follows.

Proto col Reconstrucg:n

Every player P; publicly opensC; to s;. The sharess; that have beencor-
rectly openedare then taken to reconstruct the secretby interpolation.
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The pair (Shae; Reconstruc} is a VSSif (and only if) t < n=2. Privacy holds
unconditionally while correctnessholds under the assumption that computing
discrete logarithms is hard.

The scheme can be made completely non-interactive from the dealer's point of
view in caset < n=3 by replacing the steps 3. and 4. by

3." If the number of accusationsis larger than t, then the sharing is rejected,
otherwise it is accepted.

Namely, in this case,if the sharingis acceptedthen there are at leastt+ 1 honest
players that have not accusedthe dealerin step 2. and hencehave a consisten
sharing that allowsto reconstruct the secret(seealsothe proof of Proposition 1).

Remark. Consideran acceptedexecution of the sharing protocol. By correctness,
a secretvalue s®is xed that can later be reconstructed. Sincethe information

used by the players in the reconstruction originated with the dealer, we can
conclude that the dealer knows this secret. In fact, it is straight forward to

shaw, as we do later on, that the dealer not only knows s° but he also knows
how to open the commitment Ay usedin the sharing protocol (to s9).

3 Distributed Verier Proofs

3.1 Mo del and De nition

that he knows somewitnessw without revealingit. We assumean adversary that
can actively corrupt up to t of the n veri ers aswell asthe prover P, where we
consider both casest < n=2 and t < n=3. Some of the protocols require the
adversary to be computationally bounded, and we assumehim to be static,
meaning that he hasto corrupt the parties before the protocol execution. We
assumethat securepairwise channels as well as broadcast channels are either
provided by cryptographic means(in caseof a bounded adversary) or given as
primitiv es, though, for simplicity, alsoin the former casewe will treat them as
being perfectly secure.

Consider now two setsW and | and an ezciently veri able relation R p
W £ | . Given somepublic information | 2 |, the prover wants to corvince the
veri ers that he knows a witnessw 2 W with (w;1) 2 R.

De nition 1. A distributed veri er proof (of knowledge) for relation R is a

with a common input |, a private input w by P and a public output acceptor
reject, suchthat the following security properties hold, evenif up to t of the n
veri ers as well as the prover might be corrupted by the adversary.

Correctness:If P is honestand (w;1) 2 R, then the output will be accept

SoundnessThere existsa knowledgeextractor that can exciently computefrom
the joint view of the honest players a witness w® satisfying (W%1) 2 R,
assume that the output of the protocol is accept
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This soundnesscondition can come in three °avors: perfect, unconditional, or
computational. Meaning that the condition holds with prokability 1, with over-
whelming probkability, or under some computational assumption, resgectively.

A distributed veri er proof is called non-interactive, if the structure of the
protocol is as follows. The prover sendsto every veri er one messagea personal
partial proof, and then every veri er votesto either accept or reject the proof,
depending on whether he accepts or rejects his partial proof, and the outcome of
the protocol is acceptif and only if not more than t veri ers vote for rejection.
It is called non-interactive with accusing if it is non-interactive exept that
in casethere are some rejections, the prover must broadast the correspnding
partial proofs, and the outcome of the protocol is acceptif and only if none of
these publishel proofs is rejected.

Finally, it is called zero-knownledge if the adversary can simulate his view of
the protocol.

The above soundnesscondition highlights the power of the distributed veri er
setting in two ways: 1) The prover is not given to the knowledge extractor as
a rewindable black-box. Thus, no rewinding argumert is neededto prove the
soundnesf a protocol. 2) In caseof perfect soundnesdt assertsthat there is no
knowledge error. Hence, acceptanceof the proof always implies the knowledge
of a witness w. Of course, one can relax the de nition by allowing to rewind
the prover sothat it becomesseamlesswith the standard de nition of proof of
knowledge [4] with a single veri er.

Sudh a distributed veri er proof can also be seenas a proof of membership
where the prover provesthe existene of a withnessw with (w;1) 2 R and there-
fore that | belongsto the languageLg = fl j9w : (w;l1) 2 Rg. A proof
of membership for languagelL in this model can be de ned similarly, with the
corresponding correctnessand soundnessconditions as follows.

Correctness:If P is honestand x 2 L, then the output will be accept
Soundnessif the output of the protocol is accept then x 2 L.

Again, soundnesscan comein di®erert °avours. It is, howewver, important to
note that in a usual single veri er proof perfect soundnesscan be achieved only
for trivial languageswhile this is not true for distributed veri er proofs. This
will be addressedfurther in Section5.3.

Proofs of membership in a distributed setting have also beenintroduced in [3]
under the name of network zer-knowledge proofs.

3.2 Pedersen's VSS as a Distributed Verier Pro of

Let comyn 1 Fq£ Fq! G, (s;r) 7! g°h" be the Pedersencommitment scheme.
For a commitment C = comyn(s;r) let Proofgn(C) denote an execution of
Shaey;, with secrets, exceptthat in step 1. of the protocol, Ag = C is taken
ascommitment of ag = s. Then, Proofy., (C) is a zero-knowvledge proof that the
dealer can open the commitment C. More formally, for relation

Rgn = f((sir);C)jsir 2 Fg;C = comyn(sir)gu (Fg)* £ G
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we have

Prop osition 1. Protocol Proofg: is a perfectly soundzerm-knowledgedistributed-
veri er proof for relation Rg:n, non-interactive in caset < n=3 and non-interactive
with accusingin caset < n=2.

We stressthat we have soundnessand zero-knowledge independert of the
quality of the commitment scheme comyy,. In fact, this holds even in casethe
discretelogarithm log, h is known and hencethe binding property doesnot hold
at all.

Proof of Proposition 1: Since,to any possibleaccusation,the honestprover only
broadcastscorrect information, the proof will be accepted.It remainsto shov
soundnessand zero-knawledge.

Soundness: Assumethat the proof has beenaccepted,and let A be the set of
honest players, respectively, in caseof t < n=3, the set of honest players who
have not accusedthe dealer. In any case,jAj, t+ 1 (and we assumewithout

commitment C; to, say, s?. I!,et ,1,.:1;, t+1 bethe reconstruction coexcients for
the playersin A. That is, f:i .iSi = s for correctly compulged sharess; of s,
which meansthat 71 i ., a&i¥ = s = ap and hence 11 (,ii%) = %o

(where; = 1if i = j and O otherwise). Becauseof the homomorphic property
ej the commitmerFt; scheme, the players of A can open the commitment C° =

i citos?= IS However, as
A !
0 LASSUN S Y P
co= = A = Atz ag=cC )
i=1 i=1 k=0 k=0

it follows that they can open C (to s9.
Zero-knowledge: Let A be the set of corrupted players. We assumewithout

So = S = Bo, for every k 2 f0;:::;tg there eﬁst coeicien§§ 1k0'P'::;1kt sud

that a = Pjt:O LS, which meansthat s; = |, ai* =" |, [, tksi¥

and hence |, 14jik = % .

Given the commitment C for s, the playersin A can simulate their view of

the protocol as follows. For every P; 2 A they chooses; 2 Fy at random and

complée a (random) commitment C; for s;, and for k = 0;:::;t they compute
t 1

Ac= "5 G I where Cy = C, such that Ag = C and for everyi 2 A
O 1 ik
ik Yt Yt 1, Y{ P (1 'ik)
Ap = @ cHYA = ¢ =g )
k=0 k=0 j=0 j=0

mernts of independertly random values. t
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4 Qur Technical Contributions

4.1 An Impro ved Commitmen t Multiplication Pro of

Consider again Pedersen'scommitment scheme comyn(s;r) = g°h", and let
C%2 G be an arbitrary commitment. Then the commitment scheme

comeon (s%17) = (COSh™" = C® ¢comyn (0;r°)
with basisC® h inherits the following properties.

Lemma 1.

1. Being ableto open (wrt. comy:,) C%and C%to valuess® and s respctively,
allows to open C%®wrt. comcoy, to a value s satisfying ss® = s% and being
ableto open C%to 0 wrt. comy, allowsto open C%to 0 wrt. comcoy, .

2. The schemeconcoy, is as hiding and binding as comy;,, assumedthat co
cannot be openedto O wrt. comy,.

Proof. 1. Lets;s%s%r%r%satisfy CO= comy: (s%r9, C®= comy, (sr% and
ss?= s% Then, for r® = r%; sr®we have comy, (s® ss%r®) = C%¢CO ®
and hencecomco (s;r%) = C® ¢comy (0;r*) = C This alsoholdsif s= 0
and thus s%= 0, in which caser® = r®

2. First, for r® 2 Fy chosenat random, comcoy (s°;r) is clearly a random
elemen of G, independert of s”. Furthermore, knowing s* 6 s” and r”
and ¥ sudc that comcop (S7;r®) = comeon (875 F7), i.e. C‘ﬁud:con"g;h(o; r) =
C‘f’ucl:conb;h (0; ¥°), allows to open the commitment C°to zero, namely C°=
comgn (05 (r® i F)=(s"i s°)). u

This givesrise to the following CMP, which allows the prover to prove that he
can open commitments C, C°%and C%to valuess, s® and s%= ss’ respectively.
Note that the 4 stepscan be executedin parallel.

Proto col Mult Proofg: (C; C%C%

1. The prover executesProofg:, (C).

2. The prover executesProofco (C% using the samesharing polynomial fs(X)
asin the above step (but new independert commitments wrt. comco., ).

3. Every player veri es whether his sharesfrom step 1. and 2. coincide and
accuseshe dealerif it doesnot hold. In caset < n=2 (but not t < n=3) the
dealer responds by opening the two corresponding commitments in public.

4. The prover executesProofg., (C%.

This protocol also appearedin [1]. Howewer, the security proof given there did
not cover the casewhere the prover can open C°to s® = 0, and therefore the
protocol was extendedto \also deal with the cases®= 0" by essetially adding
another PedersenVSS sharing. Our analysis shaws that this is super°uous, and
that the protocol asit standsis securealsoin cases®= 0. Furthermore, we shov
that the cases = 0 is somewhatspecial. Namely, we show that if the prover can
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openthe commitment C to s = 0, then he can executethe protocol even without
being ableto open C° aslong as he can open C%to s%°= 0. This of coursealso
guaranteesthat s%= ss (no matter what sis), but, aswe will seein the next
section, it also opensthe door for new constructions in this setting like proofs
of partial knowledge.

Theorem 1. The akove protocol Mult Proofq:n (C; C% C% is a perfectly sound
zemw-knowledge distributed veri er proof, non-interactive in caset < n=3 and
non-interactive with accusing in caset < n=2, that the prover can open C, C°
and C%as valuess, s® and s%°= ss° or that he can open both C and C%®as 0.

Proof. Correctness:Follows from point 1. of Lemma 1 and the correctnessof the
protocol Proofg.

Soundness:According to Proposition 1, from the information received during

Step 1., the honest players can compute s and r with C = comgy (s;r). Also,
from the information received during Step 2., the honest players can compute
the sames and somer® with C%= comcon (s;r®) = C® ¢comy (0; 7). Finally,
from the information received during Step 3., the honest players can compute
s%nd r®with C%= comy., (s®r%. It now follows that either s = 0 and hence
C%= comy (0;r"), which meansthat the honest players can open C%to zero,
or that CO= C% gcomy (0;r%)1 25 = comy (X2 ccomyy (0;r7)! 1= =

comy:n (s°Es;(r% r®)=s), which meansthat the honest players can open C° to
s0= s%s

Zero-Knowledge: The adversary can simulate his view of the protocol by simulat-

ing independertly the protocols Proofy:, (C), Proofcon(C% and Proofy:n (C%,

asdescribedin the proof of Proposition 1, exa@ptthat he choosesthe sameshares
for the simulation of Proofq:, (C) and of Proofco.p, (C%. t

4.2 Pro ofs or Partial Kno wledge

In [8], an excient solution was preserted to construct proofs of partial knowl-
edge in the two-players setting. Such a proof of partial knowledge allows for
instance to prove the knowledge of (at least) = out of m given secretswithout
revealing which ~ secrets. We will now presen correspnding non-interactive
protocolsin the distributed-v eri er setting. While the proof protocols of [8] rely
on conceptslike the dual accessstructure and the simulation of protocols, our
distributed veri er proof protocols are basedon the fact that the CMP proto-
col Mult Proofq:n (C; C% C% can be executed by the prover even if he does not
know s (as long ass = s%°= 0).

Let rst Cy and C; be two public Pedersencommitments and let the prover
be able to open C,, to sa sy, where either w = 0 orw = 1.

Proto col OR-Proofg:nh (Co; Cy1)
The prover setsh, = 1 and by, w = O aswell asd,, = sy anddy; = 0, and
he commits to by, by, dy and d; by By, B1, Dg and D, respectively. Then,
he opensB = B( ¢B; ashy + by = 1 and executesMult Proofy.:h (Bo; Co; Do)
and Mult Proofgh (B1; C1; D1).
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According to Theorem 1, the prover canexecuteMult Proofg:, (B1; w; C1j wiD1j w)
even without being able to open C4; , aslong as he canopenBj; w and Dy; w
to zero. On the other hand, if he cannot open By, to zero, which must be
the casefor at least one of By and B; as he can open B = Bg ¢B; to 1,
Mult Proofg:h (Bw; Cw;Dw) provesthat he can open Cy.

This can easily be generalizedto "-out-of-m proofs, which, given m commit-

For i = 1;:::;m, the prover setsly = 1 and d; = s; if he can open C;
(to sj)) and b = di = 0 otherwise, and he commits to b and d; by B;
and Dj, respectively. He provesthat indeedb 2 f0;1g, i.e. (1 b) = O,
by executing Mult Proofy (Bi; E=B;;0), where E = comyy(1;0) = g and
O = comyh (0; 0) = 1aredefault commitments for 1 and zero,respectively, he

The following is a somewhatmore excient solution where no proof of something
likel 2 f0;1gis needed.Consider Shamir's “-out-of m secretsharing scheme.As
we have already usedin the proof of Proposition 1,for A u f1;:: pmMg with jAj |
*, there exist reconstruction coetcients | »; , i 2 A, sudh that = ;,,(, a; i) =
4. Basedon this fact, we have the following enhancedprotocol that allows the
prover to prove that he can open the commitments C; with i 2 A for a subset

aﬁd di1;:::;dm, respectively. For k = 0;:::;", he opensthe commitment
M Bi“ as#, and he executesMult Proofy (Bi; Ci;D;) fori = 1;:::;m

Soundnessof the above protocol relies on the binding property of the Pedersen
commitment scheme (henceit allows small error probability).

It is not hard to seethat this protocol can be generalizedto any linear secret
sharing stheme, not necessarilya threshold scheme. Hence, given an arbitrary
linear secretsharing scheme over Fq for m players with an accessstructure j ,
we have the following

Theorem 2. Under the DL-assumption, there exists a computationally sound
zemw-knowledge distributed-veri er proof, non-interactive in caset < n=3 and
non-interactive with accusingin caset < n=2, that the prover can open a subset
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4.3 General Circuit Evaluation Pro ofs
Let Cbe a binary circuit consisting of NAND gates.

Theorem 3. Under the DL-assumption, there exists a computationally sound
zemw-knowledge distributed-veri er proof, non-interactive in caset < n=3 and
non-interactive with accusingin caset < n=2, that the prover knowsa satisfying
input to the circuit C.

prove knowledgeof b, the prover generatesa commitment B; for every input bit
b and provesthat by 2 f0;1g by executing Mult Proofgn (Bi; E=B;; O). Induc-
tively, for every NAND gate with input bits by and b to which he has already
computed corresponding commitments B, and B, , respectively, the prover com-
putes a commitment B, for the output bit b, = b NAND b and proves
its correctnessby executing Mult Proofg.n (B; Br; E=Boyt ). Finally, he opensthe
commitment B of the result bit b= C(by;:::;hy) as 1. t

Another way to acdhieve this result is by combining the techniquesfrom [6] based
on proofs of partial knowledgewith the protocols from the above section.

Clearly, if the circuit Cis an arithmetic circuit over the eld Fq, then there
exists an even simpler proof protocol.

5 Arbitrary Homomorphic Commitmen ts

In this section, we investigate to what extent the Pedersen'sVSS scheme and
the above results can be generalizedwith regard to other homomorphic com-
mitment schemes.Clearly, by the description in Section2.2, the Pedersen'sVSS
scheme, consisting of the protocols Shae and Reconstruct can be executedwith
an arbitrary homomorphic commitment schemereplacing the Pedersenscheme.
However, it is not so clear whether this results in a secure VSS scheme. And
indeed, we will show that the security cannot be proven for an arbitrary (black-
box) homomorphic commitment scheme. This does not necessarilyimply that
there exists a securecommitment scheme under which the Pedersen-lile VSS
is insecure; howewer, it meansthat in order to result in a securePedersen-lile
VSS, a homomorphic commitment schememust inherit someadditional proper-
ties. On the other hand, to relax the impact of this negative result, we presert
suzxcient conditions for a homomorphic commitment schemethat guarartee the
security of the corresponding Pedersen-lile VSS and the resulting distributed-
veri er proofs. We then show that these conditions are satis ed by so called
g-one-way-group-homomorphism based schemes|[7], which cover all currently
known homomorphic commitment schemeswith "nite domain. Finally, we show
how this positive result leadsto error-free non-interactive zero-knavedge proofs
of membership.
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5.1 The Imp ossibilit y Result

Recall that a commitment schemeover a eld K is called homomorphic if, given
two commitments C and C%and a "eld elemer , 2 K, one can compute com-
mitments S and P sud that being able to open C and C°to valuess and s°,
respectively, allows to open S to s+ s®and P to ,s. We will denote these map-
pings (C;C9 7! Sand (,; C) 7! P by \?" and \+", respectively, i.e. we write
S=C?C%andP =, +C. The following theorem states that the PedersenVSS
stheme described in Section 2.2 cannot be generalisedto a homomorphic com-
mitment scheme com, that is given as a black-lox and where only the security
requiremerts and the homomorphic property are guaranteed. The idea is that

with respect to someunconditionally-hiding homomorphic commitment scheme,

the secretand the sharing coetcients, computed in someway suc that he is
not able to open (all of) them, but newverthelesshe can open the correspond-

Ci = C ?(iA7) ?::: 2 (i'#A,), to a setof inconsistert shares(though he cannot
open C;). Since we do not require the dealerto be able to open A;, and the
homomorphic property doesnot require anything like i 1+(, +C) = C (ascan
be obsened for existing stchemes,seeSection 5.2), the existenceof such a com-
mitment A; doesnot a priori contradict the security of the commitment scheme,
if it is unconditionally hiding and hencea statement like\ A; contains 1" does
not make sense.We will now show that also a posteriori, this doesnot corntra-
dict the security (or the homomorphic property) of the commitment scheme by
preseriing an oracle with respect to which there exists a securehomomorphic
commitment scheme, however the corresponding Pedersen-lile VSS is insecure.

Theorem 4. LetK bea eld of size 2X, wher k is a security parameter. There
exists an oracle O relative to which there exists a secure homomorphic commit-
ment schemecomp : K £ K | K suchthat the resulting Pedersen-like VSS,
consisting of Shaey and Reconstrucy, is insecure.

The oracle O in mind has history tapesH, M and A, which are all empty
at the beginning, and one can make commit-, multiply-, add- and cheat-queries
to which O answers as follows:

commit-query: input s;r 2 K, output C = comp (s;r) 2 K
If there exists C 2 K sud that (s;r;C) 2 H, then O returns C. Else,
O choosesa random C 2 K, writes (s;r;C) to the history tape H and
returns C.

multiply-query: input ,; C 2 K, output C%°= multiply,(,; C) 2 K
If there exists C°2 K such that (,; C;C%9 2 M, then O returns C° Else,
if there exists s;r 2 K suc that (s;r;C) 2 H, then O computes C° =
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comp (,s; .r ), while otherwise it choosesC®2 K at random, and it writes
(,; C;C9 to the history tape M and returns C°.

add-query: input C;C°2 K, output C%= addy,(C;C9 2 K
If there exists C%°2 K sud that (C;C%C% 2 A, then O returns C Else, if
there exist s;r;s%r%2 K sud that (s;r;C);(s%r%C) 2 H, then O computes
C%= comp (s+ s%r + r9, while otherwiseit choosesC®2 K at random, and
it writes (C;C%C% to the history tape A and returns C%

n, he writes (i; C; C(") to the history tape M . Fori = 2to nj 1, he writes
(i; r;c) to the history tape H, and he writes (n + 1;r(™;C(M) to the

This oracle givesindeedrise to a homomorphic commitment schemecomg :
K £ K I K.Namely, asindicated by the notation, for s;r 2 K, the commitment
comp (s;r) is the answer of the oracle O to a commit-query with input s and
r, and the multiply- and add-queriesprovide the homomorphic property. E.g.
being able to open C to s, i.e. knowing r suc that (s;r;C) 2 H, allows to
open , +C = multiply,(,; C), the answer C°to a multiply-query with input
. and C, to the value ,s, since after the query (,s; ,r ;C% 2 H and hence
como(,s; .r) = CO Furthermore, the cheat-query allows the dealer (together
with a corrupted rst player P;) to misbehave as described in the beginning of
this section to distribute an inconsistert sharing among the remaining players

secrets, generatedwith whatever query, is a random number in K, independen
of anything else,and hencethe schemeis hiding. Becauseof the samereason,
C 6 COfor every pair (s;r;C);(s%r%C9 of entries of H, except with small
probability, and hencethe schemeis binding.

It is not hard to seefrom the above construction that with respect to this
homomorphic commitment schemecomg, Proposition 1 and similarly Theorem 1
to 3 do not hold.

5.2 Generalization to g-OW GH-based Commitmen ts

Inspecting for instance the proof of Proposition 1, which is essetially identical
to a security proof of Pedersen'sVSS stheme,oneimmediately seeghat we made
extensive use of the fact that for Pedersen'scommitment schemethe operation
\?" is a group operation \ ¢, and that \+", given by exponertiation, ful'ls
Cec) =c ec®: c*=c e’ and C°='c

which may not hold for other homomorphic schemes.In fact, with respect to the
schemeslisted in the appendix, this holds only for Pedersen's.For instance, if C
is a commitment with respectto the QR-basedcommitment schemecom(s;r) =
tsr2 over F, = £0;1g (x denotesthe residueclassof x modulo q hereafter), then
in general clect = cec = c26 1= cb= cl On the other hand,
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it is not hard to seethat these were the sole conditions needed (besidesthe
homomorphic property), not only for the proof of Proposition 1, but also for
all results from the Sections 4. Hence, the above properties give a suzcient
condition for a homomorphic commitment scheme in order to generalize the
security of Pedersen'sVSS scheme as well as our results to this commitment
stheme. And, as a matter of fact, even somewealker condition suxces (which,
by the way, are ful lled by the above QR-basedscdeme,aswill be shown):

It should be feasibleto open the commitments

(CecY =(C &c®); C*°=(C ) and C-"=c " (@)

0

to zero for any commitments C; C° and numters ; , % knowing only C, C°,

and ,°

B

Indeed, considerfor instance (1) in the proof of Proposition 1. Even though it
might bethat C°6 C, it is guararteed by theseproperties that the commitment
C=C? can be openedto zero knowing only C and C° and hencebeing able to
open CO(to s alsoallowsto openC = (C=C9dCO(to s9. This kind of reasoning
allows to generalizeall the previous proofs, and hencewe have

Prop osition 2. The security of Pedersers VSS schemeaswell as Proposition 1
and Theorem 1 to 3 hold for every homomorphic commitment schemesatisfying
the alove condition (3).

We will now shaw that all g-one-way-group-homomorphism based commit-
ment schemes,which corntain all sofar known homomorphic schemeswith "nite
domain, ful'T this condition (3). We start by recalling the conceptof g-one-way-
group-homomorphism. Let g be a prime number. Loosely speaking, a g-one-
way-gioup-homomorphism g-OWGH for short, is a homomorphismf : H! G
among two nite Abelian groups H and G, sud that f is one-way, but, for a
randomly choseny 2 G, it is feasibleto compute v 2 H with f(v) = y9. For
formal de nitions we refer to [7], where this conceptwas intro duced.

Sudch a g-OWGH inducesin a genericway a computationally binding com-
mitment schemeover the eld Fy. Namely the scheme

comys :FqE H! G; (s;r) 7! g°f (1)

where g is randomly chosenfrom im(f) p G and g¢° is de ned as g% with &2

If agOWGH f : H ! G is unconditionally binding [7], meaning that there
existst 2 G sud that t has order g modulo im(f) and t'f (r) and ti f (s) are
computationally indistinguishable for all i andj and for randomly (and indepen-
dertly) chosenr ands, thenf alsoinducesa computationally hiding commitment
schemeover Fy. Namely,

comys (FqE H! G; (s;r) 7! t5f (r)

for such a particular t 2 G.
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For the security proof of these commitments, we refer to [7].
An important property of these commitment schemesis that they are ho-
momorphic. Indeed, if C = com(s;r) = g°f (r) and C°= com(s®r) = ¢°f (r9

and , 2 Fq, we have, writing s = & s°= &, s + s°= &%and , = ~ with

C:Co= (g% (1) g¥T (1) = g ¥F (r+r9) = g & Crard = g (kv+r+19)
wherev 2 H is computed such that f (v) = ¢d.

Lemma 2. For any g-OWGH basa commitment scheme,any commitments C
and C°and numters ; , °2 Fq, the commitments

i ¢
(C¢cY =(C €®); c* = @) and C-’'='C -
can be openal to zew knowingonly C, C% | and ,°

Proof. Clearly, (C ¢C9- = (C- ¢C®%) and thus (C ¢C9.-=(C- ¢C®) = 1
comy; (0;0). Furthermore, if | = 7, = 0and 0= "wijh ;0 %

1 s

N

C "H(C)-"= € = K= £ (j kv) = comyy (05 kv)

wherev 2 H is computeodsuch tfgat f (v) = CY. And of course,the sameargument
can be appliedto C-*- =C- C- . t

It now follows from Proposition 2

Theorem 5. The security of Pedersers VSS schemeas well as Proposition 1
and Theorems 1 to 3 hold for every g-OWGH basedl commitment scheme.

Note that Shamir's secret sharing sdheme does not work over Fq if g - n.
Hence,in this case,Pedersen’'sVSS and the resulting proof protocols have to be
basedon a di®erert linear secretsharing scheme.However, it is straight forward
to verify that replacing Shamir's secret sharing schemein Pedersen'sVSS and
the resulting proof protocols by an arbitrary linear secret sharing scheme [14]
does not a®ectany of the results. This also allows to generalizethe results to
arbitrary (not necessarilythreshold) adversary structures [13].

5.3 On Pro ofs of Mem bership

In this last section, we shaw that in the distributed-veri er setting there exist
error-free non-interactive zero-knavledge proofs of membership for non-trivial
languages,which is well known not to exist in the usual single-veri er setting.
Recall the protocol Proof from Section 3.2, but now basedon an arbitrary
g-OWGH basedcommitment sdhemecom: Fq£ H ! G. It allows the dealerto
prove that he can open a given commitment C to somevalue. Assumenow that
he wants to prove that he can open C to a concretegiven value s, e.g.s = 0.
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This can be done simply by executing the protocol Proof as given, except that
the dealer usesthe default sharing polynomial f(X) = s (instead of a random
one), such that every sharecoincideswith s (and if this is not the casefor some
player then he accusesthe dealer). We denote this modied protocol by Proof®.
It can be shawvn similarly to the proof of Proposition 1 that this indeed proves
that the dealercan open C to s, or, in terms of proofs of membership, that C is
a commitment of s:

Prop osition 3. Protocol Proof®is a perfectly sound zero-knowledgedistributed-
veri er proof that C is in fcom(s;r) jr 2 Hg p G, non-interactive in case
t < n=3 and non-interactive with accusingin caset < n=2.

Using unconditionally binding commitment schemeslike the QR- or the DCR-
basedonesdescribed in the appendix, this results in error-free non-interactive
proofsfor non-trivial subgroupmembership problems:The former allowsto prove
that a given number is a quadratic residue modulo an RSA modulus n, and the
latter that a given number is an n-th power modulo n?, simply by proving that
the number is a commitment of s = 0.

In fact, one can construct provesfor arbitrary subgroup membership prob-
lems (even if they do not result from homomorphic commitments), i.e., proves
that allow to prove that a group elemert C 2 G belongsto a subgroup G°% G,
aslong as for every C 2 GO there exists a corresponding witness w in a group
H sud that the mapping' : H ! G°% w 7! C is a group homomorphism.

Namely, by executing Proof usingcom=" :H £ ; | G%as\commitment": The
dealer choosesrandom witnessesay;:::;a 2 H, publishesthe corresponding
subgroup elemenrts Ay = ' (a) 2 G% k = 1;:::;t, and sendsthe witness for
Ci=¢C ¢A‘1 ¢::: ¢A{t 2 GO privately to player P;, i = 1;:::;n. For instance, this

way one can prove that a triple (u;v;w) 2 G2 is a Dite-Hellman triple with
respectto g, i.e. that (u;w) 2 f(g?;v?)ja 2 Fqg %2 G£ G. Note, in this example,
"iFg! G2 a7l (g3;vA).

If the order of the group H is not known, then Shamir's secretsharing scheme
can be replacedby a black box secretsharing scheme[9].
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Examples of g-OW GH Based Commitmen ts

Based on the DL-problem:

Let p be prime and G = hhi a subgroup of Z7 with prime order g. Then the
exponertiation function f : Zg; 1! G, x 7! h* is (a candidate for) a g-OWGH.
Indeed, giveny 2 G, v=0fulls f(v) = 1= y4.

The resulting commitment schemeis the Pedersencommitment schemewe were
consideringin the “rst part.
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Based on the RSA-problem:

The RSA function f : Z7 ! Z;, x 7! x9 for a prime exponert g is (a candidate
for) a OWGH. Giveny 2 Z7, v =y fulls f(v) = yA.

The resulting commitment schemeis comy;s (s;r) = g°r9.

Based on factoring and on the QR-problem:

Squaring modulo an RSA modulus n, f :Z2 1 Z%, x 7! x? is (a candidate for)
an unconditionally binding 2-OWGH. Giveny 2 Z2, v =y fulls f (v) = y? and
any quadratic non-residuet 2 Z; with Jacolby symbol +1 ful'ls the requiremerts
for the unconditionally binding property, assumedthat the QR-problem is hard.
The resulting computationally binding commitment scheme is comy; (s;r) =
g°r? for a random quadratic residueg and the resulting computationally hiding
schemeis comy (s;r) = tr2 for a quadratic non-residuet with Jacoby symbol
+1, both occurring in [2].

Based on computing n-th roots mod n? and on the DCR assumption:
The function f :Z7, ! Z7,, x 7! x" for an RSA modulus n is (a candidate for)
an unconditionally binding n-OWGH. Giveny 2 Z7,, v = y fulls f(v) = y"
ande.g.t = n+ 12 Z?, fulls the requiremerts for the unconditionally binding
property, basedon the decisionalcomposite residuosity (DCR) assumption[15].
The resulting computationally binding commitment scheme is comy; (s;r) =
g°r" for arandom n-th power g and the resulting computationally hiding scheme
iscomy (s;r) = t°r" fore.g.t = n+ 12 Z,, i.e. the Paillier encryption function
[15].

Note that eventhough n is not a prime, it can be treated in this context asone,
asit is (assumedto be) hard to "'nd non-trivial divisors.



