Bounds for Robust Metering Schemes and Their
Relationship with AZ2-code

Wakaha Ogata® and Kaoru Kurosawa?

! Tokyo Institute of Technology, 2-12-1 O-okayama, Meguro-ku, Tokyo 152-8552,
Japan
2 |baraki University, 4-12-1 Nakanarusawa, Hitachi, Ibaraki, 316-8511,Japan

Abstract. A metering scheme allows a correct counting on the number
of hits that a Web site received during a certain period. In this paper,
we rst derive tight lower bounds on the communication complexity jVij
(i = 1;:::;n) and the size of server's secretsjEsj for robust and perfect
(k; n)-metering schemes. We next show an almost equivalence between
(k; n)-metering schemesand k-multiple-use AZ2-codes. Finally, by using
this equivalence, we derive lower bounds on jV;j and jEsj for robust (but
not necessarily perfect) (k;n)-metering schemes.

1 Intro duction

A (k; n)-metering schemeallows a correct counting on the number of hits that a
Web site received during a certain period. That is, a Web sener S cancomputea
proof if and only if k or more clients visited S during a certain period. Naor and
Pinkas proposedthe rst cryptographically secure(k;n)-metering scheme [1].
Ogata and Kurosawa shaved that their schemeis not as secureasthey claimed
and preseried a more securescheme[2].

More speci cally, there exist four kinds of participants, a Web sener S, n

(We considerthat n clients are monitors and the outside eneny is not.) We then
require the following three kinds of security.

Securit y against servers A maliciousWebsener S tries to forgea proof from
only kj 1 or lessshares(authenticators) of clients and to cheat A. HenceS
should not be able to in°ate her hit courts. (There appearsto be no way to
detect whether S is de°ating her hit courts.)

Securit y against clients Malicious clients try to forge an illegal share which
would be acceptedby S, but would not allow S to compute the correct proof .
HenceS must be able to detect illegal sharesforged by clients.

Securit y against outside enemy An outside eneny E tries to forge a (legal
or illegal) share which would be acceptedby S. If it is legal, it causesa
courting error becausehe is not a monitor. If it isillegal, it doesnot allow S
to compute the correct proof. HenceS must be able to detect a shareforged
by E.
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We sgy that a (k; n)-metering schemeis

{ robustif it satis es all the three security requiremerts.
{ non-robustif it satis es only the security against seners.

We further say that a (k; n)-metering schemeis perfect if S gainsno information
on proof from any kj 1 or lessshares.(It is interesting that the metering schemes
proposedsofar are all perfect.)

For non-robust and perfect metering schemes,a lower bound on the commu-

and by Masucci and Stinson [3], where V; is a set of possiblevaluesv; which is
sert by client G to S when G hasaccesdo S. (They considereda more general
model than ours sud that there are multiple Web seners and there exists a
ramp structure among clients.)

However, non-robust metering schemesare not practical. We cannot assume
that clients are all honest. We cannot assumethat there is no outside eneny,
either.

In this paper, we derive lower bounds on the communication complexity jVij
(i = 1;:::;n) and the size of sener's secretsjEgj for robust (k; n)-metering
schemes.

We rst derive lower boundson jVij and jEsj for "p erfect and robust" (k; n)-
metering schemesby using counting argumerts. We also preseri a slightly mod-
i ed versionof the Ogata-Kurosawa scheme[2] and prove that it satis es all the
equalities of our bounds. This meansthat our boundsare all tight.

We next shaw an almost equivalencebetweenrobust (k; n)-metering schemes
and k-multiple-use A?-codes such that we can always construct a k-multiple-
use A2-code from a (k; n)-metering scheme, and in some cases,we can do the
reverse.By using this equivalence,we derive lower bounds on jV;j and jEgj for
robust (but not necessarilyperfect) (k; n)-metering schemes.This equivalenceis
of independert interest becauseno relationship has beenknown betweenthem
sofar.

Lower bound on jV;j|Lower bound on jEsj
Non-robust and perfect [4,3] Meaningles$
Robust and perfect This paper This paper
Robust This paper This paper

(For o, seethe last paragraph of Sec.2.5.)

2 Preliminaries

2.1 Mo del of Metering Schemes
A (k; n)-metering scheme consistsof three phases.

Initialization ~ Phase: An audit agencyA rst generatesa proof, a secretkey
es of the Web sener S and a sharev; of client G fori = 1;:::;n. A then
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Comm unication Phase: If G wants to seethe Web pageof S, he sendsv; to
S. S accepts(i; v;) i® eg(i; vi) = 1.

Pro of Computing Phase: If k or more clients visited S during a certain pe-
riod, then S can compute the proof from the k sharesshereceiwed.

Let Proof;Eg and V; be setsof possiblevaluesof the proof, sener's key and
G's share. It is desirablethat jEsj and jVjj are small. Let P‘i’oof;l?S and ¥, be
the random variables distributed on Proof;Es and V.

(k; n)-metering schemesmust satisfy the security against malicious serers,
the security against malicious clients and the security against outside enemies.
Thesesecurity are de ned in the following subsections.

2.2 Securit y against Malicious Servers

A (k;n)-metering scheme must be secureat least against malicious seners. A
malicious serwer tries to forge a proof from only k j 1 sharesof clients. Hence
S should not be able to in°ate her hit counts. (There appearsto be no way to
detect whether S is de°ating her hit courts.)

Formally, a malicious S corrupts somek j 1clients G,;:::;G,, , adaptively
and then obtains their kj 1 shares.S next forgesa proof ° hoping that proof° =
proof. The cheating probability of this attack is de ned by

Pg max ma>f<0Pr(P‘FJoof = proof9):

It is required that Ps is negligible in any metering scheme.

2.3 Perfect Metering Scheme

We say that a metering scheme is perfect if S gains no information on proof
from any k i 1 shares.Note that this is a stronger notion of security against
sener's attack than saying only that Ps is negligible.

De nition 1. We say that a (k; n)-metering schemeis perfect if

Pr(Poof = proof j Es = e;%h, = v ¥,

= Vi, 1) = Pr(Pfoof = proof)
)

It is interesting that the metering schemesproposedso far are all perfect.

2.4 Robust Metering Scheme

We say that a metering schemeis robust if it is secureagainst malicious clients
and outside enemiesas well as malicious serers.

Malicious clients try to forge an illegal sharewhich would be acceptedby S,
but would not allow S to compute the correct proof . An outside eneny tries to
forge a (legal or illegal) share which would be acceptedby S. If it is legal, it
causesa courting error becausehe is not a monitor. If it is illegal, it does not
allow S to compute the correct proof.
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Clien ts' attac k: Some(evenall) clients collude and make a forgedsharev? 6 v;
for someclient G. This attack will prevent S from computing the proof even
if k or more clients visited S. (For example,oneillegal shareand kj 1 honest
sharesyield an illegal proof that is rejected by A.) The cheating probability
is de ned by

4

Pc max max max Pr(S accepts(i; V9 j vi;:::; v, are given):
Vv I

V15V V08 v;

Outside enemy's attac k: An outside eneny is interestedin his attack before
S computes a proof. Therefore, it must sendthe forged shareto S before
S receivesk shares.In other words, the outside eneny can obsene at most
ki 1sharessert by clients before computing a forged share. To summarize,
the outside eneny makes a forged share v for someclient G by observing
| < k sharesof the other clients. The cheating probability of this attack is
de ned by

4 . .
Pe = max max max max  Pr(S accepts(i; V% j E obsenesv;, ;:::;
0- I<k ig;uniy Vig unviy i62fiq;usigvo

A metering schemeis called robust if Pc and Pg are negligible.

2.5 Bounds for Non-robust Metering Scheme

A lower bound on the size of jV;j for non-robust and perfect metering schemes
was shown by De Bonis, B. Masucci [4] and by Masucci and Stinson [3]. They
considereda more generalmodel than ours such that there are multiple serners.

Prop osition 1. [3, Corollary 3.9] In a non-robust and perfect (k; n)-metering
schemefor multi servers,
log,jVii, H(%), sH(Pfoof)

B

where s is the numkber of corrupted servers.

They also generalizedtheir bound to ramp structures among clients.

In non-robust metering schemes,S does not needto have any es 2 Eg to
che the sharesof clients becausethere exist no malicious clients and outside
enemies.Therefore, a lower bound on jEgj is meaninglessin this case.

3 Bounds for "P erfect and Robust" Metering Scheme

Non-robust metering schemesare not practical. We cannot assumethat clients
are all honest. We cannot assumethat there is no outside eneny, either.

In this section, we derive a lower bound on jV;j and a lower bound on jEsj for
perfect and robust (k; n)-metering schemes.We also presert a slightly modi ed
version of the Ogata-Kurosawa scheme [2] and prove that it satis'es all the
equalities of our bounds. This meansthat our bounds are all tight.



68 W. Ogata and K. Kurosawa

3.1 Lower bound on jV;j

Vi (esivipiiinvi, ) 2t jPr(Bs = e = v, = v oW = v) > 0g;
Vi, (Vigiinvi ) Lty jPr(0, = vipn ¥ = v 0%, = v,) > 0g;

uniquely. This meansthat there existsan onto mapping from V;, (&s; Vi ;:::; Vi, ;)

u
Corollary 1. jVi(es)j, jProofj for anyii.
Theorem 1. In a perfect and robust (k; n)-metering scheme,
jVij . jProofj(Pe)' *
for any i.
Proof. We will derive a lower boundlg)n Pe. De ne
2
i w2 Lifvi 2 Vi(es)
Ales;vi) = 0 otherwise:
Note that S accepts(i; vi) i®v; 2 Vi(es). Therefore,
X X X
Pr(S accepts(i; v;)) = Pr(es)A(es; Vi)
Vi 2V V%VI es2Esg
= Pr(es)  Ales;vi)
632 Es Vi 2V
= Pr(es)jVi(es)i
es2Esg
, jProofj Pr(es) (from Corollary 1)
es2Eg
= jProofj:
Therefore,
Pe , max Pr(S accepts(i; vi)) , jProofj5Vij:

Vi 2V
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3.2 Lower bound on jEgj
De ne
ALL 2 f(ve;iivi) jPr(Vy = vapii W = ) > Og;
ALL (&)

1+

Lemma 2. If the equality of corollary 1 holdsfor all i, then
JALL (es)j = jProofj*:
Proof. From the equality of Corollary 1 and Lemma 1,
jProofj = jVa(&s)j, jVa(esiva)j, jProofj:
Therefore, jV,(es; v1)j = jProofj for any v, 2 Vi(es). Hence,
jf (vi;v2) j Pr(Es = es; V1 = vi;¥s = v2) > 0gj = jVi(es)iEj Va(es; va)j = jProofj?:

By repeating this process,we have jALL (&g)j = jProof j¥. u
Lemma 3. jVi,, (Vi,;:::55v,)j, jProofj(Pg)itfor1- |- kij 1

Proof. Similar to the proof of Theorem 1. Supposethat an outside eneny E ob-
senesl sharessert by clients, say G,;:::; G, . Let their sharesbev = (vi,;:::;v)).
De ne 1

2
o4 lifvg, 2V, (8s)
AlBsViia ) = otherwise

Note that S accepts(ij+1;Vi,, ) i®vi,, 2 Vi,, (&). Therefore,

Pr(S accepts(ij+1;Vi,,, ) ] E obsenesy)
Vijs 2Vi|$& )

X .
= Pr(es j ¥)A(&s; V., )
Vi 2V'\+1 (¥) es2Es(¥)

X
Pr(esjv) Aes; Vi, )
es2Es(v) Vi 2Vip,, (%)

Pr(es j ¥)jVi., (W\ Vi, (&)
esz)gs(v)

Pr(es j ¥)jVi,., (&s:%)j
es2Es(v)

jProofj Pr(esjv) (from Lemma 1)
es2Es(v)
= jProofj:

5

Therefore,
Pe , jProofj5Vi,, (¥)j:
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to S. Clearly, this attack succeedsf S hase?. Therefore,

Pc, Pr(Shaseljv) = rz‘nEa>(< ) Pr(esjv), 159Es(w)j:
s (v

€s
Lemma 5. JALLj, jProofj(PX)i?.
Proof. First from Theorem 1,
jVij, jProofj(Pg)' -:

Next from Lemma 3,
jVo(v1)j, jProofj(Pg)i !

for each v; 2 V;. Therefore,
if (vi;v2) j Pr(¥h = vi;¥ = vp) > 0gj, jProofj?(PZ)i *:
By repeating this process,we obtain that jALL j, jProofjk(P¥)i *. t

Theorem 2. Suppse that the equality of Corollary 1 holds for all i and es.
Then in a perfect and robust (k; n)-metering scheme,

JEsi, (PcPg)
Proof. First from Lemma 2,

JALL (&,)j = jEsjjProofj*:

es2Es
Next
X .
JEs(va;iiniwi)j, JALLjPLY (Lemma 4)
(va;unvik)
. jProofjK(P¥)i Y(Pc)i t (Lemma 5):

On the other hand, it is easyto seethat
X
JALL (&) = JEs(ve; i wij:
es2Es (Vi3invk)

Therefore,
jProof j*(PE)i 1(Pc)i *
jProof jk

JEsj = (PEPc)" ™

5
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3.3 Modied Ogata-Kurosa wa scheme

We next presert a slightly modi ed version of the Ogata-Kurosawa scheme [2]
and prove that it satis es all the equalities of our bounds. This meansthat our
bounds are all tight.

The modi ed Ogata-Kurosawa schemeis described as follows. Let p> n be
a large prime number.

Initialization ~ Phase: 1. An audit agencyA choosesarandom numberr 2 Z,
and two random polynomials fo(y) and f 1(y) with degreeat mostk 1
over GF (p).
2. Let proof = f1(0).
3. A giveses = (r;g(y)) to the Web sener S, where

a(y) = fo(y) + rfa(y):

4. A givesv; = (fo(i);f1(i)) to client G for1- i - n.
Comm unication Phase: If G wants to seethe Web pageof S, he sendsyv; =
(a;b) to S. S accepts(i; (a; b)) I®

g(i) = a+ rb: (2)

Pro of Computing Phase: If k or more clients visited S, then S can compute
proof = f1(0) by using Lagrange formula.

In the above scheme, it is clear that
jProofj = p; jEsj=p"t; juij=p?
for eadh i. We then prove the following theorem.
Theorem 3. The modi ed Ogata-Kurosawaschemeis perfect and
Pc = Pg = 1=p: 3)
Proof. Note that the secretkey of A is K = (r;fo(y);f1(y)).

arbitrarily . We will shaw that there exists a unique (fo(y);f1(y)) for each
value of proof. Fix proof arbitrarily . First there exists a unique f1(y) such
that

becausedeq(f) is at most k j 1. Next fo(y) is uniquely determined as

fo(y) = a(y) i rfu(y)
becausees = (r; g(y)) is xed. Therefore, eac value of proof is equally likely

Hencethe schemeis perfect.
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Fix
vi = (ag;b);iive = (anshn) 4)
andi 2 f1;:::;ngarbitrarily . Let By bethe setof K = (r;fo(y);f1(y)) such

that eq.(4) holds. For v = (a% ) sudh that (a%b”) 6 (a;b), let B, bea
subsetof By sud that S accepts(i; v9). Then

We will compute jBoj and jB;j. First since fo(y) and f1(y) are uniquely
determined from eq.(4), we have

jBoj = jfrgj= p:
Next sinceS accepts(i; v9), g(i) = a®+ rb°. On the other hand, from eq.(2),
o(i) = & + rby. Therefore,
a +rh = a’+ ri’
r(hi B)=2a% a:
The above equation hasat most one solution on r because(a® ) 6 (a;;h).
Therefore, maxjBij = 1. Hence

Pc = maxjB1j5Boj = 1=p:

vi = (ag;by);iinivig 1= (&g 15 b 1) )

and i(, k) arbitrarily . Let By be the setof K = (r;fo(y);f1(y)) sud that
eq.(5) holds. For v0= (a% ") let B, be a subsetof By suc that S accepts
(i; v9. Then

We will compute jBgj and jB;j. First since fo(y) and f1(y) are uniquely
determined from the valuesof f((0) and f,(0), we have

iBoj = jf r;f0(0); f1(0)gj = p*:

Next g(i) = a®+ rb’ if S accepts(i; v9. On the other hand, g(i) = fo(i) +
rf.(i). Therefore,
fo(i)+ rfy(i) = a%+ rt’

In the above equation, fo(i) is uniquely determined from ead values of
(r;f1(i)). (Note that fo(y) and fi(y) are uniquely determined from ead
valuesof fo(i) and f1(i).) Therefore,

jBaj = jfr;f1(i)gj = p:

Hence
Pe = maxjB1j5Boj = 1=p:
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t

It is now easyto seethat all the equalities of our bounds are satis ed by the
above scheme.

(Remark) In the original Ogata-Kurosawa scheme, proof = f4(0) and r is ran-
domly chosenfrom Z, nf0g. Therefore,Pc = 1=(pi 1) and jEsj = (pi 1)p.

4 Lower Bounds for Multiple-use A?2-code

For multiple-use A?-codes, Wang. et.al. derived a lower bound on the cheating
probabilities and a lower bound on the size of keys[8]. (SeeAppendix A.) How-
ever, their bound on the sizeof keysholds under the condition that the cheating
probabilities satisfy their lower bound (seeProposition 3). We can not derive a
lower bound on the size of authenticators from their result, either.

In this section, we rst de ne the cheating probabilities in a di®erert way
from [8]. We then derive a lower bound on the size of keys which holds for any
values of the cheating probabilities. We derive a lower bound on the size of
authenticators, also.

The result of this sectionwill be usedin the following sections.

4.1 Multiple-use AZ2-code

In the model for unconditionally secure authentication codes (A-codes), the
transmitter T and the receiver R usethe sameencaling rule to protect their
communication from deception of an outside eneny O.

An authentication code with arbitration (AZ2-code) enablesto authenticate a
messagesert by T to R evenif T and R do not trust ead other [6,7]. A2-code
includes the fourth personcalled an arbiter A% who solves disputes between T
and R.

In this paper, we considerA2-codeswhich are usedto sendmultiple messages.
If T canusean A?-codeto sendk j 1 messageso R which are authenticated,
then we call the code a k-multiple-use A2-code.

A k-multiple-use A?-code consistsof three phases.

Initialization ~ Phase: An arbiter A°rst generatesa secretkey e, of T and a
secretkey e, of R. A%then givese, to T and e, to R secretly.

Comm unication Phase: For a sourcestate s, T computes an authenticator
a= eg(s). T then sendsm = (s;a) to R, wherem is called a messageR
acceptsm = (s;a) asauthentic i® e (s;a) = 1.

Dispute Phase: On dispute betweenT and R, A% acceptsm = (s;a) as au-
thentic i® a = &(s).

DeheE, = fegE: = fegM % fmgS2 fsgandA £ fag. Let B B, ;M ;& A
be the random variables distributed over E¢;E;;M;S; A, respectively.
In the model of k-multiple-use A?-codes, there are three kinds of attacks.
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Transmitter's attac k: T sendsa messagem = (s;a) to the receiver R and
denieshaving sert it. T successedf m is acceptedby R as authentic and
a6 g(s).

Receiv er's attac k: R receiveslessthan k messagesind claimsto havereceived
a new messagam®= (s%a®%. R successe#f a’= g(s9).

Outside enemy's attac k: An outside eneny O obsenesi < k messagesen
by T, and then substitutes the last one with a forged onem®= (s%a%. O
successef e (s®a’) = 1.

We de ne the cheating probabilities of k-multiple-use A?-code as follows,
where Pr, Pr, and Po, denote the cheating probabilities by T, R and O, re-
spectively.

. H 1

Pr=E max Pr(e (s;a) = 1)
m=( s;a);a6 e;(s) q

Pr, £ max Pr(a= e(s9) | T sert my;:::;m;)
(s%a%62fmy;:;mig ﬂ

Po, tE max Pr(R acceptsm®j T sert my;::::m;) ;
mo62fmq;:m g

whereO- i - ki 1.Let

4 4
Po = max Poi; Pr = max PR‘:
0- i<k 0- i<k

4.2 Lower Bounds

In this subsection,we preser a lower bound on the cheating probabilities de ned
as above. It is a generalization of a lower bound for usual A2-codes given by
Johansson[10].

Theorem 4.

Py i H(E/jE:)
Pr oi H(E(jMicod ;B )+ H (B jMiceM i1 (Er)

Po 2i (B, E Mol )+ 1 (B, B jMcemt g )

i

The proof will be givenin the nal paper. We then obtain a lower bound on the
size of keys as follows.

Theorem 5. If $ is uniformly distributed, then

jEti. (PrRPo)'*; jE/i, (PTP§)' Y jAj, (PrPo)i ™



Bounds for Robust Metering Schemesand Their Relationship with A%-code

Proof. From Theorem 4,
(Pr)¥ (Pr, ¢0CPg, ), 2 H(E(E, )+ H(E(jM 1 cod B )
(po)k (POo ¢ePo, 1) 2i F(BGE)+ L(BGE jMpconty)

5

(PoPR)< . 2i H(Eo)+ H(E(jMconty)

2i H(ét),
JEij. 279 (PoPr)
The secondbound can be derived similarly.
The bound on jAj is derived as follows.
jMj | 2H(MIED+ 1 (M E)
= oH(MJE) ol (VEE) ol (MEE)
OH ()l (EriE)i H(ErE(M) oH (E(E)i H(E(ME)
From Theorem 4, it holds that
2 (EnBOi 1(EGEGM)  g-p
2H (E\Ijér)i H(étJM;E\r) s 1:PRD:
Therefore,
iMj, 2"®=Po,Pg, = jSj=Po,Pr,
JAj = jMj5Sj, (PoPg)'*:

We can seethat the above bounds are tight becausethere exists an A2-code

which satis es all the equalities of them (seeappendix B).

5 Almost Equiv alence

75

t

In this section, we shav an almost equivalence between robust (k; n)-metering
schemesand k-multiple-use A2-codes such that we can always construct a k-
multiple-use A2-code from a (k; n)-metering scheme, and in somecases,we can

do the reverse.

In what follows, we de ne the cheating probability of clients and the cheating

probability of outside enemiesas follows.

1
Pc L E max rpeax Pr(S accepts(i; VO j va;:::;v, aregiven) ;
| Vi Vi
where E is takenover vi;:::;Vq
M
Pe L max E max  Pr(S accepts(i; V) j E obsenesv;,;:::;v;

0- I<k i62fiq;uiigiv?

whereE is takenoveriq;:::;ipand vi ;i1 v,.

The cheating probabilities of k-multiple-use A?-codesare de ned in the pre-

vious section.
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5.1 Metering Scheme Implies a Multiple-use A?-code

First, we shaw that a (k; n)-metering schemeimplies a k-multiple-use A2-code.
Wilog, supposethat V; p V, wherejVj = max; jVij.

Theorem 6. If there existsa (k; n)-metering schemewith (Proof; Eg;fV;g) and
(Pc; Ps; Pg), then there exists a k-multiple-use A2-code with (E¢; E,;S;A) and
(P1;Pr;Po) suchthat

Pr=Pc; Pr- Ps; Po=Pg;
E: = Vi £ CCCE V,; Er=Es; S=f12:::;ng;, A=V:

Proof. Supposethat there existsa (k; n)-metering schemewith (Proof; Eg;fV;Q)
and (P¢; Ps; Pg). We then construct a k-multiple-use A2-code as follows.

Initialization ~ Phase: The arbiter A° Trst runs the audit agency A of the

m = (i; vi) to R, wherev; is the authenticator for i.
Dispute Phase: On dispute betweenT and R, A® acceptsm = (i; a) as au-
thentic i® a = v;.

It is clearthat E; = V1 £ ¢ICE V,;E, = Eq;S=11,2:::;ng;A= V.

Next it is easyto seethat an outside eneny's attack on the (k; n)-metering
schemecan be directly usedas an outside eneny's attack on the k-multiple-use
AZ-code and vice versa. Therefore, P = Pg.

A clients' attack on the (k; n)-metering schemeis that all clients collude and

make v? 6 vs for somes, hoping that it is acceptedby S with her secretkey
es. Then it is easyto seethat this attack can be directly usedas a transmitter's
attack on the k-multiple-use A?-code. Therefore, Pt | P¢. It is easyto seethat
the corversepart is alsotrue. HencePc , Pr. Therefore, P+ = P¢.
Supposethat there exists a receiver's attack Raack On the k-multiple-use
A2-code with succesgrobability Pr. Then we considera sener's attack on the

clients G,,, ;:::;G,, , other than fiy;:::;ij;sg and obtains their shares.Then
S obtains k sharesv;,;:::;v;,,, and vs in total. Therefore, S can compute
the proof from the k shares.This attack succeedswith probability Pr. Hence,

Ps., Pr. u

5.2 Weak converse

Next, we show a weak cornverseof Theorem 6.
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Lemma 6. In a k-multiple-use A%-code in which jE;j satis’es the equality of
the bound in Theorem 5, the transmitter's key is determined uniquely from k or
more valid messages.

Proof. From the proof of Theorem 5, We obtain

(PoPgr)X | 21 H(EDr H(EgM oo,

The equality of the bound holds only if H (E; j M1 ¢¢¢M, ) = 0. This meansthat
g is determined by k messages. t

Theorem 7. If there exists a k-multiple-use A?-code with (E¢;E,;S;A) and
(P1;Pr;Po) suchthat jE;j satis es the equality of the boundin Theorem 5, then
there exists a (k; n)-metering schemewith (Proof;Es;fVig) and (P¢c;Ps;Pg),
suchthat

Pc = Pr; Ps- Pr; P =Po
Es=E;; n=jSjj 1, Proof = V; = ¢¢¢=V, = A:

Proof. (Sketch) Using a k-multiple-use A?-code, construct a metering scheme
described as follows. A choosessy 2 S and sets proof = e (sg). Each client G

If jE¢j satis es the equality of the bound, e, is determined uniquely from k or
more valid messageg¢from Lemma 6). Then the server can obtain proof = e;(sp)
if he has beenvisited by k or more clients. The rest of the proof is similar to
Theorem 6. u

6 Lower Bounds for Robust Metering Scheme

In this section, we derive a lower bound on jV;j and a lower bound on jEgj
for robust (but not necessarilyperfect) (k;n)-metering schemesby using our
relationship between metering schemesand multiple A2-codes (and our lower
bounds for k-multiple-use A2-codesof Sec.4).

6.1 Bounds for Robust Metering Schemes

From Theorem 5 and Theorem 6, we immediately obtain a lower bound on the
size of keysfor (k; n)-metering schemesas follows.

Corollary 2. In a (k; n)-metering scheme,if each client visits the Web severS
with egual prokability, then
maxjVij, (PsPe)' % JEsj, (PcPE) ™

Corollary 2 is tight becausethe Ogata-Kurosawa metering scheme satis es
all the equalities of the bound (seeSec.3.3).
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6.2 Bound on Pg
We can remove Pe from the above bound by using Theorem 8.

Theorem 8. In a (k;n)-metering scheme,

Pe - Pc + Ps:
Proof. (Sketch) From the de nition of Pg,
u il

Pe - mlaxE max Pr(S accepts(i; v) A G hasv?j S obsenesv;,;:::;vi,)

v

H 1

+ maxE  maxPr(S acceps(i; v~ (G hasv)) j S obsenesvi,;:iivi)
vy

The “rst term of the right hand is equal or lessthan Ps, while the secondterm
is equal or lessthan P¢. t

Corollary 3. In a (k; n)-metering scheme,if each client visits the Web severS
with egual prokability, then
maxjVij, (Ps(Ps+Pc))' % B, (Pc(Ps+ Pc)) ™

B

7 Conclusion

In this paper, We rst derived lower bounds on jV;j and jEsj for "perfect and
robust” (k;n)-metering schemesby using courting argumerts, where jV;j (i =

secrets. We also preserted a slightly modi ed version of the Ogata-Kurosawa
scheme [2] and proved that it satis es all the equalities of our bounds. This
meansthat our bounds are all tight.

We next showved an almost equivalencebetweenrobust (k; n)-metering schemes
and k-multiple-use A2-codessud that we can always construct a k-multiple-use
A?-code from a (k;n)-metering scheme, and in some cases,we can do the re-
verse. By using this equivalence,we derived lower bounds on jV;j and jEsj for
robust (but not necessarilyperfect) (k; n)-metering schemes.This equivalenceis
of independert interest becauseno relationship has beenknown betweenthem
sofar.
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A Bounds for Multiple-use AZ?-code by Wang et al.

Wang, Safavi-Naini and Pei de ned the cheating probabilities of k-multiple-use
A2-codes as follows, where P;, P;, and P, denotethe cheating probabilities by
T, R and O, respectively.

H 1

P; = max max Pr(e (s;a) = 1)

et m=( s;a);a6 e (s)

4 ! i

P, = max_max max Pr(a’= e(s)j T sert my;:i:;m)

e myzsmi (s%af62fmy;iim g ﬂ
Po, 2 max max Pr(R acceptsm®j T sert my;:::;m;) :

ma;iim i mo%2fmg;ism g

They then showed a lower bound on the cheating probabilities and the size
of keys as follows.

Prop osition 2. [8, Theorem 3.1, 3.2, 3.3]
F)‘t 2H(érjm;ét)i H(érjét)
P, i H(EMuool (E )+ H(EdMacodtin (Er)

is

P, 2 H(EiMaool )+ H(E jMicod i )

Prop osition 3. [8, Theorem4.1, 4.2] If P,, and P;, achievetheir lower bounds,
then - Q1

JEd, 1= i:|0 (Po, Pr): (6)
If Py ;Pr,;0 - i < k, and P; achievetheir lower bounds, and the eguality of
€.(6) holds, then 0
JEj, 17P gt Py
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B Construction of Multiple-use A?-codes

Wang et al. shoved that there exists a k-multiple-use A2-code if there exists a
certain combinatorial design [8]. Howewer, they did not showv an explicit con-
struction of that design. Therefore, no explicit construction of k-multiple-use
A2-code is known.

By substituting the modi ed Ogata-Kurosawa metering schemeinto the proof
of Theorem 6, we immediately obtain an explicit construction of a k-multiple-use
A2?-code as follows.

Let p be a large prime number.

Initialization ~ Phase: An arbiter A°choosesa random numberr 2 Z, and two
random polynomials f o(y) and f 1(y) with degreeat mostk j 1 over GF (p).
Let & = (fo(y);f1(y)) and e = (r;9(y)), whereg(y) = fo(y) + rf1(y). Then
Algivese to T and e to R secretly astheir secretkeys.

Comm unication Phase: Forasourcestates2 Z,, T sendsm = (s;fo(s);f1(S))
to R. R acceptsm = (s;a;b) asauthentic i® g(s) = a+ rb.

Dispute Phase: On dispute between T and R, A® acceptsm = (s;a;b) as
authentic i® fo(s) = aandfi(s) = b

It is clear that jE{j = p?;jE,j = p**1:jAj = p?: From eq.(3) and Theorem
6, it holds that Py = 1=p;Pr - 1=p;Po = 1=p: More than that, we can show
the following lemma.

Lemma 7. In the atove k-multiple-use A%-code, P = 1=p.

Proof. R hasa secretkey e, = (r;g(y)), whereg(y) = fo(y) + rf1(y) for some
fo(y) and f1(y) with degreeat most k j 1. Supposethat R received m; =
(s1;a1);:::;mp = (s;a). Let

Fo 2 f(fo(y)if1(y) J 9(y) = foly) + rfa(y);
where degfo(y) - ki 1;degfi(y) - ki 1g;
Fi=f(fo(y);fa(y)) jai = (fo(s1):fa(s1)):::iia = (fo(si):fa(si)) o

Then R knows that e 2 Fg\ F;.
Next supposethat R claimsthat shereceived (s® a° sudh that s°62Xs;;:::;s/0.
If m®could be madeby T, then a®= (fo(s9);f1(s9). Let

Fa 2 f(fo(y);fa(y)) ja°= (Fo(s);f1(sY)g:

Then,
Pr(a’= e(s%) = jFo\ F1\ Faj5Fo\ F4j
- pki I 1:d<i |
= 1:p:

t

Then we seethat our multiple-use A?-code is optimum and Theorem 5 is
tight becauseour multiple-use A?-code satis es all the equalities of Theorem 5.



