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Abstract.  Wedescribe two simple, excient and e®ectiwe credertial pseudo-
nymous certi cate systems, which also support anonymity without the
needfor atrusted third party. The secondsystem provides cryptographic
protection against the forgery and transfer of credertials. Both systems
are basedon a new paradigm, called self-blindable certi cates. Such cer-

ti cates can be constructed using the Weil pairing in supersingular ellip-

tic curves.

1 Intro duction

Credertial pseudorymous certi cates (CPCs) wereintroducedby David Chaum
[7]in 1985to courter someof the privacy problemsrelated to identit y certi cates.
One such problem is that serviceproviders know exactly who they are servicing
when a user employs an identit y certi cate, which for someapplications is not
required, acceptableor even permissible.Moreover, by combing their logs, service
providers can piecetogether a record of all the user's activities.

A pseudonymis a unique identi er (string) by which a useris known by a cer-
tain party; typically ead party knows the sameuser by a di®erent pseudorym.
These pseudoryms can be referencesto a user's identit y known only by desig-
nated parties, or can be completely anonymous, (i.e., known only to the user).
Unlike Chaum [7], we do not limit a “physical' userto only one pseudorym with
a given provider. We believe that for sometypesof providers, e.g., on-line, sub-
scription based,information providers, the useof many di®erert pseudoryms for
onephysical user,without the provider knowing, can be consideredan important
feature. However, we do discusshow, if necessarysud unique pseudoryms can
be supported by our systems.

A pseudonymougcerti ¢ ate binds a user'spseudorym to their public key, the
private key to which the user possessesSud certi cates are issuedby a trust
provider. Identities, pseudoryms and public keysshould be unique. A credential
is a trust provider's statemert about the user which is relied upon by other
parties, who we simply call service providers. Examples of such statemerts are
properties sucd as\liv esin Amsterdam”, quali cations suc as\has a PhD in
math", or rights such as \can accessthis secureroom”. A credertial can be
single-use such as a prescription, or multiple-use such as a driver's license.In
this paper we focus on the latter type of credertials.
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Finally, credential pseudonymouscerti ¢ ates (CPCs) are digital certi cates
that bind credertials to users,known by a pseudorym. Proof of credenial pos-
sessionis given by proving possessiorof the private key related to the public
key referencedin the certi cate. Sewral credenials may be bound to a single
pseudorymous certi cate and, thus, pseudorym.

In Chaum's model, pseudoryms are unlinkable parties that know a user
by di®erent pseudoryms must not have the ability to combine their logs to
assenble a dossieron the user! Another requiremert in Chaum's model is that
CPCs must be translatable a CPC issuedunder pseudorym A must be usable
under pseudorym B. For example,a usermay be given a credertial assertinghis
good health from a doctor under pseudorym A, and show this to its insurance
compary who knows it by pseudorym B. In addition to thesetwo requiremerts,
the systemshould ful'll  the following three basic security requiremerts:

Protection against pseudon ym/creden tial forgery It should not be pos-
sible for outsiders, malicious users, or other parties involved to generate
(credertial) pseudorymous certi cates without the consert of the relevant
trust providers.

Protection against pseudon ym/creden tial sharing A usercouldbetempted
to shareits credertials (e.g., a seasorpassfor public transport) with another
user. It shouldtherefore be very di+cult or awkward for a userto do so? One
potential solution to this problem would be to store credertials on tamper
resistart devicesthat are valuable to the user (e.g., smartcard basedpass-
ports). A better solution would be an all-or-nothing conceptfor credertials:
sharing a credertial e®ectiwely implies sharing a credertial that is highly
valuable to the user, most notably one enabling him to take over the user's
identit y and digitally sign cortracts that legally binds the user (cf., [6], [5]).

Revocation of pseudonymous certi cates and credentials Under certain
circumstances,it should be possiblefor the user and trust providers to re-
voke pseudorymous certi cates as well as credertials bound to them. This
could be case,for instance, if a userlost secret(key) information or changes
jobs.

CPCs sudh as those described above, courter the privacy problems of iden-
tity certi cates to someextent, but not completely. Indeed, in that setting, all
user'sactivities with a provider are related to a pseudorym, sothat the provider
can link the user's activities with the xed pseudorym. If the user's identit y
is compromised, then so are its activities. To prevent this potential problem,

! Unlink ability and pseudorymity of credertials are sometimes dixcult to enforce
simultaneously in practice. Indeed, evenif they are anonymous, credertials implicitly
narrow down the number of possible userspossessinghem. To illustrate, how many
people have both a degreein cryptography (credential number one) and Swedish
citizenship (credential number two)?

2 perhaps complete eradication of credertial sharing would be impossiblein the vir-
tual world, asthe end user might give away everything he knows (passwords) or has
(smartcards), leaving only the identi cation factor \what the user is"(e.g., biomet-
rics) to counter credertial sharing.
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a CPC system should preferably support that users can easily and regularly
change pseudoryms. A CPC system should also ensurethat the translation of
credenrtials includes as few (trusted) parties as possible.In our CPC system,
usersthemselhes can both change pseudoryms and translate their credenials.

We remark that, in the above text, we implicitly de ne the parties as users
trust providers (providing credertials and pseudoryms to users) and service
providers (relying on credertials and pseudoryms), which we usein the remain-
der of this paper without further explanation.

The goal of this paper is to describe a very simple, e®ective and excient CPC
systemthat meetsthe basicrequiremerts of a CPC systemand that is basedon
the new paradigm of self-blindablecerti cates. With this type of certi cates the
usercan, e.g.:

{ generateits own new pseudorymous certi cates itself (to which it possesses
the private key) basedon a valid pseudorymous certi cate; and

{ translate and combine CPCsissuedunder onepseudorym to another pseudo-
nym, including a one-time-usepseudorym.

Related Work

As we could probably write an entire paper just discussingand comparing all
of the CPC schemesthat have beenpublished, we will be brief. The “rst scheme
wasintroducedby Chaum and Evertse[10]and is basedon having a semi-trusted
third party involved in all credertial translations. Both from an e+ciency and a
security point of view, this is undesirable.Chen's scheme[12], ervisions a trusted
party who, amongstother things, should be trusted to refrain from transferring
credertials betweendi®erent users.Damdard's scheme[13], is basedon general
complexity-theoretic primitiv esand is therefore not applicable for practical use.
The schemedeweloped by Lysyanskaya, Rivest, Sahaiand Wolf [19] is basedon
one-way functions and general zero-knonvledge proofs which also makesit inap-
propriate for practical use.Our CPC system can be consideredas the opposite
of the credenial scheme|[6] constructed by Camenisd and Lysyanskaya, which
in e®ectissuesone secret CPC for ead trust provider; the scheme's properties
of anonymity and untraceablity arise from the zero-knowledge protocols that
con rm that a userindeed has such a certi cate without revealing it. Although
the scheme [6] appears to be of practical use, it is basedon rather complex
(zero-knowledge) protocols. Our scheme and the required proofs of knowledge
are basic (Schnorr and Okamoto). Finally, we mertion the work of Brands [5],
which dealswith the related subject of privacy protecting attribute certi cates.
In our system, the useritself can translate or combine credertials received from
di®eren trust providers without the interaction of any trusted party, generating
anew certi cate. This is an important distinction from Brands' scheme[5] when
applied to the special caseof a credertial certi cate system.As a nal note, we
remark that the privacy of our scheme can be further improved by the use of
\W allet with Obsener" techniques, cf., [5], [11].
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Outline of the paper

{ In Section 2, we describe a variant of the Chaum-Pedersendigital signature
schemewhich is of crucial importance for our constructions of self-blindable
certi cates.

{ In Section 3, we provide a functional description of our model for CPSs.

{ In Section4.1,we preser the rst technical construction of our model, which
assumesthat secret key information is stored on tamper-proof devicesto
provide resistanceto credertial transfer.

{ In Section 4.2, we preser the secondtechnical construction of our model,
which is more resistart to the transfer of credertials, without requiring the
use of tamper-proof devices.The transfer of any credertial in this construc-
tion to another personwill actually result in the transfer of a very valuable
signing key, e.g.,one enabling the holder to sign legally binding cortracts in
the user'sname.

{ In Section5, we summarizeour results.

2 A proo°ess variant of the Chaum-P edersen signature
scheme

A digital signature s formed by an ertity is a data string, basedon a private key
under cortrol of the ertity, that ass@iatesa messagen (in digital form) to enable
a proof that it originates from the entit y and that it hasnot beenchanged.If the
actual messagecomprisesa public key plus someoptional additional attributes,

then (m; s) is called a certi cate and the entit y issuingit is called a Certi cation

Authorit y (CA).

In this section, we describe a digital signature scheme that enablesa CA
to issuecerti cates that are \self-blindable". This will be explained further in
Section 3. The digital signature schemeis basedon the Chaum-Pedersensigna-
ture scheme (cf., [11]). The setting of our schemeis not standard but is based
on a group, G, of prime order g, with generator g, in which the Decision Dite-
Hellman problem is simple, while the discrete logarithm and the Dite-Hellman
problems are practically intractable. In the section below, we further explain
these notions and indicate how such groups can be constructed. In Section 2.2,
we describe our digital signature schemeand its properties.

2.1 Groups in whic h the DDH problem is simple and DH, DL are
hard

Recall, that the Dite-Hel Iman (DH) problem with respect to a generator g
of a group G of (prime) order q, is the problem of computing the values of the
function DH4(g*;¢¥) = g . Two other problemsare related to the DH problem.
The “rst oneis the Decision Dite-Hel Iman (DDH) problem with respect to g:
givena; b;c 2 G decidewhetherc= DHg(a;b) or not. An alternativ e formulation
of the Decision Dite-Hellman problem is: given a quadruple g; g*; h; hY in the
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group G decidewhether x = y. The secondproblem related to the DH problem,
is the discrete logarithm (DL) problem in G with respectto g: givena= g* 2 G,
with 0+ x < g, nd x = DL(®). The DL problemis at leastasditcult asthe DH
problem. It is widely assumedhat if the DL problem G is hard, then sois the DH
problem. Currently, cf. [16],[27], [17], a large classof groups hasbeendiscovered
in which the DDH problem is simple, while the Dite-Hellman and discrete
logarithm problems are presumably not. This classconsistsof certain groups of
points on supersingular elliptic curvesin which setting the DDH problem can
be exciently computed (in polynomial time i.e., in polynomial time and space
in length of input) by using the so-calledWeil pairing.

As an illustration of suc groups and techniques, consider the curve C, :
y?2 = x3+ a with p = 2mod 3 and a any non-zero elemert in GF(p). Then,
the Frobeniustrace over GF(p) is equalto 0 (hencethe curve is supersingular)
and the number of points on the curve in GF(p) is equal to p + 1. Moreover,
asp = 2mod 3, the equation x® = 1 only has solutions in GF(p?) other than
x = 1;let ! be suc a solution. Now, if HPi is a group of points of (prime)
order g on the curve in GF(p) (i.e., q divides p+ 1) and A; B; C is an instance
of the DDH problem with respect to P. Then C = DHp (A; B) if and only if
€y(A; D(B)) = e4(P; D(C)), whereD () is the endomorphism(called a distortion
map in [27]) on C, that mapsa point (x;y) on the curve to the point (! ¢x;y)
also on the curve (over GF(p?)) and where eq(:;:) is the so-calledWeil pairing.
See[1], [20] or [26]. As the Weil pairing is exciently computable, the DDH
problem is also exciently computablein this situation. It is well-known that the
DL problem in the group of points on the curve in GF(p) reducesto the DL
problem in a subgroup of order q in GF(p?)” (cf. [21]). That is, to make the
DH and DL problems practically intractable against attacks known today, the
length of the prime number g should be at least 160 bit and the length of the
prime number should be at least 512 bits.

A practical construction of a group in which the DDH problem is exciently
computable and the DH and DL problems are presumably not, is as follows.
Choosea 512 bit prime number p of type p = 6gi 1 where q is also a prime
number and considerthe curve C; : y? = x3 + 1. Let P be any GF(p)-rational
point on the curve of order g. This construction is usedin [2] in the setting of
an identit y-basedencryption schemethat is also basedon the Weil pairing. This
paper also analyzesthe work neededto solve the DDH problem in the group
hPi, which amounts to a small number of multiplications on the curve.

These techniques generalizeto groups of points on supersingular elliptic
curvesover a nite eld, say F, and the work required to compute the DDH
problem is asymptotically bounded by O(k®log(kF k) bit operations, i.e., the
complexity of calculating a Weil pairing. The parameterk is the so-calledMOV
degree(cf. [21]) and is equalto either 1, 2, 3, 4 or 6 in the setting of supersingular
curves.

We endthis sectionwith two remarksfor later reference A group of points, G,
on a supersingular elliptic curveshasthe property that there exists an exciently
computable embedding,i.e., an injective homomorphism, of the group in a second
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group G°where all three of the DDH, DH and the DL problems are believed to
be hard. Indeed, this embedding is given by the MOV embedding (cf. [21]) and
the secondgroup, G is a subgroup of the multiplicativ e group of a nite “eld.
It is shown in [27] that inverting such embeddingsis hard; in fact, as hard as
the DH problem in the group G. Note that by using a speci ¢ choice of G, the
group G°could be the XTR group. Compare[18]and [27]. A group of points on a
(supersingular) elliptic curve over a nite eld usedin cryptography is typically
chosenin such a way that its order is a prime number times a small number (e.qg.,
6 in the exampleabove). This meansthat choosingprovable random elemeris in
the subgroup without knowledge of relative discrete logarithms is very simple,
e.g., by mapping a hashvalue into a point on the curve and then mapping it to
a point in the subgroup. Seealso[3].

2.2 The “proo°ess' variant of the Chaum-P edersen scheme

As explained in the previous section, we considera group, G, of prime order g,
with generator g, in which the DDH problem is simple, while the discrete log-
arithm and the Dite-Hellman problems are practically intractable. The public
key of a participant in the Chaum-Pedersenschemetakesthe form y = g* where
0 - x < g is the participant's randomly chosenprivate key. A signature on a
messagen 2 G in the original Chaum-Pedersenscheme, consistsof z = m* plus
a proof that log,(y) = log, (z). Resolvingthe latter problem is just an instance
of the Decision Dite-Hel Iman (DDH) problem with respect to g. Indeed, one
can easily verify that logy(y) = logy, (2) if and only if z= DHg(m;y). That is, if
one applies the Chaum-Pedersenschemeto the group G, oneis not required to
sendalong an explicit proof that log,(y) = log, (z), asanyone can validate that
themselwes. Or, in other words, the signature on a messagem 2 G only consists
of an elemernt z = m* of the group G, without the additional proof of knowledge.
This is the variant of the Chaum-Pedersensdhemethat we usein our schemes.
It follows that by choosing a group of points on a supersingular elliptic curve
of MOV degree6 (cf. [21] and the previous section), the represenation of the
elemert z requiresonly 10246 ¥, 171 bits to obtain a security level comparable
with 1024 bit RSA (with respect to attacks known today). See[3], where it is
alsoshawn that the above digital signature schemeis securein the random oracle
model.

An interesting property of this variant is that it is self-blindable it enables
easyrandomization without losing the veri cation property and without requir-
ing knowledge of the signing key z. Indeed, given the signed messagem; m?,
then by choosing a randomizing factor, k, it can be transformed into m*; m*z,
This property becomesuseful when the messagan hasa property that is inher-
ited by m¥, e.g., knowledge of a certain discrete logarithm, and is explored in
the following sections. Another interesting property of this variant (as pointed
out to us by Stefan Brands), is its easyblinding property, cf. [7]. When a party
wants to obtain a blind signature on a message(typically a hash), M, from a
signing party with public key g* in our variant of the Chaum-Pedersen,it asks
the signing party to sign M ", for arandom O - r < q, resulting in M "™*, The
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user can deduceM * from this using r and verify that it is a correct signature
on M, which is publicly veri able. We will delve no further into this property in
this paper.

In the terminology we intro duced above, we formulate the security assump-
tion that we require for our variant of the Chaum-Pedersenscheme (cf. [8], [9]).

Assumption 21 If the Dite-Hel Iman problemwith resgect to g is hard, then
without knowledge of the private signing key z, the only forged messagean at-
tacker can makeon the basis of signed message$m1;@1i); (mz; mﬁ);Q: S5 (mp;my)
with respect to the public key g* is of the form (g'° j”:1 my; (g'° j":l mp)?),
for any integersig;i;:::in, i.e., a power product of the signed messages.

3 Our functional model for CPCs

In this section, we describe our functional model for CPCs. To this end, we
“rst formulate the requiremerts for self-blindable pseudorymous certi cates and
credertials basedupon them. Then we explain how these elemens can be used
to build a CPC system.

3.1 Self-blindable certi cates

In this section we intro duce the notion of self-blindablecerti cates, which is of
crucial importance for our schemes.Our introduction is somewhatinformal, but
can be made formal without much e®ort.

We assumethat one public key crypto systemis employed by all usersand
we denote the collection of all possibleuser public keys by U. We also assume
that one signing public key crypto systemis employed by all trust providers for
certi cate issuance.For simplicity's sake, we alsoassumethat certi cate signing
is deterministic, i.e., there is only one possiblevalid certi cate on a xed public
key, plus optional "elds. We let T denote the collection of possibleveri cation
public keys of trust providers. Our description of a credertial on a user public
key Py 2 U from atrust provider with public veri cation key Pt takesthe form

fPy;Sig(Pu;St)g;

where St stands for the private signing key of the trust provider relating to P+ .
This certi cate is typically accompaniedby a higher-lewel certi cate

Cert(Py;\T rust statemert” )

on the public veri cation key Pt. We do not further elaborate on this, but this
certi cate can be thought of as a standard X.509 certi cate with the \T rust
statemert" in one of its extension elds. We denote the collection of all possible
certi cates by C.

The certi cates are called self-blindable provided there exists a set called
transformation factor space F and an exciently computable transformation map
D :CE£ F ! Cwith the following properties:
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1. For any certicate C 2 Cand f 2 F the certicate D(C;f) is signedwith
the sametrust provider public key asC.

2. Let Cq;C, becerticates and f 2 F known. If C, = D(Cy;f) then onecan
exciently compute a transformation factor f °2 F sud that C; = D(C»;f9).

3. If Cy;C, 2 Care two di®erert certi cates on the sameuser public key, then
soareD (Cy;f) and D(Cy;f). That is, the mapping D (:; :) inducesa mapping
U£ F ! U and although abusive, we also usethe notation D (Py;f) for any
user public key Py and transformation factor f .

4. Let Py be a user public key and let f 2 F be a known transformation
factor. Then, a user possessethe private key relating to Py if and only if it
possessethe private key relating to D (Py; f).

5. If the user'spublic key Py 2 U is xed and if f 2 F is a uniformly random
elemen in F, then D(Py;f) is a uniformly random elemen in U.

We brie°y explain the rationale behind these properties. The “rst property
enablesone to transform a user certi cate into another one from the samecer-
ti cate authority; the fourth property ensuresthat the user still has possession
of the private key referencedin the transformed certi cate provided he knows
the transformation factor. The "fth property statesthat all user public keysare
equally possiblein the transformed certi cate. As we will explain below, a user
typically collects credertials on di®erert certi cates formed as transformations
of one xed certi cate. Now, the secondproperty enablesto invert transforma-
tions, allowing to translate all credertials to the xed certi cate and then to
other certi cates. Finally, the third property is technical and in fact emerged
from our constructions. We have chosenit aspart of our formal de nition, asit
enablessimple proofs and formulation of other properties, e.qg., properties four
and v e. More complicated requiremerts are possibleto arrive at a more general
notion of self-blindable certi cates, but we will not explore this.

3.2 A CPC system based on the building blo cks

We usethe terminology intro duced above and we assumethat the certi cates are
self-blindable. Our notion of a pseudorymous credenial is the simplest possible
and takesthe form

fPu;[Sig(Pu;Sn); Cert(Pn ;\PP statemert")]g;

where Py stands for the public key of the user (with related private key Sy).
Moreover, Sig(Py; Sy ) is a signature on the user'spublic key with a signing key
of the pseudonymprovider (PP) and Cert(Py ;\PP statemert" ) is a (conven-
tional) certi cate on the public veri cation key of the pseudorym provider, with
a statemert on its applicability included amongthe usual elds (e.g., expiration
date). For evidert reasons,this PP certi cate must be usedby the pseudorym
provider for many usersto prevent linkage of the issuedpseudorymous certi -
cate. Also note that the pseudorym of a useris in fact the user'spublic key in its
certi cate, which is reminiscent of the SPKI (Simple Public Key Infrastructure)
approad, cf. [24].
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Note that the self-blinding properties of the certi cates enablethe usersthem-
selesto generatea new pseudorymouscerti cate validly signedby the samePP,
by choosing a (random) factor and transforming an initially issued pseudory-
mous certi cate.

Our description of a CPC is basedupon that of a pseudorymous credenial,
say fPy;[Sig(Py;Sn); Cert(Py ;\PP statement")]g and its simplest form is:

fPy; [Sig(Py;Sn); Cert(Py ;\PP statemert” )];
[Sig(Py; Sc); Cert(Pc;\CP statemert” )]g:

Here, [Sig(Py; Sc); Cert(Pc;\CP statemert")] is called the credential “eld. In
this, Sig(Py; Sy) is a signature on the public key of the owner with a signing
key Sc of the credential provider (CP). Also, Cert(Pc;\CP statement") is a
(convertional) certi cate on the related credertial provider's public veri cation
key, that hasa statemert on its credenial applicability, e.g.,\the personhaving
possessiorof the private key is over 18 years old" included among the usual
“elds (e.g., expiration date). In a natural fashion one can have se\eral credertial
“elds attached to a pseudorymous credertial in the above way, which is in fact
the generalform of a CPC.

Basedon the building blocks explained above, one can now construct a wide
variety of typesof CPC systems.We provide a high-level description of one such
system on which many variations are possible(cf. Figure 1).

System description 31

Initial Registration  The userregisters,typically in a non-anorymous fashion,
with a pseudorym provider. After registration a First Pseudorymous Certi -
cate (FPC) issuing protocol betweenthe user and the pseudorym provider
is started. This protocol is system speci ¢. The pseudorym provider puts
the FPC in a public directory. When unique pseudoryms are required, the
provider has the option to maintain a private list of physical personsthat
were issueda pseudorymous certi cate; this ensuresthat at most one such
certi cate is issuedto a physical person.

Creden tial Issuance By usingarandom transformation factor, the usertrans-
forms its FPC into a random pseudorymous certi cates (RPC). The user
securelystoresthe usedtransformation factor. Then the user registerswith
a credertial provider using this RPC which includes a proof of possessiorof
the private key referencedin the RPC. This registration neednot be anony-
mous. The user does what is required to obtain a credertial (e.g., takesa
driver's exam, shows other credertials) and up-on succeeding,is issued a
credential on the RPC, that is the CPC. The pseudorym provider has the
option to put the CPC in a public directory.

Creden tial Use The userregisters(typically anonymously) with a service pro-
vider using a new RPC, which includes a proof of possessiorof the private
key referencedin the new RPC. The user combines all of the CPCs relat-
ing to credertials required by the service provider into one CPC under the
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registered pseudorym. This is possibleby using the secondproperty of self-
blinding certi cates on the transformation factors related with the individ-
ual, original CPCs. That is,a CPC is rst translated to the First Pseudorym
and then translated to the registeredpseudorym (in our constructions these
two stepscan be performed in one operation). This certi cate is preserted
to the serviceprovider, together with a proof of possessiorof the private key
referencedin this CPC. Once the user is successfulin doing so, he will be
serviced.

If the serviceprovider wants to be certain that the userhasnot already been
issued another pseudorym, the service provider has the option to require
that the usercontact a speci ¢ trust provider which we refer to as\unicit y"
provider. The user sendsthis trust provider the transformation factor(s),
transforming the newRPC to the rst issuedpseudorymouscerti cate stored
in the pseudorym provider's directory (i.e., the FPC). This trust provider
then validatesthat thesefactor(s) transform the RPC into a FPC onthe PP's
directory, and that this FPC was not registered before. The trusted party
then reports to the serviceprovider that the userhas not registeredbefore.
Note that the PP directory does not specify user identities, only FPCs,
also note that the speci ¢ trust provider neednot be the user's pseudorym
provider.

In the systemdescription above, we have usedthe FPC list of the pseudorym
provider asthe referencedata for all trust providers that needto verify that a
“physical’ usercannot register twice (under di®erert pseudoryms) with a service
provider. This meansthat if two sud trust providers conspire, they can link
together the di®eren pseudoryms of a user. One can prevert this linkagewith a
°exible secretsharing technique as follows. During registration, the pseudorym
provider and the user, say U, exchange a secret, S. If a trust provider, say T,
wants to provide assuranceon unique pseudoryms, then provider A is provided
a list consisting of transformed FPCs, in sudh a way that:

{ userU's FPC is transformed using a transformation factor basedon a secure
hash of the name of the provider T and the secretS; and
{ the order of the FPCs is randomly permuted.

If user U wants to assurethe trust provider T that it is not registering twice
(under di®erert pseudoryms) with a serviceprovider via T, then it providesthe
provider with the transform factor transforming the RPC (seeabove) into the
transformed FPC stored at the provider T. This technique can be iterated: user
U can (after proving possessiorof a transformed FPC at T) be issuedanother
secretby T, and the transformed FPC can be re-transformed by T and stored
at another trust provider T, etc.. By combining transformation factors, user
U can employ provider T,'s service without any interference from provider T.
Moreover, in such a setting, linkage requires that all such trust providers and
the pseudorym provider conspire.

In Figure 1 we have depicted the (v e) steps from pseudorym issuanceto
CPC application in a sample voting application. The communication between



Self-Blindable Credential Certi cates from the Weil Pairing 545

the \unicit y* provider and the service provider (the voting application) is not
depicted.

Public Key P,

PP signature

Has Dutch
nationality

TP, signature
Public Key P TP,: National Government CPC,
Pseudonym| pp signature
Provider
FPC Public Key P,
PP signature
R Lives in
3 Amsterdam
TP, signature

Public Key P’ TP,: Local Government CPC,

PP signature Public Key Py \
PP signature

Has Dutch
nationality

TP, signature

“Unicity”
Provider FpPC’

O Mr. w. Kok
X Mrs. M. v. Buuren
for mayor

Lives in
Amsterdam

Voting
cPC, | TP.signature Application

Fig. 1. Overview of system description 31

3.3 Revocation of Certicate Bases

As userstypically will not presert the originally issued certi cates to service
providers, certi cates cannot be revoked in the corvertional way. A primary
concernis that the revocation processshould not make it possibleto link cre-
dertial use,except, possibly, by certain trusted parties.

There are seweral methods to addressrevocation in our model, but we out-
line only two. The "rst method is pro-active, and consists of letting the trust
providers employ signing keys with a short expiration time (e.g., a week). If a
pseudorymous certi cate or a credertial relating to such a certi cate has not
beenrevoked, then the trust provider automatically updates the certi cates or
credertials in its directory with newly signed ones. A user can collect the up-
dated pseudorymous certi cates and credertials, preferably via an anonymous
channelto reducethe chancesof linkage.To adhieve this, the usercan, for exam-
ple, collect many certi cates, including the required ones.By revoking its FPC,
the user can e®ectiwely revoke all credertials basedon it.

The secondmethod for revocation we outline consistsof sendingalong spe-
ci ¢ transformation factors with a (credertial) pseudorymous certi cate, to a
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speci ¢ trust provider. This trust provider can then retrieve the original issued
(credertial) pseudorymous certi cates and nd out if they have beenrevoked.
The trust provider then provides a statemert on the status of the (credertial)
pseudorymous certi cate to the service provider. This functionality resenbles
the use of an On-line Certi cate Status Protocol (OCSP) request, commonly
used on the Internet (cf. [23]). Of course, the service provider still needsto
verify that the useris in possessiorof the private key referencedin the used
randomized CPC.

The secondrevocation technique can be supplemerned with the °exible secret
sharing technique described at the end of the previous section.

4 Constructions for credential pseudonymous certi cates

4.1 A simple Construction

In this section we describe an initial and very simple construction for self-
blindable certi cates and thus CPCs. We describe this scheme merely for pur-
posesof illustration, asit hasthe seriousinherent draw-badck of not supporting
cryptographic protection against userssharing credenials. Therefore, to imple-
mert this construction onewould needto trust devicesresistart to usertamper
to prevent usersfrom sharing credertials. As the construction in Section4.2 pro-
vides cryptographic protection againstuserssharing credertials this construction
is favorable to the scheme preseried in this section.

Let G = hgi be a group of prime order q in which the DDH problem is ex-
ciently computable, while the discretelogarithm and the Dite-Hellman problems
are practically intractable. We also assumethat the (provable) random genera-
tion of elemens in G without knowing any relative discrete logarithms is also
possible (seethe end of Section 2.1). The description of the group G, including
the g; q are consideredas system parameters.

The set T of all trust provider's public keystakesthe form j;j° whereO -
s < q is the related private key and wherej 2 G nflg. We assumethat eadh
trust provider's public generatorj is (provably) randomly chosen,e.g.,it could
be basedon the output of a securehashalgorithm with a xed input. The set of
userspublic keys U consistsof elemeris of the form g* where0< x < g are all
possibleuser'sprivate keys. There is a subtle reasonwhy x = 0 is principally not
allowed, seebelow. Note that a usercan prove possessiomnf x in a zero-knavledge
fashion with the Sdnorr identi cation protocol [25]. Moreover, seeral digital
signature systemscan be basedon the user public, private key pairs mentioned
above, e.g.,DSA [15], EIGamal [14] and Schnorr [25]. Finally, a certi cate issued
by atrust provider with public key h; h? on a userpublic key g* takesthe form:

fg;g%g:

Note that the above certi cate is basedon the variant of the Chaum-Pedersen
signature (as outlined in Section2) on g* with respect to the public key h; h?%,
i.e., g. An important feature of this variant is that it is not required to add an
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interactive proof that the secondcomponert indeedhasthe form g** asthe DDH
problem is assumedto be simple. Due to the restrictions on the rst elemer in
the certi cate, it cannot be equal to the unity elemen. If this condition is not
also chedked by applications, then certi cate forgery becomessimple.

The certi cates C constructed in this way are self-blindable. To this end,
choosethe transformation factor spaceF equalto GF(g)® and de ne the trans-
formation D :CE F! Cas

(fX;Ygf)! fxXt:vfg

That is, the certi cate fg*;gg is transformed to the certi cate fg ;g ?g
under factor f . It is a simple veri cation that D(:;:) satis esthe "v e properties
of a transformation and, thus, that the certi cates constructed in this way are
self-blindable.

Notice that the transfer of credenials is simple in this construction, if the
useris able to retrieve (and transfer) the private key related to the public key
of a (transformed) pseudorymous certi cate. This problem can be cortrolled by
ensuring that all security operations with respect to credertials take place on
a tamper resistart signing device in such a way that private key information
of (transformed) certi cates can be used (‘addressed') but not retrieved. The
use of such devicesneedsto be addressedin the FPC issuing protocol for these
certi cates, for instance as follows.

1. The userregisters,typically in a non-anorymous fashion, with a pseudorym
provider.

2. The pseudorym provider generatesa random 0 < x < @, and forms the
user public key g* and the certi cate fg*;g**g. All information is put on a
tamper resistant signing device, in such a way that private key information
of (transformed) certi cates can be usedbut not retrieved.

3. The securesigning device is handed over to the userin a securefashion.

Having Tled in this issuing protocol, our CPC scheme now follows system
description 31. Protection against pseudorym/credential linking and pseudo-
nym/credential translation are obvious consequence®f the properties of self-
blindable certi cates. For the other two security properties (protection against
forgery and transfer), one needsto trust devicesresistart to usertampering.

4.2 A more robust construction

This construction is basedon the technique in Brands' e-cashschemeto trace
double spenders(cf. from [4]). Just asin the previous section our construction
is basedon the variant of the Chaum-Pedersensignature scheme as intro duced
in Section 2. So, again, let G = hgi be a group of prime order q in which the
DDH problem is exciently computable, while the discrete logarithm and the
Dize-Hellman problems are practically intractable. We also assumethat the
(provable) random generation of elemers in G without knowing any relative
discrete logarithms is also possible.In addition to this, we assumethat there
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exists an exciently computable embedding E (:) from G into a group G° where
all three problems DDH, DH and DL are practically intractable. All thesere-
quirements are met by suitable groups of points on supersingular elliptic curves,
cf. the end of Section 2.1. The description of the groups G, including the g;q,
the group G° and the embedding are consideredto be system parameters.

As before, the set of all trust providers' public keys, T takesthe form j;j*
where 0 - s < qis the related private key and wherej 2 G nflg. We assume
that ead trust provider's public generatorj is (provably) randomly chosen,e.qg.,
it could be basedon the output of a securehash algorithm with a xed input.
In addition we assumethat the pseudorym provider publishes a certi ed pair
(r:s) = (r;rf) wherer;s 2 G and for some0 < f < g which is unknown by all
parties. Generation of such a pair consists of choosing two (provable) random
r;s which determinesf . Alternativ ely, the pseudorym provider can choosethe
elemert r in a provablerandom fashionand generatearandomelemen 0< f < g
and form s = rf. We prefer the rst construction, for two reasons.First, it is
dizcult for the pseudorym provider to corvince others that f has beenchosen
randomly and, second,it is good practice to have asfew secretkeysin a system
as possible.

The set of userspublic keysU consistsof elemerts of the form g;; g2; 9y 32.
Here 0 - Xj3;X2 < qis the related private key, g; is a random generator and
logy, (32) = f. As in the previous scheme, we require that 01'g,? be unequal
to the unity elemen. Note that a participant can prove possessiorof X; Xz in
a zero-knawledge fashion with the Okamoto variant of Schnorr's identi cation
protocol [22]. In the same paper, a variant of Schnorr's signature scheme is
described basedon the user public, private key pairs mentioned above. Finally,
a certi cate issuedby a trust provider with public key h; h? on a user's public
key 0i; 02; 01 * 052 takesthe form:

fou 001 G2 (0 G 2) %

Again, this is preciselythe variant of the Chaum-Pedersensignature (as outlined
in Section 2) on the user's public key with respect to the public key h; hz. As
the DDH problem is simple, on basisof the certied pair (r;rf), anyone can and
should verify that the "rst two parametersin the certi cate are indeed correctly
formed, i.e., the secondoneis an f -th power of the rst one (cf. the alternative
description of the DDH problem in Section 2.1). Due to the restrictions on the
three elemeris in the certi cate, noneof them canbe equalto the unity elemert.
If this condition is not also cheded by applications, then certi cate forgery
becomessimple.

The certi cates C constructed in this way are self-blindable. To this end,
de ne the transformation factor spaceby F = GF(q)® £ GF(qg)° and the trans-
formation D :CE F! Cas:

XYW Zg (kD)) T £X Y wk:zKg:
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That is, the certicate fg1;02; 091 0y%; (9)'0y2)%g is transformed into the certi -
cate

fohighigi ' g* ' (" &5*)*g

under the transformation factor (k;l). It is a simple veri cation that D(:;:)
satis es the v e properties of a transformation. Notice that two transformation
factors (k;I) are usedto ensurethat a randomly transformed public key is indeed
a random elemert in the user's public key space.

The FPC issuingprotocol for thesecerti cates canbe Tled in asfollows, but
many variations are possible;the pseudorym provider's public key is denoted as
h; h*, whereh 2 G nf1g is (provably) randomly chosen.

1. The userregisters,typically in a non-anorymous fashion, with a pseudorym
provider.

2. The pseudorym provider generatesa random pair (g:; g2) suc that g, = gfl,
by choosinga (provably) random power of the elemerts r;s. The pair (91; )
is sent to the user,or to a party acting on its behalf (e.g.,a smart card issuer).

3. The user (or a party acting on its behalf), generatesa random private key
0 - x < qand forms g5. The user sendsgs and proves possessiorof the
private key x (i.e., the discrete logarithm with respectto g, of the rst sert
public key), e.g., by using Schnorr's protocol.

4. Basedon the elemerts g;; g and g3, the pseudorym provider forms the pub-
lic key 01;02; 0105, chedks to ensurethat the last elemen is unequal to the
unity element and placesa Chaum-Pedersensignature on it, i.e., (9103)*.
Moreover, the provider employs the embedding E : G! GYand determines
the elemens E(g,);E(gs) of the group GP° (in which the DDH, DH and
DL problems are hard). Next the provider determines a random power r
of these elemeris, i.e., E(g2)"; E(g3)". The provider then forms a corven-
tional non-repudiation certi cate (e.g., basedon the US Digital Signature
Algorithm) on (E(g.)"; E(g3)"). The rst pseudorymous certi cate and the
non-repudiation certi cate are issuedto the user. Both are also stored in
separatedirectories.

Using the terminology of the above protocol; as the embedding E(;) is a
homomorphismit directly follows that the private non-repudiation signing key
is equal to x. We have used a non-repudiation signing key only as an example
of a private key that is highly important to a user. Many more examplesexist
(e.g., the user's signing key for "nancial transactions).

There are two reasonswhy the user's non-repudiation key is embedded in
the group G°in the specied way. First of all, using a group where all three of
the DDH, DH and DL problems are hard, seemsappropriate for a corvertional
signature scheme. Second,embedding the non-repudiation key in the speci ed
way, prevents linkage betweenthe rst pseudorymous certi cate and the non-
repudiation certi cate. Should a party have accesgo g5; gy (whoseE (:) images
appear in the non-repudiation key) then this party would be able to link this
to the pair gy; g5 asthe DDH problem in G is simple. However, inverting the
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embedding E (%) is hard (cf. the remarks at the end of Section 2.1), so invert-
ing the valuesE(g,)";E(g3)" (deducible from the non-repudiation certi cate)
is not a practical possibility. Moreover, as the DDH problem is presumed to
be hard in G°it would be impossibleto relate E(g,); E(g¥) (deducible from
the “rst pseudorymous certi cate) to E(g.)"; E(g3)" (deducible from the non-
repudiation certi cate). Strictly speaking, such a linkage might not be an issue,
as userswill typically employ transformed pseudorymous credertials. However
(cf. the generic description 31), this might becomean issue should a service
provider want to be certain that the user has not already beenissuedanother
pseudorym. Indeed, the user would then needto provide a trust provider with
the transformation factor from its registered pseudorymous certi cate to the
First Pseudorymous Certi cate. We nally note that, in the issuing protocol,
the pseudorym can alternativ ely rst calculate random r-powers of the elemeris
02; 03 in the group G and then utilize the embedding E (:). For the samer, this
would give the sameresult aswith the method described above.

Having Tled in this issuing protocol, our CPC scheme now follows from
the systemdescription 31. Protection against pseudorym/credential linking and
pseudorym/credential translation are obvious consequencesf the properties of
self-blindable certi cates. We discussthe two other security properties.

Protection against pseudonym/credential forgery

This protection is based on an all-or-nothing concept (see the introduction).
The private key in a transformed credertial takesthe form (k;k ¢x mod q) for
some0 < k < g. Note that dividing the secondpart by the rst part yields the
user's non-repudiation key x. Hence, if the user transfers a credenial, then it
also transfers a copy of its non-repudiation signing key. We think that this is a
suzcient deterrent to transferring credertials (which can be supplemeried with
the physical security of a signing device).

Protection against pseudonym/credential forgery [Indication]
Under Assumption 21, we provide a sketched proof in the appendix that an
excient pseudorym/credential forgery algorithm basedon all issuedcerti cates
and private keys, will in fact provide an algorithm determining hard discrete
logarithms with non-negligible probability.

5 Conclusion

We have described two simple, excient and e®ectie credertial pseudorymous
certi cate systems,which alsosupport anornymity without the needfor a trusted
third party. Both systemsare basedon a new paradigm, called self-blindable
certi cates. Sud certi cates were constructed using the Weil pairing in super-
singular elliptic curves. The secondsystem provides cryptographic protection
against the forgery and transfer of credertials.
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A App endix: forgery protection in the robust
construction

Supposethat a total of n-number of certi cates under one trust provider are
issued,e.g., of type:

Fouii i g1 &5 5 (0’ &™)
where the trust providers public key is of the form h; h? asusual. Also suppose
that a forger hasaccesgo all private keysxi.;j and X, and is able to producea
forged certi cate, say

fhy;hy; hih??; (hY*h%?)?g;
where 0 - y;;Y¥> < qis known to the forger. Notice that (y;1;y.) should not be
equalto (0; 0) asthen the certi cate cortains the unity elemer. As the h, should
be an f -th power of hy, it follows from Assumption 21 that h; (resp. hy) is a
power product of the fg;.igandr (resp.fgyigands). Likewise,hi*h}? is a power
product of all gﬁ” gﬁz, and h. By choosing the rightéransformation fa80rs, we
may assumewithout lossof generality that hy = r® ., gui, ho = s° * 5, G2
and

Y
h?ll.l hzz = h¢ g;-(}J géil : (l)
j23

We now sketch that we can rule out the possibility that either b;c is equal
to 1. To this end, supposethe probability that the evernt that ¢ = 1 to be non-
negligible. Now, if one simulates f, then one can use the forgery algorithm to
determine log, (h). Indeed, by feeding the algorithm g; (resp. gz;i) that are of
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form rt (resp. s'i), where 0 - t; < g known and random and by choosing the
0 Xgj;Xzi < gin arandomway (i = 1;2;:::n). As this is "correct' input, it
will lead to equalities of type (1). Now, if c = 1 in any of these equalities then
the algorithm has produced log, (h), which is assumedto be a hard problem.
Likewise,if the probability that b= 1 is non-negligible, then simulation of f the
forgery algorithm will alsoenableto determine discrete logarithms with respect
to r, by basingall gii;gz; on random powers of an elemen z for which log, (z)
is required. Thus we concludethat b= c = 0 with overwhelming probability and
that actually the equations (1) are of type

Yo
h)l’l hgz = gﬁu g;jj : )
j23

where h; = Qm O1i, h2 = Qi2| 0z - Note that the setsl;J cannot be empty
as the unity elemen would then occur in the certi cate. Moreover, if the set
I [ J doesnot cortain at leasttwo elemerts, then | = J is a singleton, and the
forgery algorithm has in fact produced a transformed user certi cate, which is
not considereda forgery. Now, supposethat log, (b) is required for somea;b2 G,
then this can be determined with high probability, by basing "half' the g;; ; g2
on random powers of a and the other half on random powers of b. With non-
negligible probability, the setl [ J will contain both a g;; ;9. basedon a and
b, and will hencegive a relation providing log, (b).



