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Abstract. We intro duce a short signature schemebasedon the Compu-
tational Di±e-Hellman assumption on certain elliptic and hyper-elliptic
curves. The signature length is half the size of a DSA signature for a
similar level of security. Our short signature scheme is designed for sys-
tems where signatures are typed in by a human or signatures are sent
over a low-bandwidth channel.

1 In tro duction

Short digital signaturesare neededin environments where a human is asked to
manually key in the signature. For example, product registration systemsoften
askusersto key in a signature provided on a CD label. More generally, short sig-
naturesareneededin low-bandwidth communication environments. For example,
short signatures are neededwhen printing a signature on a postagestamp [21,
19]. Currently , the two most frequently usedsignaturesschemes,RSA and DSA,
provide relatively long signatures compared to the security they provide. For
example,when one usesa 1024-bit modulus, RSA signaturesare 1024bits long.
Similarly, when one usesa 1024-bit modulus, standard DSA signaturesare 320
bits long. Elliptic curve variants of DSA, such as ECDSA, are also 320 bits
long [1]. A 320-bit signature is too long to be keyed in by a human.

We proposea signature schemewhoselength is approximately 160 bits and
provides a level of security similar to 320-bit DSA signatures. Our signature
scheme is secureagainst existential forgery under a chosenmessageattack (in
the random oracle model) assumingthe Computational Di±e-Hellman problem
(CDH) is hard on certain elliptic curvesover a ¯nite ¯eld of characteristic three.
Generating a signature is a simple multiplication on the curve. Verifying the
signature is done using a bilinear pairing on the curve. Our signature scheme
inherently usesproperties of elliptic curves.Consequently , there is no equivalent
of our schemein F¤

p.
Due to the properties of the curves we use, currently we can only provide

signatures of the lengths given below. The best known algorithm for solving
the CDH problem in these groups requires a discrete-log on a ¯nite ¯eld of
characteristic three. The size of this ¯eld is given (in bits) in the rightmost
column of the table below.
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Signature sizeEC group sizeDiscrete-log Security
(bits) (bits) (bits)
126 126 752
154 151 923
237 220 1417
259 256 1551
265 262 1589

The secondrow shows that wecanget a signatureof length 154bits with security
comparable to 320-bit DSA or 320-bit ECDSA. The best known algorithm to
forge a 154-bit signature requires one to solve a CDH problem in a ¯nite ¯eld
of size 923 bits or on an elliptic curve group of size 151 bits. In Section 3.5 we
outline an approach for generalizing our technique and building signatures of
any length.

Constructing short signaturesis an old problem. Several proposalsshow how
to shorten the DSA signature schemewhile preservingthe samelevel of security.
Naccache and Stern [19] proposea variant of DSA where the signature length
is approximately 240 bits. Mironov [18] suggestsa DSA variant with a similar
length and gives a concrete security analysis of the construction (in the ran-
dom oraclemodel). Another technique proposedfor reducing the DSA signature
length is signatures with messagerecovery [21]. In such systemsone encodes a
part of the messageinto the signature thus shortening the total length of the
message-signaturepair. For long messages,onecan then achievea DSA signature
overheadof length 160 bits. However, for very short messages(e.g., 64 bits) the
total length is still 320 bits. Using our signature scheme,the signature length is
always on the order of 160 bits, no matter how short the messageis. Note that
when the only transmitted data is the signature (the messageis not transmitted)
DSA signatureswith messagerecovery are not any shorter than standard DSA
signatures.

Our signature schemeusesgroups where the CDH problem is hard, but the
DecisionDi±e-Hellman problem (DDH) is easy. The ¯rst exampleof such groups
was given in [12] and was previously used in [11,4]. We call such groups Gap
Di±e-Hellman groups, or GDH groups for short. Okamoto and Pointcheval [20]
commented that a Gap Di±e-Hellman group gives rise to a signature scheme.
However, most Gap Di±e-Hellman groupsare relatively long and do not lead to
short signatures.We prove the security of signaturesschemesderived from GDH
groups and show how they lead to very short signatures. We experiment with
our proposedsignature schemeand give running times in Section 5.

2 Signature schemes based on Gap-Di±e-Hellman

We present a signature schemethat works in any Gap Di±e-Hellman group. As
mentioned above, this scheme is described implicitly by Okamoto and Point-
cheval [20]. The schemeresembles the undeniablesignature schemeproposedby
Chaum and Pederson[5]. In the next sectionwe show how this signature scheme
givesrise to very short signatures.
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2.1 Gap Di±e-Hellman Groups (GDH groups)

Consider a (multiplicativ e) cyclic group G = hgi , with p = jGj a prime. We are
interested in three problems on G.

Group Action Given u; v 2 G, ¯nd uv.
Decision Di±e-Hellman For a;b;c 2 Z¤

p, given (g; ga ; gb; gc) decide whether
c = ab.

Computational Di±e-Hellman For a;b 2 Z¤
p, given (g; ga ; gb), compute gab.

We de¯ne a Gap Di±e-Hellman group, in stages.

De¯nition 1. G is a ¿-decision group for Di±e-Hel lman if the group action
can be computed in one time unit, and Decision Di±e-Hel lman can be computed
on G in time at most ¿.

De¯nition 2. The advantageof an algorithm A in solving the Computational
Di±e-Hel lman problem in a group G is

AdvCDHA
def= Pr

h
A(g; ga ; gb) = gab : a; b RÃ Z¤

p

i

Where the probability is over the choice of a and b, and the coin tossesof A .
We say that an algorithm A (t; ²)-breaks Computational Di±e-Hel lman in G if
A runs in time at most t, and AdvCDHA ¸ ².

De¯nition 3. A prime order group G is a (¿; t; ²)-GDH group if it is a ¿-
decision group for Di±e-Hel lman and no algorithm (t; ²)-breaks Computational
Di±e-Hel lman on it.

2.2 The GDH Signature Scheme

The GDH Signature Schemeallows the creation of signatureson arbitrary mes-
sagesm 2 f 0; 1g¤. A signature ¾is an element of G. The basegroup G and the
generatorg are systemparameters.We denoteby G¤ the set G¤ = Gnf 1g where
1 is the identit y of G.

The signature schemecomprisesthree algorithms, KeyGen, Sign, and Verify.
It makes use of a full-domain hash function h : f 0; 1g¤ ! G¤. The security
analysisviewsh asa random oracle[3]. In Section3.3weweaken the requirement
on the full-domain hash.

Key Generation Pick random x RÃ Z¤
p, and compute v Ã gx . The public key

is v. The secretkey is x.
Signing Given a secretkey x, and a messageM 2 f 0; 1g¤, Compute h Ã h(M ),

and ¾Ã hx . The signature is ¾2 G¤.
Veri¯cation Given a public key v, a messageM , and a signature ¾, compute

h Ã h(M ) and verify that (g; v; h; ¾) is a valid Di±e-Hellman tuple.

Note that a GDH signature is a single element of G¤. Hence, to construct
short signatureswe needa GDH group where elements have a short representa-
tion. We construct such groups in Section 3.
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2.3 Securit y

We show the security of the GDH signature schemeagainst existential forgery,
under chosen-messageattacks.

De¯nition 4. The advantage in existentially forging a signature of a forger
algorithm F , given accessto a signing oracle S, is

AdvSigF
def= Pr

"

Verify(PK; M ; ¾) = valid :
(PK; SK) RÃ KeyGen;

(M ; ¾) RÃ F S (PK)

#

The probability is taken over the coin tossesof the key-generation algorithm, and
of the forger.

Here the adversary F is allowed to query the signing oracle adaptively: any
of its queriesmay depend on previous answers, but it may not emit a signature
for a messageon which it had previously queried the oracle. The adversary also
hasaccessto the full-domain hashfunction, which is treated asa random oracle.

De¯nition 5. A forger F (t; qH ; qS ; ²)-breaks a signature schemeif F runs in
time at most t, makesat most qH queries to the hash function and at most qS

queries to the signing oracle S, and AdvSigF ¸ ².

De¯nition 6. A signature schemeis (t; qH ; qS ; ²)-secure against existential for-
gery on adaptive chosen-messageattacks if no forger (t; qH ; qS ; ²)-breaks it.

The following theorem shows that the GDH signature schemeis secure.The
proof of the theorem is given in Section 4.

Theorem. Let G be a (¿; t0; ²0)-gap group for Di±e-Hel lman of order p. Then
the Gap Signature Schemeon G is (t; qH ; qS ; ²)-secure against existential forgery
on adaptive chosen-messageattacks, where

t · t0 ¡ 2cA (lg p)(qH + qS ) and ² ¸ 2e¢qS ²0;

and cA is a small constant. Here e is the baseof the natural logarithm.

3 Building Gap-Di±e-Hellman groups with small
represen tations

Using the Weil pairing, certain elliptic curvesmay be usedas GDH groups. We
recall some necessaryfacts about elliptic curves (see, e.g., [14,22]), and then
show how to use certain curves for GDH signatures. In particular, we describe
the curvesy2 = x3 + 2x § 1 over F3` .
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3.1 Elliptic Curv es and the W eil Pairing

An elliptic curve can serve as the basis for a GDH signature scheme if we can
use it to construct some group G with large prime order on which Computa-
tional Di±e-Hellman is di±cult, but Decision Di±e-Hellman is easy. First, we
characterize a necessarycondition for CDH intractabilit y on a subgroup of E .

De¯nition 7. Let p be a prime, l a positive exponent, and E an elliptic curve
over Fpl with m points. Let P in E be a point of prime order q where q2 - m. We
say that the subgroup hPi has a security multiplier ®, for someinteger ® > 0, if
the order of pl in F¤

q is ®. In other words:

q j pl ® ¡ 1 and q - pl k ¡ 1 for all k = 1; 2; : : : ; ® ¡ 1

It is well known (as shown below) that for CDH to be hard in the subgroup
hPi we must have that the security multiplier, ®, for this subgroup is not too
small. On the other hand, to get an e±cient Decision Di±e-Hellman algorithm
in hPi we need that ® is not too large. Therefore, the problem in constructing
short signatures is to ¯nd curves for which ® is su±ciently large for security,
but su±ciently small for e±ciency. Using current security parameters,® = 6 is
su±cient for obtaining short signatures. It is an open problem to build elliptic
curveswith slightly higher ®, say ® = 10 (seeSection 3.5).

Discrete-log on elliptic curv es: Let hPi be a subgroup of E=Fpl of order q
with security multiplier ®. We brie°y discusstwo standard ways for computing
discrete-log in hPi .

1. MO V: Use an e±ciently computable homomorphism, as in the Menezes-
Okamoto-Vanstone reduction [15], to map the discrete log problem in hPi
to a discrete log problem in someextensionof Fpl , say Fpli . We require that
the image of hPi under this homomorphism is a subgroup of F¤

pli of order
q. Thus we have qj(pil ¡ 1), which by the de¯nition of ® implies that i ¸ ®.
Hence, the MOV method can, at best, reduce the discrete log problem in
hPi to a discrete log problem in a subgroup of F¤

pl® . Therefore, to ensure
that discrete log is hard in hPi we want curveswith large ®.

2. Generic: Generic discrete log algorithms such as the Baby-Step-Giant-Step
and Pollard's Rho method [16] have a running time proportional to

p
q.

Therefore, we must ensurethat q is su±ciently large.

Decision Di±e-Hellman on elliptic curv es: Let P 2 E=Fpl be a point of
prime order q. Supposethe subgroup hPi has security multiplier ®. We assume
q - pl ¡ 1. A result of Balasubramanianand Koblitz [2] showsthat E=Fpl® contains
a point Q that is linearly independent of P. Such a point Q 2 E=Fpl® can be
e±ciently found. Note that linear independenceof P and Q can be veri¯ed via
the Weil pairing described below.

With two linearly independent points P 2 E=Fpl and Q 2 E=Fpl® , each of
order q, we can usethe Weil pairing to answer certain questionsthat will allow



Short signatures from the Weil pairing 521

us to construct a DDH oracle [12]. Let E [q] denote the subgroup of E=Fpl®

generatedby P and Q. The Weil pairing is a map e : E [q] £ E [q] ! F¤
pl® with

the following properties:

1. Identit y: for all R 2 E[q], e(R; R) = 1.
2. Bilinear: for all R1; R2 2 E[q] and a;b 2 Z we have that e(aR1; bR2) =

e(R1; R2)ab.
3. Non-degenerate:if for R 2 E[q] we have e(R; R0) = 1 for all R0 2 E[q], then

R = O.
4. Computable: for all R1; R2 2 E[q], the pairing e(R1; R2) can be computed

e±ciently [17].

Note that e(R1; R2) = 1 if and only if R1 and R2 are linearly dependent.
For the linearly independent points P and Q, both of order q, the Weil pairing

allows us to determine whether the tuple (P; aP; Q; bQ) is such that a = b mod q;
indeed,

a = b mod q ( ) e(P; bQ) = e(aP; Q):

Supposewe alsohave a computable isomorphismÁ from hPi to hQi . Necessarily,
Á is such that, for all a, Á(aP) = axQ, where xQ = Á(P). In this case,the Weil
pairing allows us to determine whether the tuple (P; aP; bP; cP) is such that
ab= c mod q:

ab= c mod q ( ) e(P; Á(cP)) = e(aP; Á(bP)) :

With the isomorphism Á, the Weil pairing provides an algorithm for Decision
Di±e-Hellman. Note that the algorithm for DDH requirestwo evaluations of the
Weil pairing for points over Fpl® .

3.2 A Special Sup ersingular Curv e

Using the machinery of Section 3.1, we derive GDH groups with small repre-
sentation from the supersingular elliptic curves E given by y2 = x3 + 2x § 1
over F3l . As we will see,these are unique supersingular elliptic curves with se-
curit y multiplier 6. Hence,the MOV reduction maps the discrete log problem in
E=F3l to F¤

36 l . This meansthat we can userelatively small valuesof l to obtain
short signatures, but the security is dependent on a discrete log problem in a
large ¯nite ¯eld. We use two simple lemmas to describe the behavior of these
curves(seealso [23,13]).

Lemma 1. The curve E + de¯ned by y2 = x3 + 2x + 1 over F3l satis¯es

# E +=F3l
=

(
3l + 1 +

p
3 ¢3l whenl = § 1 mod 12; and

3l + 1 ¡
p

3 ¢3l whenl = § 5 mod 12

The curve E ¡ de¯ned by y2 = x3 + 2x ¡ 1 over F3l satis¯es

# E ¡ =F3l
=

(
3l + 1 ¡

p
3 ¢3l whenl = § 1 mod 12; and

3l + 1 +
p

3 ¢3l whenl = § 5 mod 12
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Proof. See[13, section 2]. ut

We have thus shown how to construct an elliptic curve with 3l + 1 §
p

3 ¢3l

points over F3l , simply by selectingoneof E ¡ and E + asappropriate, whenever
l mod 12 equals§ 1 or § 5.

Lemma 2. Let E be an elliptic curve de¯ned by y2 = x3 + 2x § 1 over F3l ,
where l mod 12 equals§ 1 or § 5. Then #( E=F3l ) divides 36l ¡ 1.

Proof. We have x6 ¡ 1 = (x3 ¡ 1)(x3 + 1) = (x ¡ 1)(x2 + x + 1)(x + 1)(x2 ¡ x + 1),
so for any integer x it follows that (x2 ¡ x + 1) j (x6 ¡ 1). In particular, when
x = 3l , we seethat (32l ¡ 3l + 1) j (36l ¡ 1). Now when E is an elliptic curve as
above, we know that #( E=F3l ) is either 3l + 1 +

p
3 ¢3l or 3l + 1 ¡

p
3 ¢3l . But³

(3l + 1) +
p

3 ¢3l
´ ³

(3l + 1) ¡
p

3 ¢3l
´

= 32l ¡ 3l + 1. Thus #( E=F3l ) j (36l ¡ 1).

Together, Lemmas1 and 2 show that, for the relevant valuesof l , the curves
E +=F3l and E ¡ =F3l will have security parameters® at most 6 (more speci¯cally:
® j 6). Whether the security parameter actually is 6 for a particular prime
subgroup of a curve must be determined by computation.

Automorphism of E + ; E ¡ =F36 l : For l such that l mod 12 equals § 1 or § 5,
compute three elements of F36 l , u, r + , and r ¡ , satisfying u2 = ¡ 1; (r + )3 + 2r + +
2 = 0, and (r ¡ )3 + 2r ¡ ¡ 2 = 0. Now consider the following maps over F36 l :

Á+ (x; y) = (¡ x + r + ; uy) and Á¡ (x; y) = (¡ x + r ¡ ; uy)

Lemma 3. Let l mod 12 equal § 1 or § 5. Then Á+ is an automorphism of
E + =F36 l and Á¡ is an automorphism of E ¡ =F36 l . Moreover, if P is a point
of order q on E + =F3l (or on E ¡ =F3l ) then Á+ (P) (or Á¡ (P)) is a point of
order q that is linearly independent of P.

Proof. SeeSilverman [22, p. 326]. ut

For a point P of order q on any of thesecurves,the appropriate automorphism
allows us to solve a Decision Di±e-Hellman question on G = hPi , as we have
shown in the previous section.

3.3 Hashing onto Elliptic Curv es

The GDH signature scheme needsa hash function h : f 0; 1g¤ ! G¤ where G
is a GDH group. We are proposing to use a subgroup of an elliptic curve as a
GDH group. Since it is di±cult to build hash functions that hash directly onto
a subgroup of an elliptic curve we slightly relax the hashing requirement.

Let E=Fpl bean elliptic curveof order m de¯ned by y2 = f (x). Let P 2 E=Fpl

be a point of prime order q, whereq2 - m. We wish to usethe subgroupG = hPi
as a GDH group for the GDH signature scheme. Supposewe are given a hash
function h0 : f 0; 1g¤ ! Fpl £ f 0; 1g. Such hash functions h0 can be built from
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standard cryptographic hash functions. The security analysis will view h0 as a
random oracle.We usethe following deterministic algorithm called MapToGroup
to hashmessagesin f 0; 1g¤ onto G¤. Fix a small parameter I = dlog2 log2(1=±)e,
where ± is somedesiredbound on the probabilit y of failure.

MapT oGr oup h0: The algorithm de¯nes h : f 0; 1g¤ ! G¤ as follows:
1. Given M 2 f 0; 1g¤, set i Ã 0;
2. Set (x; b) Ã h0(i k M ) 2 Fpl £ f 0; 1g;
3. If f (x) is a quadratic residue in Fpl then do:

3a. Let y0; y1 2 Fpl be the two square roots of f (x). We use b 2 f 0; 1g to
choose between these roots. View y0; y1 as polynomials of degree l ¡ 1
over Fp. Then ensurethat the constant term of y0 is not greater than the
constant term of y1 when viewed as integers in [0; p] (swapping y0 and y1

if necessary).Set ~PM 2 E=Fpl to be the point ~PM = (x; yb).

3b. Compute PM = (m=q) ~PM . Then PM is in G.
If PM is in G¤ then output MapToGrouph0(M ) = PM and stop.

4. Otherwise, increment i , and goto Step 2; If i reaches2I , report failure.

The failure probabilit y canbemadearbitrarily small by picking an appropriately
large I . For each i , the probabilit y that h0(i k M ) leads to a point on G¤

is approximately 1=2 (where the probabilit y is over the choice of the random
oracleh0). Hence,the expectednumber of calls to h0 is approximately 2, and the
probabilit y that a given messageM will be found unhashableis 1=22I

· ±.

Lemma 4. Suppose the GDH signature scheme is (t; qH ; qS ; ²)-secure in the
subgroup G when using a random hash function h : f 0; 1g¤ ! G¤. Then it
is (t ¡ 2I qH lg m; qH ; qS ; ²)-secure when the hash function h is computed with
MapToGrouph0 where h0 is a random hash function h0 : f 0; 1g¤ ! Fpl £ f 0; 1g.

Proof Sketch:Supposea forger algorithm F 0 (t; qH ; qS ; ²)-breaks the Gap Signa-
ture Scheme on the subgroup G when the hash function h is computed using
MapToGrouph0. We construct an algorithm F that (t + 2I qH lg m; qH ; qS ; ²)-
breaks the schemewhen h is a random oracle h : f 0; 1g¤ ! G¤.

Our new forger F will run F 0 as a black box. F will useits own hash oracle
h : f 0; 1g¤ ! G¤ to simulate for F 0 the behavior of MapToGrouph0. It usesan
array sij , of elements of Fpl £ f 0; 1g. The array hasqH rows and 2I columns.On
initialization, F ¯lls sij with uniformly-selected elements of Fpl £ f 0; 1g.

F then runs F 0, and keepstrack (and indexes) all the unique messagesM i

for which F 0 requestsan h0 hash. When F 0 asks for an h0 hash of a message
w k M i whoseM i F had not previously seen(and whosew is an arbitrary I -bit
string), F scansthe row sij , 0 · j < 2I . For each (x; b) = sij , F follows Step 3
of MapToGroup, above, seekingpoints in G¤. For the smallest j for which sij

maps into G¤, F replacessij with a di®erent point (x i ; bi ) de¯ned as follows.
Let Qi = h(M i ) 2 G¤. Then F constructs a random ~Qi = (x i ; yi ) 2 E=Fpl such
that (m=q) ~Qi = Qi . It sets sij = (x i ; bi ) where bi 2 f 0; 1g is set so that (x i ; bi )
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maps to ~Qi in Step 3a of MapToGroup. Then MapToGrouph0(M i ) = h(M i ) as
required.

Once this preliminary patching has been completed, F is able to answer h0

hashqueriesby F 0 for strings w0 k M i by simply returning siw 0. The simulated h0

which F 0 seesis statistically indistinguishable from that in the real attack. Thus,
if F 0 succeedsin breaking the signature scheme using MapToGrouph0 then F ,
in running F 0 while consulting h, succeedswith the samelikelihood, and su®ers
only a running-time penalty from maintaining the additional information and
running the exponentiation in Step 3 of MapToGroup. ut

3.4 A concrete short signature scheme

To summarize things so far, we describe a concretesignature schemeusing the
GDH group derivedfrom the curveE=F3l de¯ned by y2 = x3+ 2x§ 1. Someuseful
instantiations of thesecurvesarepresented in Table1. Note that werestrict these
instantiations to thosewhere l is prime, to avoid Weil-descent attacks [9,10]. As
explained in Section 3.3, we use MapToGrouph0 to map arbitrary bit strings
to points of order q on E, using a hash function h0 from arbitrary strings to
elements of Fpl and an extra bit.

curve l Signature SizeDLog Security Multiplier MOV Security
dlg2 me dlg2 qe ® dlg2 xe

E ¡ 79 126 126 6 752
E + 97 154 151 6 923
E + 149 237 220 6 1417
E + 163 259 256 6 1551
E ¡ 163 259 259 6 1551
E + 167 265 262 6 1589

Table 1. Supersingular elliptic curves for GDH Signatures. Here m = #( E =F3l ), and
q is the largest prime dividing m. The MOV reduction maps the curve onto a ¯eld
with x elements.

A concretesignature scheme:

Key generation Given one of the values l in Table 1, let E=F3l be the cor-
responding curve and let q be the largest prime factor of the order of the
curve. Let P 2 E=F3l be a point of order q. pick a random x 2 Z¤

q and set
R Ã xP . Then (l ; q; P; R) is the public key and x is the private key.

Signing To sign a messageM 2 f 0; 1g¤ use algorithm MapToGrouph0 to map
M to a point PM 2 hPi . Set SM Ã xPM . The signature ¾is the x coordinate
of SM . Therefore, ¾2 F3l .

Veri¯cation Given a public key (l ; q; P; R), a messageM , and a signature ¾
do:
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1. Find a point S 2 E=F3l of order q whose x-coordinate is ¾ and whose
y-coordinate is y for some y 2 F3l . If no such point exists reject the
signature as invalid.

2. Set u Ã e(P; Á(S)) and v Ã e(R; Á(h(M ))), where e is the Weil pairing
on the curve E=F36 l and Á : E ! E is the automorphism of the curve
described in Lemma 3.

3. If either u = v or u¡ 1 = v, accept the signature. Otherwise, reject.

Note that both (¾; y) and (¾; ¡ y) are points on E=F3l that have ¾ as their
x-coordinate. Either one of these two points can be the point SM used to gen-
erate the signature in the signing algorithm. Indeed, since (¾; y) = ¡ (¾; ¡ y)
on the curve, we have that e(P; Á(¡ S)) = e(P; Á(S)) ¡ 1. Therefore, u = v
tests that (P; R; h(M ); S) is a Di±e-Hellman tuple, while u¡ 1 = v tests that
(P; R; h(M ); ¡ S) is a Di±e-Hellman tuple.

The next lemma shows that an attacker capableof existential forgery under
a chosenmessageattack (in the random oracle model) is also capableof solving
the Di±e-Hellman problem in E=F3l .

Lemma 5. SupposeE=F3l is one of the curvesgiven in Table1, q is the largest
prime dividing # E, P is a point of order q on E, and no algorithm (t0; ²0)-
breaksComputational Di±e-Hel lman on G = hPi . Let h0 : f 0; 1g¤ ! F3l £ f 0; 1g
be a random oracle. Then the concrete signature scheme described above is
(t; qH ; qS ; ²)-secure against existential forgery on adaptive chosen-messageat-
tacks (in the random oracle model), where

t · t0 ¡ 2cA (lg q)(qH + qS ) ¡ 2I qH lg m ¡ 2¿ and ² ¸ 2e¢qS ²0;

and cA is a small constant.

Proof. By assumption, G is a (¿; t0; ²0)-GDH group, where ¿ is equal to twice
the time necessaryto compute the Weil pairing on G. Assuming the existenceof
a random oracle h from arbitrary bit strings to G¤, the genericGDH signature
scheme (given in Section 2.2) on G is (t1; qH ; qS ; ²1)-secure against existential
forgery on adaptive chosen-messageattacks by the main theorem (Section 4),
where

t1 · t0 ¡ 2cA (lg q)(qH + qS ) and ²1 ¸ 2e¢qS ²0; (¤)

and cA is a small constant.
By Section 3.3, we can construct a hash function h onto G¤ from the hash

function h0. By Lemma 4, the generic GDH signature scheme on G, using al-
gorithm MapToGrouph0 is (t2; qH ; qS ; ²2)-secure against existential forgery on
adaptive chosen-messageattacks by the main theorem (Section 4), where

t2 = t1 ¡ 2I qH lg m and ²2 = ²1: (¤¤)

The only di®erencebetween the generic GDH signature scheme on G and the
concreteschemeon G described above is that signaturesin the latter schemeare
elements of F3l , rather than G. Given an adversary F that breaks the concrete
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scheme, we can construct an algorithm A that breaks the generic scheme, as
follows. The public key is identical in the two schemes,so A simply provides F
with the R given to it. Hashesare identical in the two schemes,so A passesF 's
hash requeststo its own hash oracle, and provides F with the answer. When F
requestsa signature on a messageM , A obtains the signature S 2 E from its
signature oracle, and givesF the x-coordinate ¾of S. Finally, when F outputs
a forgery ¾¤ (for the concretescheme)on a messageM ¤, A ¯nds a point S¤ 2 E
whosex-coordinate is ¾¤. By the discussionabove, either (P; R; h(M ¤); S¤) is
a Di±e-Hellman tuple, in which caseS¤ is a signature on M ¤ in the concrete
scheme,or (P; R; h(M ¤); ¡ S¤) is a Di±e-Hellman tuple, in which case¡ S¤ is a
signature on M ¤ in the concrete scheme.A outputs M ¤ along with the appro-
priate one of S¤ and ¡ S¤.

The additional time required for this simulation is dominated by the two addi-
tional signatureveri¯cations, each of which takestime ¿. Thus if the genericGDH
scheme is (t2; qH ; qS ; ²2)-secure, the concrete GDH scheme is (t3; qH ; qS ; ²3)-
secure,where

t3 = t2 ¡ 2¿ and ²3 = ²2: (¤¤¤)

Combining (¤), (¤¤), and (¤¤¤) yields the required reduction. ut

3.5 An open problem: short signatures with high securit y

In the previoussectionwe proposedusing a supersingular curve over F¤
3` to build

a short signature schemeas secureas discrete log in F¤
36` . However, there is no

reasonto stick with supersingular curves. Using other elliptic or hyper-elliptic
curves it might be possibleto achieve even higher security multipliers.

In Section3.2, we showed that the curvesE + and E ¡ over F3l have security
parameter ® at most 6. This is, in fact, the maximum value of ® for any super-
singular curve [15,23]. Instantiating the GDH signature schemeon (necessarily
non-supersingular) elliptic curveswith slightly higher valuesof ® would increase
the work required for veri¯cation, but alsoincreasesecurity againstMOV-related
attacks at comparablesignature bit lengths.

Consideran elliptic curveE=Fpl with m points, a largeprime q j m, a security
parameter ® for the subgroup of order q, and two linearly independent points,
P and Q, of order q, where P 2 E=Fpl , and Q 2 E=Fpl® . Note that a point
Q 2 E=Fpl® linearly independent of P must exist by [2] assumingq - pl ¡ 1. For
such a curve, there is not necessarilyan automorphism that maps betweenhPi
and hQi . We therefore slightly modify the Gap Signature Schemeto usethe two
groups together.

It is easyto decidewhether a tuple (P; aP; Q; bQ) is such that a = b, using
the Weil pairing. We call this the co-DecisionDi±e-Hellman problem, and it has
an obvious computational variant: given the tuple (P; Q; aQ), compute aP. The
modi¯ed (co-gap) signature schemeis as follows.

Key Generation Let P 2 E=Fpl and Q 2 E=Fpl® be two linearly independent

points of prime order q as described above. Pick x RÃ Z¤
q, and compute

R Ã xQ. The public key is (E=Fpl ; q; Q; R). The secretkey is x.
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Signing Given a secret key x, and a messageM 2 f 0; 1g¤ use MapToGrouph0

to map M to a point PM 2 hPi . Set SM Ã xPM . The signature ¾ is the
x-coordinate of SM , an element of Fpl .

Veri¯cation Givena public key (E=Fpl ; q; Q; R), a messageM , and a purported
signature ¾, let S be a point on E=Fpl of order q whosex-coordinate is ¾
and whosey-coordinate is y for somey 2 Fpl (if no such point exists reject
the signature as invalid). Set u Ã e(Q; S) and v Ã e(R; h(M )). If either
u = v or u¡ 1 = v, accept the signature. Otherwise, reject.

By reasoninganalogousto that in Section 3.4, the tests in the veri¯cation
phaseensurethat either (Q; R; h(M ); S) or (Q; R; h(M ); ¡ S) is a valid co-Di±e-
Hellman tuple. While the public key, R, is an element of E=Fpl® , and thus long,
a signature ¾ is an element of E=Fpl , and thus relatively short. The security
of this scheme follows from the assumption that no adversary (t; ²)-breaks the
co-Computational Di±e-Hellman problem.

The challenge,therefore, is to construct elliptic curveswith larger valuesof ®,
say ® = 10. It is currently an open problem to build a family of elliptic curves
with security multiplier ® = 10.

Galbraith [8] constructs supersingular curvesof higher genus with a \large"
security multiplier. For example, the supersingular curve y2 + y = x5 + x3 has
security multiplier 12 over F2l . Since a point on the Jacobian of this curve of
genus two is characterized by two values in F2l (the two x-coordinates in a
reduceddivisor) the length of the signature is 2l bits. Hence,we might obtain a
signature of length 2l with security of computing CDH in the ¯nite ¯eld F212 l .
This factor of 6 betweenthe length of the signature and the degreeof the ¯nite
¯eld is the sameas in the elliptic curve case.Hence,this genus 2 curve doesnot
improve the security of the signature, but does give more variety in signature
lengths beyond those given in Table 1. Since this curve is de¯ned over a ¯eld
of characteristic two it is better suited for computation than curves de¯ned
over of ¯elds of characteristic three. Galbraith shows that Jacobiansof genus 2
supersingular curveshave a maximum security multiplier of 12. Therefore,genus
2 supersingular curveswill not give short signature with higher security. It is an
open problem whether one can build a family of hyper-elliptic curvesof genus 3
that would give short signatureswith higher security.

4 Pro of of Securit y Theorem

We prove, in the random oraclemodel, that GDH signaturesare securein GDH
groups. The proof is similar to that given for full-domain hash RSA signatures
by Coron [6], but the presentation is di®erent. The point of this method is that
the break-probability ² for the signature schemedoesnot depend on the number
of hash queries a forger makes, but only depends on the number of signature
queriesmade by the adversary.

Theorem (Gap Signature Securit y). If G is a (¿; t0; ²0)-GDH group, then the
Gap Signature Schemeon G is (t; qH ; qS ; ²)-secure against existential forgery on
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adaptive chosen-messageattacks, where

t · t0 ¡ 2¿cA (qH + qS ) and ² ¸ 2e¢qS ²0;

and cA is a small constant (in practice, at most 2).

The proof follows, in stages.

4.1 Ov erview

Assume an algorithm F (t; qH ; qS ; ²)-breaks the Gap Signature Scheme on G.
We will useF to construct an algorithm A that (¿; t0; ²0) breaksComputational
Di±e-Hellman on G, where t0 and ²0 are as above.

Given a forger F for the GDH group G, we build an algorithm A that uses
F to break CDH on G. A is given a challenge(g; ga ; gb). It usesthis challengeto
construct a public key that it provides to F . It then allows F to run. At times,
F makes queries to two oracles, one for messagehashesand one for message
signatures.Theseoraclesare puppets of A , which it manipulates in constructive
ways. Finally, if all goeswell, the forgery which F outputs is transformed by A
into an answer to the CDH challenge.

We assumethat F is well-behaved in the sensethat it always requeststhe
hash of a messageM before it requestsa signature for M , and that it always
requestsa hash of the messageM ¤ that it outputs as its forgery. It is trivial to
modify any forger algorithm F to have this property.

A needsto engagein a certain amount of bookkeeping.In particular, it must
maintain a list of the messageson which F requestshashesor signatures.Each
messageM , as it arrives from F , is assignedan index i ; i is obviously bounded
above by qH . The messageis stored in M i , its hash in hi , and its signature (if
available) in ¾i .

4.2 Construction of A

Rather than describeA 's behavior and prove its e±cacy in toto, wewill construct
A in a seriesof \games," in which increasingly sophisticated A-variants run F ;
the ¯nal variant, A 6, is the A we seek.

(Each of the A-variants will depend on a probabilit y constant ³ , which will
be optimized later, to yield the best possible reduction. De¯ne B ³ to be the
probabilit y distribution over f 0; 1g where 1 is drawn with probabilit y ³ , and 0
with probabilit y 1 ¡ ³ .)

Game 1. A 1 is given a challenge(g; ga ; gb). In setup, it constructs PK Ã (ga).

Then, for each i , 1 · i · qH , A 1 picks a random bit si
RÃ B ³ , and a random

number r i
RÃ Z¤

p. It then setshi Ã gr i , and ¾i Ã (ga)r i . Note that (g; ga ; hi ; ¾i )
is a valid Di±e-Hellman tuple, so ¾i is a signature on any messagewhosehash
is hi . A 1 then runs F with public key PK.
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When F requestsa hash on a messageM i , A 1 responds with hi ; when F
requestsa signature on a messageM i , A 1 responds with ¾i .

Finally, F halts, either conceding failure or returning a a forged signature
(M ¤; ¾¤), where M ¤ = M i ¤ for somei ¤ (on which F had not requesteda sig-
nature). If F succeedsin forging, A 1 outputs \ success"; otherwise, it outputs
\ failure ".

The hasheshi are uniformly distributed in G, soA 1 's hashoracleis a random
oracle. Moreover, the signatures ¾i are all valid. In the random oracle model,
therefore, F , when run by A 1, behavesexactly as it would when running on its
own. Thus

AdvA 1 = Pr
h
A F

1 (g; ga ; gb) = success : a;b RÃ Z¤
p

i

= Pr

"

Verify(PK; M ¤; ¾¤) = valid :
(PK; SK) RÃ KeyGen;

(M ¤; ¾¤) RÃ F (PK)

#

= ²;

where the ¯rst probabilit y is taken over the coin tossesof A 1 and F , and over
the choicesof a and b. Sincea is chosenuniformly from Z¤

p, ga , the public key
A 1 provides F , is uniformly distributed in G.

Game 2. A 2 functions asdoesA 1, with a singleexception. If F fails, A 2 outputs
\ failure "; if F succeeds,outputting a forgery (M ¤; ¾¤), where i ¤ is the index
of M ¤, then A 2 outputs \ success" if si ¤ = 1, but \ failure " if si ¤ = 0.

Clearly, F canget no information about any si , soits behavior cannot depend
on their values.Thus the ¯nal trip test A 2 performs is independent of the game
to that point. Thus we have

AdvA 2 = AdvA 1 ¢Pr [si ¤ = 1] = ³ ²;

sinceeach si is drawn from B ³ .

Game 3. A 3 functions as does A 2, but, again, with a modi¯cation. If F fails
to create a forgery, A 3 also fails. If F succeedsin ¯nding a forgery on M i ¤ , A
claims successonly if si ¤ = 1, and F asked for signaturesonly on messagesM i

for which si = 0.
Again, F can get no information about any si . Each of its signature requests

cancauseA to declarefailure at the game'send,with probabilit y ³ , but it cannot
know, during the game,whether any of them did. The si 's are independent, so
each of F 's signature requestsis an independent trial insofar as disquali¯cation
by si is concerned.Moreover, si ¤ is independent of any si 's for which F requests
signatures, so the test that si ¤ equals1 is again an independent trial, and the
analysis of Game 2 is not a®ected.

The probabilit y of F 's not being disquali¯ed becauseof any particular signa-
ture request is 1 ¡ ³ . If F makesk signature oracle queries,where k necessarily
is at most qS , and if, moreover, it makes those queries on the messageswith
indices i 1; : : : ; i k , then

AdvA 3 = AdvA 2 ¢Pr
£
si j = 0; j = 1; : : : ; k

¤
= ³ ² ¢(1 ¡ ³ )k ¸ (1 ¡ ³ )qS ³ ²:
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Game 4. A 4 functions as does A 3, except that, if F requestsa signature on a
messageM i for which si = 1, A declaresfailure and halts immediately.

We may fully describe a run of A by ¯xing the challenge,A 's random bits,
and F 's random bits; thesecollectively determine the value of each si , and the
indices on which F requestssignatures. Let us call unlucky any runs in which
F requestsa signature on someM i for which si = 1. A 3 would already declare
failure on any unlucky runs: if F declares failure, A 3 does also; if F ¯nds a
forgery, A 3 fails anyway becauseof the unlucky signature query. Thus A 3 and
A 4 will agree(with output \ failure ") on all unlucky runs; they will also agree
on all lucky runs, since the modi¯cation of A 4 relative to A 3 is not invoked on
those runs. Thus we have

AdvA 4 = AdvA 3 ¸ (1 ¡ ³ )qS ³ ²:

The immediate halt in unlucky runs is a shortcut and doesnot a®ectthe outcome
distribution.

Game 5. A 5 is basedon A 4. In the setup phase, for each i , if si = 1, A 5 sets
hi Ã gb ¢gr i and ¾i Ã ?, a placeholder value; if si = 0, it sets hi Ã gr i and
¾i Ã (gb)r i , as before.

G is a cyclic group of prime order, somultiplication by any element of G, and
gb in particular, inducesa permutation on G. Thus if r is uniformly distributed
in Z¤

p, gr and gb¢gr have identical, uniform distributions in G. F cannot learn any
information about the si 's from examining the hi 's it is given. A 5 is unable to
provide signatureson messagesfor which si = 1, but that is unimportant, since
any runs in which F asksfor such a signature are failed immediately. Therefore,
F will behave under A 5 exactly as it doesunder A 4, and

AdvA 5 = AdvA 4 ¸ (1 ¡ ³ )qS ³ ²:

Game 6. A 6 behavesas doesA 5. In those gameswhere A 5 outputs \ success",
however, A 6 outputs \ success" and, in addition, outputs ¾¤=(ga)r i ¤ , where i ¤

is the index of the messageM ¤ for which F output a forged signature ¾¤. (A 6,
like the A 's before it, only succeedswhen F succeeds.)

Clearly, A 6 succeedswith precisely the sameprobabilit y as A 5, so

AdvA 6 = AdvA 5 ¸ (1 ¡ ³ )qS ³ ²:

Moreover, A 6 only succeedsif si ¤ = 1, which meansthat hi ¤ = gb ¢gr i ¤ . If ¾¤ is a
valid signature on M ¤ = M i ¤ , then (g; ga ; hi ¤ ; ¾¤) must be a valid Di±e-Hellman
tuple, so ¾¤ must equal ha

i ¤ = gab ¢(gr i ¤ )a . Thus, in every instance on which A 6

claims to succeed,it also outputs ¾¤=(ga)r i ¤ = gab, which is indeed the answer
to the Di±e-Hellman challengeposedto it.

4.3 Optimization and Conclusion

The algorithm A 6 thus usesthe GDH-signature forger F to solve CDH chal-
lenges.What remains is to optimize the parameter ³ to achieve a maximal prob-
abilit y of success.The function (1¡ ³ )qS ³ ² is maximized at ³ = 1=(qS + 1), where
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it has the value

1
qS + 1

¢
µ

1 ¡
1

qS + 1

¶ qS

¢² =
1
qS

¢
µ

1 ¡
1

qS + 1

¶ qS +1

¢²:

(The latter equality follows from taking partial fractions.) Now A 's successprob-
abilit y ²0 is at least as great as this. For large qS , (1 ¡ 1=(qS + 1))qS +1 ¼ 1=e.

A 's running time includes the running time of F . The additional overhead
imposedby A is dominated by the need to evaluate group exponentiation for
each signature and hash request from F . Any one such exponentiation may be
computed by using at most 2 lg p group actions, and thus at most 2 lg p time
units, on G (see[16]). A may needto answer as many as qH + qS such requests,
so its overall running time is t0 · t + 2cA (lg p)(qH + qS ), Where cA is a small
constant that accounts for the remainder of A 's administrativ e overhead; in
practice, cA should be at most 2.

To summarize: if there exists a forger algorithm F that (t; qH ; gS ; ²)-breaks
the GDH signature schemeon G, then there exists an algorithm A that (t0; ²0)-
breaks CDH on G, where

t0 = t + 2cA (lg p)(qH + qS ) and ²0 =
1
qS

¢
µ

1 ¡
1

qS + 1

¶ qS +1

¢²:

Conversely, if G is a (¿; t0; ²0)-GDH group, then there can exist no algorithm F
that (t; qH ; qS ; ²)-breaks the GDH signature scheme,where

t = t0 ¡ 2cA (lg p)(qH + qS ) and ² = qS ²0
Á µ

1 ¡
1

qS + 1

¶ qS +1

:

For all positive qS , the radicand in the latter equation is greater than 1=2e, so
the equation may be rewritten as ² · qS ²0¢2e. This completesthe proof.

5 Exp erimen tal results

5.1 Implemen tation Details

We experimented with the schemeof Section 3.4. Recall that signing is a single
multiplication on the curve y2 = x3 + 2x § 1 over F3l . Verifying a signature
requires two Weil pairing computations over F36 l . Hence, verifying takes more
time than signing.

For e±ciency, rather than working in F36 l directly (which involves manipu-
lating polynomials of degree6l), we work with extensionsof F36 of degreel. To
speed up arithmetic in F36 we construct lookup tables (of size 36) for quickly
multiplying two elements. Elements of F36 are represented by their exponent
relative to a chosengenerator, so that multiplication and division corresponds
to addition modulo 36 ¡ 1. Addition is doneusing a multiplication, division and
table lookup via the identit y a + b = a(1 + a¡ 1b). The constants r + ; r ¡ ; u used
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in the automorphism Á also lie in F36 and can be quickly found by a brute force
search.

We map an element a in F3l to an element of F36 l using the obvious injection:
a is represented by a polynomial of degreel with coe±cients in F3, and we simply
view it as a polynomial with coe±cients in F36 l .

We use the Tate pairing [7] instead of the Weil pairing, since it has similar
properties and is easierto compute: the Weil pairing requires two iterations of
Miller's algorithm [17] and one division while the Tate pairing needsonly one
call to Miller's algorithm and an additional exponentiation.

BecauseMiller's algorithm involvesthe computation of variousquotients, sev-
eral divisions can be avoided sincewe may scalethe numerator and denominator
by arbitrary constants. We used sliding windows for every exponentiation-lik e
operation, that is, exponentiation in F36 l , Miller's algorithm, and multiplication
of a point on the curve. Point multiplication can be sped up further by using
signed sliding windows, converting to weighted projective coordinates (though
this may not help; it dependson the implementation of the ¯eld operations), and
taking advantage of the fact that somepoints are ¯xed for the whole system.

Recall that the output of the Tate pairing is a coset representativ e in F¤
36 l .

Signature veri¯cation then consists of checking that the output of two Tate
pairings lie in the same coset. This could be done by ¯nding the quotient of
the outputs, and raising it to the appropriate power (and comparing with the
identit y element). However, we can replacethe division with a multiplication by
exploiting the bilinearit y of the Tate pairing: dividing by e(A; B ) is equivalent
to multiplying by e(A; ¡ B ) = 1=e(A; B ) (¡ B can be easily computed from B
by negating the y-coordinate).

The x-coordinate is an element of F3l and is represented as a polynomial of
degreeat most l ¡ 1 with coe±cients in F3. For output, it is viewedasa number in
base3, and then encoded in base-64.For l = 97,which has923-bit discrete-logse-
curit y, an examplesignature looks as follows: \ KrpIcV0O9CJ8iyBS8MyVkNrMyE".
This is under half the sizeof the standard 320-bit DSSsignature (with 1024-bit
discrete security).

5.2 Running Times

The following table shows the time required to verify a signature. Recall that a
veri¯cation is much more expensive than signature generationbecauseit requires
computing two pairings. The program wasrun on a 1GHz Pentium I I I computer
running GNU/Lin ux.

l sig-length Dlog Security curve Running Time
(bits) dlog2 xe (seconds)

79 126 752 E ¡ 1.6
97 154 923 E + 2.9
149 237 1417 E + 9.6
163 259 1551 E + 13.3
163 259 1551 E ¡ 13.4
167 265 1589 E + 14.0



Short signatures from the Weil pairing 533

When using elliptic curves to get short GDH signatures we are forced to
use a curve over a ¯eld of characteristic three. This slows down arithmetic on
the curve. It is possible that the running times above can be improved using
higher genus curves over ¯elds of characteristic two as discussedat the end of
Section 3.5. Similarly, the techniques of [13] for computing on the curves E +

and E ¡ over F3l may slightly improve thesenumbers.

6 Conclusions

We presented a short signature basedon the Weil pairing. The length of a signa-
ture is oneelement of a ¯nite ¯eld. Standard signaturesbasedon discretelog such
asDSA require two elements. When working with the curve y2 = x3 + 2x § 1 over
F3l the MOV attack maps the CDH problem in this curve to a CDH problem in
F36 l . Hence,we can usesmall valuesof l to obtain short signatureswith security
comparableto the security of 320-bit DSA. For example,we obtain a signature of
length 154bits wherebreaking the schemereducesto solving the Di±e-Hellman
problem in a ¯nite ¯eld of sizeapproximately 2923. In Section3.5 we outlined an
open problem that would enableus to get even better security while maintaining
the samelength signatures.We hope future work on constructing elliptic curves
or higher genus curveswill help in solving this problem.
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