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Abstract.  We give a careful, "xed-size parameter analysis of a stan-
dard [1, 4] way to form a pseudorandom generator by iterating a one-way
function and then pseudo-random functions from said generator, [3]. We
improve known bounds also asymptotically when many bits are output
ead iteration and we nd all auxiliary parameters exciently. The analy-
sisis e®ective even for security parameters of sizessupported by typical
block ciphers and hash functions. This enablesusto construct very prac-
tical pseudorandomgeneratorswith strong properties basedon plausible
assumptions.

1 Intro duction

One of the most fundamental cryptographic primitiv esis the pseudorandomgen-
erator, a deterministic algorithm that expandsa few truly random bits to long
\random looking" strings. Having sud implies (among other things) semanti-
cally secure crypto systems,[5], securekey-generationfor asymmetric cryptog-
raphy etc.

A soundtheory of pseudorandomnessdid not emergeuntil the seminalworks
of Blum and Micali, [1], and Yao, [15]. Therefore, constructions in the early 80's
were still \ad-hoc", and many of them later turned out to be completely in-
secure.In a theoretical sensethe area was closed when, in [6], it was shovn
that necessaryand suzcient conditions for the existence of a pseudo-random
generator is the existenceof another fundamertal primitiv e: the one-way func-
tion; a function easyto compute, but hard to invert. We do not know if such
functions exist, but many strong candidates exist, such as a good block cipher
(mapping keysto cipher-texts, keepingthe plaintext xed), hashfunctions, etc.
Still, the construction in [6] is complex, requiring key-sizesof millions of bits to
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give reasonablesecurity guarantees,and an \ad-hoc" approad is still therefore
often usedin practice. Thus, a construction with provable properties, useful in
practice is highly desirable.

The reasonfor the ine®ectivenesof the theoretical constructionsis that one-
waynessis in itself not a strong property. A function may be hard to invert but
still have very undesirable properties. For instance, even if f is one-way, most
of x may still be easily deducedfrom f (x). Paradigms for generator construc-
tion typically iterate f, and one-waynessmay be lost in this process,etc. Thus,
basing pseudo-randomnesson one-wayness alone appears to require elaborate
constructions. Howewer, if one assumeonly a little more than one-wayness,e.g.
that the function f is also a permutation, the situation becomesmuch more
favorable and reasonably practical constructions can be found from the work
of Blum and Micali merntioned above, and later work by Goldreich and Levin
[4]. In [1] it is shown that if f is a permutation and has at least a single bit of
information, b(x), that doesnot leak via f (x), then a pseudo-randomgenerator
can be built. In [4], then, it is shawvn that every one-way function, in particular
onesbeing permutations, have sudc a hard bit b(x). In this paper we make a
careful analysis of this transformation from a one-way function to a pseudoran-
dom generator, seeSect. 3. We add new elemerts of the analysiswhen we output
m > 1 bits for ead iteration of f, signi cantly improving the dependenceon m.
First, we (non-uniformly) reduceinversionof f to distinguishing the generator
from randomness,given someauxiliary parameters. We then give excient sam-
pling proceduresto determine the values of these parameters, giving a uniform
inversion algorithm, seeSect. 3.1. Values of the parametersthat give almost as
strong results asthe existertial bounds can, for most parameter values,be found
in time lessthan the time neededfor successie inversions.

A related primitiv e are the pseudo-andom functions; functions that can not
be distinguished from random functions on the samedomain/range. Goldreich,
Goldwasser,and Micali, [3], shoved how such could be built from a pseudoran-
dom generator. In Sect. 3.2, we apply the samekind of xed parameter analysis
to their construction and useit to further enhanceour generator.

Our explicit theorems allow us to construct a generator that is excient in
practice basedon the assumption that e.g. Rijndael (mapping keys to cipher-
texts, xing a plaintext) remains hard to invert even when iterated, seeSect. 4.

2 Preliminaries

2.1 Notation

The length of binary string x is denotedjxj, and by f0; 1g" we denotethe set of
X such that jxj = n. We write U, for the uniform distribution onf0;1g". Except
otherwise noted, log refersto logarithm in base2.

Let G:f0;1g" ! f0;1g-(™ and let A be an algorithm with binary output.
We say that A is a (L(n); T(n);x(n))-distinguisher for G, if A runs in time
T(n) and j Pryou, [AGG()) = i Pryau, , [A(Y) = 1f . #(n). (We call +(n)
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the advantageof A.) If no such A exists, G is called (L(n); T(n); +(n))-secure.
Finally, recall that a function °(n) is negligible if for all c, °(n) 2 o(n' ).

Our model of computation is slightly generousbut realistic. We assumethat
simple operations like arithmetical operations and exclusive-ors on small® size
integerscan be donein unit time.

2.2 Pseudo-random Generators from One-w ay Perm utations

Supposewe have a one-way function, that in addition is a permutation. Further-
more, supposethat we have a family of 0=1-functions, B = fbyg, b(x) 2 f0; 1g,
which are exciently computable such that given f (x), b(x) is computation-
ally indistinguishable from a random 0=1 coin toss. Note that one-wayness of
f is necessarysince otherwise b (x) can be computed by rst inverting f. We
then say that B is a (family of) hard-core functions for f. The following con-
struction, due to Blum and Micali [1], now showvs how to construct a pseudo-
random generator (PRG): choosexg (the seed),let x;+1 = f (X;), then output
d(Xo) = bi(x1);b(X2);::: asthe generator output.

Theorem (Blum-Mic ali, '84). Supmsethereis an excient algorithm D that
distinguishes (with non-negligible advantage) g(x) from a completely random
string. Then, there is an excient algorithm P and an i suchthat givenf (x), P
predicts b (x) with non-negligible advantage.

Due to the iterativ e construction, f must not looseone-waynessunder iteration.
This can be guararteed if f is a permutation, or, heuristically if f is randomly
chosen, seeTheorem 1. Assumptions along these lines have been proposed by
Levin in [8] and werein fact the "rst conditions to be provedto beboth necessary
and suzxcient for the existenceof pseudorandomgenerators.

This leavesus with onequestion: which one-way functions (if any) have hard-
cores,and if so, what do these hard-coreslook like?

2.3 A Hard-core for any One-w ay Function

A "xed 0/1-function, b, can never be a general hard-core that works for every
one-way function: given a one-way function f, the one-way function f 9(x) =

f (x); b(x) provides a counter example.In 1989, Goldreich and Levin [4] proved,
by introducing extra randomness,that any one-way function can be modi ed

to have hard-cores? Perhaps surprisingly, the hard-coresthey found are also
extremely simple to describe. If r;x are binary strings of length n, let r; (and
X;) denotethe ith bit of r (and x), "xing an order left-to-right, or right-to-left.

Let B, fb(x)jr 2 f0;1g"g where

b (X)), hr;Xig=r1¢xg+ ry¢xy+ ¢CC+ ry ¢x, mod 2;

! We needwords of sizen where n is size of the input on which we apply our one-way
function, e.g.n = 128 or 256 for a typical block cipher.

2 We again stress that this does not automatically imply that a PRG can be built
from any one-way function, asthe construction by Blum and Micali only works for
one-way permutations.
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that is, the inner product mod 2.

Theorem (Goldr eich-L evin, '89). Suppsethere is an etcient algorithm A,
that given f 9x) = f (x);r for randomly chosenr;x, distinguishes (with non-
negligible advantage) by (x) from a completely random bit. Then there exists an
excient algorithm B, that inverts f (x) on random x with non-negligible proka-
bility.

If f is a one-way function, existenceof such A would be contradictory .

As establishedalready in [4], a way to improve exciency in a PRG construc-
tion would be to extract more than one bit per iteration of f. It is possibleto
output asmany asm 2 O(logn) (wheren = jxj) bits, by multiplying the binary
vector X by arandom m£ n binary matrix, R. Denotethe setof all sudh matrices
M n, and our functions arefBR (x) jR 2 M g. That is, BR (x) , R ¢x mod 2.
The above thus leadsto a generalconstruction, given any one-way function.

3 The Construction and its Security

3.1 The Basic PRG

Denition 1. Let n, and m;L;, be integers suchthat L = ) m and let f :
fO;1g" ! f0;1g". The geneator BM GL, ., (X;R) stretchesn + nm bits to
L bits as follows. The input is interpreted as xo = x and R 2 M ,. Let x; =
f(xi; 1), 1= 12:::;, and let the output be f B (Xi)g;-; -

5

A proof of the practical security for a concretef and xed n;m, requiresa very
exact analysis, and that analysis is the bulk of this paper. To begin with, we
would like to relate the dizcult y of inverting an iterated function f to that of
distinguishing outputs of BM GLL;m;L from random bits. This is is madeditcult

by the fact that we no longer require f to be a permutation. Howewer, under
one additional and natural assumptionon the \b ehavior" of f , we can bring the
analysis one step further, relating the security of BM GLL;m;,_ more directly to

the ditcult y of inverting f itself. Our measureof succesds as follows.

De nition 2. For afunction f : f0;1g" ! f0;1g", let f () (x) denotef iterated
i times, fO(x), ff0iY(x), fOx), x.

Let A be a prohabilistic algorithm which takesan input from f0; 1g" and has
output in the same range. We then say that A is a (T;%i)-inverter for f if
when giveny = f ()(x) for an x chosenuniformly at random, in time T with
prokability + it producesz suchthat f (z) = y.

Note that the number z might be on the form f (ii 1 (x9 but this is not required.
It is interesting to investigate what happensfor a random function.

Theorem 1. Let A be an algorithm that tries to invert a black box function
f . f0;1g" ! f0;1g", and makes T calls to the oracle for f. If A is given
y = f()(x) for a random x, then the probability (over the choice of f and x)
that A 'nds a z suchthat f (z) = y is boundead by T(i + 1)2i ". On the other
hand, there is an algorithm that using at most T oracle calls outputs a correct z
exapt with prokability at most (1 (i + 1)20 ")Ti 1 + j22i ",
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Proof (sketch). For the lower bound on the required number of oracle calls,
considerthe processof computing f ()(x) and let W be the values occuring in
this process.If an inverter doesnot obtain any w 2 W, there is no correlation
betweenthe inverter and the evaluation process.If the inverter makesT calls to
the oracle, the probability of obtaining aw 2 W is at most (i + 1)T2i " and this
can be formalized.

To construct an inverter, rst assumethat the i + 1 values seenunder the
evaluation c|1ff D) (x) are distinct. This happens except with probability (over
random f) "5t 210 . 221 1 and if it doesnot happen we simply give up. Now
considerthe following inverter. It is giveny = f ()(x). Start by setting xo = 0"
andx; = f(xj; 1) forj = 1;2;:::. Continue this processuntil either x; = y (and
it is done) or x; is a value it has seenpreviously. In the latter caseit changesx;
to a random value it has not seenpreviously and cortinues. Each value it sees
is a random value and if it ever getsone of the i + 1 valuesin W, it 'nds the y
within at most i additional evaluations of f . The probability of not nding suc
agood valuein the T j i st stepsisat most (1 (i + 1)2i ")Ti ', t

Considerfor instancethe block cipher Rijndael [13] asa one-way function ("Xing
amessagemapping keysto cipher-texts). It is reasonableto expectthat Rijndael
is almost ashard to invert asa random function, sothat the bestachievabletime
over successatio to invert it after beingiterated i times would be, by the above,
not too much smaller than 2"=i. The security is now de ned as follows.

De nition 3. A ¥ssecureone-way function is an exciently computablefunction
f :f0;1g" ! fO0;1g", suchthat the averagetime over suaessratio for inverting
the ith iterate is at most ¥2"=i. That is, f cannot be (T, % i)-inverted for any
T=t< ¥2"=i.

A block cipher, f (k;p), jpj = jkj = n, is called ¥secure if the function f ,(k),
for "xed, known plaintext p, is a ¥zsecure one-way function of the key k.

Hence, for our \practical" choice, f = Rijndael, we expect it to be about 1-
securein the above terminology. Note alsothat if f is a permutation, only the
casei = 1is of interest and we have a standard notion of security.

Securit y of the Generator. Our objective is to shaw that if BM GLL;m;,_ is

not (L; T;+)-securefor \practical" valuesofL; T;#, then there is alsoa practical
attack on the underlying one-way function f . In particular, we show the following
theorem:

Theorem 2. Supmsethat G = BM GLL;m;L is based on an n-bit function
f, computable by E operations, and that G produces L bits in time S. Sup-
pose that this genemtor can be (L; T;#)-distinguished. Then, setting +> = =T,
there exists integersi - L=m , ,, 0 - j - 2log#%?, such that for k =
max(m; 1+ log((2n + 1)°%2) j), f can be (T%d,; =2;i)-inverted, wher d; is
given by (7) and (8), and T° equals

1+ o1)2™ k@2m+ k+ 1+ T+ S+ E)(n+ 1):
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Valuesof i andj suchthat f can be ((8 + 0(1))T¢d; =16;i)-inverted can, with
probability at least 1=4, be found in time O(% 2(T + S)).

The time-succesgatio for most rangesof £ and T is worst when the value of  is
small. For j 2 O(1) and m;k;E - S - O(T) the ratio is O(n?L2+ 22™T). The
preprocessingtime (to nd i; j) is small comparedto the running time exceptin
the caseswhenj is large. In those casesthe time to nd j is still smaller than
the running time of the inverter while the running time to nd i might be larger
for somechoicesof the parameters.

A similar result could be obtained from the original works by Blum-Micali
and Goldreich-Levin, but we are interestedin atight result and hencewe have to
be more careful than in [4] were, basically, any polynomial time reduction from
inverting f to distinguishing the generator would be enough. Optimizations of
the original proof also appearedin [9], but are not stated explicitly .

The proof of Theorem 2 hastwo main componerts. We ‘rst shov (Lemma 1
below) that a distinguisher for BMGL can be turned into a distinguisher for
B (f (i D(x)), givenR;f (V(x), for somei. Then we show (Theorem 3) how this
latter distinguisher is corverted to an inverter for f (1)

We thus start with the following lemma.

Lemma 1. LetL = ,m. Supmsethat BM GLL;m;L runs in time S(L). If this

geneator is not (L; T(L);+)-secure, then there is an algorithm P(®, 1 . i -
L=m that, using T(L) + S(L) operations, given f ()(x);R, for random x 2 U,,
R2 M p, distinguishesB (f (i D(x)) from Uy, with advantage+®, .

P dependson an integeri, and using ¢;2% 2(T(L)+ S(L)) operations, where
c; is the constant given by (5), a value of i achieving advantages , +=2 can
be found with probability at least 1=2.

We conjecture that the time neededto nd i is optimal up to the value of the
constart ¢;. Even if a good value i was found at no cost, the straightforward
way by sampling to verify that it actually is as good as claimed would take
time - (£%2(T(L) + S(L))). It is not dixcult to seethat the below proof can
be modi'ed to nd an i with & arbitrarily closeto +°. The cost is simply an
increasein the constart c;.

Assuming for the momernt the following Lemma (a proof is found in the
Appendix), we can useit to shov Lemma 1.

Lemma 2. LetF beafunction F :f0;1g"£ M , ! (f0;1g™)- , computablein
time - S. Let H' be the distribution on (f0; 1g™)- induced by replacingthe st
im bits of F(x; R) by random bits.

Supmse that H? (= F(x;R)) and H: (= (Upy)-) are distinguishable with
advantaget, by an algorithm D running in time T. Then, a valueof i < , for
which H'; H™1 can be distinguished with advantage+=(2, ), can with probability
at least % be found in time ¢;2% 2(T + S) where ¢; is an absoluteconstant.

For the momernt, just note that the existenceof such an i (and ewven slightly
better advantage) follows directly from the triangle inequality.
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Proof. The proof usesthe so called universality of the next-bit-test, by Yao [15],

seealso [1].
We assumewe know the good value of i asin Lemma 2. Let F(x;R) =
BM GLL;m;’m (x; R). On input f ) (x);R;°, where* is either random, or, equal

to B (f (i D(x)) we do as follows. We easily generatean elemen according to
distribution H'*! asin Lemma 2, with the exceptionthat the i + 1st m-bit block
is assignedthe value °. We feedthis valueto D and answersasit does.We see
that precisely depending on whether ° is random or not, we run D on an input
from H', or, from H'*! and the lemma follows. t

We now give the theorem of Goldreich and Levin [4] trying to be careful with
our estimatesand construction. Apart from the value of the constarts we have an
improvemert over previousresultsin the dependenceon the parameter m. While
previous constructions would yield a factor proportional to 22™ we decreasethis
to 2™. The improvemert is due to the fact that we treat the caseof generalm
directly rather than reducing it to the casem = 1 (seelater discussion).

The secondmain step towards Theorem 2 is:

Theorem 3. Fix x. Supmsethere is an algorithm, P, using T operations, when
given random R distinguishesB ' (x) from random strings of length m with ad-
vantageat least 2 where 2 is given. Then, for k, max(m;log (2 ?(2n + 1))), we
can in time

1+ o@)2™*k@m+ k+ 1+ T)(n+ 1)

produce a list of 2* ™ (n + 1) valuessuch that the probability that x appears in
this list is at least 1=2.

As we understand, a statemert similar (upto a constart), for the special caseof
m = 1, canbe derived from [9]. In most application onehasm - log(2i 2(2n+ 1))
and thus the latter value of k should be consideredstandard.

We now collect the last piecesfor the proof of Theorem 2 by proving the
above Theorem 3 which, in turn, relieson the following prelimnaries.

Lemma 3. Fix any x 2 f0;1g". For m < k, from m + k randomly chosen

fM; gjzil and a vector z 2 f0;1g™** suchB[ (x) = M;z for all j.

The proof is givenin the Appendix. The construction generalizeghat of Racko®
for the casem = 1, see[2]. If k < m, we usek®= m above and then simply only
take the rst 2¢ matrices.

Lemma 4. Let P be an algorithm, mapping pairs M n, £ f0;1g™ ! f0;1g,
whoserunning time is T, let R!;M; be the matrices generted as descrited in
Lemma3 andlet S = S gjzil be an arbitrary matrix setin M p,.

suchthat for at least one | we havec = E; [P(RI + Sj; BR (x))]. The value of |
is independent of S.
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The role of the set S is explained shortly.

Proof. First run P onall the 2™* ¥ possibleinputs of form (R! + S ;r) and record
the answers:fP (R} + Sj;r)g. A xed value of | above correspndsto a value of
the m + k bits z in Lemma 3. Let us assumethat z, is the correct choice, i.e.
BRi (X) = Mjz. We de ne

T NESE R
g, 2 PR + §;Mjz) =2 P(R' + §;r)¢ (r;Mjz); (1)
j=0 j=0 r=0

where ¢ (r;r% = 1if r = r%and 0 otherwise. The naive way to calculate this
number would require time 22*™ put we,can do better usin% the Fast Fourier
transform. First note that ¢ (r;r9 =21 ™" o o (i 1)"®®=2. This implies
that the sum (1) equals

X
ol (m+k) P(Rj + Sj ;r)(i 1)hr©MJz|;®i2
Lr®

X
2] (m+k) (l 1)hMjZ| ®io P(R] + S,,r)(. 1)hr;®i2:
i® r

o)

Let Q(j;®) be the inner sumand "x a value of j. Notice that ead ®-value then
correspond to a Fourier transform and hencethe 2™ di®erert numbers Q(j ; ®)
can be calculatedin time m2™ for this "xed j and henceall the numbersQ(j; ®)
can be computed in time m2¢* ™ Finally we have

g = i (m+k)x (i 1)hsz|;®i2Q(j;®) = 2i (m+k)x (i 1)hz|;MjT®i2Q(j;®);
j® i®

where MjT is the transpose.But this is just a rearrangemen (induced by MJ-T)
of the standard Fourier-transform of size 2*™ and can be computed with (k +
m)2k*™ gperations. The lemma follows. t

We prove now that we can compute useful information about x.

Lemma 5. LetP;T;x and2 be asin Theorem 3. Then for any setof N vectors
fvigh, %f0;1g" andany k, m wecan in time (1 + o(1))2™*K@2m+ k+ T +
1)(N + 1) produce a set of lists fq(j)gi’\':l, j = 1,2::0;2™(N + 1) suchthat
with probability 1=2 we havefor at least onej, hx; vji, = q(j), exept for at most
ot Of the N possiblevaluesof i.

Proof. Start by randomly generatingthe 2 matricesf R/ g asshown in Lemma3.

pendert random strings s} 2 f0;1g™, and let S]-i be the m £ n matrix de ned

by S|, sl - v (the outer product, i.e. (S)ky = (s)k ¢(vi)1). Notice that by

linearity ' ' ' .
(R' + §)x = RIx+ s hvi;xi; 2
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which is B} (x) if hvi;xiz = 0, and a random string otherwise.
As described in Lemma 4, we now compute the valuesf ¢ g.
%1
g=2k PR+ S/;M;z):

j=0
Focus on the correct choice for |. If hvj;xio = 0, then c} is the average of a
uniformly random, pairwise independert sampleof the distinguisher P on inputs
of the form fP(R;BJ (x))g. On the other hand, if hv;;xi, = 1, it is a sample of
fP(R;u)g over random u.

Supposepr is the probability that P outputs 1 whenthe m bits are picked as
B (x) andlet py bethe sameprobability whenthe m bits are picked randomly.
Let p, (pr *+ pu)=2. Note that we do not know the value of p. We deal with
this problem later, sofor the momert supposewe do.

We guessthat hvi;xi, = 0if ¢ | pand hv;xi, = 1 otherwise. The choice
is correct unlessthe averageof 2¢ pairwise independert Boolean variables s at
least 2=2 away from its mean. By Chebychev's inequality the probability that
this happensis bounded by 2i k2i 2,

This implies that for the correct valuesof | and p, the expected number of
errors is 21 K2i 2N | and by Markov's inequality, with probability at least at 1=2
it is below 2% k2i 2N, There are 2*™ possiblevalues of | and oncel is "xed
the only information on p neededis for which i 2 [1::N] we have ¢ , p (if any).
Thus, there are only N + 1 suc choices.

The time neededto construct the matricesis negligible, computing the values
d canbe doneit time 2*™(2m + k + T)N, and at most time 2K*™(N + 1) is
neededto output the nal lists. ti

We nally establish Theorem 3.

Proof (of Theorem 3). Setk = max(m;log (2! 2(2n + 1))). We apply Lemma 5
with N = n, and let fv;gl.; bethe unit vectorssothat hv;;Xi, givesthe ith bit
of x. With probability 1=2 one list givesall inner-products correctly and hence
determine x. u

We can now use Theorem 3 and Lemma 1 to establish Theorem 2, seethe
Appendix.

Instead of applying Lemma 5 with the unit vectors we can, as suggested
in [2], useit with fv;g describing the words of an error correcting code, e.g. a
suitable Goppa-cade, [10]. (Similar ideasappearsin [8].) If we have code words
of length N, containing n information bits, and we are able to exciently correct
e errors we get the following variant of Theorem 3:

Theorem 4. Fix x. Supmsethere is an algorithm, P, that using T operations
given R distinguishes B{ (x) from random strings of length m with advantage
2 where 2 is given. Suppse further we have a linear error correcting code, with
n information bits, N messagebits that is able to correct e errors in time T¢.
Then setting k = max(m; log (21 (2N + 1)=€)) we can in time

1+ o@)2™*k@m+ k+ 1+ T+ Tc)(N + 1)
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produce a list of 2* M (N + 1) numkbers suchthat the protability that x appears
in this list is at least 1=2.

Proof. We apply Lemma 5 with the given value of k and fvigl\; given by the
row vectors of the generator matrix of the error correcting code. Running the
decdling algorithm on ead obtained \codeword" givesa list as claimed. tl

Similar to Theorem 2, this translates to the quality of the inverter. We only state
the resulting algorithm in existertial form using O-notation.

Theorem 5. Supmsewe havea linear error correcting code with n information
bits, O(n) messagebits that is ableto correct - (n) errors in time T¢ and that
G=BM GLL;m;L is basal on an n-bit function f, computableby E operations,
and that G produces L bits in time S. If G can be (L; T;#)-distinguished then,
with 2= 2" thereisani - L=m, , and0- j - 2log+%* such that for
k = max(m; O(1) + 2log+% 1 j) suchthat f canbe (T%- (21 172(j + 1)i 2);i)-
inverted where T equals

OR* M(k+ m+ S+ T+E+ Tg)n):

In particular, this implies that the asymptotic time-succesgatio decreasesdy a
factor n for the parametersdiscussedafter Theorem 2.

3.2 Applying the GGM construction

As shown, the BMGL generator can produce any number of output bits. We
hereinvestigate an alternativ e way, inspired by a construction of pseudorandom
functions due to Goldreich, Goldwasser,and Micali, [3]. It has the advantage
that we iterate f fewer times and hencethe assumption neededfor security is
wealer.

The construction can be basedon any PRG, G : f0;1g" ! f0;1g®", though
we for concretenessthink of G = G(x;R) = BM GLL;m; on(X; R) for somef.
For simplicity of notation, we shall exclude R from it, keepingin mind that
probabilities should be taken also over the choice of R. First, let us assumethat
we know in advancehow may output bits that are desired.We apply [3] to obtain
29n output bits (where d is given) from n(m + 1)-bits.

De nition 4. Fix n;d 2 IN. Let G(x) be a geneator, stretching n bits to 2n
bits, and let Go(x) (G1(x)) be the “rst (last) n bits of G(x). For x 2 f0;1g",
s 2 f0;1g% put ge(s) , Gs, (Gs,, , (600Gs, (Gs, (x)) ¢¢§), and de ne GGM,%n :

fO;1g" ! f0;1g*'" by
GGMé?n(x), 0x(00:::0); 0« (00:::1); ¢¢; g (11:::1)

(the concatenation of gy applied to all d-bit inputs).
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The construction can be pictured as a full binary tree T = (V;E) of depth
d. Asscciate v 2 V with its breadth- rst order number; the root is 1 and the
children of v are 2v;2v + 1. Given X, the root is rst labeled by L(1) =
For a non-leaf v labeled L(v) = y 2 f0;1g", label its children by L(2v) =
Go(y), L(2v + 1) = Gy(y), respectively. The output of GGMdn is simply the
concatenation of all the \leaves" of the tree.

Notice an advantage of the above method in the casethat G = BM GL | nim: 2n -
To produce L = 29n bits, ead application of G iterates f 2n=m times instead
of 29n=m, which, in light of Theorem 1, retains more of the one-waynessof f .

Lemma 6. Supmsethat D is a (29n; T; +)-distinguisher for GGM n(x) where
G can be computed in time S. Then, there is an integeri - 29 and algorithm D'
that is an (2n; T + 29S; 21 94)-distinguisher for G.

D' degendson i, and a value of i achieving advantage , 2i (¢*1) + can be
found with probability at least 1=2 in time ¢;2294 2(T + 29S) wher c; is the
constant given by (5).

Proof (sketch). Considerthe binary tree T, describinga computation of GGM dGm
asabove. The tree hasdepth d, 2d| linternal verticesand 29 leaves.We construct
hybrid distributions H;:::;H2i 1 on the vertex-labels of sudh trees. Again,
assciate each v 2 V by |ts breadth “rst order number. Then, H' is de'ned by
a simulation algorithm, GGM '(x), which on input X, assignslabels as follows.
Assignthe root, v = 1, the label x. Forv2 V,v= 1;2;:::; , label v's children
by letting L(2v);L(2v + 1) be independert, random n- b|t strlngs Then, for
v=i+ 129 1:L(2v) = Go(L(v), L(2v+ 1) = Gi(L(v)). Finally return
the labels of the leavesin T.

Obsene that H2'i 1 givesthe uniform distribution over the node labels (in
particular, over the leaves)and H © labelsthe verticesexactly asGGM rf‘d doeson
arandom seedx. SinceD; distinguishesGGM (fn (x) from random 29n-bit strings
with advantage +, for somei - 29, it must be the casethat D, distinguishes
Hi;H™*1 with advantage at least 2 9+.

Finding i is now donein completeanalogywith Lemma 2, letting the function
F there correspond to the node labeling.

We now construct D': when D' getsinput ° 2 f0;1g?", it selectsrandom x
and feedsD; a valuey, computed as GGM *1 (x) with the following exception:
i+ 1is not assignedany label®, and the children of i + 1 are assignedthe left/righ t
n-bit half of ° respectively. It is not too hard to seethat if ° israndom, wegiveD,
avalue accordingto exactly the samedistribution asH'**, whereasif ° = G(x9,
D, is given a value from the samedistribution as GGM '(x), i.e. H'. Thus, by
returning D1's answer to y, D''s advantage equalsthat of D1. u

Unkno wn Output Length. If the length of the \stream" is unknown be-
forehand, we let the basic generator G expand n bits to 3n bits. Apply the

% As the labels of non-leaves are never exposed, one can conceptually think of the
processas labeling i + 1 afterwards.
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tree-construction as above, labeling left/righ t children by the rst, respectively
secondn-bit substring of G's output. The remaining n bits are usedto pro-
ducean output at ead vertex aswe traversethe tree breadth- rst. The analysis
is analogous. To save memory, the traversal can be implemented in iterative
depth-"rst fashion.

3.3 Concrete Examples

What doesall this say? Supposethat we basethe construction on Rijndael(x) ,
Rijndael, (p) (for a xed plaintext p) and that we want to generateL = 2% bits,
applying our construction with m = 32 (32 bits per iteration). One choice of
parameters givesthe following corollary.

Corollary 1. ConsiderG = BM GLZE%?%S)I (using key/block length 256) and

where Rijndael is computableby E operations, and assumethat G runs in time
S. If G can be (2%°;T; 21 32)-distinguished, then thereis i < 225, and0- j - 114
such that setting k = max(32;123j j), Rijndael can be (T%d;;i)-inverted (d|
givenby (7) and (8)) for T%= 2**k(65+ k+ T+ S+ E).

Similarly, setting G°= BM GL?SL!,@‘;"";?; and then using GGM $. 55 (to gen-

erate the samelength outputs), the result holds for somei < 16.

This is simply substituting the parametersand noting that the o(1) in Theorem 2
comesfrom disregardingthe time to construct the matrices describedin Lemma3
and for the current choice of parameters using (1 + o(1))(n + 1) - 2% is an
overestimate.

Assuming we have a simple statistical test such as Diehard tests, [11], or
those by Knuth, [7], it is reasonableto assumé that 65+ k+ T + E - S. From
the “rst part of the corollary, then, the essetial part of computing the generator
comesfrom the 225 computations of Rijndael and we end up with a time for the
inverter equivalert to at most 257 kK Rijndael computations. The maximum of
2¢(d;=2)i ! is obtained for j = 5 in which caseit equals2'?* ¢7:5 . 227, We
conclude that in this casewe get a time-successratio that is equivalent to at
most 219 computations of Rijndael and sincei - 22°, Rijndael would not be
2i 37-secure.

Alternativ ely, bootstrapping the BMGL construction by the GGM method,
we conclude from the secondpart of the corollary that sud a test would mean
that Rijndael cannot be even 2i 5’-secure.Thus, though somewhat more cum-
bersometo implement, the GGM method is more security preserving.

If we want to nd the valuesof i and j exciently the ratio increasesby a
factor 2°. Note that for the casewith smallj the time neededto nd i andj is
much smaller than the running time of the inverter.

4 Common \practical" tests are almost always much faster than the generator tested.
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4 Discussion

4.1 Choice of f

Toimplement the generatorin practice, we suggestto basethe one-way function
on Rijndael. First of all it is widely believed to be secureand has shown to
be very excient. (A trial implemenation of BMGL gives speedsin the range
2 i 10Mb/s on a standard PC, depending on choice of m.) Secondly as our
construction requires that the block size of the cipher is equal to the key size,
the fact that Rijndael supports both 128 and 256-bit block sizeis advantageous,
asit makesit possibleto vary the security parameter (key size).

Again note that the one-way function we suggestto useis to "x a message,
p, let the input be the encryption key, x, and the output the cipher-text. To
obtain a permutation and at the sametime increasedspeed, it might appear
to be better to have the mapping from clear-text to crypto-text and iterate
fx(p) rather than f,(x). The problem is that this is by de nition not a one-way
function: anybody that can compute it caninvert it. A possibility is alsoto use
an excient cryptographic hashfunction asf .

4.2 Decreasing Seed Size

The impact on security of varying m is clearly visible in the above theorems.
Though increasingspeed,a practical problem with a large m is the seedsize;nm
bits speci es a matrix R. First note though, that the security doesnot depend
on the fact that R is secret;only that it is random.

It is possibleto decreasethe number of bits to only n by instead of binary
matrix multiplication, performing a multiplication by a random elemer in the
“nite "eld IF,n, and selectingany xed setof m bits of this, see[12]. A drawback
of this construction is that instead of the direct reduction from a distinguisher
for BR (x) to a predictor for hvi;Xxi, (Lemma 5), the restricted sample-space
of elemerts makes us needto use the so called Computational XOR-Lemma,
[14]. Unfortunately, this reducesthe initial +-advantage of the distinguisher to a
2i M+-advantage for the predictor for hvi; xi,, and when the smoke clear we lose
a factor 2™ in the running time of the inverter.

An alternativ e, su®eringthe samesecurity drawbadk, is to pick R asarandom
Toeplitz matrix, specied by n+ mj 1 bits, [4].

5 Summary and Conclusions

We have given a careful security analysis of a very natural pseudorandomgen-
erator. Apart from optimizing known constructions and analysis we have intro-
duced a new analysis method when seweral bits are output for ead iteration of
the one-way function.

Another common method to derive PRGs from a block cipheristo run it in
counter mode. Though addmitedly simpler, the proof of such constructions relies
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on the assumption that the core, f, is a pseudo-randomfunction. The strictly
wealker type of security assumption we have proposed(a function being one-way
on its iterates), although it has been proposedbefore by Levin, is for the rst
time madein a quartitativ e senseand we believe that this conceptwill be useful
for future study of one-way functions.

Ac knowledgmen t. We thank Bernd Meyer, Gustav Hast, and anonymous re-
viewers of di®erert versionsof this paper for helpful commerts.
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A Additional Pro ofs

Proof (of Lemma?2). Let 4 be D's advantageon H';H'*1 . The problem is that
even though Ei[] = +=, , #° there is a large number of possibilities for the
individual % . Basically, these possibilities all lie betweenthe two extreme cases:
(1) There are a few large %, while most are closeto 0. (2) All 1 are about the
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same, but none is very large. Supposewe try random i's. In the "rst case,we
may needto try many i, but it can be donewith arather low sampling accuracy
In the secondcase,we expectto nd afairly good i rather quickly, but we needa
higher precisionin the sampling. The ideais thereforeto divide the sampling into
a number stages,f S(j)g; o, ea with di®erent sampling accuracy Stage S(j )
choosessomerandom i-valuesand samplesD oninputs generatedfrom H'; H*1
As soon as a suzciently \good" i is detected, the procedureterminates. Below
we quarntify the neededaccuracyand the criterion for selectingthe good i.

Forj 2 f0;1;:::;j 2log+%let a bethe fraction ofi suchthat 4 | 201 V=240
By the assumption of the lemma we have

b3 , :
ap + a (2(11 1)=2 i 2 2)=2) L1 2 1=2. ()
j=1

De ne by to be 4(1j 21 ¥7?)i le and
h = 1 2 1=2yi 1(2(11 D=2, i 2):2)e: @l 3 =2¢

for j > 0. The b -values, together with a parameter T; now de ne the sampling
accuracy Given thesevalues,we determine i as follows.

valuesof i and sampleH' and H'** ead T;+% 2 times and run D on ead of
H1e samples.If the di®erencein the number of 1-outputs is at least (201 D=2T;

T;=2)2% ! choosethis i and halt. If no i is ever chosenhalt with failure. We
needto analyzethe procedureand determine T; .

Supposethat at stagej an i is picked such that # , 201 D=240 We claim
that the algorithm halts with this i asoutput with probability at least 1=2. To
establishthis rst considerthe following fact, the proof of which we leave to the
reader.

Fact. Let X be a random variable with mean ! and standard deviation 3% Then
we have
PriX - *i %- 1=2

From this, the above claim now follows since the expected di®erencein the
number of 1-outputs when & | 2U0i D=240js at least 201 V=2T;1% 1 and the
standard deviation (beingthe sum of T; +0i 2 yariablesead beingthe di®erenceof
two 0/1-valued variables)is at most +%i T,—=2 This implies that the probability
that the algorithm halts for an individual iteration during stagej is at leasta; =2.
The probability that algorithm will fail to output any number is thus bounded
by b

(1 aj:Z)bi . @ jab=2, 2.
i

where the last inequality follows from (3) and the de nition of by .
We must bound the probability that algorithm terminates with an i suc
that 4 - 4°=2. Let us analyze the probability that such an i would be output
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during an individual run of stagej provided that it is chosenas a candidate.
The expected di®erenceof the number of 1-outputs in the two experiments is
at most T; 2% =2 and we have to estimate the probability that it is at least
(T 208 D=2 T;=2)4% 1. This is, provided
| 4
T UIDTG 1=2);  T;=2, O (4)

by a simple invocation of Cherno®bounds, at most

(T eUT D=2y 1), pTz:)?
el 2T

Let us call this probability p;. The overall probability of ever outputting an i
with % - +%=2 is bounded by X

bp:

i

We now de ne T; to be the smallest number satisfying (4) such that p; <
21 1+ g * and such that T;+%2 is an integer. We get that with this choice
the probability of outputting an i with & - +%=2 is at most 1/4 and hencethe
probability that we do get a good output is at least (1 € 2)% , :64.The total
number of samplesof the algorithm is bounded by ¢;+% 2, where

X

ct, 2 BbT;: (5)

]
Note that this sum corvergessince T; 2 O(j21 /) and b 2 O(2/72). In fact,
it can numerically be calculated to be bounded by 5300. Moreover, the sum is
completely dominated by the rst term which is over 4600, and the sum of all

but the rst three terms is bounded by 250. Thus, a more careful analysis what
to do for smallj could lead to considerableimprovemerts in this constart. t

Before we cortinue let us make some neededde nitions. Let bin(i) be the
map that sendsthe integeri, 0 - i < 2™ to its binary represertation as an
m-bit string. In the sequel,we perform some computations in IF,, the "nite
“eld of 2¢ elemerts, represeited as ZZ,[t]=(q(t)) where q(t) is a polynomial of
degreek, irreducible over ZZ ,. We assumethat such q is available to us. If not,
it can be found in expected time at most k% which is negligible compared to
our otherl-_;unning times considered.Viewing IF,« as a vector spaceover IF,, for

any ° = Kil°iti 2 IF,, we let in the natural way bin(°) denote the vector

basis. Note also that bin(°) can be interpreted as a subsetof [0::k j 1] in the
obvious way.

Proof (of Lemma 3). First chooserandomly and independertly m n-bit strings,

Rl is now de ned by fa;g, fhg, and an element ® 2 IF, asfollows. Its ith row,

R/, 0- i< m,isdened by
3

R, a© Oi2bin ahP
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where ® is the lexicographically jth elemen of IF, (i.e. the lexicographically
jth binary string), and the multiplication, ® ¢t', is carried out in IF,, and © is
bitwise addition mod 2.

Clearly the matrices are uniformly distributed, since the a; are chosen at
random. To show pairwise independenceit sutcesto shav that an exclusive-or
of any subsetof elemerts from any two matrices is unbiased. Sincethe columns
are independert, it is enoughto show that the exclusive-or of any non-empty
set of rows from two distinct matrices RI* and RI2 is unbiased. Take suc a set
of rows, S; 4 Rit, and S, % RI2. We may actually assumethat S; = S, = S,
say, sinceotherwise, the a-vectors makesthe result uniformly distributed. In this
casethe xor can be written as

©i2s Oz bin(e,, +®;,)a) P
but this is the sameas

O2binge,,+ o4 <ty P
P .

Which is unbiased if, and only if, bin((§, + ®,) ¢( ;,5t')) 6 0. Howewer,

i»st' 8 0,and as®, 6 ®,, ®, + ®, 6 0 too, sowe have two nonzero
elemens and hencetheir prolguct is nonzeo.

Notice that if we know ; &;x; and ;bix; mod 2 for all a;h (a total
of m + k bits), then by the linearity of the above construction, we also know
the matrix-v ector products R! x for all j. To calculate all the matrices we “rst

procedurethis can be donewith 3k operations on k bit words and sincewe only
careabout k - n thesecanbedonein unit time. Now generatethe vectorsa and
bin time m + k operations. Then we compute ©,, i, riyh for ead i = 0;:::;2k
using k? operations. By using a gray-code construction ead row of a matrix can
now be generatedwith two operations and thus the total number of operations
is 2m2¢ + k2 + m + 4k. ti

Proof (of Theorem 2). First we apply Lemma1 to seethat there is ani for which
we have an algorithm P () that when givenf ()(x) runsin time S(L)+ T(L) and
distinguishesB [ (f (i Y (x)) from random bits with advantage at least+° where
+90is +°=2 or +° depending on whether we want to nd i exciently, or only show
existence(i.e. uniform/non-uniform algorithm). Since +*°is an averageover all
X we needto do somework beforewe can apply Theorem 3.
For eath x we have an advantage #,. Let g be the fraction of x with & |

201 D=2400 gincethe expected value of +, is +*°we have

p3 _ .
ap + aj (Z(Ji 1)=2 l 2(Ji 2):2) . 1i i l=2: (6)
=1

Now de ne

do, 3(1i 279 ™
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and
dj, (2j(j +12ui D)t ®)

forj , 1.Since

P _ _
do + dj (2(li 1)=2 i 2 2)=2) =1 2 l=2; (9)
j=1

we must have a; , d; for somej and this is our choice for j in the existertial
part. We now apply Theorem 3 with 2 = 20i Y=240 Tq eliminate the list we
apply f to eat elemer in it to seeif it is a correct pre-imagein which caseit is
output. Sincewhenewer %, . 2 we have a probability 1=2 of having f (i D (x) in
the list and hencethe probability of being successfufor a random x is at least
dj =2.

To get a uniform algorithm, we needto sampleto nd a suitable value of j .
Consider the following procedurefor parametersd and T; to be determined.

valuesof x and run P, for eadh x, T; %12 each on the two distributions given by
choosing the m extra bits as BT (f (i Y(x)) or asrandom bits. If the di®erence
'B1 the number of 1-outputs for the two distributions is at least (201 V=2T; j

T, =2)+*i! for at leastd(j + 3)=4 di®erert values, choosethis j and apply the
algorithm of Theorem 3 with 2 = 20 2=2300= 2(ii 49=240

First we analyzethe probability that the algorithm outputs j if it ever gets
to a stagewherea; , d;. For eat x chosen,the probability that it will satisfy
+ , 200 1=2405nd yield the desireddi®erenceis by the choice of j and Fact A,
at least &y =2 , d;=2. Thus, for suxciently large d, with probability at least
1j 21 i*3  this desirabledistance will be detectedd(j + 3)=4 times and j will
be output. Hence,exceptwith this probability the algorithm will produce some
output and we have to analyze the probability that a worsej is output at an
earlier stage.

We claim that unlessa;; 1 , d;j=8, the probability of j being output is
21 (*3)  Supposethat aj; 1 < d; =8 and consideran individual executionin stage
j . For a suitable choice of T; we will pr8ve that the probability that we obsene
a di®erencegreater than (201 V=2T; j * T,;=2)+%i1 is bounded by d; =6. This is
suzcient, for large enoughd, to establishthe claim.

By assumption &, - 201 2210 except with probability d; =8 and thus we
needto prove that given that this inequality is true, the probability to get the
desired di®erenceis at most d, =24. By assumption the expected value of the
obsened di®erenceis 201 272T; %1 and by applying Cherno® bounds it is
hencesuzcient to chooseT; large enoughso that

) @Ui D=2 2l 2=2); Pr=p2 d

e 2T :
’ 24
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This can be done with T; = O((j + 3)2 1. The expected number of samples
computed, giventhat jo is the largest value such that a;, , d;,, is at most

* N O
d(j + 3)dj 1T %012 + 21 (03 d(j + 3)di *T; %%,

i=jo j=0

which is O(j §2i 107240 2),

In the casewherewe etciently nd i andj, the nal value of 2 for which we
call upon Theorem 3 is a factor 21 372 smaller than in the existertial case,and
hencethe increasein the running time is increasedby a factor 8+ o(1), wherethe
0(1) comesfrom the increasein the additiv e term k. By the above argumert the
guarantee for the fraction of the inputs for which the procedurehas probability
at least 1/2 of nding the inverseimage,is at least 1=8 of that in the existertial

case. u



