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Abstract. Semantic security against chosen-ciphertext attacks (IND-
CCA) is widely believed as the correct security level for public-k ey en-
cryption scheme.On the other hand, it is often dangerousto give to only
one people the power of decryption. Therefore, threshold cryptosystems
aimed at distributing the decryption abilit y. However, only two e±cient
such schemes have been proposed so far for achieving IND-CCA. Both
are El Gamal-lik e schemesand thus are basedon the sameintractabilit y
assumption, namely the Decisional Di±e-Hellman problem.
In this article we rehabilitate the twin-encryption paradigm proposed
by Naor and Yung to present generic conversions from a large family of
(threshold) IND-CPA scheme into a (threshold) IND-CCA one in the ran-
dom oracle model. An e±cient instantiation is also proposed, which is
based on the Paillier cryptosystem. This new construction provides the
¯rst example of threshold cryptosystem secureagainst chosen-ciphertext
attacks based on the factorization problem. Moreover, this construction
provides a scheme where the \homomorphic properties" of the original
schemestill hold. This is rather cumbersomebecausehomomorphic cryp-
tosystemsare known to be malleable and therefore not to be CCA secure.
However, we do not build a \homomorphic cryptosystem", but just keep
the homomorphic properties.
Key words: Threshold Cryptosystems, Chosen-Ciphertext Attacks

1 In tro duction

1.1 Chosen-Ciphertext Securit y

Semantic security against chosen-ciphertext attacks represents the correct se-
curit y de¯nition for a cryptosystem [31,41,4]. Therefore a lot of works [26,25,
38,34] have recently proposedschemesto convert any one-way function into a
cryptosystem secureaccording to this security notion.

Before this notion, Naor and Yung in [33] proposeda weaker security notion
that they called lunch-time attack (a.k.a. indi®erent, or non-adaptive, chosen-
ciphertext attack). The adversary can only ask decryption of ciphertexts before
he receivesthe target ciphertext. Naor and Yung [33] presented a conversion to
secureschemesagainst chosen-ciphertext attack in a lunch-time scenario.They
usednon-interactive zero-knowledgeproof systems(proofs of membership [9,8])
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to show the consistencyof the ciphertext, but not to prove that the peoplewho
built the ciphertext necessarily\knew its decryption".

Later Racko® and Simon [41] re¯ned this construction replacing the non-
interactive zero-knowledgeproofs of membership by non-interactive zero-know-
ledge proofs of knowledge. Therefore, when encrypting a message,one further-
more appendsa non-interactive proof of knowledgeof the plaintext, which leads
to (adaptive) chosen-ciphertextsecurecryptosystems.Indeed, the senderproves
that he knows the plaintext and thus CCA is reducedto CPA.

A similar notion has thereafter beende¯ned, the so-called\plain text-aware-
ness" [7,4], which meansthat when someonebuilds a valid ciphertext, he nec-
essarily \kno ws" the corresponding plaintext. Therefore, a decryption oracle is
unuseful for an adversary. But this latter notion is meaningful only in the random
oracle model [6].

For few years, several e±cient schemeshave been proposed which achieve
this high security level. Most of them have only been proven in the random
oracle model [7,27,48,36,25,26,38,34] using the plaintext-awarenessproperty,
but only one in the standard model [14].

1.2 Threshold Cryptosystems

On the onehand, in public-key cryptography in general,the abilit y of decrypting
or signing is restricted to the owner of the secretkey. This meansthat only one
peoplehasall the power. Whereasin somesituations, such an abilit y should not
be given to only one people, but shared among a group of users, such that a
minimal number of them, the threshold, is neededto sign or decrypt.

On the other hand, the goal of cryptography is to withstand attackers. In
the caseof break-ins, i.e. adversary that can enter into a computer and steal the
secretkey, public-key systemsin generalarenot protected againstexposureof the
secretkey. As this kind of attacks done by intruders (hackers, Trojan horses)or
by corrupted insiders are very commonand frequently easyto perform, systems
must be protected against them. Threshold cryptography can solve this problem
by distributing trust among several components or servers. The secret key is
then split into sharesand each share is given to one of a group of servers.

First, the key generation processhas to be distributed, in order to generate
the sharesof each server, without trusted party. This has beendone in both the
discrete logarithm [37,30,21], and the RSA [10,24,20] settings. For signature
schemes,the signing processhas beendistributed in both environments [43,29,
28,22,40,47] as well.

For distributing the decryption process,similar techniques can be used,un-
til one just wants to prevent chosen-plaintext attacks from passive adversaries
(seebelow for precisede¯nitions). However, when we want to prevent chosen-
ciphertext attacks, in general, servers cannot start decryption before knowing
whether the ciphertext is valid or not becausean attacker can be one of these
servers and in caseof invalid ciphertexts, he had learned someinformation.

Consequently , when we try to sharea cryptosystem, we should not wait un-
til the end of the decryption to know whether the servers can really decrypt
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or not. Therefore, we have to integrate someproof of validit y of the ciphertext
that should be publicly veri¯able. Unfortunately, most of all the known cryp-
tosystems secureagainst chosen-ciphertext attacks are not suitable. Indeed, in
the decryption processes,the allegedplaintext is decrypted, and the redundancy
is checked just before returning the plaintext. Since the redundancy involves a
hash function, the ¯nal check cannot be done e±ciently in a distributed way.

1.3 Related W ork

There are two methods to distribute the decryption processof a cryptosystem.
Whereasthe ¯rst one usesrandomness,the secondfollows the model described
by Lee and Lim in [32] where the usual decryption processfor attaining cryp-
tosystemsimmune against CCA is reversed:the receiver starts checking whether
the ciphertext is valid beforedecrypting.

The ¯rst method has been proposed by Canetti and Goldwasser in [12].
In the Cramer-Shoup cryptosystem [14], the receiver can check the validit y of
a ciphertext by using one part of the secret key, before decrypting the valid
ciphertext using the secondpart of the secretkey. Therefore, onecan think that
it is easy to share this cryptosystem. Canetti and Goldwasser [12] succeeded
in distributing this cryptosystem. But instead of checking the validit y of the
ciphertext in a ¯rst round and decrypting it according to the validit y, they
proposeda newstrategy with only oneround. The serversdecrypt any ciphertext
submitted and the decryption processis randomized. The servers compute m ¢
(v0=v)s where s is a random sharedbetweenthe servers (part of the secretkey),
v the proof inside the ciphertext, and v0 the proof calculated by the servers. In
the centralized version, the decryption processveri¯es whether v = v0 or not. In
the distributed version, if the proof is correct, (v=v0)s = 1 and the decryption
gives m, otherwise it returns a random value. Nobody knows if the decrypted
messageis correct or not if there is no redundancy in the plaintext m. A solution
is to decrypt twice the sameciphertext. If the results are the same,the message
was well-formed. The main drawback is that the servers must keepin the secret
key a sharing of a random s and hence,the length of the key is linear in the size
of the number of decrypted messages.Consequently , even if the basic method
with two rounds appearsto be slower, it hasnice featuresin term of storageand
avoids the needof a protocol to compute a sharedrandom.

This method is unfortunately speci¯c to the Cramer-Shoup cryptosystem.
The second method used by Shoup and Gennaro [48] follows Lee and Lim
paper [32], with the El Gamal [17] cryptosystem, but in the random oracle
model [6]. First, they tried to add a non-interactive zero-knowledge proof of
knowledgeof discrete logarithm, using the Schnorr signature [44]. But they re-
marked that the decryption simulation without the secretkey would require an
exponential time, becauseof a combinatorial explosionof the forking lemma [39].
This explosioncan be avoided under stronger assumption [45]. They ¯nally used
non-interactive zero-knowledge proofs of membership (as in [33]) to avoid the
rewinding, and thus the combinatorial explosionin the decryption simulation. In
fact, the simulation of the decryption processcannot rewind the machine. The
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problem is the sameas in the resettable zero-knowledgesetting. Therefore, the
sametechniquesof proof of membership in a hard languagecan be used[5]. We
can note here that the proof of knowledge of Racko® and Simon is actually a
proof of membership. In this cryptosystem, there are two keys as in [33] : one
which belongs to the receiver but the other one belongs to the sender. Since
the prover has one of the two keys, he can decrypt and obtain the plaintext.
Therefore, the proof turns to be a proof of knowledgefor a speci¯c sender.The
sendercan then decrypt messagesand since it is a proof of membership we can
simulate the proof without using rewinding technique.

1.4 The Basic Tool: Non-In teractiv e Zero-Kno wledge Pro of Systems

The model proposed by Naor and Yung strongly uses non-interactive zero-
knowledgeproofsof languagemembership in the commonrandom string setting.
Becauseof that, they had to restrict the power of the security model to lunch-
time attacks sincethe adversary could usethe target ciphertext and generatea
newproof of membership. If the proof wascorrect, the decryption oracledecrypts
it. But Naor and Yung cannot prove that the proof of membership cannot be
changedby someonewho doesnot know a witness. Indeed, they did not useany
non-malleable property for the non-interactive zero-knowledge proof. Recently ,
this property has beenconsidered[42], but only for theoretical proof systems.

In this paper, weusethe idealizedassumptionof the random oraclemodel [6],
which assumesthat some functions behave like truly random functions. This
allows to build e±cient non-interactive zero-knowledgeproofs, without the com-
mon random string setting, which achieve a weaker notion than non-malleability,
but strong enoughfor our purpose,the simulation soundness[42].

Sim ulation Soundness. Let us considerany languageL , and a non-interactive
zero-knowledgeproof systemfor L . For any adversary A , with accessto a proof
p?, for a word x?, in or out of L , we considerher abilit y to forge a new proof p,
for a word out of L . Therefore, for any adversary A , we consider

Succsim¡ nizk(A ) = Pr[(x; p) Ã A(Q) j x 2 ¹L ^ (x; p) 62Q];

having accessto a bounded list Q of proven words (x?; p?), where the word w?

is any word (in or out of the languageL) and p? an acceptedproof for w?. We
denoteby ¹L the complement of L , and thus all the words out of the languageL .

More generally, we denoteby Succsim¡ nizk(t) the maximal successprobabilit y
over any adversary, with running time bounded by t, in forging a new accepted
proof for an invalid word, even after having seena boundednumber of accepted
proofs on (in)valid words. In our situation, this bounded number will just be
one.

This is a stronger notion than the classical soundnessfor non-interactive
zero-knowledge proofs, but a weaker than non-malleability. Indeed, Sahai [42]
showed that non-malleability of non-interactive zero-knowledge proofs implies
this notion, that he calls simulation soundness.



Threshold Cryptosystems Secureagainst Chosen-Ciphertext Attacks 357

As we seein the sequel,in the random oraclemodel, we can provide e±cient
proofs which achieve this security level.

1.5 Our solution

Fujisaki and Okamoto [26] proposed a generic conversion from any IND-CPA
cryptosystem into an IND-CCA one, in the random oracle model [6]. In this pa-
per, werevisit the twin-encryption technique of Naor and Yung [33],by providing
a genericconversion from any IND-CPA cryptosystem into an IND-CCAonewith
publicly veri¯able validit y of the ciphertext (in front of the same kind of ad-
versary, seebelow). Namely, this conversion provides threshold cryptosystems
strongly secure.We furthermore present practical instantiations in the random
oracle model, which achieve IND-CCA against active and adaptive adversaries.

2 Securit y Mo del

2.1 The Net work

We assumea group of ` (probabilistic) servers,all connectedto a commonbroad-
cast medium, called the communication channel. It can be an asynchronous
channel like the Internet.

2.2 The Adv ersary

The adversary is computationally bounded and it can corrupt servers at any
time by viewing the memoriesof corrupted servers (passive adversary), and/or
modifying their behavior (active adversary). The adversary decideson whom
to corrupt at the start of the protocol (static adversary). We also assumethat
the adversary corrupts no more than t out of ` servers throughout the protocol,
where ` ¸ 2t + 1.

2.3 Threshold Cryptosystems

A t out of ` threshold cryptosystem consistsof the following components:

{ A key generation algorithm K that takes as input a security parameter in
unary notation 1k , the number ` of decryption servers, and the threshold
parameter t; it outputs a public key pk, a list sk1; : : : ; sk̀ of private keys
(which represents a sharing of the private key sk) and a list vk1; : : : ; vk` of
veri¯cation keys.

{ An encryption algorithm E that takes as input the public key pk and a
cleartext m, and outputs a ciphertext c.

{ Several decryption algorithms D i (for 1 · i · `) that take asinput the public
key pk, the private key ski , a ciphertext c, and output a decryption share ¾i

(which may include a veri¯cation part to achieve robustness).
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{ A recovery algorithm that takes as input the public key pk, a ciphertext c,
and a list ¾1; : : : ; ¾̀ of decryption shares(or at least t + 1 of them), together
with the veri¯cation keysvk1; : : : ; vk` , and outputs a cleartext m or rejects if
lessthan t + 1 decryption sharesare correct in the caseof active adversaries.
All userscan run this algorithm.

2.4 Securit y Notions

In this section,we de¯ne the gamean adversaryplays and tries to win in order to
achieve the goal of the attack. Adversary against threshold cryptosystems tries
to attack the two following properties :

{ Security of the underlying primitiv e. In the caseof cryptosystem, it means
one-wayness,semantic security [31], or non-malleability [16].

{ Robustness.This meansthat corrupted players should not be able to pre-
vent uncorrupted servers from decrypting ciphertexts. This notion is useful
only in the presenceof active adversaries.In other terms, it meansthat the
decryption serviceis available even if the adversary can sendbad decryption
shares.

A userwho wants to decrypt a ciphertext c sendsit to a special server, called
the combiner, who forwards it to all servers.The serversstart checking the valid-
it y of the ciphertext, then computea decryption share¾i and eventually return it
to the combiner. This latter combines the decryption sharesto obtain the plain-
text m and returns it to the user. If we want to withstand active adversaries,the
combiner must decide when he receives decryption shares¾i whether they are
valid or not. A nice way is to use checking protocols [23], and veri¯cation keys
are consequently needed.The goal of checking protocols is to allow each server
to prove to others that it has achieved its task correctly.

Semantic Securit y. In the following, we focus on the semantic security [31]
goal, denoted IND, and forget any other security notions (one-waynessand non-
malleabilit y.) Therefore, the gameto consider is the following :

1. The key generationalgorithm K is run. The adversary therefore receivesthe
public key pk. With this public key, the adversary has the abilit y to encrypt
any plaintext of his choice (hencethe basic \chosen-plaintext attack").

2. The adversary choosestwo cleartexts m0 and m1. These are given to an
\encryption oracle" that choosesb 2 f 0; 1g at random, encrypts mb and
givesthe ciphertext c to the adversary.

3. At the end of the game, the adversary outputs b0 2 f 0; 1g. We say that the
adversary wins the gameif b0 = b.

Semantic security against chosen-plaintext attack meansthat for any poly-
nomial time bounded adversary, b0 = b with probabilit y only negligibly greater
than 1/2.
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Chosen Ciphertext A ttac ks. A stronger attack is usually considered, the
so-called chosen-ciphertext attack [41], in which the adversary is given a full
accessto the decryption oracle Dsk, feeding it with any ciphertext. It therefore
obtains the corresponding plaintext, or the \reject" answer. There is the trivial
restriction not to ask the challengeciphertext.

Threshold Securit y. The above attacks are the classicalattacks in the stan-
dard (non-threshold) setting of the cryptosystem. Even if it is a threshold one,
the view of the adversary is the sameas if there would be only one secret key.
However, in the threshold setting, we have to considerthe leakageof decryption
shares.To this aim, we give a new oracle accessto the adversary: the adversary
is given a full accessto the decryption oracles Dski , but feeding them with a
valid pair of plaintext-ciphertext. It therefore obtains the decryption share ¾i .
If the pair is not valid (the ciphertext does not encrypt the given plaintext)
the oracle may output anything [19]. This is therefore the basic security no-
tion (for both IND-CPA and IND-CCA) in the threshold setting: IND-TCPA and
IND-TCCA respectively.

As explained in the motivation of threshold cryptosystems, such a scheme
should resist to the corruption of someservers. Therefore, we have to consider
this situation, which meansthat the adversary has control of someservers:

{ still playing honestly | the adversary is thus a passiv e adversary. He has
accessto any internal data of someservers,but cannot modify their behavior.

{ or modifying their behavior | the adversary is then an activ e adversary.

To sum up, we have several possible mixes of attacks and adversaries:the
chosen-plaintext (CPA) or chosen-ciphertext (CCA) attacks, performed by pas-
sive (-Passive) or active (-Active) adversaries.According to the choice of cor-
rupted servers, we consideradaptive or non-adaptive adversaries.Non-adaptive
adversariesmake their choice ¯rst (beforeanything else),whereasadaptive ones
make their choice along the attack, adaptively. It has beenproven that passive
and adaptive adversariesare equivalent to passive and non-adaptive adversaries,
when the number of servers is logarithmic [11].

One may remark that in the particular casewhere ` = 1 and t = 0, we are
back to the classicalsituation, where passive/activ e and (non)-adaptive adver-
sariesare meaningless.

3 Generic Conversions in to IND -CCA Cryptosystems

In this section, we revisit the twin-encryption paradigm proposedby Naor and
Yung [33], while assumingthat (K; E; D) is a (possibly threshold) cryptosystem
which already achievessemantic security against chosen-plaintext attacks (IND-
CPA or IND-TCPA, in the threshold setting). Then, we provide a new scheme
which prevents CCA (or TCCA, resp.) whatever the kind of adversary.
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3.1 Generic Con version GC

The Key Generation: K (1k ) runs twice K(1k ) to get two public keys (pk; pk0),
which represent the new public key PK . The sameway, one de¯nes the new set
of secretkeysasSK = f SK i g1· i · ` = f sk; sk0g = f ski ; sk0

i g1· i · ` and the new set
of veri¯cation keys VK = f VK i g1· i · ` = f vk; vk0g = f vki ; vk0

i g1· i · ` .

Encryption of m

{ one ¯rst encrypts twice m under pk and pk0, a0 = Epk(m) and a1 = Epk0(m);
{ one then builds a proof that both ciphertexts encrypt the same plaintext

under the keyspk and pk0 respectively, c = Proof[pk; pk0; Dsk(a0) = Dsk0(a1)].

Partial Decryption of (a0; a1; c)

{ the server checks the validit y of the proof c;
{ it computes both decryption sharesof the ciphertexts a0 and a1 (only one

could be enough, but the same random choice should be done by all the
servers).

It is then possibleto reconstruct the plaintext, using the recovery algorithm.
With this genericconstruction, it is not clear that the proof c doesnot leak

any information (as remarked in [33]), furthermore such a proof can seldombe
donee±ciently in the standard model. However, the random oraclemodel allows
to make e±cient non-interactive zero-knowledgeproofs [39].

3.2 Non-In teractiv e Zero-Kno wledge Pro ofs

In order to make the following proof to work, we needa strong security notion
about the proof c on the language

L = f (pk; pk0; Epk(m); Epk0(m)) j 8mg;

called simulation soundness[42].
Indeed, we want that any adversary A , having seena pair (x?; c?), where

x? = (pk; pk0; Epk(m); Epk0(m0)) (with m = m0 but also possibly m 6= m0) and c?

an acceptedproof for x?, has a negligible successprobabilit y in forging a new
proof c for a word x 62L :

Succsim¡ nizk(A ) = Pr[(x; c) Ã A(x?; c?) j x 2 ¹L ^ (x; c) 6= (x?; c?)]:

The idea behind this successprobabilit y is that the adversary should not be
able to build a new proof from previous ones,excepted for valid words (which
meansin L ). Indeed, one cannot avoid the adversary to build an acceptedproof
for a correct word chosenby herself, and in such a casethe ciphertext is valid.

Furthermore, the adversary has accessto a proof for a word in L , or maybe
out of L , becausethe simulator will sometimescreate an acceptedproof for a
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word that is not in L . Such a proof should not give any further information to
the adversary either.

The proof c convinces everybody that the ciphertext is valid before starting
the decryption. In the security proof, the decryption simulator knows onesecret
key. But the challenge ciphertext will not necessarilybe a valid one (possibly
with two distinct encrypted messages).Thanks to the random oraclemodel, it is
still possibleto simulate, in an indistinguishable way, an acceptedproof even for
such a wrong string, under the assumption of the intractabilit y of the problem
of deciding membership (a weaker assumption than the semantic security of the
underlying cryptosystem).

Finally, we present some practical non-interactive zero-knowledge proofs,
which are easily proven to be simulation-sound using the forking lemma tech-
nique [39].

3.3 Securit y Pro of

We show that from any adversary A against IND-CCA of twin scheme, we can
build an adversary B against IND-CPA of the original scheme,¯rst only consid-
ering passive adversaries.

3.4 Passive Adv ersaries

Theorem 1. Given an IND-CPA (or IND-TCPA) cryptosystemS, the twin con-
version provides an IND-CCA (or IND-TCCA, resp.) cryptosystem Stw , in the
random oracle model.

Proof. Our proof proceedsby reduction. Given a (t; " )-adversary A against our
schemeStw in the senseof IND-CCA, webuild a (t0; "0)-attacker B against scheme
S where t0 = t and "0 = (" ¡ 9 ¢Succsim¡ nizk(t))=4.

First of all, one can note that if a (classical) cryptosystem is IND-CPA, then
if we encrypt the samemessageunder two di®erent public keys, the resulting
twin-cryptosystem is still IND-CPA. This result can be shown by applying hybrid
techniques[31]and it hasalready beenformally proven in [3,2], with a advantage
loss(divided by 2).

Now, we show how to make the reduction. The attacker B receives a given
public key pk and we show how this attacker can use the adversary A that
breaks IND-CCA to win the game(IND-CPA). The simulator B runs K(1k ) and
gets (pk0; sk0 = f sk0

i g). He tossesa coin b, and setspkb = pk, while pk1¡ b = pk0.
Then, he sends(pk0; pk1) to A .

At the step 2 in the game, the adversary A outputs two messagesm0; m1.
The simulator B sendsthem to the challenger: the challengerchoosesat random
a bit b0 and encrypts mb0 under Epkb

, yielding to a?
b = Epkb

(mb0).
Then, B tossesa new coin b00at random and computes a?

1¡ b = Epk1¡ b
(mb00)

and sendsto the adversary the target ciphertext y? = (a?
0; a?

1; c?), where c? is
a simulated proof of correctnessof a?

0 and a?
1, which can be done in an indis-

tinguishable way in the random oracle model, under the intractabilit y of the
decisionproblem: do a?

0 and a?
1 encrypt the samemessage?
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Now, we show how to simulate the decryption oracle. Adversary A can
perform queries y = (a0; a1; d) to the decryption oracle, at any time, where
ai = Epki

(m) and c is a proof of correctnessof the ciphertext. The simulator
B easily decrypts a1¡ b, as he knows the secret keys related to pk1¡ b = pk0. If
the proof is correct we know that a0 and a1 encrypt the same value m. This
simulation is perfect. If the proof is not correct, but accepted,the adversary had
broken the simulation soundness,after having seenonly one proof.

Finally, A answers with a bit b?, which is output by B. Sincethe simulation
may not be perfect, the adversary may never stop. In this latter case, after
a time-out, B °ips a coin b?. This latter has won if b? = b0, and thus with
probabilit y

"0+ 1
2

= Pr[b? = b0^ NIZK]+ Pr[b? = b0^ : NIZK] ¸ Pr[b? = b0j NIZK]¢Pr[NIZK]:

In the above formula, NIZK denotesthe event that none of the proofs sent by
the adversary to the decryption oracle breaks the simulation soundness,after
having possibly seenone proof.

Indeed, if the adversarycan forgeproofsof membership, for wrong words, the
simulator will always answer with the messageencrypted under pk0. Therefore,
the adversary can decidewhich key has the simulator.

However, under the assumptionNIZK, saying that the adversarydid not forge
a wrong proof, our simulation of the decryption oracle is perfect. Then, using
the notation pr for probabilities under this assumption:

{ in the caseb00= b0, the simulation is perfect. Indeed, the challenge cipher-
text is a valid ciphertext, and all the decryption queriesare valid ciphertexts
(under the NIZK assumption). And thus, the advantage is greater than "=2,
thanks to results about multicast encryption [2,3] (excepted a possiblead-
vantage in the real gamethanks to an attack on the soundness).Thus

pr[b? = b0j b00= b0] ¸
"=2 + 1

2
¡ Pr[: NIZK] =

"
4

+
1
2

¡ Pr[: NIZK]:

{ in the caseb006= b0, even a powerful adversary that can decrypt a0 and a1,
will obtain m0 and m1. Therefore, he cannot get any advantage. However,
the adversary who detects it may chooseto never stop, or to cheat. If she
decidesto never stop, the time-out makes B to °ip a coin. If she tries to
cheat, shehas no information about b0. Then, pr[b? = b0j b006= b0] = 1=2.

Therefore,

"0+ 1
2

¸
µ

pr[b? = b0j b00= b0] + pr[b? = b0j b006= b0]
2

¶
¢Pr[NIZK]

¸
1
2

¢
³ "

4
+ 1 ¡ Pr[: NIZK]

´
¢Pr[NIZK] ¸

1
2

¢
µ

"
4

+ 1 ¡
9
4

¢Pr[: NIZK]
¶

:

And thus,

"0 = 2Pr[b? = b0] ¡ 1 ¸
" ¡ 9 ¢Pr[: NIZK]

4
:
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In order to upper bound Pr[: NIZK], we play the samegame but knowing the
two secretkeys. Then, as soon as the adversary producesan acceptedproof for
an invalid word, we detect it, and thus output it. This breaks the simulation
soundnesswith time t: Pr[: NIZK] · Succsim¡ nizk(t). ut

3.5 Activ e Adv ersaries

It is clear that the proof still holds whatever the adversary is, even in the thresh-
old setting. We provided a rigorous proof without any corruption. But if the
underlying schemealready prevents IND-TCPA against passive or active adver-
saries,the newoneevenprevents IND-TCCAagainst the samekind of adversaries.

4 Examples

The ¯rst exampleof semantically securecryptosystem with easyproofs of equal-
it y of plaintexts is certainly the El Gamal cryptosystem [17]. Even if more e±-
cient threshold versionshave already been proposed[48] (even in the standard
model [12]), we apply the ¯rst conversion on it.

The secondexample will provide the ¯rst RSA-based threshold cryptosys-
tem secureunder chosen-ciphertext attacks, even against active and adaptive
adversaries.It is basedon the Paillier's cryptosystem [35,19]. Another version
to sharePaillier cryptosystem appears in [15].

In this part, we describe the cryptosystems and we insist on the proofs of
membership which are speci¯c.

4.1 The El Gamal Cryptosystem

Description of the El Gamal Cryptosystem. Let p be a strong prime, such
that qjp ¡ 1 is also a large prime, and g be an element of Z¤

p of order q. We thus
denote by G the subgroup of Z¤

p of the elements of order q. It is spannedby g.
Let y = gx be the public key corresponding to the secret key x. To encrypt a
messageM 2 G, randomly chooser 2 Zq and compute the ciphertext (M :yr ; gr ).
To decrypt a ciphertext a = (®; ¯ ), the receiver computes®=¯ x . It is well-known
that the semantic security of El Gamal is basedon the DecisionalDi±e-Hellman
(DDH) problem [49].

IND -CPA Threshold Version of El Gamal Cryptosystem. The secretkey
x is split with Shamir secret sharing scheme. Each server has a share ski of
the secret key sk and a veri¯cation key vki = gski . To decrypt a ciphertext
a = (®; ¯ ), each server computesa decryption share ¯ i = ¯ ski , and proves that
logg vki = log¯ ¯ i . The combiner selects a set S of t + 1 correct shares and
computes

¯ x =
Y

i 2 S

¯
¸ S

0;i
i mod p
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where ¸ S
i; 0 denote the symbol of Lagrange. Finally, the combiner computes

®=¯ x mod p to recover the plaintext. One can easily show that if an adver-
sary can break the semantic security of this cryptosystem, one can build an
attacker that can break the semantic security of El Gamal, and thus the DDH
assumption.

IND -CCA Threshold Version of El Gamal Cryptosystem. We can there-
fore apply previous twin conversion.One still getsonegroup G, with a generator
g of prime order. Then the key generationalgorithm is run twice and the public
keys are y0 = gx 0 and y1 = gx 1 . To encrypt a messageM , the sendercomputes
a0 = (M ¢yr

0 ; gr ) = (®0; ¯ 0) and a1 = (M ¢ys
1; gs) = (®1; ¯ 1).

The proof of equality of plaintexts consistsin proving the existenceof r and
s such that ¯ 0 = gr , ¯ 1 = gs and ®0=®1 = yr

0y¡ s
1 .

To this aim, one choosesrandom a;b 2 Zq, and computes A = ga , B = gb

and C = ya
0 yb

1. Then, onegets the random challengee 2 Zq from a hashfunction
which is assumedto behave likea random oracle:e = H (g; y0; y1; a0; a1; A; B ; C).
Eventually , one computes ½= a ¡ r e mod q and ¾= b+ se mod q. This proof
can be easily veri¯ed by A = g½̄ e

0 , B = g¾¯ ¡ e
1 , and C = y½

0y¾
1 (®0=®1)e, or

equivalently by

e = H (g; y0; y1; a0; a1; g½¯ e
0 ; g¾¯ ¡ e

1 ; y½
0y¾

1 (®0=®1)e);

where the proof consistsof the tuple (e;½;¾).
The decryption processis straightforward, using the sametechnique as pre-

sented above, but twice, after having checked the validit y of the ciphertext.

Securit y Analysis. The basicthreshold El Gamal cryptosystem is clearly IND-
CPA. The genericconversionmakesthen the new proposal to be IND-TCCA, but
under the condition that the above proof of equality of plaintexts is simulation-
sound. We thus have to prove it.

First, we have to be able to build a list Q of acceptedproofs for words in
and out of the language.This can easily be done, thanks to the random oracle
property of H : one chooses½, ¾and e in Zq, and de¯nes

H (g; y0; y1; a0; a1; g½¯ e
0 ; g¾¯ ¡ e

1 ; y½
0y¾

1 (®0=®1)e) Ã e:

Now, let us assumethat with accessto this list of proofs, an adversary is
able to forge a new proof for a wrong word (pk0; pk1; a0; a1), with probabilit y º ,
within time t. Sinceeverything is included in the query to the random oracleH ,
we can apply the forking lemma [39], which claims that

Lemma 1. Let A be a probabilistic polynomial time Turing machine which can
ask qh queries to the random oracle, with qh > 0. We assumethat, within the
time bound t, A produces, with probability º ¸ 7qh =q, a new accepted proof for
a wrong word (pk0; pk1; a0; a1), (g; y0; y1; a0; a1; A; B ; e; ½;¾). Then, within time
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t0 · 16qh t=º , and with probability º 0 ¸ 1=9, a replay of this machine outputs two
accepted proofs of a wrong word (pk0; pk1; a0; a1):

(g; y0; y1; a0; a1; A; B ; e0; ½0; ¾0) and (g; y0; y1; a0; a1; A; B ; e1; ½1; ¾1);

with e0 6= e1 mod q.

Let us assumethat the adversary has not broken the collision intractabilit y of
H , then

g½0 ¯ e0
0 = g½1 ¯ e1

0 ; g¾0 ¯ ¡ e0
1 = g¾1 ¯ ¡ e1

1
y½0

0 y¾0
1 (®0=®1)e0 = y½1

0 y¾1
1 (®0=®1)e1

and thus,
¯ 0 = g½; ¯ 1 = g¾; and ®0=®1 = y½

0y¡ ¾
1 ;

where
½=

½1 ¡ ½0

e0 ¡ e1
mod q, and ¾=

¾0 ¡ ¾1

e0 ¡ e1
mod q:

Since ®0 = M 0y½
0 , and ®1 = M 1y¾

1 , we eventually get M 0 = M 1, which means
that the word is in the language,unlessonehasbroken the collision intractabilit y
for H . But under the random oracleassumption,to get a probabilit y greater than
1=9 to ¯nd a collision, onehasto have asked more than

p
q=3 queriesto H , using

the birthday paradox, and thus

16qh t
º

¸ t0 ¸
p

q
3

¿;

where ¿ is the time required for an evaluation of H . This leadsto

Succsim¡ nizk(t) · º · 48
qh
p

q
t
¿

:

This provesthe soundnessof the proof system.But sincethis lemma still holds,
even for an adversary with auxiliary information (the list Q), it furthermore
provesthe simulation soundness.

4.2 The Paillier Cryptosystem

Review of the Basic Cryptosystem. The Paillier cryptosystem is basedon
the properties of the Carmichael lambda function in Z¤

n 2 . We recall here the
main two properties: for any w 2 Z¤

n 2 ,

w¸ (n ) = 1 mod n; and wn¸ (n ) = 1 mod n2

Let n be an RSA modulus n = pq, where p and q are prime integers. Let g be
an integer of order n® modulo n2. The public key is pk = (n; g) and the secret
key is sk = ¸ (n). To encrypt a messageM 2 Zn , randomly choosex 2 Z¤

n and
compute the ciphertext c = gM xn mod n2. To decrypt c, compute

M =
L(c¸ (n ) mod n2)
L (g¸ (n ) mod n2)

mod n;

where the L function takeselements from the set Un = f u < n2 j u = 1 mod ng
and computesL(u) = (u ¡ 1)=n. The semantic security is basedon the di±cult y
to distinguish nth residuesmodulo n2. We refer to [35] for details.
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IND -CPA Threshold Version of Paillier Cryptosystem. We recall that
¢ = `! where ` is the number of servers.

Key Generation Algorithm. Choosean integer n, product of two safeprimes p
and q, such that p = 2p0 + 1 and q = 2q0 + 1 and gcd(n; ' (n)) = 1. One can
note that the safeprime requirement can be avoided [20] using Shoup protocol
[47] without using safeprimes. This allows to fully share Paillier cryptosystem
from the key generationprotocol to the decryption processas it appearsdi±cult
to generateRSA moduli with safeprime modulus using [10]. However, for the
clarit y of the description we useRSA moduli with safeprimes. Set m = p0q0. Let
¯ be an element randomly chosenin Z¤

n .
The secret key sk = ¯ £ m is shared with the Shamir scheme [46] modulo

mn. Let v be a squarethat generateswith overwhelming probabilit y the cyclic
group of squaresin Z¤

n 2 . The veri¯cation keysvki are obtained with the formula
v¢ ski mod n2.

Encryption Algorithm. To encrypt a messageM , randomly pick x 2 Z¤
n and

compute c = gM xn mod n2.

Partial Decryption Algorithm. The i th player Pi computesthe decryption share
ci = c2¢ ski mod n2 using his secret share ski . He makes a proof of correct de-
cryption which assuresthat c4¢ mod n2 and v¢ mod n2 have beenraised to the
samepower ski in order to obtain c2

i and vki .

Recovery Algorithm. If less than t + 1 decryption shareshave valid proofs of
correctnessthe algorithm fails. Otherwise, let S be a set of t + 1 valid sharesand
compute the plaintext using the Lagrangeinterpolation on the exponents (which
is possiblesinceexponents are multiplied by ¢ = `!, and thus no modular root
extraction is required.)

In [19], they proved the following theorem.

Theorem 2. Under the decisional composite residuosity assumptionand in the
random oracle model, the threshold version of Pail lier cryptosystem is IND-
TCPA against active but non-adaptive adversaries.

Even if their de¯nition of threshold security (the partial decryption oraclesbe-
havior) is not the same,the security result still holds within our model.

IND -CCA Threshold Version of Paillier Cryptosystem. We can therefore
apply previous twin conversion.

Key Generation Algorithm. Choose,for j = 0; 1, an integer n j , product of two
safeprimes pj and qj . Setm j = (pj ¡ 1)(qj ¡ 1)=4. Let ¯ j be an element randomly
chosenin Z¤

n j
.

The secretkeysskj = ¯ j £ mj are sharedwith the Shamir scheme[46]modulo
mj nj . Let vj be a squarethat generatesall the cyclic group of squaresin Z¤

n 2
j
.

The veri¯cation keys vki;j are obtained with the formula v¢ ski;j
j mod n2

j .
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Encryption Algorithm. To encrypt a messageM , randomly pick x j 2 Z¤
n j

and
compute aj = gM

j xn j
j mod n2

j . Furthermore compute a proof that a0 and a1

encrypt the samevalue: Let r be a randomly chosenelement in [0; A[, and ran-
dom elements ®j 2 Z¤

n j
. Compute yj = gr

j ®n j
j mod n2

j . Let e be the hash value
H (g0; g1; a0; a1; y0; y1) where H is a hash function which outputs values in the
range[0; B [. Then, computez = r + e£ M , uj = ®j xe

j mod nj A proof of equality
is the tuple

(e;z; u0; u1) 2 [0; B [£ [0; A[£ Z¤
n 1

£ Z¤
n 2

It is checked by the equation

e = H (g0; g1; a0; a1; gz
0un 0

0 =ae
0 mod n2

0; gz
1un 1

1 =ae
1 mod n2

1)

The decryption processis the sameas in [19]. Furthermore, the above proof
can be shown to be simulation-sound, using the same technique as for the
El Gamal scheme,thanks to the forking lemma [39].

It is amazing to note that the Generic Conversion of Paillier cryptosystem
keepsthe homomorphic properties, namely that E(M 1 + M 2) ´ E(M 1) £ E(M 2)
and E(M )k ´ E(kM ). For example, in voting scheme, such as [15,1], the au-
thorit y can check the universally checkable proofs of validit y of ciphertext and
compute the tally . However, the result will no longer be a ciphertext that with-
stands CCA.

5 Conclusion

In this paper wehaveconstructedgenericconversionsto threshold cryptosystems
secureagainst chosen-ciphertextattacks from any cryptosystemssecureagainst
CPA. We have proposedthe ¯rst version of threshold cryptosystemsCCA-secure
which rely on the factorization problem. A new version of Paillier cryptosystem
based on a new assumption related to RSA appears in [13]. By applying our
techniques, one can also share this cryptosystem under their new assumption.
This provides the secondthreshold cryptosystem secureunder CCA based on
RSA.

However, asit is noted in [48], it appearsto bedi±cult to shareRSA. It seems
even di±cult to shareOAEP-RSA without redundancy, which is a cryptosystem
which achieves IND-CPA, but in the random oracle model. Indeed, the proof of
membership appears to be odd and not practical.

Ac kno wledgemen t. We would like to thank Masayuki Abe for fruitful discus-
sions.
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