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Abstract. Semartic security against chosen-ciphertext attacks (IND-
CCA) is widely believed as the correct security level for public-key en-
cryption scheme. On the other hand, it is often dangerousto giveto only
one people the power of decryption. Therefore, threshold cryptosystems
aimed at distributing the decryption ability. However, only two excient
such schemes have been proposed so far for achieving IND-CCA. Both
are El Gamal-lik e schemesand thus are basedon the sameintractabilit y
assumption, namely the Decisional Dize-Hellman problem.

In this article we rehabilitate the twin-encryption paradigm proposed
by Naor and Yung to presert generic conversionsfrom a large family of
(threshold) IND-CPA schemeinto a (threshold) IND-CCA onein the ran-
dom oracle model. An excient instantiation is also proposed, which is
based on the Paillier cryptosystem. This new construction provides the
“rst example of threshold cryptosystem secureagainst chosen-ciphertext
attacks based on the factorization problem. Moreover, this construction
provides a scheme where the \homomorphic properties" of the original
schemestill hold. This is rather cumbersomebecausehomomorphic cryp-
tosystems are known to be malleable and therefore not to be CCA secure.
However, we do not build a \homomorphic cryptosystem”, but just keep
the homomorphic properties.
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1 Intro duction

1.1 Chosen-Ciphertext  Securit y

Semartic security against chosen-ciphertext attacks represeits the correct se-
curity de nition for a cryptosystem [31,41,4]. Therefore a lot of works [26,25,
38,34] have recenly proposedschemesto corvert any one-way function into a
cryptosystem secureaccording to this security notion.

Before this notion, Naor and Yung in [33] proposeda weaker security notion
that they called lunch-time attack (a.k.a. indi®erert, or non-adaptive, chosen-
ciphertext attack). The adversary can only ask decryption of ciphertexts before
he receivesthe target ciphertext. Naor and Yung [33] presenied a conversion to
secureschemesagainst chosen-ciphertextattack in a lunch-time scenario. They
usednon-interactiv e zero-knovledge proof systems(proofs of menmbership [9, 8])
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to show the consistencyof the ciphertext, but not to prove that the peoplewho
built the ciphertext necessarily\knew its decryption”.

Later Racko® and Simon [41] re ned this construction replacing the non-
interactive zero-knownledge proofs of membership by non-interactive zero-know-
ledge proofs of knowledge. Therefore, when encrypting a messagepne further-
more appendsa non-interactiv e proof of knowledgeof the plaintext, which leads
to (adaptive) chosen-ciphertextsecurecryptosystems. Indeed, the senderproves
that he knows the plaintext and thus CCAis reducedto CPA.

A similar notion has thereafter beende ned, the so-called\plain text-aware-
ness" [7,4], which meansthat when someonebuilds a valid ciphertext, he nec-
essarily \knows" the corresponding plaintext. Therefore, a decryption oracle is
unusefulfor an adversary. But this latter notion is meaningful only in the random
oracle model [6].

For few years, seweral excient schemeshave been proposed which achieve
this high security level. Most of them have only been proven in the random
oracle model [7,27,48,36,25,26,38,34] using the plaintext-awarenessproperty,
but only onein the standard model [14].

1.2 Threshold Cryptosystems

On the onehand, in public-key cryptography in general,the ability of decrypting
or signing is restricted to the owner of the secretkey. This meansthat only one
peoplehasall the power. Whereasin somesituations, such an ability should not
be given to only one people, but shared among a group of users, such that a
minimal number of them, the threshold, is neededto sign or decrypt.

On the other hand, the goal of cryptography is to withstand attackers. In
the caseof break-ins, i.e. adversarythat canenter into a computer and steal the
secretkey, public-key systemsin generalare not protected againstexposureof the
secretkey. As this kind of attacks done by intruders (hackers, Trojan horses)or
by corrupted insiders are very common and frequertly easyto perform, systems
must be protected againstthem. Threshold cryptography can solve this problem
by distributing trust among seweral componerts or seners. The secret key is
then split into sharesand ead shareis given to one of a group of seners.

First, the key generation processhasto be distributed, in order to generate
the sharesof eat sener, without trusted party. This hasbeendonein both the
discrete logarithm [37,30,21], and the RSA [10,24,20] settings. For signature
schemes,the signing processhas beendistributed in both environments [43,29,
28,22,40,47] as well.

For distributing the decryption process,similar techniques can be used, un-
til one just wants to prevent chosen-plairtext attacks from passive adversaries
(seebelow for precisede nitions). However, when we want to prevert chosen-
ciphertext attacks, in general, servers cannot start decryption before knowing
whether the ciphertext is valid or not becausean attacker can be one of these
senersand in caseof invalid ciphertexts, he had learned someinformation.

Consequetly, when we try to sharea cryptosystem, we should not wait un-
til the end of the decryption to know whether the serwers can really decrypt
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or not. Therefore, we have to integrate someproof of validity of the ciphertext
that should be publicly veri able. Unfortunately, most of all the known cryp-
tosystems secureagainst chosen-ciphertext attacks are not suitable. Indeed, in
the decryption processesthe allegedplaintext is decrypted, and the redundancy
is chedked just before returning the plaintext. Sincethe redundancy involves a
hash function, the nal ched cannot be done exciently in a distributed way.

1.3 Related Work

There are two methods to distribute the decryption processof a cryptosystem.
Whereasthe rst one usesrandomness,the secondfollows the model described
by Lee and Lim in [32] where the usual decryption processfor attaining cryp-
tosystemsimmune against CCAis reversed:the receiwer starts cheking whether
the ciphertext is valid before decrypting.

The rst method has been proposed by Canetti and Goldwasserin [12].
In the Cramer-Shoup cryptosystem [14], the receiver can ched the validity of
a ciphertext by using one part of the secret key, before decrypting the valid
ciphertext using the secondpart of the secretkey. Therefore, one can think that
it is easyto share this cryptosystem. Canetti and Goldwasser[12] succeeded
in distributing this cryptosystem. But instead of cheding the validity of the
ciphertext in a rst round and decrypting it according to the validity, they
proposeda new strategy with only oneround. The serversdecrypt any ciphertext
submitted and the decryption processis randomized. The seners compute m ¢
(v%=V)® wheress is a random sharedbetweenthe servers (part of the secretkey),
v the proof inside the ciphertext, and v° the proof calculated by the seners. In
the certralized version, the decryption processveri es whether v = v®or not. In
the distributed version, if the proof is correct, (v=v9° = 1 and the decryption
gives m, otherwise it returns a random value. Nobody knows if the decrypted
messagés correct or not if there is no redundancyin the plaintext m. A solution
is to decrypt twice the sameciphertext. If the results are the same,the message
was well-formed. The main drawbad is that the servers must keepin the secret
key a sharing of a random s and hence,the length of the key is linear in the size
of the number of decrypted messagesConsequetly, even if the basic method
with two rounds appearsto be slower, it hasnice featuresin term of storageand
avoids the needof a protocol to compute a shared random.

This method is unfortunately speci ¢ to the Cramer-Shoup cryptosystem.
The second method used by Shoup and Gennaro [48] follows Lee and Lim
paper [32], with the EI Gamal [17] cryptosystem, but in the random oracle
model [6]. First, they tried to add a non-interactive zero-knavledge proof of
knowledge of discrete logarithm, using the Schnorr signature [44]. But they re-
marked that the decryption simulation without the secretkey would require an
exponertial time, becauseof a combinatorial explosionof the forking lemma/39].
This explosioncan be avoided under stronger assumption[45]. They nally used
non-interactive zero-knowledge proofs of membership (as in [33]) to avoid the
rewinding, and thus the combinatorial explosionin the decryption simulation. In
fact, the simulation of the decryption processcannot rewind the machine. The
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problem is the sameasin the resettable zero-knavledge setting. Therefore, the
sametechniques of proof of membership in a hard languagecan be used[5]. We
can note here that the proof of knowledge of Radko® and Simon is actually a
proof of menbership. In this cryptosystem, there are two keysasin [33]: one
which belongsto the receiver but the other one belongsto the sender. Since
the prover has one of the two keys, he can decrypt and obtain the plaintext.
Therefore, the proof turns to be a proof of knowledgefor a speci ¢ sender.The
sendercan then decrypt messagesnd sinceit is a proof of membership we can
simulate the proof without using rewinding technique.

1.4 The Basic Tool: Non-In teractiv e Zero-Kno wledge Pro of Systems

The model proposed by Naor and Yung strongly uses non-interactive zero-
knowledgeproofs of languagemembership in the commonrandom string setting.
Becauseof that, they had to restrict the power of the security model to lunch-
time attacks sincethe adversary could usethe target ciphertext and generatea
new proof of membership. If the proof wascorrect, the decryption oracledecrypts
it. But Naor and Yung cannot prove that the proof of menmbership cannot be
changedby someonewho doesnot know a witness. Indeed, they did not useany
non-malleable property for the non-interactive zero-knowvledge proof. Recerily,
this property has beenconsidered[42], but only for theoretical proof systems.

In this paper, we usethe idealizedassumptionof the random oracle model [6],
which assumesthat some functions behave like truly random functions. This
allows to build excient non-interactive zero-knonvledge proofs, without the com-
mon random string setting, which achieve a weaker notion than non-malleability,
but strong enoughfor our purpose,the simulation soundness[42].

Simulation Soundness. Let usconsiderany languagel , and a non-interactive
zero-knowledge proof systemfor L. For any adversary A, with accesgo a proof
p’, for aword x?, in or out of L, we considerher ability to forge a new proof p,
for a word out of L. Therefore, for any adversary A, we consider

Succ™ "(A) = Pri(x;p) A A(Q)jx 2 L (x;p) 6QI;

having accessto a bounded list Q of proven words (x?;p?), where the word w?
is any word (in or out of the languagelL) and p’ an acceptedproof for w?. We
denoteby L' the complemert of L, and thus all the words out of the languageL .

More generally, we denote by Sucé™ "Z(t) the maximal succesrobability
over any adversary, with running time boundedby t, in forging a new accepted
proof for an invalid word, even after having seena bounded number of accepted
proofs on (in)valid words. In our situation, this bounded number will just be
one.

This is a stronger notion than the classical soundnessfor non-interactive
zero-knowvledge proofs, but a weaker than non-malleability. Indeed, Sahai [42]
showed that non-malleability of non-interactive zero-knavledge proofs implies
this notion, that he calls simulation soundness
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As we seein the sequel,in the random oracle model, we can provide excient
proofs which achieve this security level.

1.5 Our solution

Fujisaki and Okamoto [26] proposed a generic conversion from any IND-CPA
cryptosystem into an IND-CCA one, in the random oracle model [6]. In this pa-
per, werevisit the twin-encryption technique of Naor and Yung [33], by providing
a genericcorversionfrom any IND-CPA cryptosysteminto an IND-CCA one with
publicly veri able validity of the ciphertext (in front of the samekind of ad-
versary, seebelow). Namely, this corversion provides threshold cryptosystems
strongly secure.We furthermore presert practical instantiations in the random
oracle model, which achieve IND-CCA against active and adaptive adversaries.

2 Security Mo del

2.1 The Network

We assumea group of * (probabilistic) seners,all connectedto a commonbroad-
cast medium, called the communication channel. It can be an asyndronous
channel like the Internet.

2.2 The Adv ersary

The adversary is computationally bounded and it can corrupt seners at any
time by viewing the memoriesof corrupted seners (passive adversary), and/or
modifying their behavior (active adversary). The adversary decideson whom
to corrupt at the start of the protocol (static adversary). We also assumethat
the adversary corrupts no more than t out of * senersthroughout the protocol,
where™ , 2t + 1.

2.3 Threshold Cryptosystems
A t out of * threshold cryptosystem consistsof the following componerts:

{ A key geneation algorithm K that takesasinput a security parameter in
unary notation 1¢, the number * of decryption seners, and the threshold

veri cation keys.

{ An encryption algorithm E that takes as input the public key pk and a
cleartext m, and outputs a ciphertext c.

{ Sewral decryption algorithms D; (for 1- i - 7) that take asinput the public
key pk, the private key sk, a ciphertext ¢, and output a decryption share %
(which may include a veri cation part to achieve robustness).
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{ A recovery algorithm that takesasinput the public key pk, a ciphertext c,

lessthan t+ 1 decryption sharesare correct in the caseof active adversaries.
All userscan run this algorithm.

2.4 Securit y Notions

In this section,we de ne the gamean adversary plays and tries to win in order to
achieve the goal of the attack. Adversary against threshold cryptosystemstries
to attack the two following properties :

{ Security of the underlying primitiv e. In the caseof cryptosystem, it means
one-wayness,semaric security [31], or non-malleability [16].

{ Robustness.This meansthat corrupted players should not be able to pre-
vent uncorrupted seners from decrypting ciphertexts. This notion is useful
only in the presenceof active adversaries.In other terms, it meansthat the
decryption serviceis available evenif the adversary can sendbad decryption
shares.

A userwho wants to decrypt a ciphertext ¢ sendsit to a special serer, called
the combiner, who forwardsit to all serers. The senersstart cheding the valid-
ity of the ciphertext, then compute a decryption share%; and eventually return it
to the combiner. This latter combinesthe decryption sharesto obtain the plain-
text m and returns it to the user. If we want to withstand active adversaries,the
combiner must decide when he receives decryption shares% whether they are
valid or not. A nice way is to use chedking protocols [23], and veri cation keys
are consequetly needed.The goal of cheding protocolsis to allow ead serwer
to prove to othersthat it has achieved its task correctly.

Semantic Securit y. In the following, we focus on the semariic security [31]
goal, denoted IND, and forget any other security notions (one-waynessand non-
malleability.) Therefore, the gameto consideris the following :

1. The key generationalgorithm K is run. The adversary therefore receivesthe
public key pk. With this public key, the adversary hasthe ability to encrypt
any plaintext of his choice (hencethe basic \c hosen-plairtext attack™).

2. The adversary choosestwo cleartexts my and m;. These are given to an
\encryption oracle" that choosesb 2 f0;1g at random, encrypts my, and
givesthe ciphertext c to the adversary.

3. At the end of the game, the adversary outputs b°2 f0;1g. We say that the
adversary wins the gameif b°= b.

Semartic security against chosen-plairtext attack meansthat for any poly-
nomial time bounded adversary, b° = b with probability only negligibly greater
than 1/2.
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Chosen Ciphertext Attac ks. A stronger attack is usually considered,the
so-called chosen-ciphertext attack [41], in which the adversary is given a full
accesdgo the decryption oracle Dgy, feedingit with any ciphertext. It therefore
obtains the corresponding plaintext, or the \reject” answer. There is the trivial
restriction not to ask the challenge ciphertext.

Threshold Securit y. The above attacks are the classicalattacks in the stan-
dard (non-threshold) setting of the cryptosystem. Evenif it is a threshold one,
the view of the adversary is the sameas if there would be only one secretkey.
Howewer, in the threshold setting, we have to considerthe leakage of decryption
shares.To this aim, we give a new oracle accesso the adversary: the adversary
is given a full accessto the decryption oracles Dy, but feeding them with a
valid pair of plaintext-ciphertext. It therefore obtains the decryption share %.
If the pair is not valid (the ciphertext does not encrypt the given plaintext)
the oracle may output anything [19]. This is therefore the basic security no-
tion (for both IND-CPA and IND-CCA) in the threshold setting: IND-TCPA and
IND-TCCA respectively.

As explained in the motivation of threshold cryptosystems, such a scheme
should resist to the corruption of someseners. Therefore, we have to consider
this situation, which meansthat the adversary has corntrol of someseners:

{ still playing honestly | the adversary is thus a passive adversary. He has
accesgo any internal data of someseners,but cannot modify their behavior.
{ or modifying their behavior | the adversary is then an activ e adversary.

To sum up, we have seweral possible mixes of attacks and adversaries:the
chosen-plaintext (CPA) or chosen-ciphertext (CCA) attacks, performed by pas-
sive (-Passive or active (-Active) adversaries. According to the choice of cor-
rupted seners, we consideradaptive or non-adaptive adversaries.Non-adaptive
adversariesmake their choice rst (beforeanything else),whereasadaptive ones
make their choice along the attack, adaptively. It has been proven that passiwe
and adaptive adversariesare equivalern to passive and non-adaptive adversaries,
when the number of senersis logarithmic [11].

One may remark that in the particular casewhere™ = 1 andt = 0, we are
back to the classicalsituation, where passiw/active and (non)-adaptive adver-
sariesare meaningless.

3 Generic Conversions into IND-CCA Cryptosystems

In this section, we revisit the twin-encryption paradigm proposedby Naor and
Yung [33], while assumingthat (K;E; D) is a (possibly threshold) cryptosystem
which already achievessemariic security against chosen-plairtext attacks (IND-
CPA or IND-TCPA, in the threshold setting). Then, we provide a new scheme
which prevents CCA (or TCCA, resp.) whatever the kind of adversary.
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3.1 Generic Conversion GC

The Key Genemtion: K (1¥) runs twice K(1¥) to get two public keys (pk; pkY),
which represen the new public key PK . The sameway, one de nes the new set
of secretkeysasSK = fSKg;. ;. - = fskskKg= fsk;skgi. ;. - and the new set
of verication keysVK = fVK gy ;. « = fvk vk = fvk;vk'gs. ;. -

Encryption of m

{ oneTst encrypts twice m under pk and pk®, ag = Exx(m) and a; = Eyo(m);
{ one then builds a proof that both ciphertexts encrypt the same plaintext
under the keyspk and pk® respectively, ¢ = Proof[pk; pk® Dsc(ao) = Dge(as)]-

Partial Decryption of (ap;az;c)

{ the sener cheds the validity of the proof c;

{ it computesboth decryption sharesof the ciphertexts ag and a; (only one
could be enough, but the same random choice should be done by all the
seners).

It is then possibleto reconstruct the plaintext, using the recovery algorithm.

With this genericconstruction, it is not clear that the proof c doesnot leak
any information (as remarked in [33]), furthermore suc a proof can seldombe
doneexciently in the standard model. Howewer, the random oracle model allows
to make excient non-interactive zero-knavledge proofs [39].

3.2 Non-In teractiv e Zero-Kno wledge Pro ofs

In order to make the following proof to work, we needa strong security notion
about the proof ¢ on the language

L = f(pk; pk% Epk(m); Epke(M)) j 8mg;

called simulation soundness[42].

Indeed, we want that any adversary A, having seena pair (x’;c’), where
x? = (pk; pk% Esk(m); Egko(m9) (with m = m° but also possibly m 6 m9 and ¢’
an accepted proof for x?, has a negligible successprobability in forging a new
proof c for a word x 62_:

Suce™ "*(A) = Pri(x;¢) A A(X*;¢?)jx 2 L~ (x;0) 8 (x7; )]

The idea behind this succesgrobability is that the adversary should not be
able to build a new proof from previous ones, exceptedfor valid words (which
meansin L). Indeed, one cannot avoid the adversary to build an acceptedproof
for a correct word chosenby herself,and in such a casethe ciphertext is valid.

Furthermore, the adversary has accesso a proof for a word in L, or maybe
out of L, becausethe simulator will sometimescreate an accepted proof for a
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word that is not in L. Such a proof should not give any further information to
the adversary either.

The proof c corvinces everybody that the ciphertext is valid before starting
the decryption. In the security proof, the decryption simulator knows one secret
key. But the challenge ciphertext will not necessarilybe a valid one (possibly
with two distinct encrypted messages)Thanks to the random oracle model, it is
still possibleto simulate, in an indistinguishable way, an acceptedproof even for
such a wrong string, under the assumption of the intractabilit y of the problem
of deciding menbership (a weaker assumption than the semartic security of the
underlying cryptosystem).

Finally, we presernt some practical non-interactive zero-knavledge proofs,
which are easily proven to be simulation-sound using the forking lemma tech-
nique [39].

3.3 Securit y Pro of

We show that from any adversary A against IND-CCA of twin scheme, we can
build an adversary B against IND-CPA of the original scheme, rst only consid-
ering passiwe adversaries.

3.4 Passive Adv ersaries

Theorem 1. Given an IND-CPA (or IND-TCPA) cryptosystemS, the twin con-
version provides an IND-CCA (or IND-TCCA, resp.) cryptosystem Sy, , in the
random oracle model.

Proof. Our proof proceedsby reduction. Given a (t; ")-adversary A against our
schemeS,, in the senseof IND-CCA we build a (t%"9-attacker B againstscheme
S wheret®= t and "%= (" 9¢Sucé™ "Z(t))=4.

First of all, one can note that if a (classical) cryptosystem is IND-CPA, then
if we encrypt the same messageunder two di®erert public keys, the resulting
twin-cryptosystem is still IND-CPA. This result can be shovn by applying hybrid
techniques[31]and it hasalready beenformally provenin [3,2], with a advantage
loss(divided by 2).

Now, we show how to make the reduction. The attacker B receivesa given
public key pk and we shov how this attacker can use the adversary A that
breaks IND-CCAto win the game (IND-CPA). The simulator B runs K (1) and
gets (pk’% sk = fsK'g). He tossesa coin b, and setspk, = pk, while pk;, , = pk’.
Then, he sends(pkg; pk;) to A.

At the step 2 in the game, the adversary A outputs two messagesng; mj.
The simulator B sendsthem to the challenger:the challengerchoosesat random
a bit b’ and encrypts my under Ey, yielding to a] = Ey, (My).

Then, B tossesa new coin B°at random and computesa; , = B, , (M)
and sendsto the adversary the target ciphertext y’ = (a(?);a'-lj; ¢?), where ¢’ is
a simulated proof of correctnessof aj and a;, which can be done in an indis-
tinguishable way in the random oracle model, under the intractabilit y of the
decisionproblem: do a3 and a; encrypt the samemessage?
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Now, we show how to simulate the decryption oracle. Adversary A can
perform queriesy = (ag;a;;d) to the decryption oracle, at any time, where
a = Ep (m) and c is a proof of correctnessof the ciphertext. The simulator
B easily decrypts ay; , as he knows the secretkeysrelated to pk;; , = pkC. If
the proof is correct we know that ag and a; encrypt the samevalue m. This
simulation is perfect. If the proof is not correct, but accepted,the adversary had
broken the simulation soundnessatfter having seenonly one proof.

Finally, A answerswith a bit b’, which is output by B. Sincethe simulation
may not be perfect, the adversary may never stop. In this latter case, after
a time-out, B °ips a coin b’. This latter has won if b’ = &, and thus with
probability

u0
t1 Prib’ = B°* NIZK]+ Pr[b’ = 0% : NIZK], Pr[b’ = b°j NIZK]¢Pr[NIZK]:

In the above formula, NIZK denotesthe evert that none of the proofs sent by
the adversary to the decryption oracle breaks the simulation soundness,after
having possibly seenone proof.

Indeed, if the adversary canforge proofs of menmbership, for wrong words, the
simulator will always answer with the messageencrypted under pk® Therefore,
the adversary can decidewhich key has the simulator.

However, under the assumptionNIZK, saying that the adversarydid not forge
a wrong proof, our simulation of the decryption oracle is perfect. Then, using
the notation pr for probabilities under this assumption:

{ in the caseb®= b, the simulation is perfect. Indeed, the challenge cipher-
text is avalid ciphertext, and all the decryption queriesare valid ciphertexts
(under the NIZK assumption). And thus, the advantage is greater than "=2,
thanks to results about multicast encryption [2, 3] (excepted a possiblead-
vantage in the real gamethanks to an attack on the soundness).Thus

"22+ L P NIZK] = 2+ %; PI[: NIZK]:

{ in the caseb’6 P, even a powerful adversary that can decrypt ap and a,
will obtain mg and m;. Therefore, he cannot get any advantage. However,
the adversary who detects it may chooseto newer stop, or to cheat. If she
decidesto newer stop, the time-out makes B to °ip a coin. If shetries to
cheat, shehas no information about b°. Then, pr[o’ = B°j°%6 | = 1=2.

prit’ = Bju0= B,

Therefore,
"0 H Y = i hP0= Y = i pPo Il
er 1 , prib” = B°j &P bOJJ; prb’ = B°j %6 | ¢PHNIZK]
1 3 " e 1 l‘l" 9 ﬂ
. 3 ¢ Z+ 1; Pr[: NIZK] ¢Pr[NIZK], > ¢ 4_1+ 1i Z¢Pr[: NIZK]
And thus,
"i 9¢Pr[: NIZK]

"0= 2Prk’ = b 1,

4



Threshold Cryptosystems Secureagainst Chosen-Ciphertext Attacks 363

In order to upper bound Pr[: NIZK], we play the same game but knowing the
two secretkeys. Then, as soon as the adversary producesan acceptedproof for
an invalid word, we detect it, and thus output it. This breaks the simulation
soundnesswith time t: Pr[: NIZK] - Sucé™ "2 (t). t

3.5 Activ e Adv ersaries

It is clearthat the proof still holds whatever the adversaryis, evenin the thresh-
old setting. We provided a rigorous proof without any corruption. But if the
underlying scheme already prevents IND-TCPA against passiwe or active adver-
saries,the newoneeven prevernts IND-TCCA againstthe samekind of adversaries.

4 Examples

The rst exampleof semariically securecryptosystem with easyproofs of equal-
ity of plaintexts is certainly the EI Gamal cryptosystem [17]. Even if more ex-
cient threshold versionshave already been proposed[48] (even in the standard
model [12]), we apply the “rst conversionon it.

The secondexample will provide the rst RSA-basedthreshold cryptosys-
tem secureunder chosen-ciphertext attacks, even against active and adaptive
adversaries. It is basedon the Paillier's cryptosystem [35,19]. Another version
to sharePaillier cryptosystem appearsin [15].

In this part, we describe the cryptosystems and we insist on the proofs of
membership which are speci c.

4.1 The El Gamal Cryptosystem

Description of the El Gamal Cryptosystem. Let p be a strong prime, such
that gjpj 1is alsoa large prime, and g be an elemert of Z of order g. We thus
denote by G the subgroup of Z; of the elemens of order q. It is spannedby g.
Let y = g* be the public key corresponding to the secretkey x. To encrypt a
messagéM 2 G, randomly chooser 2 Z4 and compute the ciphertext (M:y";g").
To decrypt a ciphertext a = (®; ), the receiver computes®=*. It is well-known
that the semartic security of El Gamal is basedon the Decisional Dize-Hellman
(DDH) problem [49].

IND -CPA Threshold Version of EI Gamal Cryptosystem. The secretkey
X is split with Shamir secret sharing stcheme. Each sener has a share sk of
the secret key sk and a veri cation key vki = g . To decrypt a ciphertext
a= (® "), eat sener computesa decryption share™; = ~ % and provesthat
logy vki = log- i. The combiner selectsa set S of t + 1 correct sharesand
computes v .

X — > 0ji
i

mod p
i2s
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where | fo denote the symbol of Lagrange. Finally, the combiner computes
®= * mod p to recover the plaintext. One can easily shav that if an adver-
sary can break the semartic security of this cryptosystem, one can build an
attacker that can break the semartic security of El Gamal, and thus the DDH
assumption.

IND -CCA Threshold Version of EI Gamal Cryptosystem. We can there-
fore apply previoustwin cornversion.One still getsonegroup G, with a generator
g of prime order. Then the key generation algorithm is run twice and the public
keysareyp = g*° and y; = g*t. To encrypt a messageM , the sendercomputes
a = (M ¢yp;9') = (®; o) andag = (M ¢y3;0°) = (®; 1)

The proof of equality of plaintexts consistsin proving the existenceof r and
ssuch that o= ¢, 1= ¢° and ®&=@ = yyi °.

To this aim, one choosesrandom a;b 2 Z,, and computesA = g%, B = aP
and C = ygy?. Then, onegetsthe random challengee 2 Zq from a hashfunction
which is assumedo behave like arandom oracle:e = H (g; yo; y1; @o; a1; A; B; C).
Evertually, one computes¥2= aj remod q and %= b+ semod g. This proof
can be easily veried by A = g &, B = g% i® and C = yjy{(®=®&)¢, or
equivalerntly by

e= H (g Yo;y1;a0;a1; 0 & 07 1 & ygVi(@=®)°);

where the proof consistsof the tuple (e;%23).
The decryption processis straightforward, using the sametechnique as pre-
serted above, but twice, after having cheded the validity of the ciphertext.

Securit y Analysis. The basicthreshold El Gamal cryptosystemis clearly IND-
CPA. The genericcorversion makesthen the new proposalto be IND-TCCA, but
under the condition that the above proof of equality of plaintexts is simulation-
sound. We thus have to prove it.

First, we have to be able to build a list Q of acceptedproofs for words in
and out of the language. This can easily be done, thanks to the random oracle
property of H: one chooses¥; ¥and e in Z4, and de nes

H (g; Yo Y1 a0;a1; 077 507 1 & Yoy T (®=®)°) A e:

Now, let us assumethat with accessto this list of proofs, an adversary is
able to forge a new proof for a wrong word (pky; pKy; 8o; a1), with probability ©,
within time t. Sinceeverything is included in the query to the random oracleH,
we can apply the forking lemma [39], which claims that

Lemma 1. Let A be a prokabilistic polynomial time Turing machine which can
ask ¢, queriesto the random oracle, with ¢, > 0. We assumethat, within the
time bound t, A produces, with probability © , 7¢,=qg a new accepted proof for
a wrong word (pky; pKy; @o; a1), (9:Yo; Y1, @0; a1; A; B e;%%). Then, within time
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t°. 16g,t=°, and with protability °°_ 1=9, a replay of this machine outputs two
accepted proofs of a wrong word (pky; pk;; ao; ai):

(9:Yo; Y1, a0;a1; A; B eo; Ye; %) and (9; Yo; Y1; @os a1, A; B e va; %),
with ey 6 e; mod q.

Let us assumethat the adversary has not broken the collision intractabilit y of

H, then
gl/ll_eo = gl/a_gl; g%—i € — g%l—il e

9 5
Yy (@=6)® = YAyl (@=E)®

and thus, )
T0=0% 1= g% and =6 = yoy} %
where
g i 14 Yoi Y
v= 21 2 mod g, and %= 2% mod g
Ci €& €i €

Since®, = Moygz, and ® = M1y}, we evertually get Mg = My, which means
that the word is in the language,unlessone hasbrokenthe collision intractabilit y
for H. But under the random oracleassumption,to get a probability greaterthan
1=9to nd acollision, onehasto have asked morethan © G=3 queriesto H, using
the birthday paradox, and thus

6mt o 9

o 5 5 ?67

where ¢, is the time required for an ewvaluation of H. This leadsto

SucE™ M7K(t) . o . aggh
qé
This provesthe soundnessof the proof system.But sincethis lemma still holds,
even for an adversary with auxiliary information (the list Q), it furthermore
provesthe simulation soundness.

4.2 The Paillier Cryptosystem

Review of the Basic Cryptosystem. The Paillier cryptosystem is basedon
the properties of the Carmichael lambda function in Z7,. We recall here the
main two properties: for any w 2 Z?

n2:
w- (M =1modn; and w" (™ = 1modn?
Let n be an RSA modulus n = pg, where p and g are prime integers. Let g be
an integer of order n® modulo n?. The public key is pk = (n; g) and the secret
key is sk= | (n). To encrypt a messageM 2 Z,, randomly choosex 2 Z; and
compute the ciphertext ¢ = g™ x" mod n2. To decrypt ¢, compute
_ L(c ™ mod n?)
L(g (™ mod n2)
where the L function takeselemeris from the setU, = fu < n?ju = 1mod ng

and computesL(u) = (uj 1)=n. The semaric security is basedon the dixcult y
to distinguish n" residuesmodulo n?. We refer to [35] for details.

mod n;
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IND -CPA Threshold Version of Paillier Cryptosystem. We recall that
¢ = "l where" is the number of seners.

Key Generation Algorithm. Choosean integer n, product of two safe primes p
and g, such that p = 2p°+ 1 and g = 29°+ 1 and gcd(n;' (n)) = 1. One can
note that the safeprime requiremert can be avoided [20] using Shoup protocol
[47] without using safe primes. This allows to fully share Paillier cryptosystem
from the key generation protocol to the decryption processasit appearsditcult
to generate RSA moduli with safe prime modulus using [10]. Howewer, for the
clarity of the description we useRSA moduli with safeprimes. Setm = p% Let
" be an elemen randomly chosenin Z7.

The secretkey sk = = £ m is shared with the Shamir scheme [46] modulo
mn. Let v be a squarethat generateswith overwhelming probability the cyclic
group of squaresin Z7,. The veri cation keysvk; are obtained with the formula
v® sk mod n2.

Encryption Algorithm. To encrypt a messageM , randomly pick x 2 Z; and
compute c = g™ x" mod n2.

Partial Decryption Algorithm. The i player P, computesthe decryption share
¢ = ¢2* sk mod n? using his secretshare sk. He makes a proof of correct de-
cryption which assuresthat ¢** mod n? and v¢ mod n? have beenraisedto the
samepower sk in order to obtain cl2 and vk;.

Recovery Algorithm. If lessthan t + 1 decryption shareshave valid proofs of
correctnessthe algorithm fails. Otherwise, let S be a setof t + 1 valid sharesand
compute the plaintext usingthe Lagrangeinterpolation on the exponerts (which
is possiblesince exponerts are multiplied by ¢ = °!, and thus no modular root
extraction is required.)

In [19], they proved the following theorem.

Theorem 2. Under the decisional composite residuosity assumptionand in the
random oracle model, the threshold version of Paillier cryptosystem is IND-
TCPA against active but non-adaptive adversaries.

Even if their de nition of threshold security (the partial decryption oraclesbe-
havior) is not the same,the security result still holds within our model.

IND -CCA Threshold Version of Paillier Cryptosystem. We can therefore
apply previous twin cornversion.

Key Genermtion Algorithm. Choose,for j = 0;1, an integer n;, product of two
safeprimesp; andg . Setm; = (p;i 1)(g i 1)=4.Let ; beanelemen randomly
chosenin Zp .

The secretkeyssk = ; £ m; aresharedwith the Shamir scheme[46] modulo
m;jn;. Let v; be a squarethat generatesall the cyclic group of squaresin Zﬁjz.

The veri cation keysvk;; are obtained with the formula v;I *4i mod n?.
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Encryption Algorithm. To encrypt a messageM , randomly pick x; 2 ZﬁJ and
compute g = gj’\" xjni mod njz. Furthermore compute a proof that ag and a;
encrypt the samevalue: Let r be a randomly chosenelemert in [0; A[, and ran-
dom elemers ® 2 ZﬁJ . Compute y; = gj’®Jnj mod njz. Let e be the hash value
H(go;01; @0; @1; Yo; Y1) Where H is a hash function which outputs valuesin the
range[0; B[. Then, computez = r+eE M, u; = @ xje mod n; A proof of equality
is the tuple
(e;z;uo;u1) 2 [0;BIE[O;A[E Z], £ Z7,

It is chedked by the equation

e= H(go;01;a;ar; ggug®=as mod n3; giui*=a mod n?)

The decryption processis the sameasin [19]. Furthermore, the above proof
can be shown to be simulation-sound, using the same technique as for the
El Gamal scheme,thanks to the forking lemma [39].

It is amazing to note that the Generic Conversion of Paillier cryptosystem
keepsthe homomorphic properties, namely that E(M1 + M3) ~ E(M1) £ E(M3)
and E(M)* ~ E(kM). For example, in voting scheme, such as [15,1], the au-
thority can ched the universally chedable proofs of validity of ciphertext and
compute the tally. However, the result will no longer be a ciphertext that with-
stands CCA

5 Conclusion

In this paper we have constructed genericcorversionsto threshold cryptosystems
secureagainst chosen-ciphertext attacks from any cryptosystems secureagainst
CPA. We have proposedthe rst version of threshold cryptosystems CCA-secure
which rely on the factorization problem. A new version of Palillier cryptosystem
basedon a new assumption related to RSA appearsin [13]. By applying our
techniques, one can also share this cryptosystem under their new assumption.
This provides the secondthreshold cryptosystem secureunder CCA basedon
RSA.

Howewer, asit is noted in [48],it appearsto beditcult to shareRSA. It seems
evenditcult to shareOAEP-RSA without redundancy, which is a cryptosystem
which achieves IND-CPA, but in the random oracle model. Indeed, the proof of
membership appearsto be odd and not practical.

Acknowledgemen t. We would like to thank Masayuki Abe for fruitful discus-
sions.
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