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Abstract. Dynamic group Dite-Hellman proto cols for Authenticated
Key Exchange (AKE) are designedto work in a scenario in which the
group membership is not known in advance but where parties may join
and may also leave the multicast group at any given time. While seweral
schemeshave been proposedto deal with this scenario no formal treat-
ment for this cryptographic problem has ever been suggested.In this
paper, we de ne a security model for this problem and useit to precisely
de ne Authenticated Key Exchange (AKE) with \implicit* authentica-
tion asthe fundamental goal, and the ertit y-authentication goal aswell.
We then de ne in this model the execution of a protocol modi ed from
a dynamic group Dite-Hellman sceme o®eredin the litterature and
prove its security.

1 Intro duction

1.1 The Group Dite-Hellman Key Exchange

Group Dixe-Hellman scemesfor Authenticated Key Exchange are designed
to provide a pool of players communicating over a public network and holding
long-lived secretswith a sessionkey to be usedto achieve multicast message
con dentialit y or multicast data integrity. In this paper, we considerthe scenario
in which the group membership is not known in advance{ dynamic rather than
static { where parties may join and leave the multicast group at any given time.
After the initialization phase,and throughout the lifetime of the multicast
group, the parties needto be able to engagein a conversation after eat change
in the membership at the end of which the sessionkey is updated to be sk
The secretvalue sk® is only known to the party in the multicast group during
the period when sk® is the sessionkey. The adversary may generate repeated
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and arbitrarily ordered changesin the membership for subsetsof parties of his
choice.

The above scenariois a distributed application in which up to one hundred
parties work together in order to get a task done where many of the parties
may be sendingdata to the multicast group [13]. Examples of such applications
include replicated serer [22], audio-video conferencing[21] and collaborative
tools [2].

Se\eral papers|[3,19,20,29] have addressedhis scenarioand one of its incar-
nations is the system o®eredin [1]. However these protocols, and this existing
system, are basedon or use an informal approac and do not rely on proofs of
security. Theseapproacesare seeral yearslater often found to be °awed and,
indeed, weaknessedave already been discovered for some protocols [24]. One
way to improve the security of the protocols is to complete formal proofs and
thus avoid many of the weaknesses.

1.2 The Securit y Notions

In the paradigm of provable security [25] oneidenti es a concretecryptographic
problem to solve (lik e the group Dite-Hellman key exchange)and de nes a for-
mal model for this problem. The model capturesthe capabilities of the adversary
and the capabilities of the players. Within this model one de nes security goals
to capture what it meansfor a group Dite-Hellman schemeto be secure.And,
for a particular scheme one exhibits a proof of its security. The security proof
aimsto show that the schemeactually achievesthe claimed security goalsunder
computational assumptions.

The fundamental security goalfor a group Dize-Hellman schemeto achieveis
Authenticated Key Exchange(with \implicit" authentication) identi ed asAKE.
In AKE, ead player is assuredthat no other player asidefrom the arbitrary pool
of players can learn the sessionkey. Another stronger highly desirable goal for
a group Dite-Hellman schemeto provide is Mutual Authentication (MA). In
MA, ead player is assuredthat only its partners actually have possessiorof the
distributed sessionkey.

With these security goals in hand the security of a group Dite-Hellman
schemecan be analyzedin the standard model or in an idealized model of com-
putation (ideal-hash model [7,14], ideal-cipher model [5], generic model [27]).
Previous security analysesin the ideal-hash model, the so-calledrandom-oracle
model [7,14] wherein the cryptographic hash functions (like SHA or MD5) are
viewed as random functions, provide satisfactorily convincing guararntees of se-
curity for numerous cryptographic schemes[8,15,26] although not at the same
level asthose in the standard model.

1.3 Contributions

This paper provides major cortributions to the solution of the group Dite-
Hellman key exchange problem. We preseri the “rst formal model to help man-
agethe complexity of de nitions and proofs for the authenticated group Dite-
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Hellman key exchange when the group membership is dynamic. This model is
equipped with somenotions of dynamicity in the group membership where the
various typesof attacks are modeled by queriesto the players. This model does
not yet encompassattacks involving multiple player's instances activated con-
currently and simultaneously by the adversary. Also, in order to be correctly
formalized, the intuition behind mutual authentication requires cumbersome
de nitions of sessionIDS and partner IDS which may be skipped at the rst
reading.

We start with the model and de nitions introducedin [11] and extend them
to deal with the authenticated dynamic group Dixe-Hellman key exchange.We
de ne the partnering, freshnessof sessiorkey and measuresof security for AKE.
In this model we de ne the execution of a protocol, we refer to it as AKEL,
modi ed from [3] and show that it can be proven secureunder reasonableand
well-de ned intractabilit y assumptions.

Our paper is organized as follows. In the remainder of this section we sum-
marize the related work. In Section 2 we de ne our security model. We useit in
Section 3 to de ne the security de nitions that should be satis ed by a group
Dite-Hellman scheme.We present the AKE1 protocol in Section 4 and justify
its security in the random oracle model. Finally in Section5 we brie°y deal with
MA in the random oracle model.

1.4 Related Work

Many group Dite-Hellman protocols[3,4,12,16,18,28,30,31] aim to distribute
a sessionkey among the multicast group members for a scenarioin which the
membership is static and known in advance. However these protocols are not
well-suited for a scenarioin which menmbers join and leave the multicast group
at arelatively high rate. Fortunately, theseprotocolscan be extendedto address
this latter scenarioand seweral papers[3,19,20,29] have showvn how to do so.The
protocol preseried in [3] hasbeenfound to be °awed in [24] and the other papers
assumeauthenticated links, or more speci ally do not considerthe AKE and MA
goalsas part of the protocols. Thesegoalsneedto be addressedseparately

A “rst step hasalready beentakentoward a formal treatment of the authen-
ticated Dize-Hellman key exchangeproblem in the multi-part y setting. Indeed,
we preserted in [11] the rst formal model for this problem for a scenarioin
which the menbership is static. The model was derived from Bellare et al.'s
model of distributed computing [5,17]. Addressedin detail were the AKE and
MA goals. For eath we preseried a de nition, a protocol and a proof that the
protocol achievesthesegoals.

2 The Mo del

In this section we formalize the group Dite-Hellman key exchange and the
adversary's capabilities. In our formalization, the players do not deviate from
the protocol, the adversary is not a player and the adversary's capabilities are
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modeled by various queries. These queries provide the adversary a capability
to initialize a multicast group via Setup-queries, add players to the multicast
group via Join-queries,and remove playersfrom the multicast group via Remove
queries.

2.1 Proto col Participan ts.

We X anonempty setU of playersthat can participate in a group Dite-Hellman
key exchangeprotocol P. The number n of playersis polynomial in the security
parameter k. Also, when we mean a speci ¢ player of U we use U; while when
we meana not xed member of U we useU without any index.

We also considera nonempty subsetof U which we call the multicast group
I . And in | aplayer Ugc , the so-called\group cortroller”, initiates the addition
of playersto | or the removal of playersfrom | . Ugc is trusted to do only this.

2.2 Long-Liv ed Keys

Each player U 2 U holds a long-lived key LL y which is either a pair of matching
public/priv ate keys or a symmetric key. Asscciated to protocol P is a LL-key
generator G . which at initialization generatesLL y and assignsit to U.

2.3 Generic Group Dite-Hellman Schemes

A group Dite-Hellman schemeP for U is de ned by four algorithms: (the session
key SK is known by any player in | but unknown to any player not in | .)

{ the key geneation algorithm G which has an input of 1%, wherek is the
security parameter, provides ead player in U with a long-lived key LL y.
G is a probabilistic algorithm.

{ the setupalgorithm which hasan input of a set of playersJ , setsvariable |
to beJ and provides ead player U in | with a sessionkey SK, . The setup
algorithm is an interactive multi-part y protocol betweensomeplayers of U.

{ the remove algorithm which has an input of a set of players J , updates
variable | to be I nJ (the set of all playersin | that are not in J) and
provides eat player U in this updated set with an updated sessionkey
SKy. The remove algorithm is an interactive multi-part y protocol between
someplayers of U.

{ the join algorithm which hasan input of a setof playersJ , updatesvariable
| to bel [ J and providesead player U in this updated setwith an updated
sessionkey SK . The join algorithm is an interactive multi-part y protocol
betweensomeplayers of U.

An executionof P consistsof running the key geneation algorithm once,and
then many times the setup, removeand join algorithms. We will also use the
term operation to mean one of the algorithms: setup, removeor join.
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Session IDS. We de ne the sessionDS (SIDS) for player U; in an execution of
protocol P as SIDS(U;) = fSID; :j 2 | Dg where SID;; is the concatenation of
all *ows that U; exchangeswith player U; in executing an operation. Therefore,
Ui setsSKy, to 0 and SIDS(U;) and ; before executing an operation. (SIDS is
publicly available.)

Accepting and Terminating. A player U acceptswhen it has enough in-
formation to compute a sessionkey SKy. At any time a player U who is in
\exp ecting state" can acceptand it acceptsat most oncein executing an opera-
tion. As soon asU acceptsin executing an operation, SK and SIDS are de ned.
Now once having acceptedU has not yet terminated this execution. Player U
may want to get con rmation that its partners in this execution have actually
computed SK or that they are really the onesit wants to share a sessionkey
with. As socon asU getsthis con rmation messageit terminates the execution of
this operation - it will not sendout any more messagesnd remainsin a \stand
by" state until the next operation.

2.4 Securit y Mo del

Queries. The adversary A interacts with the players U by making various
queries. There are sewen types of queries. The Setup Join and Removequeries
may at rst seemuselesssince, using Sendqueries, the adversary already has
the ability to initiate a setup a removeor a join operation. Yet these queries
are essetial for properly dealingwith the dynamic case.To deal with sequertial

membership changes,thesethree queriesare only available if all the playersin U
have terminated. We now explain the capability that ead kind of query captures.

{ SetuJ ): This query modelsadversaryA initiating the setupoperation. The
query is only available to adversary A if all the playersin U have terminated
and arethusin a\stand by" state.. A getsbadk from the "rst player U in J
the °ow initiating the setupexecution. Other players are aware of the setup
and move to an \exp ecting state" but do not reply any message.

{ Remov¢J ): This query modelsadversary A initiating the removeoperation.
The query is only available to adversary A if all the playersin U have ter-
minated. A getsbad from the group controller Ugc the °ow initiating the
remove execution. Other players are aware of the remove operation but do
not reply. They move from a \stand by" state to an \exp ecting state".

{ Join(J ): This query models adversary A initiating the join operation. The
query is only available to adversary A if all the playersin U have terminated.
A getsbadk from the group cortroller Ugc the °ow initiating the join exe-
cution. Other players are aware of the join operation but do not reply. They
move from a \stand by" state to an \exp ecting state".

{ SendU;m): This query models adversary A sendinga messageo a player.
The adversary A getsbadk from his query the responsewhich player U would
have generatedin processingmessagen (this could be the empty string if the
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messages uncorrect or unexpected). If player U hasnot yet terminated and
the execution of protocol P leadsto accepting, variable SIDS(U) is updated
as explained above.

{ RevealU): This query models the attacks resulting in the misuse of the
sessionkey, which may then be revealed. The query is only available to ad-
versary A if player U has accepted.The Revealquery unconditionally forces
player U to releaseSK which is otherwise hidden to the adversary.

{ Carupt(U): This query models the attacks resulting in the player U's LL-
key beenrevealed.A getsback LLy but doesnot get any internal data of U
executingP.

{ Test(U): This query models the semaric security of the sessionkey SK,
namely the following game Game al"S(A; P) betweenadversary A and the
players U involved in an execution of the protocol P. The Testquery is only
available if U is Fresh (seeSection3). In the gameA asksany of the above
gueries however it can only ask a Testquery once. Then, one °ips a coin b
and returns sky if b= 1 or arandom string if b= 0. At the end of the game,
adversary A outputs a bit b° and wins the gameif b= .

Executing the Game. Choosea protocol P with a session-ky spaceSK, and
an adversary A. The security de nitions take placein the context of making A
play Game 3¢(A;P). P determineshow playersbehave in responseto messages
from the ervironment. A sendsthese messagesshe cortrols all communications
between players; she can repeatedly initiate in a non-concurrert way but in
arbitrary order sequettial changesin the membership for subsetsof players of
her choice; shecan at any time force a player U to divulge SK or more seriously
LLy. This gameis initialized by providing coin tossesto G , A, all U, and
running G (1) to setLL y. Then

1. Initialize any U with SIDSA null ;PIDS A null ;SK A null ,
2. Initialize adversary A with 1¥ and accesso all U,
3. Run adversary A and answer queriesmade by A asde ned above.

3 The De nitions

In this section we presen the de nitions that should be satis ed by a group
Dite-Hellman scheme.We de ne the partnering from the sessionDS and useit
to de ne security measuremets that an adversary will defeatthe security goals.
We alsorecall that a function " (k) is negligible if for every ¢ > 0 there exists a
ke > 0 such that for all k > k¢, "(k) < ki €.

3.1 Partnering using SIDS

The partnering capturesthe intuitiv e notion that the playerswith which U; has
exchanged messagesn executing an operation, are the players with which U;
believesit has establisheda sessionkey. Another simple way to understand the
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notion of partnering is that U; is a partner of U; in the executionof an operation,
if U; and U; have directly exchanged message®r there exists somesequenceof
players that have directly exdhanged messagegrom U; to U;.

In an execution of P, or in Game ®°(A;P), we sa that players U and U,
are directly partnered if both players acceptand SIDS(U;) \ SIDS(U;) 6 ;
holds. We denote the direct partnering asU; $ U;.

We also say that players U; and U; are partnered if both players accept
and if, in the graph Gs;ps = (V;E) whereV = fU; : i = 1;:::;jl jg and
E=1f(U,;Y) : U $ Ugthe following holds:

We denote this partnering asU; ! U;.

We complete in polynomial time (in jVj) the graph Gs;ps to obtain the
graph of partnering: Gpips = (V%E9, where V%=V and E® = f(U;;V;)
U ! U, and then de ne the partner IDS for oracle U; as:

PIDS(U;) = ij D U! Ujg

3.2 Freshness

A player U is Fresh, in the current operation execution, (or holds a Fresh SK)
if the following two conditions are satis ed. First, nobody in U has ever been
asked for a Carupt-query from the beginning of the game.Second,in the current
operation execution, U has acceptedand neither U nor its partners PIDS(U)
have beenasked for a Revealquery.

Let's also recall that forward-secrecyentails that lossof a LL-key does not
compromisethe semaric security of previously-distributed sessionkeys.

3.3 Securit y Notions

AKE Securit y. In an execution of P, we say an adversary A wins if she asks
a single Testquery to a Fresh player U and correctly guesseghe bit b usedin
the game Game ®°(A;P). We denote the ake advantage as Adv2<®(A); the
advantage is taken over all bit tosses.(The advantage is twice the probability
that A will defeatthe AKE security goal of the protocol minus one'.) Protocol
P isan A-secure AKE if AdvA*®(A) is negligible.

MA Securit y. In an execution of P, we say adversary A violates mutual au-

thentication (MA) if there exists an operation execution wherein a player U

terminates holding SIDS(U), PIDS(U) and jPIDS(U)j 6 jl ji 1. We denotethe

ma success asSuc@? (A) and say protocol P isan A-secure MA if Suc@?® (A)

is negligible.

L A cantrivially defeat AKE with probabilit y 1/2, multiplying by two and substracting
one rescalesthe probabilit y.
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Therefore to deal with mutual authentication, we considera new game, we
denote Game ™ (A; P), wherein the adversary exactly plays the sameway as
in the game Game 2¢(A; P) with the sameplayer accessedut with a di®erent
goal: to violate the mutual authentication.

Secure Signature Schemes. A signature scheme is de ned by the follow-
ing [26]:

{ Key generation algorithm G. On input 1¥ with security parameter k, the
algorithm G producesa pair (Kp;Ks) of matching public and secretkeys.
Algorithm G is probabilistic.

{ Signing algorithm § . Given a messagem and (K,;Ks), 8 producesa sig-
nature ¥ Algorithm § might be probabilistic.

{ Veri cation algorithm V. Given a signature % a messagan and K, V tests
whether %ais a valid signature of m with respectto Ks. In general,algorithm
V is not probabilistic.

The signature schemeis (t; ")-CMA-secure if there is no adversary A which
can get a probability greater than " in mounting an existertial forgery under
an adaptively Chosen-Messageittack (CMA) within time t. We denote this
probability " as Sucg™ (A).

3.4 Dixe-Hellman Problems

Computational  Dite-Hellman  Assumption (CDH). Let G be a cyclic
group < g > of prime order g and x1; X, chosenat random in Zq. A (T;")-CDH-
attacker in G is a probabilistic Turing machine ¢ running in time T that given
(g*t; g*2), outputs g*+*2 with probability at least". We denote this probability
by Suc&"(¢). The CDH problem is (T;")-intractable if there is no (T;")-
attacker in G.

Group Computational Dite-Hellman  Assumption (G-CDH). Let G be
a cyclic group < g > of prime order g and a polynomial-bounded integer n. Let

suc that I, 2 .
We de ne the Group Dite-Hel Iman distribution relativeto j as:
n [ Q .
G-CDH, = (J;9 i29%)jx=(Xg;::0:Xn) 2R 20
J2;

If i = P(l)nflhg, we say that G-CDH,; is the Full Genemlized Dite-
Hellman distribution [9,23,30].

Given i , a (T;")-G-CDH, -attacker in G is a probabilistic Turing machine
¢ running in time T that given G-CDH, outﬁuts g*1®™n with probability at
least . We denote this probability by Suc@®"(¢). The G-CDH,; problem is
(T;")-intractable if there is no (T;")-G-CDH; -attacker in G.
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Random Self-Reducibilit y of CDH and G-CDH. In a prime-order group
G, the CDH and G-CDH are random self-reducible problems [23]. Informally,
this property meansthat solving the problem on any original instance D can
be reducedto solving the problem on a random instance D° This requires an
excient way to generatethe random instancesDP from the original instance D
and an excient way to compute the solution to the problem on D from the
solution to the problem on D.

Certainly the most common is the additive random self-reducibility of the
CDH and G-CDH problems. We examplify this property for the G-CDH problem.
Given, for example, an instance D = (g?; g°; g°%; g®; g°¢; g®°) for any a;b;c it is
possibleto generatea random instance

DO = (g(a+ ®) ; g(b+ M) ; g(C+ °) ; g(a+ ®):(b+ ) ; g(b+ T)i(c+°) ; g(a+ ®):(c+ ))

where®, ~ and ° are random numbersin Z4; however the cost of suc a com-
putation may be high. And given the solution z = g(@*®:(br ):(c+®) g the
instance D? it is possibleto recover the solution g2° to the random instance

D (i.e. g2 = z(g®)' " (g7)" (¢”)' ®(g) () ' (g°) ® g ® ). It s, in ef-
fect, easyto seethat such a reduction works only if D is the Full Generalized
DH distribution and that its cost increasesexponertially with the sizeof D.
The other oneis the multiplicativ e random self-reducibility of the CDH and
G-CDH problems. The property holds if G is a prime-order cyclic group. We
examplify this property for the G-CDH problem. Given, for example, an in-
stance D = (g?; g% g?;g?®) for any a;b;c it is easyto generatea random in-
stance D = (g?®;gP ; g?® ;g?>® ) where ® ~ and ° are random numbers in
Z3. And given the solution g®® ¢ to the instance D° it is easyto seethat

the solution g?° to the random instance D can be exciently computed (i.e.

I —co M@ °)i L . . . . .
gc = g® ¢ ©) ). Such a reduction is excient and only requiresa linear
number of modular exponertiations.

Adv ersary's Resources. The security is formulated as a function of the
amourt of resourcesthe adversary A expends. The resourcesare:

{ T-time of computing;
{ &:;q;0;Qs; Qr; Qs numbers of Send Reveal Carupt, Setup Removeand
Join queriesthe adversary A respectively makes.

By notation Adv(T;:::) or SucdT;:::), we mean the maximum values of
Adv(A) or SucqA) respectively, over all adversariesA that expend at most the
speci ed amourt of resources.

4 A Secure Authen ticated Group Dite-Hellman Scheme

In the following theorem and proof we assumethe random oracle model [6] and
denoteH a hashfunction from f0; 1g° to f0; 1g , where" is a security parameter.



Provably Authenticated Group Dite-Hellman Key Exchange 301
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?
V(FI)g):‘ True
X g = fgX2X3;gX1X3;gX1%2;¢gX1X2X3g  [Fig]y
Flg:= fl kXgg iiiiiiih
?
V(FI;):‘ True
X 4 = fgX2X3X4;gX1X3X4,; gX1X2X4,; gX1X2X3¢g
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? ?
V(Flg) = True V(Flg) = True V(Flg) = True
K = (gX2X3X4)X1 K = (gX1X3%X4)X2 K = (gX1X2X4)X3 K = (gX1X2X3)X4
sl = H (I kFlgkK sl = H (I kFlgkK sl = H (I kFlgkK) sl = H (I kFlgkK
Ky, KF 14k Ky, KF 14k KUy KF 14k Ku, KF 14k

Fig. 1. Algorithm SETUP1. An example of an honest execution with 4 players:J =

fU;1; Uz; Us; Usg. The multicast group is | = fU;; Uz; Us; Usg and the shared session
key is sk = H(l kFl4kg*t*2*3%4) The partner IDS for U; is pidsy, = fU2; Us; Uasg, for
Uz is pidsy, = fU1;Us; Uag, for Us is pidsy, = fU1;Uz;Usg and for U, is pidsy, =

fU1; Us; Usg.

The session-ky spaceSK assaiated to this protocol is f0;1g equipped with
a uniform distribution. The arithmetic is in a nite cyclic group G =< g > of
order a k-bit prime number g and the operation is denoted multiplicativ ely. This
group could be a prime subgroup of Z7, or it could be an (hyper)-elliptic curve
basedgroup.

4.1 Description

The AKEL protocol consistsof the SETUP1, REMOVEL and JOIN1 algorithms.
As illustrated by an AKE1 executionin Figures 1, 2 and 3 (an execution with
more steps can be found in the full version [10]), this is a protocol wherein the
players are arranged in a ring, and wherein eat player savesthe set of values
it receivesin the down-°ow of SETUP1, REMOVE1, JOIN1. In e®ect,in the
subsequeh removal of players from | any player U could be selectedas Ugc
and sowill needthesevaluesto executeREMOVEL.

Unlike [3], this is a protocol wherein the player with the highest-index in
| is the group cortroller, the °ows are signed using the long-lived key LL y,
the namesof the players are in the protocol °ows, and the sessionkey SK is
sk = H(I KF lpax (1 ykg = ma 1)), Fliay 1) is the down-°ow, SIDS and PIDS are
appropriately de ned. The notion of index models \pre-existing" relationships
among players: for example, it may capture di®erert levels of reliability (i.e.
the higher the index is, the more reliable the player). This is also a protocaol,
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U, U, U, U,

x12 [Liai 1 x22 [1;ai 1] x3 2 Ligi A xq20iqi 1]
Previous  set of values is X 4 = fgX2%X3X4;gX1X3X4, gX1X2%X4,gX1X2X3g

QR miai 1

il,0
x 9= 1gX2X3%4(Xx37X3) gx1xaxag
Flg = (XK kX9)
[Fisly
Aiiiiiidi 00 doi i
5
V (Fl3) = True
0 0 1,0 0
K = (gX¥2%3%4)X1 = (h*3)X1 K = (g¥1X2X3X4)X3' X3 = (hX1)%3
sky, = H(U1kUgkFIgkK) skug = H(U1kUgkFIgkK)
where h = g*2X4

Fig. 2. Algorithm REMO VEL1. An example of an honest execution with 4 players:|1 =
fU1;Uz; Us; Usg, J = fUy; Usg. The new multicast group is | = fU;;Usg, Usc = Us
and the shared sessionkey is sk = H(l kFlgkg“XZXg“), the partner IDS for U, is
pidsy, = fUsg, for Uz is pidsy, = fUg.

unlike [3], where the set of valuesfrom the down-°ow is included in the °ows of
REMOVE1 and JOIN1, which avoids replay attacks.

Algorithm  SETUPL1. The algorithm consistsof two stages:up-°ow and down-
°ow. The multicast group | issetto J . Asillustrated by the examplein Figure 1,
in the up-°ow the player U; receivesa set (Y;Z) of intermediate values, with

[ e, ® Q
Y = Z*m  and Z, whereZ = g o« *t:

o<m<i

Player U; choosesat random a private value X;, raisesthe valuesin Y to the
power of X; and then concatenateswith Z to obtain his intermediate values

[ © 4.2 Q
YO= Z0"  wherez%= z% = g o< i Xt

o<m - i

Player U; then forwards the values (Y %Z9 to the next player in the ring. The
down-°ow takes place when Upay (1) receiwes the last up-°ow. At that point
Unmax (1) performs the samestepsas a player in the up-°ow but broadcaststhe
set of intermediate valuesY © only. In e®ectt5he value Z° computed by Upjax ()

will lead to the sessionkey sk, sinceZz®= g o< -n*t Playersin | compute sk
and accept.

Algorithm  REMO VEL1. This algorithm consists of a down-°ow only. The
multicast group | is rst setto I nJ. As illustrated in Figure 2, the group
cortroller Ugc (i.e. player with the highest-indexin | nJ) generatesa random
value x2. and removesfrom the saved previous broadcastthe valuesdestinated
to the playersin J. Ugc then raisesall the remaining values in which Xg¢c
appearedto the power of (xgé :x%.) and broadcaststhe result. (xgc is Usc's
previous secretvalue.) Playersin | compute sk and accept. Playersin J erase
any internal data. Ugc erasesxgc and xieé while internally saving XOGC.
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U, U, U, U,
x12 ;90 1] x32miai 1
Previous set of values is Xg= fhX3;hX1g, where h = gX2%X4
xPR 1:qi 1 x9K 1niqi 1
0,01 1,0 0
x Q0= fhx3(x3! ng;hxl;hxl(xsqg
Flg = (X JKk kx 39
[Flslug
L O B
”
oo Vs = e
x$ = e 853, pxaxg pxaxgy
Flg= (X3K kx 9
[F14ly
Aiiiiiiii
_[Flaly
LN T T T T T T T S T TR R A S T S R R A T
V(F\)gTrue V(FI):"’True
4 X X XO X 61 X XOOXO
K = (hX3%4)X1 K = (hX1%4)%3 K = (h*1%X3)%4
sky, = H (I kFlgkK) skyg = H (1 kFlgkK) sky, = H (I kFlgkK)

Fig. 3. Algorithm JOIN1. An example of an honest execution with 4 players: | =
fU1;Usg, J = fUsg and Ugsec = Usz. The new multicast group is | = fU;z;Us; Usg
and the shared sessionkey is sk = H(l kFI4ng1X2Xgo(X4X91)) The partner IDS for U; is
pidsy, = fUs; Uasg, for Us is pidsy, = fU1;Usg and for U, is pidsy, = fU1; Usg.

Algorithm  JOIN1. This algorithm consistsof two stages:up-°ow and down-
°ow. As illustrated in Figure 3, the group cortroller Ugc (i.e. player with the
highest-index in 1) generatesa random value x2 , raisesthe values from the
saved previous broadcastin which xgc appearsto the power of (xgé x%.) and
obtains a set of values Y°. (xgc is Ugc's previous secretexponert.) Ugc also
computesthe value Z° by raising the last value in Y°to x. . U; then forwards
the values(Y%Z9 to the “rst joining player in J . From that point JOIN1 will
work as the SETUP1 algorithm. Upon receiving the brodcast “ow players in
I [ J eraseprevious sessionkeys, compute sk and accept. The multicast group
| isthensetto !l [ J.

4.2 Securit y Result

Theorem 1. LetP hethe AKEL protocol, SK be the session-keyspace and G be
the assaiated LL-key geneator. Let A be an adversaryagainstthe AKE security
of P within a time bound T, on a multicast group of size s amongthe n players
in U, after Q = Qs + Q; + Qr interactions with the parties, g5 send-queriesand
¢ hash-queries.Then we have:

3

AV *(T; Qi i tn) - 2Q¢ 2 ¢s 6 6Suc ™'+ (T + 2 ¢Sucg™ (T%Q+ &)

where T T + (Q+ as)NTexp(K); Texp(K) is the time of computation required
for an expnentiation modulo a k-bit numbker and j s correspndsto the elements
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the adversary A can possibly view:

[
is= ffij1- i j;i61gjl- 1 jg
2-j-sj2
ffijl1- i- s;i6 k;lgjl- k;l- sg:

Let us just highlight the main ideas. We consideran adversary A attacking
the protocol P and then \breaking” the AKE security. A would have carried out
her attack in di®eren ways: (1) shemay have gotten her advantage by forging
a signature with respect to someplayer's long-lived public key. We will then use
A to build a forger by \guessing" for which player A will produce her forgery,
(2) she may have broken the scheme without altering the content of the °ows.
We will useit to solve an instance of the G-CDH problem, by \guessing” the
momert at which A will make the Testquery and by injecting into the gamethe
elemerts from the instance of G-CDH received as input.

To work (2) requires two things. We “rst \guess" the momert of the Test
query which meansthat we have to \guess": the number of operations that
will occur beforethe adversary makesthe Testquery and the membership of the
multicast group when the adversary makesthe Testquery. Second,basedon this
guesswe "embed" the instance of G-CDH into the protocol. We generatemany
random instancesfrom the original instance of G-CDH using the (multiplicativ e)
random self-reducibility property of the G-CDH problem?. Indeed, the group
Dixe-Hellman secretkey relative to these random instancescan exciently be
computed from the group Dite-Hellman secretrelative to the original instance.

The speci ¢ structure of j  (see gure 4 for j 4) makesthe simulation per-
fectly indistinguishable from the adversary point of view if our guessesare all
correct.

j=0
j=1
j=2 flg f2g
j=3(E=si 1 f1,2g [f1,3g [f2;3g If 1; 49]f 2; 4g]f 3; 49|
j=4(=s) [f1;,2;3g|f 1, 2;4g[f 1, 3;49[f 2; 3, 49
| {z } | {z }
basic trigon extension

Fig. 4. Extended Trigon for j 4

But then, becauseof the random oracleH, to have any information about the
sessiorkey the adversarywants to test, shehasto have askedfor H (I kF |45t KK ),

2 The multiplicativ e random self-reducibilit y will lead to a far more e+cient reduction
than the additiv e one would do.



Provably Authenticated Group Dite-Hellman Key Exchange 305

where K is the value we are looking for. Therefore, if the adversary has some
advantage in breaking the AKE security, this value K canbe found in the list of
the queriesaskedto H. The details of the simulation canbe found in appendix A.

4.3 AKE1l in Practice

We want our results to be practical. This meansthat when system designers
choosea schemethey will take into accourt its security but alsoits exciency in

terms of computation, communication, easeof integration and so on. However,

if provable security is achieved at the cost of a lossof etciency, systemdesigners
will often prefer the heuristic schemes.

AKEL1 is to date the rst group Dite-Hellman schemeto exhibit a proof that
it achievesa strong notion of security. It is securein the random oracle model
under the G-CDH assumption. It thus provides stronger security guaranteesthan
other schemes|[3,12,18] while being more etcient than [3]. However security
proofs for existing schemesor slight variants may show up.

On the integration front, the question that may be raised is what happens
when seweral groups mergeto form a larger group. A scenariothat occurs in
practice when a network failure partitions the multicast group in seweral disjoints
sub-groupswhich will later needto mergewhen the network is be repaired [1].
The most excient way in terms of computation and communication is to add
players from the smaller sub-groupsinto the largest of the merging sub-groups.
That is, Ugc is chosenasthe player with the highest-indexin the largest merging
sub-group and the playersfrom the smaller sub-groupsare addedvia the JOIN1
algorithm.

5 Mutual Authen tication

The well-known approach [5] for turning an AKE protocol into a protocol that
providesmutual authentication (MA) isto usethe sharedsessiorkeyto construct
a simple \authenticator" for the other parties. We have described in [11] the
transformation for turning an AKE group Dize-Hellman schemeinto a protocol
providing MA and justi ed its security in the random-oracle model. We turn
an AKE dynamic group Dite-Hellman schemeinto a protocol providing MA by
simply applying the transformation MA described in [11] to the setup, join and
remove algorithms respectively.

6 Conclusion and Further Research

This paper providesthe rst formal treatment of the authenticated group Dite-
Hellman key exchangeproblem in a scenarioin which the membershipis dynamic
rather than static. Addressedin this paper were two security goalsof the group
Dize-Hellman key exchange: the authenticated key exchange and the mutual
authentication. For each we preseried a de nition, a protocol and a security
proof in the random oracle model that the protocol meetsits goals.



306 Emmanuel Bresson, Olivier Chevassut, and David Pointcheval

The model intro ducedin this paper capturesattacks that arerealistic threats
in practice. However the model doesnot yet capture \more serious" attacks: in-
deed,it doesnot recognizemultiple player'sinstancesthe adversary may activate
in concurrert and simultaneous sessionsA typical researt topic is to enhance
our model to capture these attacks and to investigate in this more stringent
setting the security of the protocols preseried in this paper. We are currently
extending our model to encompasghese attacks.

The security reduction preseried for AKE1 in this paper doesnot inject much
of the security of the group computational Dite-Hellman problem and signature
scheme:actually, the reduction is exponertial in s. This leadsoneto usea larger
security parameter or to limit the maximum sizeof the group. Another researt
direction is to nd a security proof that would achieve a better security bound.
We beliewe it is possibleand are currently working on it.
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A Proof of Theorem 1

Let A bean adversarythat cangetan advantage” in breaking the AKE security
of protocol P within time T. We construct from it a (T%"%-forger F and a
(T%"9-G-CDH, , -attacker ¢ .

Forger F . Let's assumethat A breaksthe protocol P by forging, with proba-
bility greater than °, a signature with respect to someplayer's (public) LL-key
(Of coursebeforeA corrupts U). We construct from it a (T%"%-forger F which
outputs a forgery (% m) with respect to a given (public) LL-key K, produced
by G (1¥). This forger works exactly asin [11]. A detailed description can be
found in the full version [10].

G-CDH  ,-attac ker ¢ . Let's assumethat A breaksthe protocol P without
producing a forgery. Here, with probability smaller than °; the (valid) °ows
signed using LLy come from player U and not from A (Of course before A
corrupts U). The replay attacks involving the °ows of JOIN1 and REMOVE1
do not also needto be consideredsincethe valuesfrom the previous broadcast
are included in these °ows. One may then worry about replay attacks against
SETUP1, however SETUP1 hasalready beenproved to be securefor concurrert
executionsby Bressonet al. [11].

We now construct from A a (T%"9-G-CDH, _-attacker ¢ that receives as
input an instance D of G-CDH, . with random size s and outputs the Dixe-
Hellman secret value (i.e g*t*s) relative to this instance. More precisely a
G-CDH, . with sizes2 [1;n] and j s of the form

[
is= ffijl- i- j;i6lgjl- 1 jg
2-j-sj2
ffijl- i s;i6klgjl- k;l- sg:
This in turn leadsto an instance D = (S1;Sy;:::;Ss; 2; Ss; 1; Ss) Wherein:

The aim of the simulation is to have all the elemerts of Sg, enmbeddedinto the
protocol when the adversary A asksthe Testquery. In this case,A will not be
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able to get any information about the value sk of the sessiorkey without having
previously queried the random hashoracle H on the Dize-Hellman secretvalue
g*t~*s, Thus, to break the security of P the adversary A would have to have
asked a query of the form H(l ; Fl a5 ; g**~*s) which asa consequenceavill bein
the list of queriesaskedto H.

Toread this aim ¢ hasto guessseeral values:cy, | g andig. We now describe
what thesevaluesare usedfor and we will return to the formal simulation later
on.

¢ “rst picks at random in [1; Q] the number of operations ¢, that will occur
before A asksthe Testquery and embedsthe elemers of Sy into the operation
that will occur at co. However ¢ cannot embed all the elemerts of Sy at ¢ since,
contrary to SETUP1, in JOIN1 and REMOVEL1 the playersare not all addedto
the group at ¢p. ¢ rather embedsthe elemens from S; to Ss in the order the
players are added to the group® but only for the playersthat will belongto the
group at co. Thus, ¢ also choosesat random s index-values u; through us in
[1;n] that it hopeswill make up the group membership at cy.

¢ also needsto cope with protocol executionswherein the playersu;, 1 -

i - s, are repeatedely added and removed from the group in order to have
seweral times before reacing ¢y the group membership be | ¢. If, in e®ect, ¢

embeds all the elemeris of Sg into the protocol execution the “rst time the
group menmbershipis | o, ¢ is neither able to compute the Dize-Hellman secret
value involved nor the sessiorkey value sk neededto answer to the Revealquery.

To be able to answer, ¢ doesnot in fact embed S5 into the broadcast °ow
of the operation which updates the group membership to be | o but embeds
truly random values. ¢ guesseshe player u;j, from | o who will embed S; into
the broadcast °ow of the operation that occurs at co* but generatesa truly
random exponert and usesit to embed truly random valuesfor the operations
that occur before ¢g and after cg. The index ig is set as follows. If the cy-th
operation is JOIN1 then ig is the last joining player's index, otherwiseig is the
group controller's index max(l o).

We now show that the above simulation and the random self-reducibility of
G-CDH allows ¢ to answer all the queriesuntil A asksthe Testquery at Cp.
Since¢ embedselemeris of S; when a player u; from | o (exceptu;,) is addedto
the group and ¢ doesnot remove it when u; leaves, eat protocol °ow consists
of a random self-reduction on oneline (line 0, i.e. Sp down to line s 1,i.e.s; 1)
of the basic trigon. The trigon is illustrated on Figure 4. Thus, ¢ can derivate
the value sk of the sessionkey from one of the valuesin the line below (line 1,
i.e. S; up to line s, i.e. Sg).

Howewer, ¢ alsoneedsto be able to answer to all queriesafter ¢, and more
speci cally the Revealqueries. To this aim, ¢ hasto un-embed the elemern S
from the protocol and do it in the operation that occurs at ¢y + 1. However

% More precisely, ¢ keepsin somevariable T the order of arrival for the playersin | ¢,
in order to know which elemerts of the trigon have to be used for eadt player. The
variable T is reset whenewer a Setup occurs.

4 ¢ may also embed a self-reducedelemert generatedfrom S;s into the broadcast *ow.
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depending on the operation that occurs at ¢o + 1, ¢ may not be able to do
it for player u;,. This is the reasonwhy the line Ss; 1 hasto cortain all the
possible(si 2)-tuples: extensionof the basictrigon illustrated on Figure 4. For
the operations that will occur after cp + 1, ¢ usestruly random exponerts for
all the players including those in | o. Thus, after ¢o + 1 all the protocol °ows
involve elemeris in Sg; 1 and S only.

This brief description completesthe proof. The full behavior of the simulator
is on Figure 5, with exampleon Figure 6. The probability analysescan be found
in the full paper [10].

Setup(J ) ResetT to O

Increment ¢

Update | A J

uA min(J)

2 c<c:u2lo;ubipg) simulate using RSR accordingto T
2 c=c¢:J 61p) output \Fail "

J = lo;u=ip) simulate using RSR accordingto T
Else proceedasin P using roA Zq
Join(J ) In(irement C
uA max(l)

Update | A I [ J
2 c<Cc:U2lo;ub ip simulate using RSR accordingto T
2 c=c¢c:l 6lo_max(J)6io) output \Fail "

| =1¢) simulate using RSR accordingto T
Else proceedasin P using roA Zq
RemovéJ ) |Increment c
Update | A I nJ
uA max(l)
2 c<Cy:U2lo;ub ip simulate using RSR accordingto T
2 c=c¢c:l 61p) output \Fail "

| =1¢) simulate using RSR accordingto T
Else proceedasin P using ro A Zq
SendUi;m) |2 c<cp:i2lg;i6ip) simulate using RSR accordingto T
2 c=0¢:121lp) simulate using RSR accordingto T
Else proceedasin P using ri A Zq

Fig. 5. Game ®©(A;P). The multicast group is | . The Testquery is \guessed" to be
made: after ¢, operations, the multicast group is | o, and the last joining player is U;,.
In the variable T, ¢ store which exponents of instance D have been injected in the
game so far. RSR holds for random self-reducibility .
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rob ab ar 2
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IRemové Uzg c= 1;1 = f1;3g;SK = (g®)"2 is known to ¢

rob? ar
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Fig. 6. An example of an execution of the protocol P=AKE1 with the adversary. We
represert the simulation by ¢ according to the following \guesses™: co = 3;s= 4;1¢ =
£1;2;3;4g;i0 = 2. We denote by b;b° b etc. someblinding exponerts usedin the self-
reduction of G-CDH (think b as being b % e.g.). Also note that when rejoining the
group at stepsc= 3 and c= 5, U, doesnot \remove" its random exponert.



