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Abstract. Let A be a Feistel scheme with 5 rounds from 2n bits to 2n
bits. In the presert paper we show that for most such schemesA:

1. It is possibleto distinguish A from a random permutation from 2n
bits to 2n bits after doing at most O(27T") computations with 0(277")
random plaintext/ciphertext pairs.

2. It is possibleto distinguish A from a random permutation from 2n
bits to 2n bits after doing at most O(237") computations with O(23T")
chosen plaintexts.

Since the complexities are smaller than the number 22" of possible in-
puts, they show that somegenericattacks always exist on Feistel schemes
with 5 rounds. Therefore we recommend in Cryptography to use Feistel
schemeswith at least 6 rounds in the design of pseudo-random permu-
tations.

We will also show in this paper that it is possibleto distinguish most of
6 round Feistel permutations generator from a truly random permuta-
tion generator by using a few (i.e. O(1)) permutations of the generator
and by using a total number of O(2%") queries and a total of O(22")
computations. This result is not really useful to attack a single 6 round
Feistel permutation, but it shows that when we have to generate seeral
pseudo-random permutations on a small humber of bits we recommend
to use more than 6 rounds. We also show that it is also possibleto ex-
tend theseresults to any number of rounds, however with an even larger
complexity.

Keyw ords: Feistel permutations, pseudo-random permutations, generic
attacks on encryption schemes, Luby-Racko® theory.

1 Intro duction

Many secretkey algorithms usedin cryptography are Feistel schemes(a precise
de nition of a Feistel schemeis given in section 2), for example DES, TDES,
many AES candidates,etc.. In order to be asfast as possible,it is interesting to
have not too many rounds. Howewer, for security reasonsit is important to have
a suxcient number of rounds. Generally, when a Feistel schemeis designedfor
cryptography, the designereither usesmany (say , 16 asin DES) very simple
rounds, or usesvery few (for example 8 as in DFC) more complex rounds. A
natural questionis: what is the minimum number of rounds required in a Feistel
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sthemeto avoid all the \generic attacks" , i.e. all the attacks e®ective against
most of the schemes,and with a complexity negligible comparedwith a seardh
on all the possibleinputs of the permutation.

Let assumethat we have a permutation from 2n bits to 2n bits. Then a
genericattack will be an attack with a complexity negligible comparedto O(22"),
sincethere are 22" possibleinputs on 2n bits.

It is easyto seethat for a Feistel sheme with only one round there is a
generic attack with only 1 query of the permutation and O(1) computations:
just ched if the “rst half (n bits) of the output are equal to the secondhalf of
the input.

In [4] it was shown that for a Feistel scheme with two rounds there is also
a generic attack with a complexity of O(1) choseninputs (or O(2%) random
inputs).

Also in [4], M. Luby and C. Racko® have shavn their famous result: for more
than 3 rounds all generic attacks on Feistel schemesrequire at least O(2%)
inputs, even for choseninputs. If we call a Luby-Racko® construction (a.k.a. L-
R construction) a Feistel schemeinstantiated with pseudo-randomfunctions, this
result says that the Luby-Racko®construction with 3 rounds is a pseudorandom
permutation.

Moreover for 4 rounds all the generic attacks on Feistel schemesrequire at
least O(27) inputs, even for a stronger attack that combines choseninputs and
chosen outputs (see[4] and a proof in [6], that shows that the Luby-Racko®
construction with 4 rounds is super-pseudorandom a.k.a strong pseudorandom).
Howewer it was discovered in [7] (and independenly in [1]) that these lower
boundson 3 and 4 rounds are tight, i.e. there exist a genericattack on all Feistel
schemeswith 3 or 4 roundswith O(2%) choseninputs with O(27%) computations.

For 5 rounds or more the question remained open. In [7] it was proved that
for 5 rounds (or more) the number of queriesmust be at least O(2%") (even with
unbounded computation complexity), and in [8] it was shown that for 6 rounds
(or more) the number of queriesmust be at least O(2%") (even with unbounded
computations).

It canbe noticed (see[7]) that if we have accesgo unbounded computations,
then we can make an exhaustive seard on all the possibleround functions of
the Feistel scheme, and this will give an attack with only O(2") queries(see[7])
but a gigantic complexity , O(2"%"). This \exhaustive searh" attack always
exists, but since the complexity is far much larger than the exhaustive seard
on plaintexts in O(22"), it wasstill an open problem to know if genericattacks,
with a complexity ¢ O(22"), exist on 5 rounds (or more) of Feistel schemes.

In this paper we will indeedshow that there exist genericattacks on 5 rounds
of the Feistel scheme,with a complexity ¢ O(22"). We describe two attacks on
5 round Feistel schemes:

1. An attack with O(2%) computations on O(2%) random input/output
pairs.
2. An attack with O(2%") computations on O(2%) chosen inputs.
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For 6 rounds (or more) the problem remainsopen. In this paper we will describe
someattacks on 6 rounds (or more) with a complexity much smallerthan O(2"2")
of exhaustive seard, but still , O(22"). Sotheseattacks on 6 rounds and more
are generally not interesting against a single permutation. However they may be
useful when seweral permutations are used, i.e. they will be able to distinguish
somepermutation generators.Theseattacks show for examplethat when seeral
small permutations must be generated(for examplein the Graph Isomorphism
scheme, or asin the Permuted Kernel stcheme) then we must not usea 6 round
Feistel construction.

Remark The generic attacks preseried here for 3, 4 and 5 rounds are e®ective
against most Feistel schemes,or when the round functions are randomly cho-
sen. Howewer it can occur that for speci ¢ choices of the round function, the
attacks, performed exactly as described, may fail. Howewer in this case,very
often there are modi ed attacks on these speci ¢ round functions. This point
will be discussedin section 6.

2 Notations

We usethe following notations that are very similar to those usedin [4], [5] and
[8].
{ In = f0;1g" is the set of the 2" binary strings of length n.
{ For a;b2 I,, [a;b] will be the string of length 2n of |,, which is the con-
catenation of a and b.

{ Fora;b21,, a®© bstandsfor bit by bit exclusive or of a and b.
{ %isthe composition of functions.
{ The setof all functions from I, to I, is F,. Thus|jF,j = one’
{ The setof all permutations from I, to I, isB,. ThusB, %2 F,, and jB,j =
2")!
{ Let f; bea function of F,. Let L, R, S and T be elemers of |,. Then by
de nition 8
<S=R
a(fylL; RI=[S;T] ¥ . and
" T=LOf1(R)

and alsocalled @ k.

3 Generic attac ks on 1,2,3 and 4 rounds

Up till now, genericattacks had beendiscoveredfor Feistel schemeswith 1,2,3,4
rounds. Let us shortly describe these attacks.

Let f be a permutation of By,. For a value [Li;Ri] 2 I, we will denote by
[Si;Til = f[Li; Ri].
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1 round

The attack just testsif S; = R;. If f is a Feistel schemewith 1 round, this will
happenwith 100%probability, and if f is arandom permutation with probability
' Zin Sowith oneround there is a genericattack with only 1 random query and
O(1) computations.

2 rounds

Let chooseR, = R; andL, 6 L;. Then the attack just testsif S;©S, = L;0L .
This will occur with 100%probability if f is a Feistel schemewith 2 rounds, and
if f is a random permutation with probability ' zin So with two rounds there
is a genericattack with only 2 chosenqueriesand O(1) computations.

Note 1: It is possibleto transform this chosen plaintext attack in a known
plaintext attack like the following. If we have O(2%) random inputs [L;;Ri],
then with a good probability we will have a collision R; = R;;i 6 j. Then we
testif S ©S; = L; © Lj. Now the attack requires O(2%) random queries and
0O(27) computations.

Note 2: This attack on 1 and 2 rounds was already described in [4].

3 rounds
Let A be the following algorithm :
1. A choosesm distinct R;;1- i - m, and choosesL; = 0 (or L; constart) for
alli,1- i- m.
2. A asksfor the values[S;; T;] = f[Li;Ri];1- i- m.

3. A courts the number N of equalities of the form Rj © S = R; © Sj;i < j.
4. Let Ng bethe expectedvalue of N whenf is arandom permutation, and N,
be the expectedvalue of N whenf is a A3(fy;f,;f3), with randomly chosen
f1,f2:f3.
Then N1 ' 2Ng, becausewhen f is aA3(f1;f2;f3), Ri ©S = fa(f1(Ry))
so fo(f1(Ri)) = f2(f1(Rj));i < J, if fo(Ri) 6 f1(Rj) and fo(f1(Ri)) =
f2(f1(Ry)) orif f1(Ri) = f1(R;).
So by courting N we will obtain a way to distinguish 3 round Feistel permu-
tations from random permutations. This generic attack requires O(2%) chosen
queriesand O(2%) computations (just store the valuesR; © S; and court the
collisions).

Remark Here N; ' 2¢Ng when f;f5;f3 are randomly chosen. Therefore this
attack is e®ective on most of 3 round Feistel schemesbut not necessarilyon all
3 round Feistel schemes.(Seesection 6 for more commerns on this point).

4 rounds

This time, we take R; = 0 (or R; constart), and we count the number N of
equalitiesof the form S;©L; = §;OL;,i < j.In fact, whenf = IS(EHTHERN)
then S OL; = f3(f2(L; ©f 1(0))) ©f 1(0). Sothe probability of such an equality is
about the double in this case(aslong asf 1;f,; f3 are randomly chosen)than in
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the casewheref is a random permutation (becauseif f,(L; ©f1(0)) = f2(L; ©
f1(0)) this equality holds, and if ~; = f,(L; ©1(0)) 6 fa(L; ©f41(0)) = ; but
f3("i) = f3(7;), this equality also holds).

Soby cournting N we will obtain a way to distinguish 4 round Feistel permu-
tations from random permutations. This generic attack requires O(2%) chosen
queriesand O(2%) computations (just store the valuesS; © L; and court the
collisions).

Notes:

1. Theseattacks for 3 and 4 rounds have been rst published in [7], and inde-
pendenly re-discoveredin [1].

2. Here again the attack is e®ective against most of 4 round Feistel schemes
but not necessarilyon all 4 round Feistel schemes.(Seesection 6 for more
commerts on this point).

4 A g(-,;neric attac k on 5 round Feistel permutations with

O(2%) random plaintexts and O(2%) complexit y

4.1 Notations for 5 round Feistel perm utations
Let i be aninteger. For any giveni, let [L;; R;] be a string of 2n bits in | ,,. Let
3L Ri]= [Si;Til:
We introduce the intermecgate variables X;; P; and Y, sud that:
< X =L ©fy(Ry)
. Pi= RjOf (X))
Y = X ©f3(Py)
Sowe have: S = P; © f4(Y;) and T; = Y; © f5(Sj). In other terms we have
the following:

2 (f1)Li;Ril1= [Ri; Xil;as X; = L; ©f1(Ry)
a(fz)[Ri;Xi]: [Xi;Pi]; as Pi = Ri©f2(Xi)
a(f3)[Xi;Pil = [Pi;Yi]; as Y; = X; ©f3(Py)
a(f4)[Pi;Yil= [Vi; S]], as S = P ©f4(Y))
a(fs)[Yi;Sil= [Si;Ti]; as Ty = Y, ©f5(S)
Input: | L R |
1 round:| R | x |
2rounds:] X [ P |
3rounds;y P [ v |
4rounds:y Yy | s |
Output, 5 rounds:| s | 1 |

Figure 1.
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We may notice that the following conditions (C) are always satis ed:

8

Ri:Rj) Xi©Li:Xj©Lj
Xi:Xj) Ri©Pi:Rj©Pj

(C) Pi:Pj ) Xi©Yi:Xj©Yj
2Y=Y) SOP =S OP
SiZSj ) Yi©Ti=Yj©Tj

4.2 The attac k

(CR)
(CX)
(CP)
(CY)
(CS)

Let f be a permutation from B,, We want to know (with a good probabilit y)
if f is a random elemen of By, or if f is a Feistel scheme with 5 rounds (i.e.
f = ©(fy;fa;f3;f4;f5) with f1;f,;f3;f4;f5 being 5 functions of Fy,).

The attack proceedsas follows:

Step 1: We generatem values [Sj;Ti] = f[Li;Ri], 1 -

i - m sud that the

[Li; Ri] valuesare randomly chosenin |5, and with m = O(27T”).

Step 2: We look if among these values, we can 'nd 4 pairwise distinct indices
denoted by 1;2; 3; 4 such that the following 8 equations (and 2 inequalities) are

satis ed:
8 R]_: R3
R2: R4
L1©L3= L2©L4
S]_: Sg
#) S, = S
%S]_@Sg: R1©R2
T1©T3: L1©L3

T, 0T3=T,0T,

(and with R; 8 R, andL; 6 L3)

1 2~ se

3 4
? ?
R;SSLOT R:SSLOT

R

andL; ©L,©L3©Ls=0

Figure 2: A represenation of the 8 equations# in L; S;R;T.

Below we explain how one can test with the complexity of O(m) if such

indices exist.
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Step3: If such indicesexist, we will guessthat f is Feistel schemewith 5 rounds.
If not we will say that f is not a Feistel scheme. [We will seebelow that the
probability to nd sud indices is not negligible if f is a Feistel schemewith 5
roundsand M | O(27T") for most of 5 round Feistel schemes].

4.3 How to accomplish the step 2 in O(m) computations

First, we nd amongthe m £ m possibilities, all the possibleindices 1 and 3
sud that:

( R]_ = R3
S]_ = Sg
L1 © Tl = L3 © T3
It is possibleto this in O(m) computations instead of O(m?) by storing all
the m values(R;; Sj; Li ©T;) in a hashtable and looking for collisions. We expect
to nd g;—z ¢ m sud indices (asm ¢, 2°").
In the sameway we nd all the possibleindices 2 and 4 such that:

( R2: R4
82: S4
L,OT,=L40T,

Each part requires O(m) computations and O(m) of memory, and, if needed,
there is a tradeo®with O(m ¢®) computations and O(m=®) memory.

Now we store all the values (L; © L3;S; © R;) for all the indices (1;3)
already found. There are about ;-“r: - m sud values. Then we store all the
values(L, © L4; S, © Ry) for all the indices (2; 4) already found. Using another
birthday paradax technique, we look for the following collision:

Y%

L2©L4: L1©L3
SZ©R2: 81©R1

The complexity and the storageis O(g;—j) - O(m) again. At the end we have
at most m choicesof pairwise distinct indices (1; 2; 3; 4). Among these we keep
those that give R; 6 R, and L; 6 Lg3. By inspection we ched that now they
satisfy all the equations of (#) .

4.4 Probabilit y of (#) when f is a random permutation of B,

Whenf isarandom permutation of B, we have O(m*) possibilitiesto chosethe
indices1; 2; 3; 4 amongthe m possibleindices, and we have 8 equationsto satisfy,
with a probability about 2% to have them all true for some pairwise distinct
1;2; 3;4. By inspection we ched that the equations of (#) are not dependert.
Thus the probability to have 4 pairwise distinct indices 1;2; 3; 4 that satisfy (#)
is about ;“3—4 when f is a random permutation of By, (n.b. the two additional
inequalities R; 6 R, and L, 6 L3 change nothing). Sincem ¢ 22" (because
m = O(27T")) this probability is negligible.
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4.5 Probabilit y of (#) when f is a Feistel scheme with 5 rounds

Theorem 1 Whenf is a Feistel schemewith 5 rounds, the 8 equations of (#)
are a logical consequene on the following 7 equations:

® Ri= R (1)

% R2= Ry (2)
L1©L3: L2©|_4 (3)
(r)_S1=Ss (4)
% X1= Xz (5)

= Py =P3 (6)
Y1=Y; (7)

Proof of Theorem 1.
We will usethe facts (CR), (CX), (CP), (CY) and (CS) that have beenintro-
ducedin section4.1.

{
{

From (1) and (CR) we get

X3 = X1©L1©L3 (8)

From (2) and (CR) weget X, © L, = X,©L,, and then using (8), (5) and
(3) we get

X4 = X3 (9)

From (5) and (CX) we get:

Rl © P1 = Rz © P2 (10)

From (9) and (CX) we get R4 © P, = R3 © P3 and then from (10), (6), (1)
and (2) we get:

P, =P, (11)

From (6) and (CP) we get X; © Y; = X3 © Y3 and then from (8) we get:
Y3 = Y1© L1© L3 (12)

From (11) and (CP) we get X, © Y, = X4 © Y4 and then from (12), (7), (9),
(5) and (8) we get:

Ya=Ys (13)

From (7) and (CY) we get S; © P; = S, © P, and then from (10) we get:
S]_ © SZ = R]_ © Rz (14)

From (13) and (CY) we get S, © P, = S3© P3 and then from (14), (4), (11),
(6) and (10) we get:

S4=S; (15)

From (4) and (CS) we get Y; © T; = Y3 © T3 and then from (12) we get:
T3 = Tl © L]_ © L3 (16)

From (15) and (CS) we get Y, © T4 = Y, © T, and then from (13), (7), (12)
and (16) we get:

T,©0T,=T10Ts (17)

If R; = R, then becauseof (5) wehavelL; = L,andR; = R,) 1= 2and
the indices 1 and 2 are distinct by de nition. Thus

R1 6 R, (18)

Finally sincel 6 3 and becauseof (1) we have.L; 6 L3 (19)
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So all the equations of (#) are indeed just consequence®f the 7 equations
() when f is a Feistel with 5 rounds. Indeed the 8 + 2 conditions of (#) are
now in (1), (2), (3), (4), (15), (14), (16), (17), and nally (18) and (19).

Theorem 2 Letf be a Feistel schemewith 5 rounds, f = 2 5(f1;f5;f3;f4;f5).
Then for most of suchf , the prokability to have4 pairwise distinct indices1,2,3,4
that satisfy # is, O(+), and thus is not negligible whenm , O(2%). There-
fore the algorithm given in the section 4 is indeed a generic way to distinguish
most Feistel schemeswith 5 rounds from a truly random permutation of By
with a complexity of O(2%).

Proof.

When f1;f,;f3;f4;f5 are randomly chosenin F,, the probability that there
exist pairwise distinct indices 1,2,3,4 chosenout of a set of m indices suc that
all the 7 equations (=) hold is = O(g;—:). Thus from the Theorem 1 we get the
Theorem 2.

Remark Here again, the attack is e®ective against most of 5 round Feistel
sthemes, but not necessarilyon all 5 round Feistel schemes. (See section 6 for
more commerts on that).

5 A ge3neric attac k on 5 round Feistel permutations with

O(27) chosen plain texts and O (2 37") complexit y

This attack proceedsexactly asthe previous attack of the Section4, exceptthat
now Step 1 is replacedby the following Step' 1:

Step' 1 We generatem valuesf [Li;Ri] = [Si;Ti], 1- i - m suc that the L;
values are randomly chosenin |, and the R; values are randomly chosenin a
subsetl 2 of I, with only 27 elemerts. For example| 2=all the strings of n bits
with the “rst n=2 bits at 0.

Let m = O(2%).

5.1 Probabilit y of (#) when f is a random permutation of B,

Now the probability that there are someindices 1, 2; 3; 4 suc that equations (#)
are satis ed whenf is randomly chosenin B, is about

m# m*
2% (23260 2
(becausethe equationsR; = Rz and R, = R4 have now a probability ?1; to
be satis’ed instead of ).

However, sinceherem = O(2%"), this probability ;“7—4 is still negligible.
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5.2 Probabilit y of (#) when f is a Feistel scheme with 5 rounds

When f is a Feistel schemewith 5rounds, with f1;f,;f3;f4;f5 randomly chosen
in Fp, the probability that there exist indices 1; 2; 3; 4 chosenout of a set of m
indices, sud that all the 7 equations (&) are satis ed is about

m* m*

2% ¢2F250 260

(becausethe equationsR; = R3 and R, = R4 have now a probability E%? to
be satised instead of 5-).

So from Theorem 1 of section 4, we seethat for thesefunctions f the prob-
ability that there exist indices 1,2,3,4 such that all the 8 equations (and 2 in-
equalities) # are satis ed is here generally , O(;“G—:).

Thus the algorithm given in this section5 is indeed a genericway to distin-
guish most Feistel schemeswith 5 rounds from a truly random permutation of
B,n, With a complexity O(2%°) and O(2%") chosenqueries.

Remark Here again sometime/memory tradeo®is possible:use0(23T") chosen
queries,O(2% ¢®) computations and O(2% =®) of memory.

6 Feistel schemes with specic round functions

The problem. The genericattacks that we have presened for 3, 4 and 5 rounds
are e®ective against most Feistel schemes,or when the round functions are ran-
domly chosen.Howewer it can occur that for speci ¢ choicesof the round func-
tions, theseattacks, if applied exactly as described, may fail. In this cases,very
often there are someother attacks, against these speci ¢ rounds functions, that
are even simpler. We will illustrate this on an examplepointed out by an anony-
mous refereeof Asiacrypt'2001.

Theorem 3 (Kn udsen, see[2] or [3]) Let[L1;Ri]and][L>;R>] betwo inputs
of a 5 round Feistel scheme,and let [S;; T;] and [S;; T,] be the outputs. Let
assumethat the round functions f, and f 3 are permutations (therefore they are
not random functions of F,). Then if Ry = R, andL; 6 L it is impossibleto
have simultaneously S; = S, andL; © L, = T; © T,.

Proof.
Ri=R;) X1©X,=L10L,andS;=S;) Y1 ©Y, =Ty ©T,. Therefore
if wehavelL; ©L, = T; © T,, we will have also:

X10©Y= X,0Y5:

Now sincewe have Y; = X; © f3(P;), we will have f3(P1) = f3(P2) and sincefs
is a permutation we get P; = Ps.
Then sincewe have P; = R; © f5[L; © f1(R;)] with R; = R», and sincef, is a
permutation we get

L1©f1(R1) = L2©f1(R2):

This is in contradiction with Ry = R, and L, 6 L».
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Attac ks on 5 round Feistel schemes with f, and f3; perm utations

From the above Theorem 3 we seethat our attack given in section 4 and 5
against most 5 round Feistel schemeswill fail whenf, and f 3 are permutations.
Indeed, the event R; = R3;L; 6 L3;S; = S3 andL, © L3=T,©T3 will never
occur if fo and f3 are permutations. Howewer, in such a casethere is an even
simpler attack that comesimmediately from the Theorem 3: we can randomly
get m input/output values and cournt the number of indices (i; j);i < j suc
that: 8
< Ri = R]'

Si = Sj

Li © Lj = Ti © Tj

For a random permutation this number is 0(5”3—:), and for a 5 round Feistel
schemewith f, and f3 being permutations, it is exactly O.
This attack requiresO(23T") random plaintext/ciphertext pairs and O(23T") com-
putations.

Remark: This attack can also be extended to 6 round Feistel schemeswhen
the round functions are permutations (or \quasi-p ermutations"), see[2,3] for
details.

Conclusion It wasknown (beforethe presert paper) that somegenericattacks on
5 round Feistel schemesexist when the round functions are permutations. This
particular caseis interesting since two of the former AES candidates, namely
DFC and DEAL, were such Feistel schemesusing permutations as round func-
tions. (More preciselythey were\quasi-p ermutations” in DFC). The number of
rounds in thesefunctions is howewer , 6.

In this paper we have shovn a more general result that sud generic attacks
exist for most of 5 round Feistel schemes(even when f, and f3 are not per-
mutations). It can be noticed that our attack is basedon speci ¢ relations on 4
points (corresponding to 4 ciphertexts), while the previous attacks were based
on speci ¢ relations on only 2 points ("imp ossibledi®ererials").

7 Attac king Feistel Generators

In this section we will describe what is an attack against a generator of per-
mutations (and not only against a single permutation randomly generatedby a
generator of permutations), i.e. we will be able to study seweral permutations
generatedby the generator. Then we will evaluate the complexity of brute force
attacks and we will notice that sinceall Feistel permutations have an even sig-
nature, it is possibleto distinguish them from a random permutation in O(22").
Let G be a\k round Feistel Generator", i.e. from a binary string K, G gen-
eratesa k round Feistel permutation Gk of By, .
Let G°be a truly random permutation generator, i.e. from a string K, G° gen-
eratesa truly random permutation G2 of Bay.
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Let G%be a truly random even permutation generator,i.e. from a string K, G
generatesa truly random permutation G of Az, with A, being the group of
all the permutations of B,, with even signature.

We are looking for attacks that distinguish G from G° and also for attacks
that will distinguish G from G%

Adversarial model: An attacker can choosesomestrings K 1;::: Ky, can ask for
someinputs [Li;R;] 2 12, and can ask for some Gk ,[Li;Ri] (with Kg being
one of the K;). Here the attack is more generalthan in the previous sections,
sincethe attacker can have accesso many di®erert permutations generatedby
the samegenerator.

Adversarial gaal: The aim of the attacker is to distinguish G from G° (or from
G% with a good probability and with a complexity as small as possible.

Brute force attacks A possible attack is the exhaustive seard on the k round

version\in the middle" of the attack) and about k ¢2"i 1 random queries and
only 1 permutation of the generator.

Attack by the signature

Theorem 4 If n, 2 then all the Feistel schemesfrom 1,, ! 15, havean even
signature.

Proof.

Let %: 10! 1oy

[L;R] 7! [R;L].

Let f1 be a function of F,.
Let 2 qf1)[L; R] = [L ©f1(R);R].
We will show that both ¥ and 2 %f,) have an even signature, so will have ¥+
a{f,) = 2 (f,), and thus by composition, all the Feistel schemesfrom I, ! I,
have an even signature.

For % All the cycleshave 1 or 2 elemeris, and we have 2" cycleswith 1 elemert

. 2n . on . .
(and an even signature), and Z—EL cycleswith 2 elemens. When n , 2 this
number is even.

For 2 Yf1): All the cycles have 1 or 2 elemers since 2 Afq) £2qfy) = Id
Moreover the number of cycleswith 2 elemerts is %, with k being the number
of valuesR sud that f1(R) 6 0. Sowhenn , 2 the signature of 2 (f,) is even.

Theorem 5 Letf be a permutation of B,,. Then using O(22") computations
on the 22" input/output valuesof f, we can compute the signature of f .
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Proof.

Just compute all the cyclesc; of f, f = Q ¢ and usethe formula:
i=1

signature(f ) = @ (i 1)ength(ci)+1

i=1
Theorem 6 Let G be a Feistel schemegeneator, then it is possibleto distin-
guish G from a geneator of truly random permutations of B, after O(22")
computations on O(22") input/output values.

Proof.
It is direct consequencef the Theorems4 and 5 above.

Remark.

It is however probably much more dixcult to distinguish G from random per-
mutations of A,,, with A, being the group of all the permutations of B, with
even signature. In the next sectionswe will presert our best attacks for this
problem.

8 An attack on 6 round Feistel Generators in O(22")

Attacks on 6 round Feistel If G is a generator of 6 round Feistel permutations
of B,n, we have found an attack (described below) that usesa few (i.e. O(1))
permutations from the generator G, O(22") computations and about O(22")
random queries.Sothis attack hasa complexity much smaller than the exhaus-
tive seart in 263" However sincea permutation of B,, hasonly 22" possible
inputs, this attack has no real interest against a single speci ¢ 6 round Feistel
schemeusedin encryption.

It isinteresting only if afew 6 round Feistel schemesare used.This canbe par-
ticularly interesting for some cryptographic schemesusing many permutations
on a relatively small number of bits. For example in the Graph Isomorphism
authentication sdheme many permutations on about 2'# points are used (thus
n = 7), or in the Permuted Kernel Problem PKP of Adi Shamir many permu-
tations on about 2% points (n = 3 here). Then, we will be able to distinguish
these permutations from truly random permutations with a small complexity if
a 6 round Feistel scheme generator is used. And this, whatever the size of the
secretkey usedin the generator may be. Sowe do not recommendto generate
small pseudorandompermutations from 6 round Feistel schemes.

The Attack:
Let [Li;Ri] be an elemert of | 5.
Let 2 ®[L;;Ri] = [Si; Ti]. The attack proceedsas follows:

Step 1.
We choosespeci ¢ permutation f = Gk .
We generatem valuesf [Li;Rj] = [Sj;Ti], 1- i - m with the random [L;; R;] 2

I, and with m = O(22").
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Remark: Sincem = O(22"), we cover here almost all the possible inputs
[Li; Ri] for this speci ¢ permutation f .

Step 2.
We look if among these valueswe can nd 4 pairwise distinct indices denoted

by 1;2;3;4 such that these 8 equations are satis ed:

R]_: Rg
R2: R4
81: Sz
ng S4

L1©L3= Sl©53
T1©T2: T3©T4
T1©T2: R1©R2

(#) % L1©L3=Ly©Ly

(and with R, 6 R1,S36 S; and T, 6 T2)

1 2= sROT
3 4—— SROT
? ?

R;LO®S R;L©S

Figure 3: A representation of the 8 equations# in L; S;R;T.

It is alsopossibleto shaw that all the indicesthat satisfy theseequationscan
be found in O(m) and with O(m) of memory. We court the number of solutions

found.

Step 3.

We try again at Step 1 with another f = Gk o and we will do this a few times,
say , timeswith , = O(1). Let ® be the total number of solutions found at Step
2 for all the , functions tested. It is possibleto prove that for a generator of
pseudorandompermutation of B,, we have

m 4
28n :

Moreover it is possibleto provethat for a generatorof 6 round Feistel schemes
the averagevalue we get for ® is

®|

2m*%
®, about 8
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Proof.
The proof is very similar to the proof we did for 2 > (due to the lack of space
we do not explicit it here).
Soby courting this value ® we will distinguish 6 round Feistelgeneratorsfrom
truly random permutation generatorsead time when a;"8—4 is not negligible, for

examplewhen , = O(1) and m = O(22"), asclaimed.

Examples: Thus we are able, to distinguish betweena few 6 round Feistel per-
mutations taken from a generator, and a set of truly random permutations (or
from a set of random permutations with an even signature) from 32 bits to 32,
within approximately 232 computations and 232 chosenplaintexts.

9 An attack on k round Feistel Generators

It is alsopossibleto extend theseattacks on more than 6 rounds, to any number
of rounds k. Howewer for more than 6 rounds, as already for 6 rounds, all our
attacks require a complexity and a number of queries, O(22"), so they can
be interesting to attack generatorsof permutations, but not to attack a single
permutation (the probability of successagainst one single permutation is gener-
ally negligible, and we needa few, or many permutations from the generator, in
order to be able to distinguish the generator from a truly random permutation
generator).

Example of attack on a Feistel geneator with k rounds. Let k be an integer.
For simplicity we will assumethat k is even (the proof is very similar whenk is
odd). Let |, = % i 1.Let G be agenerator of Feistel permutations of k rounds of
B.n. Wewill consideran attack with a setof equationsin (L; R;S; T) illustrated

in “gure 3. For simplicity we do not write all the equationsexplicitly.

5 s ;ﬁints

{
8 —— 1 ———- —— S;ROT
% 77777 — S;ROT
, points i | - | —— S:ROT
I I [ [ .
I I [ [ :
~ I [ [
e | — SROT
|
R;LOS >
R;LO©S :
R;L©S

Figure 4: Modelling the 4¢, (, | 1) equationsin L; R;S;T.
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Herewehave! = 2= (¥ 1)?indices,andwehave 4, (, i 1)= k?; 6k+ 8
equationsin L; R;S; T. Here it is possibleto prove that the probability that the
4, (, i 1) equationsof gure 3 exist, will be about twice for a Feistel scheme
with k rounds, than for a truly random permutation.

Thus, on a xed permutation this attack succeedswith a probability in

!
m(kfl 1)2
oned, (i 1)

If we take m = O(22") for such a permutation, it gives a probability of
successn B
A !
22n(%i 1)?
o 2nqk?j 6k+8)

2
Sowe will use O(2"("zi 4+6) ) permutations, and the total complexity and

2
the total number of querieson all these permutations will be O(2"('zi 4+8) ),
The total memory will be O(22").

Examples:

{ With k = 6 this attack usesO(1) permutations and O(22") computations
(exactly aswe did in section 8).
{ With k = 8 we needO(25") permutations and O(28") computations.

10 Conclusion

Up till now, generic attacks on Feistel schemeswere known only for 1,2,3 or
4 rounds. In this paper we have seenthat some generic attacks also do exist
on 5 round Feistel schemes.So we do not recommendto use 5 round Feistel
schemesin cryptography for general purposes.Our rst attack requires 0(277")
random plaintext/ciphertext pairs and the sameamount of computation time.
Our secondattack requires 0(237") chosen plaintext/ciphertext pairs and the
sameamount of computation time. For example, it is possibleto distinguish most
of 5 round Feistel ciphers with blocks of 64 bits, from a random permutation
from 64 bits to 64 bits, within about 2*¢ chosenqueriesand 2*® computations.
We have also seenthat when we have to generate seweral small pseudo-
random permutations we do not recommendto use a Feistel scheme generator
with only 6 rounds (whatever the length of the secretkey may be). As an exam-
ple, it is possibleto distinguish most generatorsof 6 round Feistel permutations
from truly random permutations on 32 bits, within approximately 232 computa-
tions and 232 chosenplaintexts (and this whatever the length of the secretkey
may be).
Similar attacks can be generalisedfor any number of rounds k, but they require
to analyse much more permutations and they have a larger complexity when k
increases.
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