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Abstract. We use powerful new techniques for list decading error-
correcting codes to exciently trace traitors. Although much work has
focusedon constructing traceabilit y schemes,the complexity of the trac-
ing algorithm has received little attention. Becausethe TA tracing al-
gorithm has a runtime of O(N) in general, where N is the number of
users,it is inexcient for large populations. We produce schemesfor which
the TA algorithm is very fast. The IPP tracing algorithm, though less
excient, can list all coalitions capable of constructing a given pirate.
We give evidence that when using an algebraic structure, the ability
to trace with the IPP algorithm implies the ability to trace with the
TA algorithm. We also construct schemeswith an algorithm that "nds
all possibletraitor coalitions faster than the IPP algorithm. Finally, we
suggestusesfor other decading techniques in the presenceof additional
information about traitor behavior.

1 Intro duction

Traceability schemesare introducedin [9] and have beenextensiwvely studied in
the intervening yearsfor use as a piracy deterrent. We focus on one of the few
aspects of this area of work that has receiwed little attention: the complexity
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of the traitor tracing algorithms. We show that powerful new techniques for
the list decading of error-correcting codes enable us to construct traceability
schemeswith very fast traitor tracing algorithms. Further, we uselist decading
to give new algorithms for producing a list of all coalitions capable of creating
a given pirate. In addition, we discusspotential applications of other decading
methods to the problem of tracing traitors, suggestalternativ e approacheswhen
additional information is known about the way the traitors are operating, and
examinethe relationship betweentwo important tracing algorithms.

In a popular model for traceability schemesa unique set (possibly ordered)
of r symbols is assa@iated with ead user. For example, the set may be assi-
ated with a user's software CD, or contained in a smartcard the user has for
the purposeof viewing encrypted pay-TV programs (in the latter case,the set
corresponds to a set of keys). When a coalition forms to commit piracy, it must
construct a setto assaiate with the pirate object. In the caseof unordered sets,
this pirate set consistsof r symbols, ead of which belongsto at least one coali-
tion member's set. If the setsare ordered, the coalition members must form an
orderedpirate setin which the symbol in ead position is identical to the symbol
in the sameposition in the ordered set of somecoalition member. In either sce-
nario a traitor tracing algorithm is applied to the pirate, and identi es an actual
traitor or traitors. The approac we take here is to use error-correcting codes
to construct traceability schemesin which the sets are ordered. The ordered
(as opposedto the unordered) set scenarioyields naturally to coding theoretic
techniques and has many practical applications ([10,7]).

We rst focuson the TA traitor tracing algorithm (following the terminology
in [40]), that identi es astraitors all userswho sharethe most with the pirate.
In general the TA algorithm runs in O(N) time, where N is the number of
users.Howewer, this paper shaws that for suitable constructions basedon error-
correcting codes, tracing can be accomplishedin time polynomial in clogN,
where ¢ is the maximum coalition size.This is a signi cant improvemern, aswe
expect ¢ to be much smallerthan N. The constructions in this paper match the
best previously known schemesin this model in terms of the alphabet size that
is required to achieve a certain level of traceability for a given codeword length,
and exceedall earlier schemesin the speedwith which they trace (at least) one
traitor.

Wealsoconsiderthe IPP tracing algorithm (following the terminology in [23]).
The IPP algorithm identi es all coalitions capable of making a pirate and looks
for a common menmber(s) amongst these coalitions. Hence, the IPP property
seemsto be a more fundamertal traceability property. In generalthis algorithm
runs in time O(crN ©), wherer is the length of ead codeword, and henceis even
lessexcient than the TA algorithm. Howewer, there are two good reasonsto
be interested in IPP codes. First, the extra computational burden of the IPP
algorithm has led to the question (see[37]) of whether IPP schemesmay beat
TA schemesin other respects, namely, in terms of the number of codewords for a
“xed set of parameters.We provide evidencethat for schemeswith enoughstruc-
ture to enableezxcient tracing algorithms, increasingthe number of codewords
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causestracing to fail with both the TA and IPP algorithms. Hence, IPP codes
do not appear to yield exciency improvemerts in this respect. Secondly as part

of the IPP tracing process,additional valuable piracy information is amassed,
namely, a list of all coalitions capable of creating the pirate in question. Such

a list is not a by-product of the TA algorithm, but is a useful part of a secu-
rity audit. We show that when error-correcting codesare usedto construct TA

traceability codes (which are also IPP codes, by a result in [37]), list decading

technigues can be usedto construct new algorithms for nding all such coali-
tions. We give an algorithm that is more excient than the brute force approach

of the IPP algorithm of evaluating ead coalition for its ability to create the

pirate, thereby answering an open questionin [37].

This paper givesthe rst applications of list decading to the traitor trac-
ing problem in the above model, although Zane [48] usessuc techniques to
addressthe related problem of watermark detection. (SeeSection 1.1 below for
a discussionof this, and other, related work.) These list decading techniques
are receiving wide attention in the coding theory community, and improvemerts
and generalizationsare being rapidly produced. We believe that in this paper
we have merely scratched the surface of the potential applications of decading
techniquesto traceability. In the last sectionwe discussthe useof other decaling
methods when additional information is known about the traitors or how they
operate, giving directions for future work in this area.

Overview. Section 1.1 covers related work on traceability and broadcast en-
cryption and Section 2 coversthe necessarybadground on traceability and cod-
ing theory. Section 3 describes how to construct etcient traceability schemes.
Section 4 considersthe relationship between TA and IPP traceability schemes,
providing justi cation for our restriction to the TA case,and raising someques-
tions concerningthe relationship betweenTA and IPP for linear codes.Section5
shows how codes of sutciently large minimum distance enable a more excient

algorithm for "nding all coalitions of traitors. A discussionof other potential

applications of coding theoretic ideasand techniquesto traceability questionsis
givenin Section 6.

1.1 Related Work

The phrasetraitor tracing is coinedin [9] (seealso the extended version [10]).
In traceability schemes,usersare ead given an ordered (as in [9,7,15,37], for
example), or unordered (as in [40], for example) set of keys.

In [6] (seealsothe revisedversion [7]), methods for creating TA traceability
codesare given for the purposeof "ngerprin ting digital data. Lower boundsand
additional constructions of TA traceability schemesare givenin [40], while lower
bounds are also provenin [27,26]. In addition, [26] provides a tracing algorithm
for schemesin [27].

The problem of combining broadcast encryption and traceability is studied
in [41,16,29,46].
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Variations on the modelsof [10, 7] have beenstudied in recert years.Dynamic
models (here we study a static model), in which it is possibleto get additional
evidenceof piracy in order to \test" traitor guessesare studied in [15,3,33].
A public-key traitor tracing schemeis given in [5]. One of the nice properties
of the schemein [5] is that it is possibleto identify all traitors. We note that
although our algorithms in Sect. 3 can only guarantee the identi cation of one
traitor, they do so in signi cantly faster time (polynomial in clogN, versus
O(N log®N loglogN ) in [5], with N the number of codewords and ¢ the maximum
coalition size).

In [31,11], ways in which accourtabilit y can be addedto the model are dis-
cussed.For example,to improve upon the strength of the deterrent, in [11] com-
mitting piracy exciently necessitatesrevealing sensitive information. In [17], a
systemin which pirate pay-TV decaderscan only work for short periods of time
is preserted. As noted in [17], traceability can be a usefuladdition to a long-lived
broadcast encryption scheme.If keysare allocated to smartcardsin suc a way
asto ensuresometraceability, it is possibleto keepa list of traitor smartcards
over time. If the smartcard of one particular user appearson the list frequertly
despite many smartcard refreshmerts (i.e., key changes)this mounting evidence
makes it increasingly likely that the useris actually guilty, and not simply a
victim of smartcard theft. Hence, as long as traceability schemesare excient,
they can quickly yield useful information during system audits.

Recertly, the identi able parent property (IPP) tracing algorithm has gar-
nered attention [23,2,37] (also, very similar ideas are studied in [39]). In [23],
a combinatorial characterization of 2-IPP schemesis preseried. Additional con-
structions of and bounds for IPP schemesappear in [2,37].

A coding theoretic approad is taken in [25] to study the related problem
of blacklisting usersin a broadcast encryption scheme,but that paper doesnot
addressthe question of tracing.

Our approad takes advantage of recert powerful list decaling methods,
which originated with the work of Sudan [42]. In list decading the input is a
received word and the output is the list of all codewords within a given Ham-
ming distance of the received word. Sudan'sresults by themselvesare not strong
enoughto be applicable in the setting in which the TA algorithm succeedsn
“nding traitors (as opposedto identifying probable traitors), sincethe decaling
procedurein [42]is not capableof correcting enougherrorsin the code. Howewer,
Sudan'swork hasrecenly beenextendedto enableit to exciently correct more
errors; i.e., it extendsthe radius of the Hamming ball around the received word
in which it can nd all the codewords in time polynomial in the length of the
codewords. The improvemerts in [19] are precisely sutcient to be applicable to
the setting where the TA algorithm succeedsAn additional advantage of this
method is that it givesa list containing one or more traitors, rather than only
one. Excient list decaling algorithms now exist for Reed-Solomoncodes, more
generalalgebraic geometry codes, and someconcatenatedcodes.

List decdading techniquesare applied to the problem of watermarking in [48].
Whereasin traceability schemesead user has a unique codeword, in the wa-
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termarking scenarioeat user needsto be given the same\do cument” V, taken
in [48] to be a vector of real numbers between0 and 1. To prevert usersfrom

distributing pirated copiesof V, ead useris given a distinct, slightly modi ed

\w atermarked" versionof V. The CKLS mediawatermarking scheme|[8] is mod-
i ed in [48] sothat the watermarks are chosenfrom a set of randomly generated
CKLS codesaccordingto a Reed-Solomoncode. Given a suspected pirate copy
of V, the results of [42] on list decading canthen be usedto identify oneor more
traitors.

Here, we considerthe related question of traceability schemes,and we apply
list decading results for algebraicgeometry codesand certain concatenatedcodes
in addition to Reed-Solomoncodes. In [48], Reed-Solomoncodes are used to
obtain vectors of real numbers between0 and 1 to serwe as a watermark, while
here the error-correcting codesthemselwesare the traceability schemes.

We note that algebraic geometry codes appear to have been under-utilized
in cryptological applications. For example, the results of [34] can be usedto give
better explicit examplesof c-frameproof codesthan those obtained in [7]. The
codes constructed in [34] are concatenated codes (see below) where the outer
code is an algebraic geometry code coming from a Hermitian curve, while those
usedin [7] comefrom pseudo-randomgraphs (see[1]).

2 Background on Codes and Traceabilit y

In this sectionwe give de nitions, notation, and badkground on codes, traceabil-
ity, and the decading techniquesthat form the basisfor our tracing algorithms.

2.1 Denitions and Notation

A code C of lengthr is a subsetof Q", whereQ is a nite alphabet. The elemerts
of C are called codewods, eat codeword hasthe form x = (xy; ¢¢¢; X, ), where
Xj 2 Qfor1- i- r.Subsetsof C will be called coalitions.

For any coalition Cy pu C, we de ne the set of desendants of Cqy, denoted
des¢Cop) by

des€Co) = fw2 Q" :w; 2 fx; :x2 Cog; forall1- i- rg:

The setdes¢Cy) consistsof the r-tuples that could be produced by the coalition
Co.

We de ne desg(C) to be the set of all x 2 Q" for which there exists a
coalition Cy of sizeat most ¢ suc that x 2 des¢Cy). In other words, des¢(C)
consistsof the r-tuples that could be produced by a coalition of sizeat most c.

Forx;y2 Q", let I(x;y) = fi:Xj = vig.

De nition 1. A code C is a ¢-TA (traceability) code if for all coalitions C; of
size at most ¢, if w 2 desg¢C;) then there exists x 2 C; such that jI (x; w)j >
jl(z;w)j for allz2 Cj C;.
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In other words, C is a ¢-TA code if, whenewer a coalition of sizeat most ¢
producesa pirate word w, there is an elemert of the coalition which is closerto
w than any codeword not in the coalition.

Codeswith the identi able parernt property (IPP) are another type of trace-
ability code.

De nition 2. A codeC is a ¢c-IPP codeif for all w 2 desg(C), the intersection
of the caalitions C; of size at most ¢ suchthat w 2 des¢C;) is nonempty.

SupposeC is a code of length r. The (Hamming) distance betweentwo ele-
ments x andy of Q" isr i jl (X;y)j. The minimum distance of the code C is the
smallest distance betweendistinct codewords of C.

If C is acIPP code and w 2 desg(C), then the traitors that can produce
the pirate w are the codewords that lie in all coalitions C; of sizeat most ¢ such
that w 2 des¢C;).

When implemerting one of the traceability codes just described, one ran-

phabet Q, and the collection of symbols corresponding to a given user is deter-
mined by the codeword assaiated with that user. For example,if the codeword

Sy is embeddedin the user'sCD or smartcard). The encryption step makesthe
model of pirate behavior that we consider reasonable.Since the symbols are
generatedrandomly it is essetially impossibleto guessa symbol, and hencea
coalition is only able to form a pirate out of its pooled collection of symbols. In
other words, moving from codewords to symbols thwarts algebraic attacks (such
as, for example, the attack on [27] found in [41,5]). Although a coalition may
be able to write down any codeword (this information may be public), it can
only generatethe symbol assaiated with an entry in the codeword if there is a
coalition member that agreeswith the codeword in that position.

2.2 Background Traceabilit y Results

The following result, which is Lemma 1.3 of [37], is very useful for shawing that
a code is c-IPP.

Lemma 1. ([37], Lemma 1.3) Every ¢-TA codeis a c-IPP code.

As shown in [37], there are c-IPP codesthat are not c-TA. We give a simple
example of a 2-IPP code that is not 2-TA.

Examplel. Let u; = (0;0;1), u, = (1;0;0), and uz = (2;0;0). The code
fuq;uy;usgis clearly 2-IPP, sincethe “rst entry of a pirate determinesa traitor.

The coalition fuy; u,g canproducethe pirate w = (0;0; 0). However, jl (ui;w)j =

jl (uz;w)j = jl (ug;w)j = 2, sothe code is not 2-TA.
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Note that for c-IPP codes,traitor tracing is roughly an O("\é¢) processwhere
N is the total humber of codewords in the code. A traitor tracing algorithm for
a c-TA codetakesasinput aw 2 desg(C) and outputs a codeword x sud that
jI(x; w)j is largest. Hencefor c-TA codes,tracing is an O(N) process,in general.

The next result, which is proved in [37] (see Theorem 4.4 of that paper; see
also[9] and [10]), shaws that for codeswith large enoughminimum distancethe
TA algorithm sutces, and consistsof nding codewords within distancer j ¢
from the pirate. Further, all codewords within this distance will be traitors.

Theorem 1. ([37], Theorem4.4) SuppmseC is a code of lengthr, cis a positive
integer, and the minimum distance d of C satisesd> r j Cr—z Then

(i) CisacTA code;

(i) if Cop is a caoalition of sizeat most ¢, and w 2 des¢Cy), then:
(a) there exists an elementof Co within distance r j £ of w, and
(b) every codewod within distance r j { of w is in the coalition Co.

2.3 Linear Codes

Linear codes are a very important classof codes. We will say that a code of
length r is linear, or linear over Fq, if the alphabet is a nite eld Fy and the
code is a linear subspaceof the vector spacefF, . The dimension of the code is its
dimension as a vector space.If C is a linear code over Fq of dimensionk, then
iCi = o

Reed-Solomoncodesare amongthe most widely-usedlinear codes,with many
useful applications (e.g., compact disks). To obtain a Reed-Solomoncode of

(the zero polynomial and) all polynomials of degreelessthan k in Fg[x]. Note
that a basisfor the code over F is

Since two distinct polynomials of degreelessthan k agreeon at most k j 1
points, the minimum distance of the codeisr j k+ 1.

A useful generalization of Reed-Solomoncodes are algebaic geometry (AG)
codes (see, for example, [18,38,44]). The linear codes with the \b est" known
parameters asymptotically are AG codes [45]. One advantage of AG codes is
that they are not, in general, bound by the restriction that r - @, as was the
casefor the Reed-Solomoncodes above. Being freed of this constraint allows us
to have a smaller alphabet (and in applications, fewer keys), for given choices
of the other parameters. Hermitian codes, coming from Hermitian curves, are
examplesof AG codesthat have nice properties and can be de ned explicitly . For
those familiar with the below terminology (such knowledgeis not essetial for
appreciating the results of this paper), we note that for our purposesit sutces
to consider the one-point codes Cx (P; Pg) which can be de ned as follows.
Start with a smooth, absolutely irreducible curve X of gerus g de ned over a
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rational functions on X whoseonly pole is Py, where the multiplicit y is at most
.If2gi 2< " < r, this code hasdimension™ + 1j g and minimum distance
at leastr j °. Reed-Solomoncodes can be viewed as algebraic geometry codes
by taking X to be the projective line, P to be the set of points corresponding
to the r chosen eld elemers, Py to be the point at innity, and ™ = kj 1.

Concatenatal codesare codeswhich are\concatenated” from two other codes.
When two linear codesare concatenated,the product of their lengths (resp., di-
mensions,resp., minimum distances)is the length (resp., dimension, resp., mini-
mum distance) of the (linear) concatenatedcode. There are linear concatenated
codesfor small alphabets which have good list decaling capabilities, i.e., a small
list of possiblecodewords can be recovered even when a large percertage of the
symbols are in error or have beenerased[20].

We refer the readerto [18,28,38,44] for more information on coding theory.

2.4 Decoding

In the theory of error-correcting codes, a codeword is transmitted through a
noisy channel and an elemer of Q' (i.e., a word) is received. The receiwer (or
decoder) then tries to determine as accurately as possiblewhich codeword was
transmitted.

If dis the minimum distance of the code, then the receiwer can \correct"
t = biiz—lc errors; i.e., there is at most one codeword within distance t of the
received word. The radius t is called the error-correction bound or the packing
radius. Minimum-distance (or nearest-neighlor) decoding "nds the closestcode-
word to the received word. In practice, minimum-distance decaling is very slow.
In bounded-distance decading, the decader nds a codeword within a speci ed
distance of the received word, if one exists. In the bounded-distancedecading
decisionproblem, the inputs are a linear code over a given nite "eld, areceivwed
word, and a speci ed distance t, and the output is a yesor no answer to the
question of whether there is a codeword within distancet of the received word.
This decisionproblem is known to be NP-complete [4].

In list decoding, the goalis to output the list of all codewords within a spec-
i ed distance of the received word. In [42] and [43], Sudan gave the rst et-
cient methods for list decaling that run in time polynomial in the length of
the codewords. Sincethen, Sudan'slist decaling technique has beenimproved,
generalized,and re ned [35,36,19{22,24,30,32,47,12,13]. The runtimes for the
steps of the algorithm have beenimproved, the number of errors that can be
\corrected" has beenincreased,and the technique has beenshown to be appli-
cableto a larger classof codes. Sudan's original algorithm is for Reed-Solomon
codes. Other codesfor which the techniques have beenshowvn to apply include
AG codes (for which the focus has beenon Hermitian codes) and certain con-
catenated codes(see[20], where the \outer code" is a Reed-Solomornor AG code
and the \inner code" is a Hadamard code).
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In erasure decoding, some positions of the received word are garbled or
\erased", and cannot be identi ed. In this casethe decaler knows that errors
occurred in thosepositions. In erasure-and-error decoding, the decader receivesa
word with someerasuresand someerrors, and determinesthe transmitted word,
or a list of possibletransmitted words (given someappropriate bounds on the
numbers of errors and erasures).

In soft-decision decoding, instead of receiving a (hard-decision) word, the
decaler receives a reliability matrix that statesthe probability that any given
elemen of the alphabet was sert in any given position. Using this \soft" infor-
mation, a soft-decisiondecader outputs the most likely transmitted codeword(s).

3 Ezxcien t Tracing Algorithms via List Decoding

In this section we showv how the etciency of the TA tracing algorithm can
be greatly improved when the traceability scheme is based on certain error-
correcting codes, and the tracing algorithm usesfast list decading methods.
What is an O(N) processin generalbecomesa processthat runs in time poly-
nomial in clogN. These constructions match the best previously known trace-
ability schemesin this model in terms of the alphabet size that is required to
support a given level of traceability and codeword length (roughly speaking, the

alphabet sizeis O(N cr—z)). The following theorem describes constructions based
on Reed-Solomon,algebraic geometry, and concatenatedcodes. One advantage
of consideringall three typesof codesis that the appropriate code choicefor the
traceability scheme dependson the desired parameters.

Theorem 2. (i) Let C be a Reed-Solomon code of length r and dimension k
over a nite eld Fq of size at most 2'. If ¢ is an integer, ¢ , 2, and
r> c?(kj 1), then C is a c-TA code and there is a traitor tracing algorithm
that runs in time O(r®®). If r = (1+ Hc?(kj 1) then the algorithm runs in
time O(%). For r = £ (c%), the runtime is O(c®* logi® N).

(i) LetX bea nonsingular plane curve of genusg de ned over a nite “eld Fyq,
P asetof r distinct Fgy-rational points on X, Py an Fg-rational point on X
whichis not in P, and k an integer suchthat k > g 1. Let c be an integer
suchthatc, 2andr > c?(k+ gj 1), assumethat q- 2", and assumethe
pre-processing descrited in [19] has occurred. Then the one-pint AG code
Cx (P;(k+ gj 1)Po) is a c-TA code with a traitor tracing algorithm that
runs in time polynomial in r.

(i) If k and c are positive integers, g is a prime power, q > c?

is a real number suchthat 0 < + - q:qcizill,
linear c-TA code over the eld Fq of lengthr = O(%) (or length
r= O(m'éﬁ)) and dimension k with a polynomial (in r) traitor tracing

algorithm.

., 4, and £
then there exists an explicit
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Proof. (i) Since C is a Reed-Solomoncode, the minimum distance d satis es
d=rj k+ 1. The condition r > c?(kj 1) isthen equivalert to the condition
d>rj r=c. By Theorem 1, C is a ¢c-TA code and traitor tracing amourts
to "nding a codeword within distance r j rzc of the pirate. Theorem 12
and Corollary 13 of [19] imply that if t > = (ki 1)r then all codewords
within distancer j t of a given word can be listed in time O(r!®), and if
t> = (L+ (ki L)r then the runtime is O(:—Z). Taking t = r=c givesthe
desiredresults. (Note that k = log, N .) -

(i) The minimum distance d of the code satisesd, rj kj g+ 1 (see,for
example, Theorem 10.6.30f [2%]). By our choiceof cwehaved, rj kj g+1>
ri r=andrj r=c<rij r(k+gj 1). By Theorem 27 of [19], there
exists an algorithm that runs in timeipolynomial in r that outputs the list of
codewords of distance lessthan r j r(k+ gj 1) from a given word. Now
apply Theorem 1.

(i) Theorems 7 and 8 and Corollaries 2 and 3 of [20] imply that there exists
an explicit concatenatedcode over Fq of the correct length r and dimension
k, with minimum distanced , (1 %)(1 i Hr, with a Bolynomial time list

decading algorithm for e errors, aslongase < (1j #(qi 1)r=g The

condition % - q:qci# implies that d > r | r=¢ and that the upper bound on
the number of errors is satis ed whene - r j r=c The result now follows
from Theorem 1. u

We emphasizethat further improvemerts in the runtime of list decaling
algorithms are being rapidly produced. It seemsthat someof these results will
bring the runtime down to O(r log® r) for Reed-Solomorcodes,at leastin certain
cases(see[12]). The list decading algorithm in [19] for AG codeswas improved
in [47] (seeTheorems 3.4 and 4.1), where an explicit runtime was also given.

4 Comparativ e Analysis of TA and IPP Traceabilit y

The results in this sectionjustify afocuson TA (as opposedto IPP) schemes.In
this paper we have beenusing the additional structure provided by linear codes
to construct schemesfor which the TA tracing algorithm is etcient. We know by
Lemma 1that c-TA codesare alsoc-IPP codes.Howewer the conversefails ([37];
seealso Example 1 above). If constructions of sdwemesfalr wghich the IPP tracing
algorithm is excient (i.e., signi cantly reducedfrom O( 'ﬂ ) time) are possible,
it is reasonableto expect this to be accomplishedby introducing an algebraic
structure. Here we give evidencethat doing so may enablethe inherertly more
excient TA algorithm to be usedto identify traitors. Hence,it is unclear that
c-IPP schemesyield any advantage over c-TA schemesin nding a traitor.

First, we prove a necessarycondition on Reed-Solomoncodes, under which
they vyield ¢c-TA set systems. This condition is that the minimum distance is
greaterthan rj r=c2, wherer is the length of the codewords. This result suggests
a potential method for generating examplesof schemesthat are c-IPP but not
c-TA, namely, decreasingthe minimum distance. Next we demonstrate through
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a family of counterexamplesthat in fact this approac doesnot work in general;
when the minimum distanceisr j r=c it is possibleto nd Reed-Solomoncodes
for which both the IPP and TA tracing algorithms fail.

We recall that there is a natural way to produce unordered sets from the

to TA and IPP codes)in the natural way, with the noteworthy di®erencethat a
pirate unordered set consistsof r elemens suc that ead elemen is a member
of somecoalition member's set. This is a generalization of our earlier de nition
becauseit is not necessaryto have one elemen of the form (i; y;) for ead i =
1,:::r.

The following theorem is a partial corverseof Theorem 1.

Theorem 3. If ¢, 2is an integer and C is a Reed-Solomon code of length r
with minimum distance d - rj £, then the set system correspnding to C is
not a c-TA set system.

show that a coalition of size at most ¢ exists which does not cortain v° but
which can implicate v° In other words, we will construct a pirate setw which

but which satis'es jv°\ wj , ju’\ wj for everyi.Let+=rj d= kj 1, wherek
is the dimension of the code C. By assumption, +, r=c.

First, assumect- r. Fori = 1;:::;c, chooseu; 2 C, distinct from v, which
agreeswith v on the + positions (i j 1)x+ 1, ..., it. (To do this, simply nd a
polynomial h; of degreet which vanisheson the + eld elemeris corresponding
to these= positions, and let u; be the codeword corresponding to the polynomial
f i h;j, wheref is the polynomial corresponding to v.) Notice that, sincetwo
distinct codewords can agreeon at most * positions, ead u® corntains at least
ri cxelemerns which arenot in vPorin uf for any j 6 i. Sincer j cx, Oand

c, 2,wehaverj ct, dife= diej + We canthereforeform a pirate setw

sothat for every i, jui\ wj - =+ (dtej #) = dteandjv°\ wj= c+, dte Thus
the TA algorithm will mark v° as a traitor.

If on the other hand c+> r, simply chooseuy;:::;u; as above, wherej =
bZzc < ¢, and chooseu;+; 6 v to agreewith v onthe lastr j j+ positions. The
coalition fug;:::;u,, g can createv° asa pirate set. t

The previous theorem leaves open the question of whether Reed-Solomon
codeswith minimum distance at mostr j £ might still have traceability when
the IPP algorithm is usedeventhough the TA algorithm may no longer correctly
identify traitors. The following family of counterexamplesillustrates that this is
not generally the case.lt givesexamplesof Reed-Solomoncodesof length r and
minimum distancer j r=c® which are not c-IPP.

Theorem 4. Let s and c be positive integerswith ¢, 2, and let p be a prime
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is not divisible by p, let gi(x) = x®j i; otherwiselet gi(x) = x5+ xj i. LetT
be the set of roots of all the ¢ polynomials g | & . Let g be a suzciently high
power of p so that T is a subsetof the nite "eld Fq. Then T consists of c?s
distinct elementsof Fq. Let C be the Reed-Solomoncode in which the codewords
are the evaluations at the elementsof T of all polynomials over Fq of degree at
most s. Then the dimension of the code C is s+ 1, the lengthr of the codewoids
is r = ¢s, the minimum distance of C is r j r=c?, and C is not c-IPP.

Proof. We rst show that T consistsof cs distinct elemerts. Let hi =gi &.
Then hy (X)i hmn (X) = i 1§ (ji e+ m+ (nj 1)c. If hyj (X)i hm (X) = 0, then

equal. Thus (j i 1)c= (nj 1)c, and soj = n. Therefore the set f h; g consists
of ¢ distinct polynomials of degrees, any two of which di®er by a non-zero
constart. Therefore no two can have a root in common. Further, the derivative
of hj is sx%i ! if s is not divisible by p, and is 1 otherwise. In both casesthis

derivative is relatively prime to h; (in the rst case,note that h; is always of
the form x3+(a non-zeroconstart), soit never has0 asa root). Thereforeall the

roots of h; are simple.SoT consistsof ¢2s distinct elemerts, and it makessense
to considerthe Reed-Solomoncode de ned by evaluating polynomials of degree
at most s at the elemerns of T. The code clearly has the stated parameters.

as follows: for eadr ~ in T, the -th entry of the pirate word is gi(") = &, for
the unique i and j such that the equality holds. It follows that the code is not
c-IPP. t

By evaluating the polynomials at subsetsof T of sizeat leasts+ 1 (to ensure
that k - r), we can take the length r to be anything betweens+ 1 and c?s. The
resulting minimum distancer j s isthen at mostr j r=c.

We remark that if s is not divisible by p, then we can always nd a g that
works which is a divisor of p®.

The results in this section lead to the following questions which, while pe-
ripheral to the traitor tracing problem, are of independen interest. Is it the case
that all Reed-Solomoncodes of length r with minimum distanced - rj r=c
are not c-IPP? It is easyto seethat this is false for linear codes in general.
For example, one-dimensionallinear codesare always both c-IPP and ¢c-TA, but
canhaved- rj r=c if they are not Reed-Solomoncodes (for one-dimensional
codes,the minimum distance d is the number of non-zeroentries in the non-zero
codewords; the codewords of distance lessthan d from the pirate lie in every
coalition that can create the pirate). If the answer to the above question were
yes, combining it with Theorem 1 would imply that all Reed-Solomonc-IPP
codesare c-TA. We raise as an open question whether all linear c-IPP codesare
c-TA.
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5 Finding All Possible Coalitions

In this section, we describe how a coding theoretic approac can be used to
amassadditional piracy information: a list of all coalitions that are capable of
creating a given pirate. Sud information is useful in two respects. It clearsall
codewords not appearing in any of thesecoalitions of involvemert in constructing
the pirate word, and it constitutes useful audit information that may be helpful
in the prosecutionof a traitor later on. The two algorithms of this sectionrequire
only that the code have minimum distance greater than r j I, and therefore
are applicable to the codesin Theorem 2. The algorithms are fast when fast list
decdding techniquesexist. In addition, we note that for every code meeting this
minimum distance requiremert and having fast list decaing, the algorithms
enable the IPP traitor tracing algorithm [23,2,37] to run more exciently (as
that algorithm works by intersecting all coalitions that are capableof creating a
given pirate word).

At a high level, the rst algorithm builds a \tree" from which all c-coalitions
capable of constructing a pirate w can be extracted. At the root of the tree
lie all codewords that we know must be in every suc coalition. The children
are then candidate codewords for the next menmber of the coalition. Branches of
the tree are extended until the current coalition \covers" w (i.e., is capable of
constructing w), or until it becomesclear that this is impossible(e.g., because
the coalition is already of sizec and still cannot createw). In the latter casethat
\dead-end" coalition is discarded and other branches of the tree are explored.
Before describing the algorithm in more detail, we intro duce someof the ideas
used.If Sis a subsetof f1;:::;rgands = jSj, deneamapfs : Fj ! Fgis
by \forgetting" the entries in positions corresponding to elemens of S. If C isa
code, then the image code f 5 (C) is the punctured code, where we view the code
C as having beenpunctured at the positions corresponding to the elemerns of
S. If uisin fg(C), any codeword v such that fs(v) = uis called a lift of u to C.

We say that U is a minimal c-coalition for w if jUj - ¢, w 2 des¢U), but w
is not in des¢V) for any proper subsetV of U. To obtain all coalitions of size
at most c that can create w from the minimal ones,append arbitrary elemens
of the code.

Algorithm  Sketch:

Input: Integer c > 1, code C of length r and minimum distance greater than
ri &, pirate word w 2 desg(C).

Output: A list of coalitions of size at most c that can create w, including all
minimal c-coalitions for w.

The basic steps of the algorithm are as follows:

(i) Uselist decadingto nd all codewordsuy;:::;u, 2 C (a- c) within distance
ri r=cofw. Let S bethe subsetoff1;:::;rgonwhich w agreeswith at least
oneof fus;:::;uag, andlet s= jSj.Letr;=rj s,c=cj a, Cy = fg(C),

and w; = fs(w). (Thus C; is the punctured code, r; is its length, w; is the
word which is the image of the pirate word under the puncturing map, and
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c1 is the number of coalition membersstill to be found.) If r; = 0, quit and

(i) Uselist decading to 'nd all codewords vi1;:::;vip, 2 Ci (b - ¢) within
distancer; i ri=g of w;. (Note that the "rst time this is executed,the output
is non-empty.) If this outputs the empty-set, exit to Step (iii). Otherwise, let

(i) To create the coalitions to output, always start with uy;:::;u,. Then add
(a lift to C of) vip,, Vau,, and so on. Continue until the list of codewords
\covers" the pirate w. When this processsucceedsor dead-ends(i.e., the
current list doesnot yet cover w, but either we cannot nd any codewords
within the required distancer; j ri=g of w;, or we already have ¢ codewords
in our list), then move up the \tree" of v; 's (i.e., move bad through the
vj 's) to nd the rst unexploredbranch and cortinue from there (repeating
Step (ii) with a di®ereri v;; in placeof vi,, ). The algorithm terminates when
all brancheshave beenexplored.

Analysis of the Algorithm:

The algorithm is correct becausethe output is clearly a list of coalitions of size
at most c that can create the pirate, and includes eadh minimal c-coalition at
least once. (In fact, it may list a coalition more than once.) Note that in Step

every coalition that can create w. In Step (i), if di > r; j ri:q2 where d; is
the minimum distance of the punctured code C;, then every coalition that can
produce the original pirate w will contain somelift to the original code of some
vjj . Moreover, if alift to C of v; isin somecoalition that can createthe original
pirate w, then there exists a codeword within r; j ri=g of v; (by the pigeonhole
principle), and the algorithm will proceed.If Step (ii) returns the empty-set, then
the current path is a dead-end.Note that list decading a punctured code and
then lifting accomplishesthe samething as erasure-and-errordecading. When
C satis es any of the setsof conditions in Theorem 2, then Step (i) can be done
exciently (time polynomial in r).

Note that the brute force method for "nding all coalitions runs in time
O(crN°¢), where N is the total number of codewords in the code (for ead of
the at most N ¢ coalitions of sizeat most ¢, compareead of the r ertries of the
pirate to the corresponding entry of eadh member of the coalition). For Reed-
Solomoncodeswith r = £ (c?k), this givesa runtime of O(c3N ¢logN).

a - ¢) within distancer j r=cof the pirate (asin Step (i) above), and then use
brute forceto determine the remaining (at most) ci a membersof the coalitions.
When C is a Reed-Solomoncode satisfying the conditions in Theorem 2(i) with
r = £(c?k), the dominant term in the runtime is O(c*N ¢ 2 logN ). This is clearly
an improvemert over brute force alone, sincea, 1.
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6 Future Directions: Tracing with Extra Information

In this section, we describe how other coding theoretic techniques may be ap-
plied to the traitor tracing problem when additional information about traitor
behavior is available.

One possibleapproac to tracing traitors isto try to second-guessheir strat-
egy. For example, if you believe that one traitor has corntributed more than the
other members of the coalition to the pirate, you can apply bounded-distance
decading up to the error-correction bound to nd sud traitors very quickly. This
might involve a \ringleader" or \scapegoat" scenario.If on the other hand you
believe that all traitors cortributed roughly equal amourts, then list decading
should be tried rst. Traitors can be seartied for in sequencesof expanding
Hamming balls around the pirate. These seardes can be run in parallel or se-
quertially . The runtime of bounded-distancedecading up to the error-correction
bound for Reed-Solomoncodesis at most quadratic in the length of the code-
words. Note that [32] givesa fast algorithm for list decading Reed-Solomorcodes
beyond the error-correction bound (also quadratic in the codeword length), but
doesnot go as far as the Guruswami-Sudan algorithm. It therefore will not be
guaranteed to nd a traitor, but would quickly nd a ringleader.

In [19], list decading is considerednot just in the caseof errors, but also
in the caseof erasuresand errors (and another potentially useful casethat is
referred to as \decoding with uncertain receptions"). For concatenated codes,
[20]alsodealswith the problem of decading from errors and erasures Building on
[19], [24] presernts a high-performance soft-decisionlist decading algorithm. We
believe that theseresults also have potential for usein traitor tracing problems,
in caseswhere someadditional information is known about the traitors or how
they are operating.

If one has information about the traitors or their modes of operation, one
can build that information into a reliability matrix, and apply soft-decisionde-
coding algorithms to trace. For example, suppose we know that a traitor who
cortributed the “rst entry to the pirate contributed at least r=c entries to the
pirate. One can usethis information to construct a skewed reliabilit y matrix. If
the underlying code is a Reed-Solomoncode over a nite “eld of sizeq, onecan
then apply the soft-decisionalgorithm in [24]to nd sudh a\dominant" traitor.
The channel that models this situation is a g-ary symmetric channel. The rst
column of the reliability matrix will have a 1 in the entry corresponding to the
“eld elemen that occursin the “rst position of the pirate, and O's elsewhere.
Forj > 1, the jth column of the reliability matrix will have 1 2 in the entry
corresponding to the “eld elemert in the jth entry of the pirate, and the other
erntries will all be qf—l where? < q‘Tl is chosensoasto optimize the soft-decision
decdling algorithm in [24]. If onedoesnot know which erntry was corntributed by
the traitor who contributed the most, one possiblesearh method is to choose
entries at random from the pirate and apply the above strategy to seart for
traitors that cortributed that ertry.

Erasure-and-errordecaling may be usefulin "ngerprin ting or watermarking
scenarios,such asthose preseried in [6,7,15]. In one model, a coalition creates



Excient Traitor Tracing Algorithms using List Decoding 191

a pirate copy of the digital content by leaving xed all codeword entries where
they all agree,and choosing the valuesof the remaining positions from Q[ f?g,
where Q is the alphabet. The ?'s can be viewed as erasures.

7 Conclusion

We have demonstrated that traitor tracing algorithms can be quite ezcient
when the construction of the traceability scheme is based on error-correcting
codes and the method of tracing is basedon fast list decading algorithms. For
the TA algorithm, traitors can be identi ed in time polynomial in r, wherer
is roughly czlogqN, rather than in time O(N). In addition, list decading on
successie punctured codes gives a method for identifying all possible traitor
coalitions of size at most ¢ more exciently than a brute force seard. This is
quite useful becauseof the additional piracy information it represens, as well
as for the exciency improvemerts that it enablesfor another traitor tracing
algorithm that has garneredinterest recertly, the IPP algorithm. We also give
evidencefor a closerelationship betweenthe TA and IPP properties, for linear
codes. Finally, we suggestavenuesfor future resear@, including explorations of
applications of soft-decisionand erasure decading techniquesto traitor tracing
in scenarioswhere additional information has been obtained about the traitors
or their mode of operation.
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