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Abstract. The Advanced Encryption Standard (AES) provides three
levels of security: 128,192, and 256 bits. Given a desired level of security
for the AES, this paper discussesmatching public key sizesfor RSA and
the ElGamal family of protocols. For the latter both traditional multi-
plicativ e groups of "nite "elds and elliptic curve groups are considered.
The practicality of the resulting systemsis commented upon. Despite
the conclusions, this paper should not be interpreted as an endorsemen
of any particular public key systemin favor of any other.

1 Intro duction

The forthcoming intro duction [12] of AES-128,AES-192,and AES-256createsan
interesting new problem. In theory, AES-128providesa very high level of security

that is without doubt good enoughfor any type of commercialapplication. Levels
of security higher than AES-128, and certainly those higher than AES-192, are
beyond anything required by ordinary applications. Suppose,nevertheless,that

one is not satis ed with the level of security provided by AES-128 and insists
on using AES-192 or AES-256. This paper considersthe questionwhat key sizes
of corresponding security one should then be using for the following public key
cryptosystems:

{ RSA and RSA multiprime (RSA-MP; the earliest referenceis [14]).
{ Dize-Hellman and ElGamal-like systems[10,15] basedon the discrete log-
arithm problem in prime order subgroupsof
2 multiplicativ e groups of prime "elds.
2 multiplicativ e groups of extension elds: elds of xed small character-
istic and compressedrepresertation methods (LUC [17] and XTR [8]).
2 groups of elliptic curvesover prime "elds (ECC, [1]).

Theseare the most popular systemsand the only onesthat are widely accepted.
Systemsthat have recertly beenintroduced and that are still under scrutiny
are not included, with the exception of XTR { it is included becausethis paper
shedsnew light on its alleged performance equivalenceto ECC. Also discussed
are performanceissuesrelated to the usageof keys of the resulting sizes.
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The introduction of the AES will soon bring along the intro duction of crypto-
graphic hash functions of matching security levels [13], namely SHA-256, SHA-
384, and SHA-512. Becausemany common subgroup basedcryptographic pro-
tocols use subgroup orders and hashesof the samesizes,the decisionwhat sub-
group sizeto usewith AES-" becomeseasy:usesubgroupsof prime order g with
dog, ge = 2'. For ECC that settles the issue,from a practical point of view at
least. This is re°ected in the revisedstandard FIPS 186-2[11]. For the other sub-
group systemsthe nite “eld sizeremainsto be decidedupon. It may be assumed
that both for properly chosen nite "elds and for ECC the resulting subgroup
operation is slower than a single application of the AES or SHA. It follows that,
with respect to the familiar exhaustive seard, collision, and square-rat attacks
againstAES-", SHA-2", and properly chosensubgroups,respectively, the weakest
links will be the AES and the SHA, not the subgroup basedsystem.

It may be argued that the question addressedin this paper is of academic
interest only. Indeed, it remains to be seenif the security obtained by actual
realization and application of “unbelievably secure'systemssuc as AES-192,
AES-256,0r matching public key systems,will live up to the intended theoretical
bounds.That issueis beyond the scope of this article. Even under the far-fetched
assumption that implementations are perfect, it is conceiable that the actual
security achieved by the AES is lessthan the intended one. Thus, even though
one may be happy with the (intended) security provided by AES-128, one may
cautiously decideto use AES-256and match it with a public key systemof “only'
128-bit security [21]. Therefore, and to give the theme of this paper somewhat
wider applicability, not only public key sizesmatching AES-192 and AES-256
are presened, but alsothe possibly more realistic sizesmatching DES, 2K3DES,
3K3DES, and AES-128. Here iK3DES refersto triple DES with i keys.

This paper is organized as follows. Issuesconcerning security levels of the
cryptosystemsunder consideration are discussedin Section2. RSA moduli sizes
of security equivalent to the symmetric systems,now and in the not too distant
future, are preseried in Section3. The security of RSA-MP, i.e., the minimal fac-
tor sizeof (matching) RSA moduli, is discussedn Section4. Section5 discusses
matching nite "eld sizesfor a variety of nite "elds asapplied in systemsbased
on subgroups of multiplicativ e groups (i.e., not ECC): prime "elds, extension
“elds with constart extension degree,and “elds with constart (small) charac-
teristic. Section 6 discussesarious performancerelated issues,suc astotal key
lengths and relative runtimes of cryptographic operations. A summary of the
“ndings is preseried in Section7.

2 Security levels

2.1 Breaking cryptosystems. Throughout this paper breaking a symmetric
cryptosystem meansretrieving the symmetric key. Breaking RSA meansfactor-
ing the public modulus, and breaking a subgroupbasedpublic key systemmeans
computing the discrete logarithm of a public subgroup elemen with respect to
a known generator. Attacks basedon protocol speci ¢ properties or the size of
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public or secretexponerts are not considered.Thus, this paper livesin an ide-
alized world where only key seard and number theoretic attacks court. For any
real life situation this is a grossoversimpli cation. But real life security cannot
be obtained without resistanceagainst these basic attacks.

2.2 Equiv alence of securit y. Under the above attack model, two cryptosys-
tems provide the samelevel of security if the expected e®ort to break either
systemis the same.This way of comparing security levels soundssimpler than
it is, because e®ort' can be interpreted in seweral ways. In [7] two possibleways
are distinguished to compare security levels:

{ Two cryptosystems are computationally equivalent if breaking them takes,
on average,the samecomputational e®ort.

{ Two cryptosystems are cost equivalent if acquiring the hardware to break
them in the sameexpected amourt of time coststhe same.

Both typesof equivalencehave their pros and cons. The computational e®ortto
break a cryptosystem can, under certain assumptions,be estimated fairly accu-
rately. If the assumptionsare acceptable,then the outcome should be acceptable
aswell. Computational e®ortdoesnot take into accourt that it may be possible
to attack one systemsusing much simpler and cheaper hardware than required
for the other. The notion of cost equivalence attempts to include this issueas
well. But it is an inherertly much lessprecisemeasure,becausecost of hardware
can impossibly be pinpointed.

2.3 Symmetric key securit y levels. A symmetric cryptosystem provides d-
bit security if breaking it requireson average2di 1 applications of the cryptosys-
tem. Throughout this paper the following assumptionsare made:

1. Single DES provides 56-bit security.

2. 2K3DES provides 95-bit security.

3. 3K3DES provides 112-bit security [15, page 360].
4. AES-" provides "-bit security, for = = 128 192, 256.

The single DES estimate is basedon the e®ortspert by recert successfubttacks
on single DES, such as described in [5]. The 2K3DES estimate is basedon the
approximately 100-bit security estimate from [20] combined with the obsenation
that since 1990 the price of memory has come down relative to the price of
processors.lt may thus be regarded as an estimate that is good only for cost
equivalence purposes. However, the computationally equivalert estimate may
not be much di®erert. The commonly used112-bit estimate for 3K3DES is of a
computational nature and ignoresmemory coststhat far exceedprocessorcosts.
The bestrealistic attack usesparallel collision seard on a machine with about a
million terabytes of memory, and would leadto a security level of 116 bits®. This
is more consenativ ethan the classicmeet-in-the-middle attack, which would lead
to 128-bit (cost-equivalert) security. Thesecommerts on 2K3DES and 3K3DES
security levels are due to Mike Wiener [21].

! Each 4-fold memory reduction doubles the runtime.
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As far as the AES estimates are concerned,there is no a priori reasonto
excludethe possibility of substartial cryptanalytic progressa®ectingthe security
of the AES, in particular given how newthe AES is. It is assumedhowever, that
if the AES estimatesturn out to be wrong, then the AES will either be patched
(cf. the replacemen of SHA by SHA-1), or that it will be replaced by a new
version of the proper and intended security levels.

The security provided by a symmetric cryptosystem is not necessarilythe
same as its key length. The above assumptions hold only if all keys are full-
length. Systemsof intermediate strength can be obtained by Xing part of the
keys. This possibility is not further discussedin this paper (but seeFigure 1).

It is assumedthat symmetric keysare usedfor a limited amount of time and
a limited encryption volume. Issuesrelated to the limited block length of the
DES and its variants are therefore of no concernin this paper.

2.4 Public key security levels. Security levels of public key systems are
determined by comparing them to symmetric key security levels. This means
that computational and cost equivalencehave to be distinguished.

In [7] it is argued that computational and cost equivalence are equivalent
measuresfor the comparisonof the security of symmetric systemsand ECC. Not
explicitly mentioned in [7], and therefore worth mertioning here, is the related
fact that the amount of storage neededby the most excient known attack on
ECC (parallelized Pollard rho) does not depend on the subgroup order, but
only on the relative cost of processorsand storage [21]. In any case,if AES-128
and a certain variant of ECC are computationally equivalert, then they may be
consideredto be cost equivalent aswell.

For the other public key systems, however, there is a gap between compu-
tational and cost equivalence. For example, it follows from [7] that AES-128
and about 3200-bit RSA are currently computationally equivalent. With respect
to cost equivalence, AES-128 is currently more or less equivalernt to 2650-bit
RSA. This last estimate dependson an assumption about hardware prices and
increaseswith cheaper hardware. See Section 3 for details. In Sections3 to 5
both typesof equivalenceare usedto determine public key parametersthat pro-
vide security equivalert to the symmetric systems.The approac usedis based
on [7], but ertirely gearedtowards the current application. The results from [7]
have been criticized as being consenative [16] { prospective usersof AES-192
or AES-256 may be even more consenative asfar as security related choicesare
concerned.The non-ECC ertries of most tables consistof two numbers, referring
to the cost and computationally equivalent “gures, respectively.

3 RSA modulus sizes of matc hing security

3.1 Curren t equiv alence. Let

L[n] = l:923(og n)*=3(log log n)2=3

be the approximate asymptotic growth rate of the expectedtime required for a
factoring attack against an RSA modulus n using the fastest currently known
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factoring algorithm, the number "eld sieve (NFS). This runtime doesnot depend
on the sizeof the factors of n. It dependsonly on the sizeof the number n being
factored.

As in [7] actual factoring runtimes are extrapolated to obtain runtime esti-
mates for larger factoring problems. The basisfor the extrapolation is the fact
that the computational e®ortrequired to factor a 512-bit RSA modulus is about
50 times smaller than required to break single DES. With the asymptotic run-
time given above it follows that a k-bit RSA modulus currently o®erssecurity
computationally equivalert to a symmetric cryptosystem of d-bit security and
speedcomparableto single DES if

L[2¢] %2500 2% 0 o [2°%2]:

Furthermore, according to the estimates given in [7], a k%-bit RSA modulus
currently o®erssecurity cost equivalent to the samesymmetric cryptosystem if

50& 2dj 56 4 L [2512] .

kO 1
L[2°] Ya 26ap

In the latter formula P indicates the (wholesale) price of a stripp ed down PC
of average performance and with reasonablememory. In [7] the default choice
P = 100is made. Any other price within a reasonablerange of the default choice
will have little e®ecton the sizesof the resulting RSA moduli. See[7, Section
3.2.5]for a more detailed discussionof this issue.

Unlike [7], the relatively speedof the di®eren symmetric cryptosystemsun-
der consideration is ignored. The di®erencesobsened { comparableimplemen-
tations of 3DES may be three times slower than single DES, but the AES may
be three times faster { are so small that they have hardly any e®ecton the
sizesof the resulting RSA moduli. If desiredthe right hand sidesof the formulas
above may be multiplied by v if the symmetric systemunder considerationis per
application v times slower than single DES (using comparableimplementations).

3.2 Exp ected future equivalence. Improved hardware may be expected to
have the samee®ecton the security of symmetric and asymmetric cryptosystems.
It may therefore be assumedthat over time the relative security of symmetric
cryptosystemsand RSA is a®ectedonly by new cryptanalytic insights that a®ect
one system but not the other.

As far as cryptanalytic progressagainst symmetric cryptosystems is con-
cerned, it is assumedthat they are patched or replacedif a major weaknessis
found, cf. 2.3.

Progressin factoring, i.e., cryptanalytic progressagainst RSA, is common.
The past e®ectsof improved factoring methods closely follow a Moore-type
law [7]. Extrap olation of this obsened behavior implies the following. In year
y ., 2001a k-bit RSA modulus may be expectedto o®ersecurity computation-
ally equivalent to a symmetric cryptosystem of d-bit security if

L[Zk] 1,500 2di 56+2( yj 2001)=3 4 L [2512]:
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Cost equivalenceis achieved in yeary for a k-bit RSA modulus if
500 2di 56+2( yj 2001)=3 L[2512]

260 P '

with P asin 3.1. As in 3.1 e®ectsof the symmetric cryptosystem speed are ig-
nored, and P = 100is a reasonabledefault choice.For y = 2001the formulas are
the sameasin 3.1, even though, comparedto [7], two yearsof factoring progress
should have beentaken into accourt. Such progresshas not been reported in
the literature. If progresshad beenobtained accordingto Moore's law, its e®ect
on RSA moduli sizesmatching the AES would have beenbetweenone and two
percert, which is negligible.

L[2] ¥4

3.3 Resulting RSA modulus sizes. The formulas from 3.1 and 3.2 with

P = 100 lead to the RSA modulus sizesin Table 1. The rst (lower) num-
ber correspondsto the bit-length of a cost equivalent RSA modulus, the second
(higher) number is the more consenative bit length of a computationally equiva-
lent RSA modulus. Currently equivalent sizesare givenin the row for year 2001,
and sizesthat can be expected to be equivalert in the years 2010, 2020, and
2030, are given in the rows for thoseyears.It is assumedthat factoring progress
until 2030behavesasit behaved sinceabout 1970,i.e., that it follows a Moore-
type law. If new factoring progressis found to be unlikely, the numbers given
in the row for year 2001 should be usedfor all other yearsinstead. If factoring

progressis expected, but at a slower rate than in the past, one may for instance
usethe 2010data for 2020.The data as presered in the table, howewver, and in

particular the computationally equivalert sizes,may be interpreted as “conser-
vative'. It should be understood that, even for the consenative choices,there is
no guarantee that surpriseswill not occur.

The numbersin Table 1 are not rounded or manipulated in any other way.

That is left to the user, cf. [7, Remark 4.1.1]. For the 416-bit RSA modulus cost
equivalent in 2001to single DES, seealso Table 2. As an example supposean

Table 1. Matching RSA modulus sizes.

Year DES | 2K3DES | 3K3DES | AES-128 | AES-192 | AES-256
2001|| 416 620 | 1333 1723 | 1941 2426 | 2644 3224 | 6897 7918 | 13840 15387
2010|| 518 747 | 1532 1955 | 2189 2709 | 2942 3560 | 7426 8493 | 14645 16246
2020|| 647 906 | 1773 2233 | 2487 3046 | 3296 3956 | 8042 9160 | 15574 17235
2030|| 793 1084 | 2035 2534 | 2807 3408 | 3675 4379 | 8689 9860 | 16538 18260

RSA modulus sizehasto be determined for an application that usesAES-192and
that is supposedto bein operation until 2020.1t follows from Table 1 that RSA
moduli should be usedof eight to nine thousand bits long. Using RSA moduli of
only three to four thousand bits length would undermine the apparertly desired
security level (namely, higher than AES-128). Five to sewen thousand bit RSA
moduli would make the public system stronger than AES-128, as desired, but
would also make RSA the weakest link if AES-192livesup to the expectations.
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4 RSA factor sizes of matc hing security

Let p
Eln; pl = (log,n)%e 2°0PkaloaP

be the approximate asymptotic growth rate of the expected time required by
the elliptic curve method (ECM) to nd a factor p of a composite number n
(assumingthat such a factor exists). This runtime dependsmostly on the sizeof
the factor p, and only polynomially on the size of the number n being factored.
It followsthat smaller factors can be found faster. A regular RSA modulus n has
two prime factors of about (log, n)=2 bits. In that casethe ECM can in general
be expected to be slower than the NFS, sothe ECM runtime doesnot have to
betakeninto accourt in Section3. In RSA-MP the RSA modulus has more than
two prime factors. This implies that the factors should be chosenin sud a way
that they cannot be found faster using the ECM than using the NFS. In this
sectionit is analysedhow many factors an RSA-MP modulus may have so that
the overall security is not a®ected.lt is assumedthat the modulus sizeis chosen
accordingto Table 1, sothat the moduli o®ersecurity equivalert to the selected
symmetric cryptosystem with respect to NFS attacks. It is alsoassumedthat all
factors have approximately the samesize.

From the de nitions of L[n] and E[n; p] it follows that, roughly, the factors
p of an RSA-MP modulus n should grow proportionally to

n(log n) 3.

The sizelog, p should therefore grow as (log, n)?=%, and an RSA-MP modulus n
may, asymptotically, have approximately O((log, n)*=3) factors. Such asymptotic
results are, however, of hardly any interest for this paper.

Instead, given an RSA modulus (chosenaccording to Table 1) an explicit
bound is neededfor the number of factors that may be allowed. To derive suct a
bound the approac from [7] cited in 2.4 is usedof extrapolating actual runtimes
to derive expected runtimes for larger problem instances.The basisfor the ex-
trap olation is the obsenation that nding a 167-bit factor of a 768-bit number
can be expectedto require an about 80 times smaller computational e®ortthan
breaking single DES ([7, Section5.9] and [22]). Let n® be an RSA modulus that
o®erssecurity (computationally or cost) equivalert to a symmetric cryptosystem
of d-bit security and speed comparableto single DES (i.e., n®is chosenaccord-
ing to Table 1). An RSA-MP modulus n with smallest prime factor p and with
logn ¥ logn® o®erssecurity equivalert to the samesymmetric cryptosystem if

E[n;p], 80029 %0 [27%8;2167);

Hereit is assumedthat it is reasonablenot to expect substartial improvemerts
of the ECM, and that for application of the ECM itself computational and cost
equivalence are the same[16]. Given the least p satisfying the above formula,
the recommendednumber of factors of an RSA-MP modulus n equals m =
[logn=logp]. The resulting numbers of factors are given in Table 2, along with
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the bit lengths d(log, n)=me of the factors, with the computationally equivalent
result below the cost equivalent one. Note that log, p - d(log, n)=me. For single
DES and a cost equivalent RSA modulus in 2001this approac would lead to a
single 416-bit factor, sincefactoring a composite 416-bit RSA modulus using the
ECM can be expected to be easierthan breaking single DES. For that reason,
that ertry is replacedby “two 217-bit factors'.

Table 2. Number of factors and factor size for matching RSA-MP moduli.

Year|| DES|2K3DES |3K3DES | AES-128| AES-192 | AES-256
2001 2217 21667 2:971 3: 882 4:1725 4 : 3460
2:310 3:575 3:809 3:1075 4 :1980 5:3078
2010 2:259 3:511 3:730 3: 981 4 :1857 5: 2929
3:249 4:489 4:678 4: 890 5:1699 5: 3250
2020 3:216 3:591 3:829 4: 824 4:2011 5: 3115
4:227 4 : 559 4:762 4: 989 5:1832 6 : 2873
2030 3:265 4 : 509 4:702 4: 919 5:1738 5: 3308
5: 217 5:507 5: 682 5: 876 5:1972 6 : 3044

It canbe seenthat for a 'xed symmetric cryptosystem the number of factors
allowed in RSA-MP increasesover time. This is mostly due to the fact that the
growing moduli sizes allow' more primes of the samesize,and to a much smaller
degreedue to the fact that larger moduli make application of the ECM slower.

Almost the same numbers as in Table 2 are obtained if the factor 80 is
replacedby any other number in the range [80=5; 80a 5]. Uncertainty about the
preciseexpected behavior of the ECM is therefore not important, aslong asthe
estimate is in an acceptablerange.

It may be argued that E[n; p] should include a factor logp. It would make
“nding larger factors harder compared to the de nition used above, and thus
would lead to more factors per RSA-MP modulus. For Table 2 it hardly matters.
Similarly, the factor (log,n)? in E[n;p] may be replaced by (log, n)'°9z2 (or
something even smaller) if faster multiplication techniques such as Karatsuba
(or an even faster method) are used. The e®ectof these changeson Table 2 is
small: for computational equivalenceto 2K3DES in 2010and for costequivalence
to AES-128in 2020it would result in three instead of four factors.

4.1 Remark. Although strictly speakingbesideshe scope of this paper, Table 3
givesthe number of factors that may be allowedin RSA-MP moduli of bit lengths
1024, 2048, 4096, and 8192 with the cost equivalent number followed by the
computationally equivalent one. It follows, for example,that in the consenative
computationally equivalent model one would currently allow three factors in a
1024-bit RSA-MP modulus. But, using less consenative cost equivalence one
would, more consenatively, allow only two factors in a 1024-bit modulus (see
also Figure 1). This is consistert with the fact that for cost equivalence1024-bit
moduli are consideredto be more securethan for computational equivalence:
currently just 74 bits for the latter but 85 bits for the former.
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Table 3. Number of factors for RSA-MP popular modulus sizes.

Year || 1024| 2048| 4096|8192
20012 3|3 3|3 4|4 4
2010||2 3|3 4|3 4|4 5
2020(|3 4|3 4|4 44 5
2030||3 5|4 5|4 5|5 5

5 Finite eld sizes of matc hing security

In this sectionsubgroupsrefer to prime order subgroupsof multiplicativ e groups
of nite "elds. Public key systemsbasedon the use of subgroupscan either be
broken by directly attacking the subgroup or by attacking the nite “eld.

As merntioned in Section1 the subgroupsizewill in practice be determined by
the hashsize. The latter follows immediately from the symmetric cryptosystem
choice if the AES is used. Becausethe subgroup order is prime, the subgroup
o®erssecurity equivalent to the symmetric cryptosystem asfar asdirect subgroup
attacks are concerned.It remainsto selectthe nite eld in such a way that it
provides equivalent security aswell. That is the subject of this section.

5.1 Fixed degree extension “elds. Let p bea prime numberandlet k > 0be
a xed small integer. The approximate asymptotic growth rate of the expected
time to compute discretelogarithms in F;k is L[p*], whereL is asin 3.1.An RSA
modulus n and a nite "eld F,« therefore o®erabout the samelevel of security

if n and p¥ are of the same order of magnitude (disregarding the possibility

of subgroup attacks in F;k). It is generally acceptedthat for such n, p, and k

factoring n is somewhateasierthan computing discrete logarithms in F;k. For
the presert purposesthe distinction is negligible. Furthermore, it is reasonable
to assumethe samerate of cryptanalytic progressfor factoring and computing

discrete logarithms. It follows that Table 1 can be usedto obtain matching xed

degreeextension eld sizes:to nd log, p divide the numbers given in Table 1
by the "xed extensiondegreek.

5.2 Prime “elds. It follows from 5.1 that if prime "elds are used(i.e., k = 1),
then consenative “eld sizes(i.e., [log, p]) are given by the numbersin Table 1.

As an examplesupposea subgroupand prime "eld sizehaveto be determined
for an application that usesAES-256 and that is supposedto be in operation
until 2010. Since SHA-512 will be usedin combination with AES-256,the most
practical subgrouporder is a 512-bit prime. Furthermore, it follows from Table 1
that the prime determining the prime “eld should be about fteen thousand bits
long. Using eight thousand bits or lesswould undermine the apparertly desired
security level (namely, higher than AES-192). A nine to fourteen thousand bit
prime would make the public system stronger than AES-192, as desired, but
would also make the prime “eld discrete logarithm the weakest link.

5.3 Extension “elds of degrees 2 and 6. LUC and XTR reducethe repre-
sertation size of subgroup elemeris by using their trace over a certain sub eld
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sothat the represernation belongsto the sub eld as well. This doesnot a®ect
the security and increasesthe computational e+ciency [8,17].

LUC. LUC usesasubgroupof F;z of order dividing p+ 1 and tracesover F. It
follows from 5.1 that the sizeof the prime "eld F, can be found by dividing the
numbersfrom Table 1 by k = 2. Table 4 contains the resulting valuesof [log, p].
XTR. XTR usesa subgroup of F;e of order dividing p?j p+ 1 and traces
over F .. The sizeof the underlying prime eld F, canbe found by dividing the
numbers from Table 1 by k = 6, resulting in the [log, p]-valuesin Table 5.

Table 4. [log, p] for matching LUC prime “elds.

Year|| DES | 2K3DES | 3K3DES | AES-128 | AES-192 | AES-256
2001|| 208 310 | 667 862 | 971 1213 | 1322 1612 | 3449 3959 | 6920 7694
2010|| 259 374 | 766 978 | 1095 1355 | 1471 1780 | 3713 4247 | 7323 8123
2020|| 324 453 | 887 1117 | 1244 1523 | 1648 1978 | 4021 4580 | 7787 8618
2030|| 397 542 | 1018 1267 | 1404 1704 | 1838 2190 | 4345 4930 | 8269 9130

Table 5. [log, p] for matching XTR prime “elds.

Year|| DES |2K3DES |3K3DES |AES-128| AES-192 | AES-256
2001|| 70 104 | 223 288 | 324 405 | 441 538 | 1150 1320 | 2307 2565
2010|| 87 125 | 256 326 | 365 452 | 491 594 | 1238 1416 | 2441 2708
2020|| 108 151 | 296 373 | 415 508 | 550 660 | 1341 1527 | 2596 2873
2030|| 133 181 | 340 423 | 468 568 | 613 730 | 1449 1644 | 2757 3044

Table 6. [log, p¥] for matching small characteristic “elds.

Year DES | 2K3DES | 3K3DES | AES-128 | AES-192 AES-256
2001|| 455 732 | 1767 2357 | 2690 3440 | 3781 4695 | 10637 12318 | 22210 24823
2010|| 592 912 | 2066 2711 | 3073 3883 | 4249 5227 | 11508 13269 | 23570 26277
2020|| 770 1140 | 2432 3140 | 3535 4414 | 4809 5861 | 12524 14377 | 25139 27954
2030|| 977 1398 | 2835 3608 | 4037 4986 | 5412 6539 | 13594 15539 | 26771 29694

5.4 Remark. For many of the LUC and XTR key sizesin Tables4 and 5 there
is an integer e > 1 such that (log, p)=e, log, g. This implies that the "elds F,
in LUC and F . in XTR can bereplacedby Fse (LUC) and Fpee (XTR), where
log, p¢ Y2 log, p (see[8, Section 6]). Becauseas a result log, p, log, g, proper p
and g can still be found exciently, in ways similar to the onessuggestedin [8].
In XTR care must taken that q and p are chosensothat qis a prime divisor of
Ase(p), the 6e-th cyclotomic polynomial evaluated at p, which divides p?¢j pe+ 1.
In LUC qmust divide Aye(p), a divisor of p°+ 1. With a proper choice of minimal
polynomial for the represenation of the elemens of Fge (LUC) or Fp2e (XTR),

this leadsto smaller public keys and potentially a substartial speedup (also of
the parameter selection). The numbersin Section 6 do not take this possibility
into accoun.
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5.5 Small characteristic “elds. Let p beasmall xed prime (such as2), and
let k > 0 be an extension degree.The approximate asymptotic growth rate of
the time to compute discrete logarithms in F;k for small xed pis

gellog p¥)*=*(log log p)*~

for c oscillating in the interval [1:526 1:588] (cf. [3]). Sincethe smallest c leads
to the more consenative "eld sizes,let

LO[pk] — al:526(log p*)*=3(log log pk)2=3:

This function is similar to L as de ned in 3.1, but has a smaller constart in
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Fig. 1. The sizesfrom Tables 1 and 6 and the numbers of factors from Table 2 for the
year 2010. The shadedareasare bounded from above by the computationally equivalent
curvesand step function and from below by the cost equivalent ones.

the exponert. This has seriousimplications for the choice of the "eld size p¥
for small "xed p, comparedto the casewherek is xed (asin 5.1). Computing
discrete logarithms in Fos0r requires an about 25 times smaller computational
e®ort than breaking single DES [19]. It follows that a small xed characteristic
“eld F, currently o®erssecurity computationally equivalert to a symmetric
cryptosystem of d-bit security and speedcomparableto single DES if

L9p] 2 250 2% %6 o 92°07;
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With respect to cost equivalenceand expected future equivalencethe sameap-
proach asin 3.1 and 3.2 is used: divide the right hand side by 26 P for cost
equivalence,and multiply it by 22Vi 2000=3 for future equivalence.The resulting
valuesof [log, p¥] for small characteristic "elds are givenin Table 6 (for P = 100);
for p = 2 the numbersindicate the recommendedvalue for k. Historically, sub-
groups of multiplicativ e groups of characteristic two "nite “elds were mostly of
interest becauseof their computational advantages. Comparing the numbersin
Table 1 and Table 6, however, it is questionableif the computational advantages
outweigh the disadvantage of the relatively large "eld size.

6 Performance issues

Assumethat public key sizesare chosenaccordingto Tables1 to 6 to match a
symmetric cryptosystem of d-bit security. In this sectionthe impact on public
key size overheadand computational requiremerts is discussed.

6.1 Public key sizes. In Table 7 public key sizesare given for three scenar-
ios. The regular public key refersto all bits cortained in the public key. In an
ID-based set-up the public key is reconstructed basedon the user'sidentity and
an additional number of overheadbits. Referto [6] for ID-based public key com-
pressionfor RSA. For subgroup basedsystemsID-based methods can trivially
be designedin almost any number of ways. In a sharedpublic key ervironment
userssharea large part of the public key data. In that caseonly the part that
is unique for ead user hasto be courted.

For subgroup based systemsthe public key consistsof a description of the
subgroup, the generator g, its prime order g, and the public point h = g° (or its
trace), where s is the secretkey. The generator itself can usually be derived at
the cost of an exponertiation of an elemen with a small represenation, and is
not courted. In an ID-based systemthe description of the subgroupand g canbe
reconstructed from the user'sidentity and, say, 64 additional bits, which leads
to atotal public key overheadof 64 bits plus the bits required to describe h. In
a sharedernvironment all usersusethe sameg and g, soh is the only part of the
public key that is unique for eat user.

Fixed degreeextension elds are not consideredin Table 7, becausein that
caseonemay aswell useLUC or XTR. The choice of subgroupsof multiplicativ e
groups of small characteristic “elds is limited. Using sud subgroupstherefore
makes senseonly in a context where the public key data, with the exception of
the public point h, are shared.

For LUC and XTR the public key sizesfollow from [17] and [8]. For ECC
the description of the subgroup requiresa nite “eld and an elliptic curve over
the eld. With d as above, the "eld and curve take at most 2d and 4d bits,
respectively. About d and 2d + 1 bits are required for the subgroup order q and
the public point h. This leadsto 9d + 1 bits for ordinary ECC, 3d + 65 bits for
ID-based ECC (since the information about q must be present), and 2d + 1 for
shared ECC. For ECC the sizesdo not depend on the year. To illustrate the
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Table 7. Number of bits required for public key data.

PKC regular ID-based shared
RSA, public exponert e
log, n from Table 1 log, e+ log, n |log(3 log, n) + Zlog,n| n/a
2log, p= log, n
RSA-MP, public exponert e
log, n from Table 1 log, e+ log, n | loglog, p + mng—l log,n| n/a
m, log, p from Table 2
Fp, log, p from Table 1 2log, p 64+ log, p log, p
F o, small p, log, p* from Table 6 n/a n/a log, p*
LUC, log, p from Table 4 2d+ 2log, p 64+ log, p log, p
XTR, log, p from Table 5 2d + 3log, p 64+ 2log, p 2log, p
ECC, log,p= 2d 9d+ 1 3d+ 65 2d+ 1

public key sizeformulas, public key sizesfor the year 2010are given in Table 8,
rounded to two signi cant digits.

6.2 Comm unication overhead for subgroup based systems. Each mes-
sagein the Dite-Hellman key agreemenm protocol consistsof the represertation
of a subgroupelemen. The communication overheadper messages givenin the
last column of Table 7. EIGamal encryption has the sameoverhead (on top of
the length of the messagétself). The communication overheadof EIGamal-based
messageecovery signature schemesis equal to 2d.

6.3 Computational requiremen ts. In this section the relative theoretical
computational requiremerts are estimated for the most common cryptographic
applications of the public key cryptosystems discussedabove: encryption, de-
cryption, signature generation, and signature veri cation. No actual runtimes
are given. For software implementations the theoretical estimates should give a
reasonableprediction of the actual relative performance. For implementations
using dedicated hardware, such as special-purpose exponertiators, all predic-
tions concerningRSA and prime "eld subgroupsare most likely too pessimistic.
Howewer, as soon as special-purpose hardware is available for ECC, LUC, or
XTR, the relative performance numbers should again be closerto reality.

For subgroup basedsystemscommon ElGamal-like schemesare used where
decryption and signing ead require a single subgroup exponertiation, encryp-
tion requirestwo separatesubgroup exponertiations, and signature veri cation
requires the product of two subgroup exponertiations (a “double exponertia-
tion'). The Dize-Hellman key agreemem protocol has, per party, the samecost
as encryption, i.e., two separatesubgroup exponertiations.

It is assumedthat squaring and multiplication in the nite "eld F, and the
ring Z=nZ of integersmodulo n take the sameamournt of time if log, p ¥ log, n.
A squaring in Z=nZ is assumedto take 80% of the time of a multiplication
in Z=nZ. Basic exponertiation methods are used, i.e., no window tricks. This
hardly a®ectsthe relative performance. Precomputation of the value g' with
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Table 8. Number of bits of public key data.

]PKC H DES| 2K3DES| 3K3DES| AES-128| AES-192| AES-256|
regular
RSA(-MP) 550 780 | 1600 2000 | 2200 2700 | 3000 3600 | 7500 8500 | 15000 16000
Fpo 1000 1500 | 3100 3900 | 4400 5400 | 5900 7100 | 15000 17000 | 29000 32000
LUC 630 860 | 1700 2100 | 2400 2900 | 3200 3800 | 7800 8900 | 15000 17000
XTR 370 490 | 960 1200 | 1300 1600 | 1700 2000 | 4100 4600 | 7800 8600
ECC 510 860 1000 1200 1700 2300
ID-based
RSA 270 380 | 770 990 | 1100 1400 | 1500 1800 3700 4300 | 7300 8100
RSA-MP 270 500 | 1000 1500 | 1500 2000 | 2000 2700 5600 6800 | 12000 13000
Fp 580 810 | 1600 2000 | 2300 2800 | 3000 3600 7500 8600 | 15000 16000
LUC 320 440 | 830 1000 | 1200 1400 | 1500 1800 3800 4300 | 7400 8200
XTR 240 310 | 580 720 | 790 970 | 1000 1300 2500 2900 | 4900 5500
ECC 230 350 400 450 640 830
shared
Fp 520 750 | 1500 2000 | 2200 2700 | 2900 3600 | 7400 8500 | 15000 16000
Fox, small p 590 910 | 2100 2700 | 3100 3900 | 4200 5200 | 12000 13000 | 24000 26000
LUC 260 370 | 770 980 | 1100 1400 | 1500 1800 | 3700 4200 | 7300 8100
XTR 170 250 | 510 650 | 730 900 | 980 1200 | 2500 2800 | 4900 5400
ECC 110 190 230 260 390 510

log,t ¥4 (log, g)=2 combined with double exponertiation is used for subgroup
basedsignature generation. For XTR the methods from [18] are used.The LUC
and ECC estimatesfollow from [18, Section 7]. For ECC the time to recover the
y-coordinates of subgroup elemerts is not courted.

The resulting runtime expressionsfor the four basic cryptographic functions
are given in Table 9. Small characteristic "elds are not included becausethe
relative speedof F,« and F, arithmetic is too platform dependert. Despite po-
tential advantages of hardware F,« -arithmetic, the large value that is required
for k may make these elds unattractiv e for very high security non-ECC cryp-
tographic applications.

As an illustration of the data in Table 9, the relative performance of the
cryptographic operations is given in Table 10 for the year 2010, rounded to two
signi cant digits. For Table 10 the time M (L) for modular multiplication of
L-bit integersis proportional to L2. This corresponds to regular hardware im-
plemertations. The unit of time is the time required for a single multiplication
in Z=nZ for a 1024-bit integer n. This arbitrary choice has no in°uence on the
relative performance. For RSA and RSA-MP the sequetial ('S") and parallel
(CP") performanceis given, with the number of parallel processorsand the rel-
ative parallel runtime separatedby a semicolon.RSA encryption and signature
veri cation for e= 3 or e= 27+ 1 goesabout 20 or 3 times faster, respectively,
than for a random 32-bit public exponent asin Table 10.

For higher security public key systemsother than ECC the nite "eld and
ring sizesget so large that implementation using Karatsuba-like multiplication
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Table 9. Number of multiplications in F, (unless noted otherwise).

PKC matching symmetric encryption | signature |decryption | signature
system of d-bit security veri cation generation
RSA, public exponent e sequerial: 2:6log, p

log, n from Table 1 1:3log, e in Z=nZ

2log, p= log, n 2 in parallel: 1:3log, p
RSA-MP, public exponert e sequertial: 1:3m log, p

log, n from Table 1 1:3log, e in Z=nZ

m, log, p from Table 2 m in parallel: 1:3log, p
Fp, log, p from Table 1 5:2d 3:1d 2:6d 1.6d
LUC, log, p from Table 4 6:4d 3:5d 3:2d 1:8d
XTR, log, p from Table 5 21d 12d 10d 6d
ECC, log,p= 2d 36d 20d 18d 1od

techniquesshould be worthwhile. In software implementations this can easily be
realized. In Table 11 the relative performancefor the year 2010is given using
Karatsuba-like modular multiplication. This implies that M (L) is proportional
to L9923 asopposedto L? asin Table 10. The unit of time in Table 11 is the
time required for a single Karatsuba-like multiplication in Z=nZ for a 1024-bit
integer n. Sincethis may be di®eren from the time required for a regular 1024-
bit modular multiplication (as in Table 10), the numbersin Tables 10 and 11
are not comparable.

As an exampleof an application of Tables10and 11, supposeAES-192is used
in 2010along with a cost equivalent public key system. With regular (quadratic
growth) modular arithmetic, ECC encryption takestime equivalernt to about 970
regular multiplications modulo a 1024-bit modulus. This can be expectedto be
about twice faster than RSA encryption (with a 32-bit public exponert), and
about six times fasterthan XTR encryption. But with Karatsuba-like arithmetic,
RSA encryption takestime equivalent to about 960 Karatsuba multiplications
modulo a 1024-bit modulus (but usinga 7400-bit modulus). This canbe expected
to be about 1.5 times faster than ECC encryption, and about six times faster
than XTR. For decryption, however, RSA is substartially slower than both ECC
and XTR for either type of arithmetic, evenif RSA-MP is usedon four parallel
processors.

6.4 Parameter selection. For all public key systemsexcept ECC, parameter
selectionis dominated by the generationof the primes de ning the moduli, “nite
“elds, and subgrouporders. For eat L-bit prime to be generated,the generation
time is proportional to M (L)L?. A more preciseruntime function dependson a
wide variety of implementation choicesthat are not discussedhere. Obviously,
parameter selection for high security RSA, prime "eld, or LUC basedsystems
will be slov comparedto RSA-MP and, in particular, XTR.

For systemsbasedon a subgroup of F for xed small p public key data
are usually shared (except for the public point h). For such systemsthe speed
of parameter selectionis therefore not an important issue.
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Table 10. Relative performance using regular arithmetic for the year 2010.

|PKC || DES | 2K3DES | 3K3DES | AES-128 | AES-192 | AES-256
log, n
|[RSA(-MP) ][ 520 750 | 1500 2000 | 2200 2700 | 2900 3600 | 7400 8500 [ 15000 16000
log, p
Fp 520 750 | 1500 2000 | 2200 2700 | 2900 3600 7400 8500 15000 16000
LUC 260 370 | 770 980 | 1100 1400 | 1500 1800 3700 4200 7300 8100
XTR 90 130 | 260 330 | 370 450 490 590 1200 1400 2400 2700
ECC 112 190 224 256 384 512
encryption  (with log, e = 32 for RSA and RSA-MP)
RSA(-MP) 11 22 93 150 | 190 290 340 500 2200 2900 8500 10000
Fo 75 160 | 1100 1800 | 2700 4100 | 5500 8000 53000 69000 | 270000 340000
LUC 23 48| 340 550 | 820 1300 | 1700 2500 16000 21000 84000 100000
XTR 8 17| 120 200 | 290 450 610 890 5800 7600 30000 37000
ECC 24 120 190 290 970 2300
decryption
RSA (S) p{*3 130 | 1100 2300 | 3300 6200 | 7PO 14000 | 130pPO 190000 | 970900 1300000
RSA (P) 265 | 2:1%0| 2:3100| 2:7000|  2:9500 |  2: 650000
RSA-MP (S) ({3 57| P00 580 | 1400 1500 | 3500 3500 | 32pPO 30000 | 160p0 210000
RsAMP (P) | 33| 3 HS| G ] gnme | T4l s e
Fp 37 77 | 550 900 | 1300 2000 | 2700 4000 | 26000 34000 | 140000 170000
LUC 11 24| 170 280 | 410 630 | 840 1200 8100 11000 | 42000 51000
XTR 4 9 61 99| 150 230 | 300 450 2900 3800 | 15000 18000
ECC 12 59 96 140 490 1100
signature generation
RSA (S) ({*3 130 | 1100 2300 | 3300 6200 | 7400 14000 | 130pPO 190000 | 970pN0 1300000
RSA (P) 2:65| 2.1200| 2:3100| 2:7000 |  2:95000 2 - 660000
RSA-MP (S) ({3 57 | P00 580 | 1400 1500 | 3500 3500 | 32pPO 30000 | 160pPO 210000
ReAMP ()| 213 | SIS | S| gl g e
Fo 23 48| 340 550 | 820 1300 | 1700 2500 | 16000 21000 | 84000 100000
LUC 6 13 93 150 | 230 340 | 460 680 4400 5800 | 23000 28000
XTR 2 5 36 58 85 130 | 180 260 1700 2200 8700 11000
ECC 7 32 53 79 270 630
signature veri cation (with log, e = 32 for RSA and RSA-MP)
RSA(-MP) 11 22 93 150 | 190 290 340 500 2200 2900 8500 10000
Fpo 44 92 | 660 1100 | 1600 2400 | 3300 4800 31000 41000 | 160000 200000
LUC 13 26 | 190 300 | 450 690 930 1400 8900 12000 46000 57000
XTR 5 10 71 120 | 170 260 350 520 3400 4400 17000 21000
ECC 13 65 110 160 530 1300
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Table 11. Relative performance using Karatsuba arithmetic for the year 2010.
|PKC H DES | 2K3DES | 3K3DES | AES-128 | AES-192 | AES-256
log, n
|RSA(-MP) || 520 750 | 1500 2000 | 2200 2700 | 2900 3600 | 7400 8500 | 15000 16000
log, p
Fp 520 750 | 1500 2000 | 2200 2700 | 2900 3600 7400 8500 15000 16000
LUC 260 370 | 770 980 | 1100 1400 | 1500 1800 3700 4200 7300 8100
XTR 90 130 | 260 330 | 370 450 490 590 1200 1400 2400 2700
ECC 112 190 224 256 384 512
encryption  (with log, e = 32 for RSA and RSA-MP)
RSA(-MP) 14 25 79 120 | 140 190 220 300 960 1200 2800 3300
Fo 99 180 | 940 1400 | 1900 2700 | 3500 4800 | 23000 29000 | 90000 110000
LUC 40 72| 380 560 | 800 1100 | 1500 2000 9400 12000 | 37000 44000
XTR 23 41| 220 320 | 450 630 820 1100 5400 6600 | 21000 25000
ECC 60 240 360 510 1500 3100
decryption
RSA (S) (Y6 200 | 1300 2400 | 300 5500 | 6800 11000 | 74Qp0 110000 | 43pPO0 560000
RSA (P) 209 | 2:1%00 | 2:2100| 2:560| 2.5%00 |  2: 280000
RSA-MP (S) || [y/6 100 | $60 790 | 1700 1800 | 3P0 3700 | 25000 25000 | 10QP00 130000
RSAMP ()| 2133|310 | S| gl Tareme) ez
Fp 49 88| 470 690 | 970 1400 | 1800 2400 | 12000 14000 | 45000 53000
LUC 20 36| 190 280 | 400 560 | 730 980 | 4700 5800 | 18000 22000
XTR 12 21| 110 160 | 230 320 | 410 560 | 2700 3300 | 10000 12000
ECC 30 120 180 260 730 1500
signature generation
RSA (S) (Y8 200 | 1300 2400 | 3200 5500 | 600 11000 | 74pP0 110000 | 43QP00 560000
RSA () 2:95 | 2.1200| 2:2700 | 2:8600 | 2:53000 |  2: 280000
RSA-MP (S) (Y6 100 | 560 790 | 1700 1800 | 3P0 3700 | 25pp0 25000 | 10pPO0 130000
ReAMP ()| 23| 3Bl g g e e o
Fo 30 54| 290 420 | 600 840 | 1100 1500 | 7100 8800 | 28000 33000
LUC 11 20| 110 160 | 220 310 | 400 540 | 2600 3200 | 10000 12000
XTR 7 12 63 93| 130 180 | 240 320 | 1600 1900 6100 7200
ECC 17 65 100 140 400 840
signature veri cation (with log, e = 32 for RSA and RSA-MP)
RSA(-MP) 14 25 79 120 | 140 190 220 300 960 1200 2800 3300
Fp 59 110 560 820 | 1200 1600 | 2100 2900 | 14000 17000 54000 63000
LUC 22 40 210 310 | 440 610 800 1100 5200 6400 20000 24000
XTR 13 24 130 190 | 260 370 480 650 3100 3900 12000 14000
ECC 33 130 200 280 800 1700
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ECC parameters can be found in expected polynomial time. Nevertheless,
even for security equivalent to 2K3DES the solution is not yet consideredto
be suzxciently practical for systemswith non-sharedkeys. The slov growth of
the parameter sizesimplies, however, that if a satisfactory solution is found for
current (relativ ely low) security levels,then the solution will most likely alsowork
fast enoughfor very high security levels. For ECC over "elds of characteristic
two this goal is closeto being achieved [4].

7 Summary of ndings

Matching AES-192 or AES-256 security levels with public key systemsrequires
public key sizesfar beyond anything in regular usetoday. For instance,to match
the security of AES-192with RSA, it would be prudent to usemoduli of about
7000bits. But given current resourcesthe overall practicality of RSA with such
moduli is questionable.Encryption and signature veri cation are faster than for
any other systemif the public exponert is small, but the modulus itself may be
prohibitiv ely large. RSA-MP faresallittle better. But evenif fully parallelizedit is
still relatively unattractiv e. An interesting obsenation is that computationally
equivalent RSA-MP moduli often allow more factors than the (smaller) cost
equivalent ones,and may thusattain greaterdecryption and signature generation
speed(at the cost of a higher level of parallelism).

The unattractiv e sizesof RSA moduli of high security levelsis ertirely due
to the number "eld siew. If it had not beeninvented, and the asymptotically
slower quadratic siewe factoring algorithm would still be the fastest factoring
algorithm, then at least until 2030 RSA moduli of 2048, 4096, and 8192 bits
would be good matchesfor AES-128, AES-192, and AES-256, respectively. But,
it could have beenworsetoo: if the special number "eld sieve would apply to
RSA moduli, then RSA moduli would have to be chosenaccordingto Table 6
instead of Table 1, i.e., considerably larger.

Compared to RSA and RSA-MP, subgroups of prime “elds have the same
size problem. They are much slower for encryption and signature veri cation.
Decryption and signature generationis competitiv e only in environments where
RSA and RSA-MP cannot be parallelized. Furthermore, subgroups of prime
“elds are consisterily outperformed by LUC and XTR. So, unlesssecondand
sixth degreeextension elds turn out to be lesssecurethan currently believed,
subgroupsof prime “elds are not competitiv e.

Similarly, LUC is consisterily outperformed by XTR 2. Unless a dramatic
breakthrough occursin the "xed degreeextension eld discrete logarithm prob-
lem, XTR is a good choiceif oneinsists on using a non-ECC subgrouppublic key
system. It has the additional advantagesthat parameter selectionis easyand
that current special purpose RSA modular multipliers (that can handle public
moduli up to, say, 1024bits) may be usedevenfor very high security applications
(possibly using Remark 5.4). The latter is also possiblefor LUC (if Remark 5.4

2 However, for LUC it is in generalfaster to test if a value is correctly formatted, i.e.,
if it is the trace of a proper subgroup elemert. Refer to [9] for details.
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is used), may be possiblefor RSA-MP, but is out of the question for RSA or
prime “eld subgroups.

Overall, ECC su®ersthe smallest performance degradation when moving to
very high security levels. Generation of ECC public keysin a non-sharedset-up
remains problematic, for all security levels. If that is not a concern,and barring
cryptanalytic progressa®ecting the elliptic curve discrete logarithm problem,
the choiceis obvious.

For current security levels, i.e., comparable to 1024-bit RSA, the choice is
between RSA, RSA-MP, XTR, and ECC and will mostly depend on the ap-
plication. For current higher security levels, comparable to 2048-bit RSA, the
theoretical performancegap betweenECC and the other public key systemsal-
ready becomesnoticeable, with only XTR still within range of ECC. However,
hardware acceleratorsare currently available for 2048-bit RSA and RSA-MP,
but not for other security equivalent public key systems. So, for the next few
years RSA and RSA-MP will still be the methods of choice in many practical
circumstanceswhere security equivalent to 2048-bit RSA is required. This may
changeradically if new typesof hardware acceleratorsare developed. And even
if that doesnot happen, it will changeewvertually, i.e., for higher security levels,
becausespecial purposehardware cannot beat the asymptotics.

Disclaimer.  The cortents of this paper are the soleresponsibility of the author
and not of his employer. The author doesnot acceptany responsibility for the
use of the material preseried in this paper. Despite his academicinvolvemert
with XTR, the author doesnot have any "nancial or other material interestsin
any of the cryptosystemsdiscussedin this paper.
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