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Abstract. We study a classof problems called Modular InverseHidden
Number Problems (MIHNPs). The basic problem in this class is the
following: Given many pairs

­
x i ; msbk

¡
(® + x i )¡ 1 mod p

¢®
for random

x i 2 Zp the problem is to ¯nd ® 2 Zp (here msbk (x) refers to the k
most signi¯can t bits of x). We describe an algorithm for this problem
when k > (log2 p)=3 and conjecture that the problem is hard whenever
k < (log2 p)=3. We show that assuming hardnessof somevariants of this
MIHNP problem leads to very e±cient algebraic PRNGs and MA Cs.

Keyw ords: Hidden number problems,PRNG, MAC, Approximations, Mod-
ular inversion, Lattices, Coppersmith's attack

1 In tro duction

In recent yearsseveral new complexity assumptionswere usedto construct e±-
cient cryptosystems. The Decision Di±e-Hellman assumption (DDH) was used
to construct chosenciphertext secureencryption [7] and number theoretic pseudo
random functions [15]. The Strong RSA assumption was used to construct e±-
cient signature schemes[10,8]. In this paper we intro duce a new classof alge-
braic complexity assumptionswhich wecall the Modular InverseHidden Number
Problem (MIHNP). Using MIHNP we construct an e±cient number theoretic
PseudoRandom Number Generator (PRNG) and an e±cient MAC. The basic
step in evaluating the MAC and the PRNG is one modular inversion modulo a
moderate sizeprime. No expensive exponentiations are needed.

To describe the basicMIHNP we intro ducethe following notation that will be
usedthroughout the paper: For an m-bit prime p and y 2 Zp we usemsbk (y mod
p) to denote any integer Y 2 Zp satisfying jY ¡ yj < p=2k . In other words, Y is
an approximation to y that (usually) matches y on the k most signi¯cant bits.
We write msbk (y) wherethere is no ambiguit y about the modulus p. In addition,
throughout the paper we de¯ne the inverseof 0 2 Zp to be 0. We consistently
useGreek characters to denote hidden values.

MIHNP. An instanceof the basicMIHNP problem is as follows: let p be a ¯xed
m-bit prime and k; n be positive integers. Let ® be a random hidden element



The Modular Inversion Hidden Number Problem 37

of Zp. We are given p;k, and
D

x i ; msbk ( 1
®+ x i

)
E

for random values x1; : : : ; xn .
The problem is to ¯nd ®. The ±-MIHNP assumption states that there is no
polynomial time algorithm for the Basic-MIHNP problem whenever k < ±m.

In other words, given many approximations to (®+ x i )¡ 1 mod p for random
x i 2 Zp the problem is to ¯nd ®. The parametersm; n; k are security parameters
for the problem. Note that when n > 2(m=k) the hidden number ® is uniquely
de¯ned with high probabilit y and consequently there is a unique answer to this
problem. We show a lattice-based algorithm, that solvesthis problem when k >
m=3. We also explain why this algorithm does not extend to solve it for k <
m=3. As our algorithm represents the current state-of-the-art in lattice reduction
techniques,we conjecture that such techniquescannot be usedbeyond the m=3
bound. More generally, we conjecture that the ±-MIHNP assumption holds for
any ± < 1=3. In the next sectionwe intro duceseveral variants of MIHNP that are
useful for cryptographic constructions. We also show that the MIHNP problem
has a simple limited random self reduction.

MIHNP is closelyrelated to several other Hidden Number Problems(HNPs).
Hidden number problems were intro duced in [4] where they were usedto prove
the bit security of the Di±e-Hellman secret in Zp. The standard HNP is as fol-
lows: let ® 2 Zp be a hidden random number. Given msbk (® ¢x i mod p) for
random x1; : : : ; xn 2 Zp the problem is to ¯nd ®. The standard, HNP can be
e±ciently solved when k = O(

p
jpj), and this solution forms the basis of the

bit-security result in [4] (as well asan attack on weak versionsof the Digital Sig-
nature Algorithm (DSA), see[13]). This is in contrast to MIHNP which appears
to be hard even when k is a constant fraction of jpj.

2 Appro ximate mo dular inversion problems

We intro duce several variants of the basic MIHNP and study their properties.
The ¯rst variant of MIHNP , which we call the Computational-MIHNP , is useful
for constructing a MAC.
Computational-MIHNP: An instanceof the C-MIHNP problem is asfollows:
let p be a ¯xed m-bit prime and k; n be positive integers. Let ® be a random
hidden element of Zp. Wearegivenp;k, and

D
x i ; msbk ( 1

®+ x i
)
E

for randomvalues

x1; : : : ; xn . The problem is to construct another pair
D

x; msbk ( 1
®+ x )

E
for some

x 6= x i . The ±-CMIHNP assumption states that there is no polynomial time
algorithm for this problem whenever k < ±m.

Although we cannot prove the equivalenceof this problem to the basic MI-
HNP, we do not know of an algorithm for solving it without ¯rst discovering the
secret® from the given input. The secondvariant, which we call the Decisional-
MIHNP is useful for constructing PRNGs.
Decisional-MIHNP: An instanceof the D-MIHNP problem is as follows: let p
be a ¯xed m-bit prime and k; n be positive integers.Let ® be a random hidden
element of Zp. We are given p and k. The problem is to distinguish the following
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two ensembles:
½

x1; msbk ( 1
x 1 + ® ); : : : ; xn ; msbk ( 1

x n + ® )
¾

and

½
x1; msbk (r 1); : : : ; xn ; msbk (r n )

¾

where ®; x1; : : : ; xn ; r 1; : : : ; r n are chosen uniformly at random in Zp. The ±-
DMIHNP assumption states that no polynomial time algorithm can distinguish
thesetwo ensembles with non-negligible advantage whenever k < ±m.

As before,we cannot reducethis problem to either of the previous problems,
but we know of no algorithms for D-MIHNP , other than ¯rst ¯nding the hidden
element ®. In a sense,it seemsthat the tools that we have for designing algo-
rithms for theseproblems are too crude to distinguish betweenthesevariants.

This situation is somewhatanalogousto the situation with the variousdiscrete-
logarithm assumptions. The basic MIHNP can be viewed as an analog of the
Discrete-Log Problem (DLP): given g® mod p ¯nd the hidden number ®. Just
as DLP is often insu±cient for cryptographic constructions, we need stronger
assumptions that the basic MIHNP for the constructions in this paper. The
C-MIHNP can be viewed as an analog of the Computational Di±e-Hellman as-
sumption (CDH), and D-MIHNP is the analog of the Decision Di±e-Hellman
assumption (DDH). As is the casewith the various MIHNP problems, we also
do not have reductions between the various discrete-log problems, yet the only
algorithms that we know for solving any of them involve solving discrete-log.

2.1 Random self reduction for MIHNP

The MIHNP problem hasa simple limited random selfreduction amonginstances
modulo the same prime p. The reduction shows that for a prime p if ¯nding
® 2 Zp is hard for a worst case® then it is also hard for a random ® 2 Zp.

Supposethere is an algorithm A that solvesthe Basic-MIHNP problem with
probabilit y ², where the probabilit y is taken over the choice of the x i 's and
also over the choice of ®. We show that this implies an algorithm B for solving
Basic-MIHNP that works for any ¯xed ® with probabilit y ², where this time the
probabilit y is over the choice of the x i 's only.

Given an instance of Basic-MIHNP, hx i ; yi i ; i = 1; : : : ; n, algorithm B picks
a random r 2 Zp, and runs algorithm A on the Basic-MIHNP problem de¯ned
by the tuples hx i + r; yi i ; i = 1; : : : ; n.

Note that if the original MIHNP instancecorresponds to the hidden number
®, then the new instancewill correspond to the hidden number ®0 = ®¡ r , which
is random and independent of the x i 's. It follows that with probabilit y ², the
algorithm A indeed returns ®0, and then B can add back r to recover ®.

We call this a limited random self reduction, since we only randomize the
solution ®, and not the elements x1; : : : ; xn . The computational MIHNP and
decisionalMIHNP have similar limited random self reductions.
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3 Securit y analysis of the MIHNP

In this section we analyze the security of MIHNP . We show how to apply the
currently known technology in algebraic cryptanalysis to MIHNP , and demon-
strate the limitations of that technology when applied to this problem. We know
of no better way to distinguish the pairs

­
x i ; msbk ((®+ x i )¡ 1)

®
from random,

other than to actually recover the secret ® (and use the knowledge of this to
verify the bits), and so this is the problem we address.That is, we assumethat
we have a system of equations

(®+ x i )(bi + ² i ) = 1 (mod p) i = 0; : : : ; n; (1)

where® 2 Zp is the (large, secret)variable weaim to discover, the x i 's areknown,
but randomly chosen elements of Zp, the bi 's are the known most signi¯cant
bits, and the ² i are variables that correspond to the unknown low order bits,
so we have j² i j · 2m ¡ k for all i . Observe that once we ¯nd any of the ² i 's we
can discover the secret ® immediately, from the fact that ® = 1=(bi + ² i ) ¡ x i

(mod p). However, as we shall see,typically we ¯nd all the ² i simultaneously, or
none at all.

We attempt to solve MIHNP using lattice techniques. We set up a lattice
that incorporates the relations from Eq. (1), so that the bound on the size of
the ² i 's will correspond to somesmall vector in the lattice. If we can make the
argument that this vector is by far smaller than any other vector in this lattice,
then we could use the LLL lattice reduction algorithm [14] to ¯nd it, thereby
recovering the ² i 's. This framework was usedin [4] to solve the original HNP.

Looking at Eq. (1), however, we ¯nd that these relations cannot be used
directly to set up a lattice. The reason is that each of these relations has a
term of the form ® ¢² i , where ® is unbounded (i.e., it can be as large as p),
and the ² i 's changefrom one relation to the next. To use in a lattice, one must
¯rst \linearize" theserelations, and doing so would intro duce a new unbounded
variable for each of the products ®² i . (We stressthat current technology has no
problem handling either changing small unknowns such as the ² i , or ¯xed large
unknowns such as ®. It is the product of the two that makesthis problem hard.)

We are therefore forced to eliminate the unknown ® from the relations of
Eq. (1), before we can use them to set up a lattice. Given the n + 1 relations
from Eq. (1), we eliminate the unknown ®, and producen relations of the form:

(x i ¡ x0)(b0 + ²0)(bi + ² i ) ¡ (b0 + ²0) + (bi + ² i ) = 0 (mod p) (2)

These relations are already in a form that is amenablefor use in a lattice,
and we can apply to them (an extension of) the techniques from [6,12], as we
now explain. We start by re-writing the left hand sideof Eq. (2) asa polynomial
in the unknowns ²0 and ² i , namely:

f i (²0; ² i )
def= (x i ¡ x0)²0² i + (b0(x i ¡ x0)+1) ² i + (bi (x i ¡ x0)¡ 1)²0 + (b0bi (x1¡ x0))

Notice that the coe±cients of this polynomial are known to us (since we know
all the bi 's and x i 's), and therefore we can set up a lattice basedon their values.
To simplify notation, we denote below f i (²0; ² i ) = A i ²0² i + B i ² i + Ci ²0 + D i .
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3.1 First attempt: a linear approac h

As a ¯rst attempt at a solution, we set up a lattice of dimension3n+ 2 asfollows.
The lattice is spannedby the rows of a real matrix M that has the following
generalstructure:

M =
µ

E R
0 P

¶

where E and P are diagonal matrices of dimensions (2n + 2) £ (2n + 2) and
n £ n, respectively, and R is a (2n + 2) £ n matrix. Each of the ¯rst 2n + 2
rows of M is associated with one of the terms in relations from Eq. (2) (i.e., the
constant term, the terms ² i , and the terms ²0² i ), and each of the last n columns
is associated with one of the n relations.

The matrix R incorporates the relations themselves.The (i; j ) entry in this
matrix is just the coe±cient in the j 'th relation of the term corresponding to
row i . The diagonal entries of the matrix P are all equal to p, and the diagonal
entries of the matrix E correspond to the bounds on the terms associated with
each row. Speci¯cally, if the term which is associated with row i is bounded
by B , then entry (i; i ) in E is equal to 1=B. That is, the row corresponding to
the constant term has diagonal entry 1, rows corresponding to ² i have diagonal
entries 1=2m ¡ k , and rows corresponding to ²0² j have diagonal entries 1=22(m ¡ k ) .
An example for the matrix M for n = 2 is given in Figure 1.

row corresponds to

M =

0

B
B
B
B
B
B
B
B
B
B
@

1 0 0 0 0 0 D 1 D 2

0 2k ¡ m 0 0 0 0 C1 C2

0 0 2k ¡ m 0 0 0 B 1 0
0 0 0 2k ¡ m 0 0 0 B 2

0 0 0 0 22( k ¡ m ) 0 A1 0
0 0 0 0 0 22( k ¡ m ) 0 A2

0 0 0 0 0 0 p 0
0 0 0 0 0 0 0 p

1

C
C
C
C
C
C
C
C
C
C
A

: : : : : : 1
: : : : : : ²0

: : : : : : ²1

: : : : : : ²2

: : : : : : ²0²1

: : : : : : ²0²2

Fig. 1. The matrix M for the casen = 2.

We can now view each one of the relations of Eq. (2) as holding over the
integers, by explicitly intro ducing the appropriate multiple of p. Namely, we
have:

A i ²0² i + B i ² i + Ci ²0 + D i + p ¢· i = 0 (3)

From the way we constructed this system of n polynomial relations, we know
that it has an integer solution ² i = ei ; · i = ki in which all the ei 's are bounded
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below 2m ¡ k . Let v be a (3n + 2) integer vector containing the valuesof all the
terms in our system of equations,according to this solution. Namely, we set

v def= h1; e0; : : : ; en ; e0e1; : : : ; e0en ; k1; : : : ; kn i

It follows that for this integer vector v we get:

v ¢M =
D

1;
e0

2m ¡ k ; : : : ;
en

2m ¡ k ;
e0e1

22(m ¡ k )
; : : : ;

e0en

22(m ¡ k )
; 0; : : : ; 0

E

Thus, the lattice point v ¢M has only 2n + 2 non-zeroentries, and each of these
is lessthan 1, so its Euclidean norm is lessthan

p
2n + 2.

On the other hand, it is easy to see that the determinant of the lattice
L(M ) equalspn =2(m ¡ k )(3 n +1) , somaking useof the Gaussianheuristic1 for short
lattices vectors, we expect that our vector is the shortest point in L (M ) as long
as

p
2n + 2 ¿

p
3n + 2

³
2(k ¡ m )(3 n +1) ¢pn

´ 1=(3n +2)
: (4)

Whenever this condition is met we will assumethat an adversarycan recover the
vector v using lattice reduction methods such as LLL (although we note that in
practice, the adversary may not ¯nd this that easyunlessv ¢M is the shortest
vector by a substantial margin).

Substituting p ¼ 2m into Eq. (4) and ignoring low-order terms, this condition
is simpli¯ed to 2k À 22m= 3. Therefore, this method can only be usedwhen the
number of bits of 1=(®+ x i ) that we seeis more than 2m=3 (alternativ ely, when
the number of bits that we are missingis lessthan m=3). This givesan algorithm
for Basic-MIHNP when ± ¸ 2=3.

The dimension of the lattice. We remark that the samebounds (but no better)
could also be achieved from a lattice of smaller dimension that utilizes the fact
that v ¢M has n trailing zeros.However in this analysis we are only interested
in showing that there exist boundson m even for lattices of arbitrary dimension
(i.e. we e®ectively allow the adversary the power to reduce lattices of arbitrary
dimension). This meanswe can ignore e±ciency issuesregarding the dimension
of the lattice, and opt for the easier way to describe and extend the lattices
(as above). This assumption is particularly important to note in the subsequent
section where the dimension grows exponentially in n.

3.2 Making use of multiples

To improve upon the bound of m=3, we apply a technique due to Coppersmith
[6] to make better useof the relations in Eq. (2). Namely, instead of using only
theserelations in our lattice, we can usealsorelations that are derived by taking
1 In fact, it is possible to prove rigorously, that when the x i 's are chosen at random,

the vector v ¢M is (with high probabilit y) the shortest vector in L (M ). This proof
will appear in the full version of this paper.
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products of them. For example,sincewehave f 1(²0; ²1) = 0 and f 2(²0; ²2) = 0, we
alsoknow that ²2f 1(²0; ²1) = 0, and alsof 1(²0; ²1)¢f 2(²0; ²2) = 0. Moreover, since
the original relations hold modulo p, then the last relation holds alsomodulo p2.

Of course, these additional relations intro duce new terms that were not
present in the original one. (For example, the relation f 1f 2 = 0 from above
has a term ²0²1²2, which we did not have in the original system.) Nonetheless,
we hope that weighing the additional relations against the additional terms, we
would be able to get a better result. Hence, our goal here is to add as many
relations as possible,while keeping the number of additional terms as small as
possible.

Oncewe decideon a set of relations to use,we construct the lattice in exactly
the sameway asabove. Namely, if we have r relations and t terms, we construct
a (r + t) £ (r + t) matrix M with the samestructure as above. That is, the top
left t £ t sub-matrix E is diagonal with entries that correspond to the (bounds
on the) di®erent terms, to its right we put a t £ r matrix R that corresponds to
our relations, and at the bottom left we put a diagonal matrix P that would take
care of the modular reductions. One di®erenceis that now, if the i 'th relation
holds modulo pi , then the corresponding diagonal entry of P will be pi (rather
than just p).

Constructing a lattice The key aspect of this approach is to choosewhich
relations to put in the lattice, and to analyze the parameters achieved by this
lattice. Below we think of the processof adding relations to the lattice as hap-
pening in phases.In phased, we add to the lattice relations that are obtained
by multiplying up to d of the original relations. These new relations look like
f i 1 ¢¢¢f i d = 0 mod pd for some0 < i 1; : : : ; i d · n.

We note that oncewe have in the lattice somerelations (and all their terms),
we might as well add other relations that useonly terms that already appear in
the lattice. For example,if we have the relation f 1f 2 = 0 in the lattice, we might
aswell alsoadd the relation ²1f 2 = 0, sinceevery term that appearsin ²1f 2 must
already appear in f 1f 2 (becausef 1 includesthe term ²1). Therefore,oncewehave
f 1f 2 and all its terms, we can add ²1f 2 \for free". The only exception is that
we have to make sure that the relations in the lattice are linearly independent.
For example, once we have in the lattice the relations f 2; ²0f 2; ²1f 2 and f 1f 2,
we cannot add also the relation ²0²1f 2, as it is linearly dependent on the other
relation, by the equality f 1f 2 = A1²0²1f 2 + B1²1f 2 + C1²0f 2 + D1f 2.

Notations and conventions. In the analysisbelow we talk about the \w eight" of
relations or terms. The weight of a relation is the number of original relations
that aremultiplied. For example,the relation ²1f 2 = 0 hasweight 1, and f 1f 2 = 0
has weight 2. We note that if a relation has weight i , then this relation holds
modulo pi (but not necessarilymodulo pi +1 ). The weight of a term is just its
degree.For example,the weight of ²2

0²1 is 3. With this notation, the determinant
of the lattice is proportional to the total weight of all the relations, and inversely
proportional to the total weight of all the terms that are usedin theserelations.
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More precisely, when p is an m-bit prime, and the bound on the ² i 's is 2m ¡ k ,
(i.e., the number of bits of 1=(® + x) that we seeis k), the determinant of the
lattice is roughly 2m ¢weight(relations) ¡ (m ¡ k )¢weight(terms) .

Recall that our goal is to maximize the determinant (since this would im-
ply that the lattice is unlikely to have short vectors, other than the one cor-
responding to our solution). Below we show, however, that we always have
weight(relations) · 2weight(terms) =3. Therefore, to get det(L ) > 1, we must
have m ¡ k < 2m=3.

The relations. In this analysis we assumethat the number n of the original
relations can be made as large as we want. Since we aim to show that the
approach is bound to fail beyond 2m=3, we can make this assumption without
loss of generality (as adding relations can only help the algorithm). When we
analyzephased, we assumethat n À d, so that we get a good approximation of
the sum

P d
i =1

¡ n
i

¢
by taking just the last term,

¡ n
d

¢
.

The relations that we add in phased are all the
¡ n

d

¢
relations of weight d,

that are obtained by multiplying d distinct relations (from the original n), and
then adding all the relations that are now \for free". We again note that since
n À d, then a vast majorit y of the relations in phased are of this form.

Analysis. We start by analyzing the weight of the terms. Since each f i has all
the possibleterms for a multi-linear function in ²0; ² i , it follows that a product
of d distinct f i 's have all the possibleterms with degreeat most d in ²0, and at
most 1 in all the other ² i 's.

We group the terms according to the number of ² i 's other than ²0 in them.
Clearly, we have exactly (d + 1)

¡ n
j

¢
terms with exactly j ² i 's other than ²0. (We

have
¡ n

j

¢
ways to choosethe ² i 's, and then ²0 can have any degreebetween0 and

d.) The weight of theseterms rangesfrom j (if the degreeof ²0 is 0) to j + d (if
the degreeof ²0 is d). Therefore, the total weight of all the terms is

weight(terms) =
dX

j =0

µµ
n
j

¶
¢(j + (j + 1) + ¢¢¢+ (j + d))

¶

=
dX

j =0

µµ
n
j

¶
¢(d + 1)(j +

d
2

)
¶

Recall now that we assumethat n is large enough with respect to d, so thatP d
j =0

¡ n
j

¢
=

¡ n
d

¢
(1 + o(1)). This implies that also

weight(terms) =
µ

n
d

¶
(d + 1)(3d=2)(1 + o(1))

By the sameargument, the number of terms is (d + 1)
¡ n

d

¢
(1 + o(1)).

We now proceedto analyze the weight of the relations. First, observe that
we cannot have more relations than terms in the lattice, since otherwise we
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get linear dependencies.Thus, there are at most (d + 1)
¡ n

d

¢
(1 + o(1)) relations.

Moreover, the weight of each of theserelations cannot be more than d, since in
phased we only multiply up to d of the f i 's. Therefore, the total weight of all
the relations is bounded by

weight(relations) · d ¢(d + 1)
µ

n
d

¶
(1 + o(1))

In fact, it is possible to show that this bound is tight, and the total weight of
the relations that we get is at least d2

¡ n
d

¢
. We conclude that in our lattice we

must have

weight(relations)
weight(terms)

·
d ¢(d + 1)

¡ n
d

¢
(1 + o(1))

¡ n
d

¢
(d + 1)(3d=2)(1 + o(1))

·
2
3

+ o(1)

(We remark that a more careful analysiscan even show a bound of 2=3 ¡ o(1).)

3.3 Conclusions from the analysis of MIHNP

We showed that the Basic-MIHNP problem can be e±ciently solved whenever
we are given more than 1/3 of the bits of (®+ x i )¡ 1 mod p. The analysisdoesnot
extend beyond 1/3. (Moreover, near 1/3 the dimension of the lattice makes it
completely infeasibleto reduce.)For this reason,we conjecture that this problem
is hard when we are given lessthan 1/3 of the bits even if a large number of ran-
dom samplesx i are given. That is, we conjecture that the ±-MIHNP assumption
holds whenever ± < 1=3.

3.4 Other varian ts of MIHNP

The tools that we devised to analyze the MIHNP can be used also to analyze
similar problems. For example, in Section 4 we will be interested in a problem
where we are given pairs (x i ; ¯ =(® + x i ) mod p); i = 1: : : n, and we need to
recover both ® and ¯ . The corresponding relations that we get are

(®+ x i )(bi + ² i ) = ¯ (mod p) i = 0; : : : ; n;

Again, we have a problem with the terms ®² i , but when we eliminate ® asbefore,
we would get terms ¯ ² i . Hence,to be able to set up a lattice we needto eliminate
both ® and ¯ . More generally we may consider relations of the form

Ri : (x i 0 + yi 0² i ) +
rX

j =1

(x ij + yij ² i )®j = 0

where the x ij 's and yij 's are random and known, the ®i 's are unknown and
unbounded,but commonto all theserelations, and each ² i is an unknown unique
to relation i , but for which we have some bound. As before, the terms ² i ®j

cannot be handled by standard lattice reduction techniques, so we needto ¯rst
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eliminate the ®j 's. We now show that if we needto eliminate r such \un bounded
variables", then the lattice-reduction techniques from above can only be used
when k=m > r =(r + 2) (i.e., the number of hidden bits is lessthan m ¢ 2

r +2 . Note
that for MIHNP we have r = 1, and indeed we got the bound k=m > 1=3. For
the caseabove of two variables,we get k=m > 1=2. Hence,this problem is harder
than MIHNP in the sensethat it can only be solved when ± = k=m > 1=2.

Assumethat we are given given n + r relations. We can set a linear systemin
the r unknowns®1 : : : ®r and r relations Rn +1 ; : : : ; Rn + r , solve for the unknowns,
and then substitute the solution in all the other n relations R1 : : : Rn (each time
multiplying by the common denominator, to get a polynomial relation rather
than a rational one).2

Using Cramer's rule for the solution of a linear system, it is easy to verify
that the terms that we substitute for the ®j 's are multi-linear in ²n +1 : : : ²n + r .
Hence,after eliminating the \un boundedvariables", we are left with n relations
f i = 0; i = 1: : : n, where f i is a multi-linear relation in ² i ; ²n +1 : : : ²n + r . These
relations are the oneswe useto set-up a lattice.

As we did for MIHNP , we set-up a lattice not only using the f i 's themselves,
but also using products of them. As before, we use relations that we obtain by
multiplying d distinct f i 's (for someparameter d, and under the assumptionthat
n À d). A product of d such f i 's is a relations

p(² i 1 ; ² i 2 ; :::; ² i d ; ²n +1 ; : : : ; ²n + r ) = 0

where p is multi-linear in the ² i j 's, and has degreed in ²n +1 : : : ²n + r . We want
to count the total weight of the terms and relations in this lattice. As we know,
if n À d, then it is su±cient to consider only these terms that include exactly
d distinct ei 's, other than ²n +1 : : : ²n + r . So there are

¡ n
d

¢
ways of choosing the

² i j 's, and for each choice we have (d + 1)r possiblecombinations of the degrees
of ²n +1 : : : ²n + r . Namely, for a speci¯c choice of ² i 1 ; ² i 2 ; :::; ² i d , the terms that we
get are exactly all the terms in the expression

(² i 1 ¢² i 2 ¢¢¢ ² i d ) ¢
¡
(1 + ²n +1 + ¢¢¢+ ²d

n +1 ) ¢¢¢ (1 + ²n + r + ¢¢¢+ ²d
n + r )

¢

This meansthat for this choice of ² i j 's, we have (d + 1)r terms, and the weight
of theseterms vary betweend and d + r d. The total weight of all theseterms is

dX

k1 =0

dX

k2 =0

: : :
dX

k r =0

(d + k1 + k2 + : : : kr ) = (d + 1)r ¢(d + r d=2)

Therefore, we have
¡ n

d

¢
(d + 1)r terms, of total weight

¡ n
d

¢
(d + 1)r ¢d(1 + r =2).

On the other hand, we cannot have more relations than terms, and the weight
of a relation cannot be more than d, so the total weight of the relations is
2 Clearly, this is not the only way to eliminate the unbounded variables. For example,

we can solve di®erent setsof relations for theseunknowns, depending on the relation
to which we want to substitute. However, tracing through the arguments below, the
method we use here seemsto give the smallest number of terms.
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at most
¡ n

d

¢
(d + 1)r ¢d. (This bound is tight, since it can be shown that for

random relations, the total weight is at least
¡ n

d

¢
(d + 1)r ¢(d ¡ r ).) Recall that

the determinant of our lattice is roughly 2m ¢weight(relations) ¡ (m ¡ k )¢weight(terms) . To
get the determinant above 1, we therefore must have

m ¢
µ

n
d

¶
(d + 1)r d > (m ¡ k) ¢

µ
n
d

¶
(d + 1)r d(1 + r =2)

which meansthat m > (m ¡ k)(1 + r =2), or k=m > r =(r + 2).

4 Cryptographic applications

The apparent intractabilit y of MIHNP , suggeststhat it may beusefulasthe basis
for cryptographic applications. Indeed, we show below how to use the decision-
MIHNP assumption and the computational-MIHNP assumptions, respectively,
to get an e±cient pseudorandomgenerator and a MAC.

4.1 Pseudorandom generator

The decision-MIHNP immediately suggestsa construction of a PRNG. The input
to this generator would be \the secret" a, and n random points x1::xn 2 Zp.
The output would be the points x1::xn together with (say) 1=4 of the bits of
1=(a + x i ) mod p for all i . More precisely, we have the following system:

Parameters. The parametersof the systeminclude an m-bit prime p, and two
other parameters,n and k, where k speci¯es how many bits of 1=(a + x) we
output, and n speci¯es how many x'es we have in the input of the generator.
Theseparametersare discussedin more details below.

The generator. On parameters p;n and k, the generator input is a sequence
(x1; ::; xn ; a) of n + 1 elements in Zp. The output is the sequence

G(a; x1; ::; xn ) def=
µ

x1; :::; xn ; msbk (
1

a + x1
); :::; msbk (

1
a + xn

)
¶

The security of this generator follows immediately from the decision-MIHNP
assumption. We note that this is a pseudorandomnumber generator, but not
pseudorandombit generator, since the output distribution is not the uniform
one. There are standard techniques for transforming this to a pseudorandom
bit generator. Any of a number of standard extractors could be used for this
purpose[16,11].

Prop osition 1. Under the D-MIHNP assumption,G is a secure pseudorandom
generator.

One point worth mentioning is the re-keying of the generator from the previ-
ousoutput. It is well known, see[3], that it is secureto do this, if the underlying
generator is itself secure.In our casethis meansthat we may ¯x the x1; :::; xn

onceat the start of the whole procedure,and then usejust the msbk (1=(a+ x i ))
part of the output to re-key a and form the output bits of the PRNG.
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Parameters and performance The parameters m (the size of the prime p)
and k (the number of bits to output from each 1=(a + x i )) must be chosensuch
that solving the MIHNP with k output bits modulo a prime of size jpj = m is
infeasible.More precisely, if we assumethat the threshold for feasiblesolution is
when the adversary seeş m=3 of the bits of 1=(a + x i ), and we want security
level of 2r , we need to make sure that our generator outputs at most m=3 ¡ r
of the bits. This meansthat we have a tradeo®betweenthe number of the bits
that we output (which is related to the expansionof the generator) and the size
of the prime that we work with.

A reasonablesetting is to set r = k (i.e., output as many bits of 1=(a + x i )
as our security parameter). With this setting, we should choosem so that k ·
m=3¡ k, namely m ¸ 6k. (Another constraint is that to get security level 2r , we
must hide at least 2r bits of 1=(a + x i ), to avoid birthday-type attacks. In the
current setting, however, this constraint is subsumedby the previous one.) An
invocation of the generator G stretchesa random input of length (n + 1)m bits,
into a pseudorandomoutput of length n(m + k) bits. Hence, each invocation
generatesnk ¡ m pseudorandombits.

For a numerical example, assumethat we want to get security level of 280.
We then set m = 6 ¢80 = 480 and k = 80 (i.e., we work with a 480-bit prime,
and output 80 of the bits of 1=(a+ x i )). With theseparameters,each invocation
of G generates80n ¡ 480 pseudorandombits (so we must choosen > 6 to get
any expansion). In our examplebelow we usen = 10.

A naive implementation of this generatorwould require n modular inversions
to compute msbk ( 1

a+ x i
); i = 1:::n. Therefore, the cost of this implementation

is roughly k bits per inversion (for a su±ciently large n). Keeping with the
numerical example above, choosing, for example, n = 10, the size of the seed
(which is the amount of state we keep) is 4800 bits (= 600 bytes), and we get
nk ¡ m = 320 pseudorandombits at the cost of 10 inversions, or 32 bits per
modular inversion. Keeping a larger state results in more bits per inversion. For
example, setting n = 20, we have 9600bits (= 1200bytes) of state, and we get
1120bits at the cost of 20 inversions,which is 56 bits per inversion.

Even this naive implementation is already quite fast. With a careful imple-
mentation, the cost of modular inversion can be as small as only a few multi-
plications [1]. Moreover, sincewe work in a relatively small ¯eld, the operations
can be quite fast. Finally, we note that the modular inversionsare independent
of each other, so it is trivial to parallelize this computation.

Speedup via batc hing. One way to speed up the computation, is to trade
modular inversionsfor multiplications by using batching. The idea, ¯rst discov-
ered by Peter Montgomery, is as follows: To compute 1=(a + x i ); i = 1:::n, we
¯rst compute the product ¼=

Q
i (a + x i ), then invert only this product to get

¼¡ 1 mod p, and ¯nally compute 1=(a+ x j ) = ¼¡ 1 ¢
Q

i 6= j (a+ x i ). It is not hard to
seethat onecan compute all the values1=(a+ x i ) using only 3(n ¡ 1) multiplica-
tions and onemodular inversion. (For this, oneneedsto keepin memory up to n
intermediate valuesduring the computation.) If inversionis more expensive than
three multiplications (as is the casefor all the multi-precision software libraries
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that we know), then this implementation will be more e±cient than the naÄ³ve
one.

Back to our numeric example,with n = 10 we get 320 bits for one inversion
and 28 multiplications, which is about 11 bits per multiplication. With n = 20
we get 1120 bits for one inversion and 58 multiplications, which is roughly 19
bits per multiplication. Hence,our generator is more e±cient than other alge-
braic generators,e.g. the pseudorandomgenerator due to Gennaro [9] which is
basedon the problem of discrete-log with small exponent. The generator of [9]
generatesapproximately onepseudorandombit per multiplication. Furthermore,
Gennaro's generator usesa much larger prime ¯eld. Other algebraic generators,
such as the Blum-Blum-Shub generator [2], generatea small number of pseudo-
random bits per multiplication modulo a much larger modulus than the one we
use. The exact comparison of our generator to BBS depends on the number of
bits per round output by the BBS generator.

Ev en faster varian ts We can increasethe speedeven further by slightly mod-
ifying the generator itself. Below we describe two such modi¯cations.

Re-de¯ning the output. To speed the batching implementation, we change the
output of the generator, so that it would be easierto compute this output from
the intermediate value ¼¡ 1 that we get during the computation. Speci¯cally, we
set

G0(a; x1; ::; xn ) def=
µ

x1; :::; xn ; msbk (
1
¼1

); :::; msbk (
1

¼n
)
¶

where the ¼j 's are de¯ned by ¼j =
Q

i 6= j (a + x i ).
We stress that the security of G0 does not seem to be equivalent to our

original D-MIHNP problem. Rather, this generatorde¯nes yet another variant of
D-MIHNP . Still, the analysis from Section3 applies in exactly the samemanner
to this variant too.

Implementing G0 using the batching technique takesonly 2m ¡ 1 multiplica-
tions and oneinversion(and can alsobe parallelized easierthan with G). Hence,
in our numerical examplewe get 10 bits per multiplication for n = 8, or 28 bits
per multiplication for n = 20.

Using a harder MIHNP problem. Another possibility is to use harder variants
of MIHNP . For example, instead of using f ®(x) = 1=(® + x) as our underlying
function, we can usef ®;¯ (x) = ¯ =(®+ x) where both ® and ¯ are secret.

(We mention in passingthat just like the original MIHNP , this variant too
has limited random self-reducibility (in ® and ¯ ). This is becausewe can set
yi = (x i + s) ¢r ¡ 1 and then we have ¯

®+ y = ¯ r
(®r + s)+ x . For any ¯xed ®; ¯ (with

¯ 6= 0), if we chooser; s uniformly at random (with r 6= 0) then ®r + s; ¯ r are
uniformly random and independent.)

From the analysis in Section 3.4, it follows that this problem is infeasible to
solve when the number of \missing bits" is more than m=2 (as opposedto 2m=3
for the original MIHNP). This meansthat we may be able to output as many
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as m=2 ¡ r bits for security level of 2r . Assuming that we still set r = k, this
argument suggeststhat wemust setm (the sizeof our prime) sothat k · m=2¡ k,
or m ¸ 4k.

Each invocation of the generator now stretches m(n + 2) random bits into
n(m + k) pseudorandombits, so we get nk ¡ 2m pseudorandombits per invoca-
tion. For a numerical example, to get security level of 280, we choosem = 320,
and k = 80 (i.e., work with a 320-bit prime and output 80 bits of ¯ =(® + x i )).
Working with n = 10, we have 3840 bits of state and 160 bits per invoca-
tion (same as for the n = 8 example from above). However, this generator
does roughly 25% more operations, but in a smaller ¯eld (jpj = 320 instead of
jpj = 480), so we expect it to be nearly twice as fast. Similarly, using n = 22 we
get 1120bits per application with state of 7040bits, which is the samenumber
of bits per invocation, and somewhat smaller state than the n = 20 example
above. Again, we do 10% more operation over a smaller ¯eld, so we expect the
overall running time to be roughly twice as fast.

4.2 Message authen tication code

The computational-MIHNP directly implies an e±cient \w eak MAC", secure
under known (random) messageattacks. The parameters p and k are chosen
just as for the generator, and the secret MAC key is an element ® 2 Zp. To
authenticate a messageÂ, one adds the authentication tag

MAC®(Â) = msbk (
1

®+ x
)

Prop osition 2. Supposethe ±-Computational MIHNP assumptionholds. Then
when k < ±(log2 p) the above MAC is secure under known (random) message
attacks.

The proof is immediate. The cost per MAC computation is thus just one
modular inversion. Moreover, if we need to compute MAC for many messages
x1:::xn , we can use the samebatching tric k from the previous section to speed
up this computation.

The \w eak MAC" above can be converted to a MAC secureagainst chosen
messageattack, using standard techniques. For example, one could apply the
MAC to a random string r and then use a one-time signature based on r to
sign the messagex. However, thesegenericconversion techniques(from security
against a known messageattack to security against a chosen messageattack)
make the MAC much less e±cient. We do not know whether the MAC from
above is by itself secureagainst chosen messageattack. This would require a
version of the computational MIHNP assumption, where the x i 's can be chosen
by the attacker. Currently we cannot tell whether this chosenmessageMIHNP
problem is intractable.
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5 Conclusions and open problems

In this paper we proposedthe MIHNP , and variants thereof, as new and poten-
tially hard mathematical problems. We presented a few e±cient cryptographic
constructions basedon theseproblems. To justify the hardnessof theseMIHNP
problems we used the most up-to-date lattice analysis techniques to solve MI-
HNP and even allowed the attacker the power to reduceinfeasibly large lattices.
Our best algorithm works whenever the fraction of given bits is greater than one
third of the length of the modulus. However, the lattice based approach does
not extend to solve the MIHNP when lessthan a third of the bits is given. We
therefore conjectured the MIHNP is hard in this case.MIHNP is an interesting
and e±cient building block for cryptographic systems.It clearly deservesfurther
study.

One particularly interesting question to answer is how much easierthe MI-
HNP problem becomesif the x i are not randomly chosen, but adversarially
chosen. If the Computational-MIHNP remains hard when the x i 's are chosen
adversarially then we obtain an e±cient MAC from MIHNP . Also, it is very
interesting to see whether any non-lattice approaches shed any light on the
hardnessof theseMIHNP problems.

Lastly we mention that the analysiswe have usedfor MIHNP , can be heuris-
tically applied to certain modular polynomials arising from using the Di±e{
Hellman protocol with elliptic curves (ECDH). As was recently done in [5], we
may apply our results to proving statements on the bit security of ECDH. Specif-
ically, to prove the bit security of ECDH on a speci¯c curve E, it is su±cient to
solve the following hidden-number problem (called ECHNP): We are given

*

(x i ; yi ); msbk (
µ

Ã ¡ yi

Â ¡ x i

¶ 2

¡ x i ¡ Â)

+

for many random points (x i ; yi ) 2 E , and we need to ¯nd the hidden point
(Â;Ã) 2 E . The (heuristic) analysis from Section 3.4 can be applied to this
problem too, and it suggeststhat ECHNP can be solved for ± > 3=5. This would
mean that given an algorithm that computesthe top 3=5 fraction of bits in (the
x-coordinate of) the ECDH secret, one can devisean algorithm to compute all
the bits. However, since the analysis in Section 3.4 is only a heuristic, one does
not immediately get a proof of bit-security for ECDH.

We leave further details to a subsequent paper, but mention that while we
wereable to convert the heuristic analysis into a formal proof in somecases,the
result that we get is very weak: We can only prove that for somesmall constant
² ¼ 0:02, computing a (1¡ ²) fraction of the bits in the ECDH secretis ashard as
computing them all. This is related to a recent result of Boneh and Shparlinksi
[5] which shows that if ECDH is hard on somecurve E then there is no single
e±cient algorithm that predicts one bit of the ECDH secret for many curves
isomorphic to E . Our result applies to blocks of bits (rather than a single bit),
but is stronger than [5] in the sensethat it applies to a speci¯c curve rather
than a family of curves.We show that if ECDH is hard on a speci¯c curve then
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the top (1 ¡ ²) fraction of the bits of the ECDH secreton that curve cannot be
e±ciently computed.
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