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Abstract. We study a classof problems called Modular InverseHidden
Number Problems (MIHNPs). The balsic problem in thiggrlass is the
following: Given many pairs x;; mshc (®+ x;)' * mod p for random
Xi 2 Zp the problem isto 'nd ® 2 Z, (here msh(x) refers to the k
most signi cant bits of x). We describe an algorithm for this problem
when k > (log, p)=3 and conjecture that the problem is hard whenever
k < (log, p)=3. We show that assuming hardnessof somevariants of this
MIHNP problem leadsto very excient algebraic PRNGs and MACs.

Keyw ords: Hidden number problems,PRNG, MA C, Approximations, Mod-
ular inversion, Lattices, Coppersmith's attack

1 Intro duction

In recen yearsseeral new complexity assumptionswere usedto construct ex-
cient cryptosystems. The Decision Dite-Hellman assumption (DDH) was used
to construct chosenciphertext secureencryption [7] and number theoretic pseudo
random functions [15]. The Strong RSA assumption was usedto construct ex-
cient signature schemes[10,8]. In this paper we introduce a new classof alge-
braic complexity assumptionswhich we call the Modular InverseHidden Number
Problem (MIHNP). Using MIHNP we construct an excient number theoretic
PseudoRandom Number Generator (PRNG) and an excient MAC. The basic
step in evaluating the MAC and the PRNG is one modular inversion modulo a
moderate size prime. No expensive exponertiations are needed.

To describe the basicMIHNP we intro ducethe following notation that will be
usedthroughout the paper: For an m-bit prime pandy 2 Z, we usemsb,(y mod
p) to denote any integer Y 2 Z, satisfying jY i yj < p=2%. In other words, Y is
an approximation to y that (usually) matchesy on the k most signi cant bits.
We write mshy (y) wherethere is no ambiguity about the modulus p. In addition,
throughout the paper we de ne the inverseof 0 2 Z, to be 0. We consisterily
use Greek characters to denote hidden values.

MIHNP. An instance of the basic MIHNP problem is asfollows: let p be a "xed
m-bit prime and k; n be positive integers. Let ® be a random hidden elemen
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of Z,. We are given p;k, and  Xx;; msh<(®+1xi) for random values X1;:::;Xn.

The problem is to 'nd ® The +MIHNP assumption states that there is no
polynomial time algorithm for the Basic-MIHNP problem whenewer k < +m.

In other words, given many approximations to (®+ x;)i * mod p for random
Xi 2 Zp the problemisto nd ®. The parametersm; n; k are security parameters
for the problem. Note that when n > 2(m=k) the hidden number ® is uniquely
de ned with high probability and consequetly there is a unique answer to this
problem. We shaow a lattice-based algorithm, that solvesthis problem whenk >
m=3. We also explain why this algorithm does not extend to solve it for k <
m=3. As our algorithm represerts the current state-of-the-art in lattice reduction
techniques, we conjecture that suc techniques cannot be usedbeyond the m=3
bound. More generally, we conjecture that the +-MIHNP assumption holds for
any =< 1=3. In the next sectionwe intro duce seweral variants of MIHNP that are
useful for cryptographic constructions. We also show that the MIHNP problem
has a simple limited random self reduction.

MIHNP is closelyrelated to seweral other Hidden Number Problems (HNPs).
Hidden number problems were introduced in [4] where they were usedto prove
the bit security of the Dite-Hellman secretin Z,. The standard HNP is as fol-
lows: let ® 2 Z, be a hidden random number. Given mshy (® ¢x; mod p) for
random Xi;:::;Xn 2 Zp the perIem is to nd ®. The standard, HNP can be
exciently solved when k = O(' jpj), and this solution forms the basis of the
bit-security result in [4] (as well asan attack on weak versionsof the Digital Sig-
nature Algorithm (DSA), see[13]). This is in corntrast to MIHNP which appears
to be hard even when k is a constart fraction of jpj.

2 Appro ximate modular inversion problems

We intro duce several variants of the basic MIHNP and study their properties.
The “rst variant of MIHNP, which we call the Computational-MIHNP , is useful
for constructing a MAC.

Computational-MIHNP: An instance of the C-MIHNP problem is asfollows:
let p be a xed m-bit prime and k;n be pgsitive integers. ket ® be a random

hidden elemert of Z,. Wearegivenp;k, and x;; mshy ﬁ§+lxi ) for ran%omvalues

X1;:::;Xn. The problem is to construct another pair x; msbK(®+1X) for some

X 6 X;. The +-CMIHNP assumption states that there is no polynomial time
algorithm for this problem whenewer k < +m.

Although we cannot prove the equivalenceof this problem to the basic MI-
HNP, we do not know of an algorithm for solving it without “rst discovering the
secret® from the giveninput. The secondvariant, which we call the Decisional-
MIHNP is useful for constructing PRNGs.

Decisional-MIHNP:  An instance of the D-MIHNP problem is asfollows: let p
be a 'xed m-bit prime and k; n be positive integers.Let ® be a random hidden
elemert of Z,. We are given p and k. The problemis to distinguish the following
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two ensenbles:

Y Y
x1;msh (s35); 11 Xnsmsh(s35)  and
Y Y
x1;mshe(r1); ::i; Xnrmshe(rn)
where ®;X1;:::;Xn; 1,010, are chosenuniformly at random in Z,. The *-

DMIHNP assumption states that no polynomial time algorithm can distinguish
thesetwo ensenbles with non-negligible advantage whenewer k < +m.

As before,we cannot reducethis problem to either of the previous problems,
but we know of no algorithms for D-MIHNP , other than “rst "nding the hidden
elemen ®. In a sense,it seemsthat the tools that we have for designing algo-
rithms for these problems are too crude to distinguish betweenthese variants.

This situation is somewhatanalogousto the situation with the variousdiscrete-
logarithm assumptions. The basic MIHNP can be viewed as an analog of the
Discrete-Log Problem (DLP): given g® mod p 'nd the hidden number ®. Just
as DLP is often insutcient for cryptographic constructions, we need stronger
assumptions that the basic MIHNP for the constructions in this paper. The
C-MIHNP can be viewed as an analog of the Computational Dite-Hellman as-
sumption (CDH), and D-MIHNP is the analog of the Decision Dite-Hellman
assumption (DDH). As is the casewith the various MIHNP problems, we also
do not have reductions betweenthe various discrete-log problems, yet the only
algorithms that we know for solving any of them involve solving discrete-log.

2.1 Random self reduction for MIHNP

The MIHNP problem hasa simplelimited random selfreduction amonginstances
modulo the same prime p. The reduction shaws that for a prime p if "nding
®2 Z, is hard for a worst case® then it is also hard for a random ®2 Z,,.

Supposethere is an algorithm A that solvesthe Basic-MIHNP problem with
probability 2, where the probability is taken over the choice of the x;'s and
also over the choice of ® We shaw that this implies an algorithm B for solving
Basic-MIHNP that works for any "xed ® with probability 2, wherethis time the
probability is over the choice of the x;'s only.

Note that if the original MIHNP instance correspondsto the hidden number
®, then the newinstancewill correspond to the hidden number @ = ®; r, which
is random and independert of the x;'s. It follows that with probability 2, the
algorithm A indeed returns @, and then B can add bad r to recover ®.

We call this a limited random self reduction, since we only randomize the
solution ®, and not the elemens x1;:::;Xn. The computational MIHNP and
decisional MIHNP have similar limited random self reductions.
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3 Security analysis of the MIHNP

In this section we analyze the security of MIHNP. We shav how to apply the
currently known technology in algebraic cryptanalysis to MIHNP, and demon-
strate the limitations of that technology when applied to this proglem. We know
of no better way to distinguish the pairs x;; msh((®+ x;)i ) from random,
other than to actually recover the secret® (and use the knowledge of this to
verify the bits), and sothis is the problem we address.That is, we assumethat
we have a system of equations

(®+ xj)(bh +23)=1 (modp) i=0;::;n (1)

where® 2 Z, isthe (large, secret)variable we aim to discover, the x;'s are known,
but randomly chosenelemeris of Z, the b's are the known most signi cant
bits, and the 2; are variables that correspond to the unknown low order bits,
sowe have j2;j - 2™i ¥ for all i. Obsene that oncewe nd any of the 2;'s we
can discover the secret® immediately, from the fact that ® = 1=( + 2;) | X
(mod p). However, as we shall see,typically we nd all the 2; simultaneously, or
none at all.

We attempt to solve MIHNP using lattice techniques. We set up a lattice
that incorporates the relations from Eq. (1), so that the bound on the size of
the 2;'s will correspond to somesmall vector in the lattice. If we can make the
argumert that this vector is by far smaller than any other vector in this lattice,
then we could usethe LLL lattice reduction algorithm [14]to 'nd it, thereby
recovering the 2;'s. This framework was usedin [4] to solve the original HNP.

Looking at Eqg. (1), howewver, we nd that these relations cannot be used
directly to set up a lattice. The reasonis that ead of these relations has a
term of the form ® ¢2;, where ® is unbounded (i.e., it can be as large as p),
and the 2;'s change from onerelation to the next. To usein a lattice, one must
“rst \linearize" theserelations, and doing sowould intro duce a new unbounded
variable for ead of the products ®?;. (We stressthat current technology hasno
problem handling either changing small unknowns suc asthe 2;, or xed large
unknowns such as®. It is the product of the two that makesthis problem hard.)

We are therefore forced to eliminate the unknown ® from the relations of
Eq. (1), before we can usethem to set up a lattice. Given the n + 1 relations
from Eq. (1), we eliminate the unknown ®, and produce n relations of the form:

(Xi i Xo)(lo+ 20)(a+2)i (p+2)+(h+2) =0 (modp) 2

These relations are already in a form that is amenablefor usein a lattice,
and we can apply to them (an extension of) the techniques from [6,12], as we
now explain. We start by re-writing the left hand side of Eq. (2) asa polynomial
in the unknowns 2, and 2;, namely:

fioi2) ' (xii X0)%0% + (bo(Xii X0)*1) 2 + (B (Xii Xo)i 1)% + (boh(X1i Xo))

Notice that the coezxcients of this polynomial are known to us (since we know
all the b's and x;'s), and therefore we can set up a lattice basedon their values.
To simplify notation, we denote below f;(2p;2;) = Aj2e? + Bj% + Ci%g + D;.
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3.1 First attempt: a linear approac h

As a rst attempt at a solution, we setup alattice of dimension3n+ 2 asfollows.
The lattice is spannedby the rows of a real matrix M that has the following
generalstructure:
" - H £ R‘IT

oP
where E and P are diagonal matrices of dimensions(2n + 2) £ (2n + 2) and
n £ n, respectively, and R is a (2n + 2) £ n matrix. Each of the rst 2n + 2
rows of M is assaiated with one of the terms in relations from Eq. (2) (i.e., the
constart term, the terms 2;, and the terms 242;), and ead of the last n columns
is assaiated with one of the n relations.

The matrix R incorporates the relations themseles. The (i; j) erntry in this
matrix is just the coezcient in the j'th relation of the term corresponding to
row i. The diagonal entries of the matrix P are all equalto p, and the diagonal
erntries of the matrix E correspond to the bounds on the terms assaiated with
ead row. Speci cally, if the term which is assaiated with row i is bounded
by B, then entry (i; i) in E is equalto 1=B. That is, the row corresponding to
the constart term has diagonal entry 1, rows corresponding to 2; have diagonal
entries 1=2™Mi ¥, and rows corresponding to 22 have diagonal ertries 1=22(Mi k),
An example for the matrix M for n = 2 is givenin Figure 1.

row corresponds to

O1 0 0 0 0 0 D1D21::::::1
02¢i™ 0 0 0 0 CiCrkiiiii: o2
0 0 2™ o0 0 0 By 0G:::::: 2
_Bo 0o o0 2xim 0 0 O0Bxk:i:i:i::: 2
M=Bo o 0 o0 22kim g A; O &I 242
1 O il 0°1
0 0 0 0 0 22kim g A,Eiiiiii %2
0 0 0 0 0 0 p 0
00 O O 0 0 0 p

Fig. 1. The matrix M for the casen = 2.

We can now view ead one of the relations of Eqg. (2) as holding over the
integers, by explicitly introducing the appropriate multiple of p. Namely, we
have:

Ai%o?% + Bi?% + Ci?%g+ Dj + p¢- ;=0 (3)

From the way we constructed this system of n polynomial relations, we know
that it hasan integer solution 2; = g;-; = k; in which all the ¢'s are bounded
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below 2Mi K. Let v be a (3n + 2) integer vector cortaining the values of all the
terms in our system of equations, accordingto this solution. Namely, we set

def

v = hl ey; :i1; €n; €€1; 11; €€n; Kip il Kni
It follows that for this integer vector v we get:
D E
_ 4. & 0 & &8 &6
VOM = L ST S S ami iy s O 0 O

Thus, the lattice point v ¢M hasonly 2n + 2 nonpzeroertries, and ead of these
is lessthan 1, soits Euclidean norm is lessthan = 2n + 2.

On the other hand, it is easyto seethat the determinant of the lattice
L (M) equalsp"=2(mi K)@n+1) 'somaking useof the Gaussianheuristic* for short
lattices vectors, we expect that our vector is the shortest point in L(M) aslong
as 3

Ponv2 . Panwa 2k men g

" 1=@3n+2)

(4)

Whenewer this condition is met we will assumethat an adversary canrecover the
vector v using lattice reduction methods such asLLL (although we note that in
practice, the adversary may not nd this that easyunlessv ¢M is the shortest
vector by a substartial margin).

Substituting p % 2™ into Eq. (4) and ignoring low-order terms, this condition
is simpli'ed to 2 A 22m=3_ Therefore, this method can only be usedwhen the
number of bits of 1=(®+ X;) that we seeis more than 2m=3 (alternativ ely, when
the number of bits that we are missingis lessthan m=3). This givesan algorithm
for Basic-MIHNP when +, 2=3.

The dimension of the lattice. We remark that the samebounds (but no better)
could also be achieved from a lattice of smaller dimensionthat utilizes the fact
that v ¢M hasn trailing zeros.Howewer in this analysis we are only interested
in showing that there exist boundson m even for lattices of arbitrary dimension
(i.e. we e®ectiely allow the adversary the power to reduce lattices of arbitrary
dimension). This meanswe can ignore exciency issuesregarding the dimension
of the lattice, and opt for the easierway to describe and extend the lattices
(as above). This assumptionis particularly important to note in the subsequeh
section where the dimension grows exponertially in n.

3.2 Making use of multiples

To improve upon the bound of m=3, we apply a technique due to Coppersmith
[6] to make better use of the relations in Eq. (2). Namely, instead of using only
theserelations in our lattice, we can usealsorelations that are derived by taking

LIn fact, it is possibleto prove rigorously, that when the x;'s are chosenat random,
the vector v ¢M is (with high probabilit y) the shortest vector in L(M ). This proof
will appear in the full version of this paper.
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products of them. For example,sincewe havef 1(2¢;21) = 0andf,(%p;22) = 0, we
alsoknow that 2,f1(2¢;21) = 0, and alsof 1(2p;21) ¢f 2(%0;22) = 0. Moreover, since
the original relations hold modulo p, then the last relation holds also modulo p?.

Of course, these additional relations introduce new terms that were not
present in the original one. (For example, the relation f,f, = 0 from above
has a term 2(2,2,, which we did not have in the original system.) Nonetheless,
we hope that weighing the additional relations against the additional terms, we
would be able to get a better result. Hence, our goal here is to add as many
relations as possible, while keepingthe number of additional terms as small as
possible.

Oncewe decideon a set of relations to use,we construct the lattice in exactly
the sameway asabove. Namely, if we haver relations and t terms, we construct
a(r+t)£ (r+t) matrix M with the samestructure asabove. That is, the top
left t £ t sub-matrix E is diagonal with ertries that correspond to the (bounds
on the) di®erert terms, to its right we put at£ r matrix R that correspondsto
our relations, and at the bottom left we put a diagonal matrix P that would take
care of the modular reductions. One di®erenceis that now, if the i'th relation
holds modulo p', then the corresponding diagonal ertry of P will be p' (rather
than just p).

Constructing a lattice The key aspect of this approad is to choose which
relations to put in the lattice, and to analyze the parameters achieved by this
lattice. Below we think of the processof adding relations to the lattice as hap-
pening in phases.In phased, we add to the lattice relations that are obtained
by multiplying up to d of the original relations. These new relations look like
f;, ¢¢ef;, = 0 mod p? for some0 < iq;:::5ig - n.

We note that oncewe have in the lattice somerelations (and all their terms),
we might aswell add other relations that useonly terms that already appear in
the lattice. For example,if we have the relation f 1f, = 0in the lattice, we might
aswell alsoadd the relation 2,f, = 0, sinceewvery term that appearsin 2;f, must
already appearin f 1f, (becausd ; includesthe term 2,). Therefore,oncewe have
f1f, and all its terms, we can add 2;f, \for free". The only exception is that
we have to make sure that the relations in the lattice are linearly independert.
For example, once we have in the lattice the relations f,;2yf,;2:f, and ff,,
we cannot add also the relation 2(¢2:f,, asit is linearly dependert on the other
relation, by the equality fifo = A12921f5 + B121fo + C120f2 + D4f5.

Notations and conventions. In the analysisbelow we talk about the \w eight" of
relations or terms. The weight of a relation is the number of original relations
that are multiplied. For example,the relation 2,f, = O hasweight 1,andf;f, =0
has weight 2. We note that if a relation has weight i, then this relation holds
modulo p' (but not necessarilymodulo p'*!). The weight of a term is just its
degree.For example,the weight of 232, is 3. With this notation, the determinant
of the lattice is proportional to the total weight of all the relations, and inversely
proportional to the total weight of all the terms that are usedin theserelations.
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More precisely when p is an m-bit prime, and the bound on the 2;'s is 2™i ¥,
(i.e., the number of bits of 1=(®+ x) that we seeis k), the determinant of the
lattice is roughly omaweight(relations) i (mj k)weight(terms)

Recall that our goal is to maximize the determinant (since this would im-
ply that the lattice is unlikely to have short vectors, other than the one cor-
responding to our solution). Below we show, however, that we always have
weight(relations) - 2weight(terms) =3. Therefore, to get det(L) > 1, we must
havemi k < 2m=3.

The relations. In this analysis we assumethat the number n of the original
relations can be made as large as we want. Since we aim to show that the
approad is bound to fail beyond 2m=3, we can make this assumption without
loss of generality (as adding relations can only help the algorithm). When we
analyzeqp%se(i‘l, e assumethat n A d, sothat }/v%get a good approximation of
the sum |, | by taking just the last term, § . ¢

The relations that we add in phased are all the '3 relations of weight d,
that are obtained by multiplying d distinct relations (from the original n), and
then adding all the relations that are now \for free". We again note that since
n A d, then a vast majority of the relations in phased are of this form.

Analysis. We start by analyzing the weight of the terms. Sinceead f; hasall
the possibleterms for a multi-linear function in 2g;2;, it follows that a product
of d distinct f;'s have all the possibleterms with degreeat most d in 2, and at
most 1 in all the other 2;'s.

We group the terms accordinqtto the number of 2;'s other than 2¢ in them.

Clearly, we have exactly (d + 1)'? terms with exactly j 2;'s other than 2. (We
have '? ways to choosethe 2;'s, and then 2, can have any degreebetween0 and
d.) The weight of theseterms rangesfrom j (if the degreeof 29 is0) to j + d (if
the degreeof 24 is d). Therefore, the total weight of all the terms is

xd bu 1l l
weight(terms) = j ¢j + (j + 1)+ ¢ee+ (j + d))
j=0
yd HH T 1
=7 e G+ D)
j=0 J 2

Bedcalli ngw tlhqg we assumethat n is large enough with respect to d, so that
n

i | = 5 (1+ o(1)). This implies that also

T
weight(terms) = 3 (d+ 1)(3d=2)(1 + o(1))

i.¢
By the sameargumert, the number of terms is (d + 1)'2 (1 + o(1)).
We now proceedto analyze the weight of the relations. First, obsene that
we cannot have more relations than terms in the lattice, since otherwise we
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get linear dependencies.Thus, there are at most (d + l)| 3¢(1 + 0(1)) relations.
Moreover, the weight of ead of theserelations cannot be more than d, sincein
phased we only multiply up to d of the f;'s. Therefore, the total weight of all
the relations is bounded by
H 1
weight(relations) - d¢(d+ 1) (1 + 0(1))

In fact, it is possibleto show that this, b@und is tight, and the total weight of
the relations that we get is at least d2' ” . We concludethat in our lattice we
must have

weight(relations) ~ d¢(d+ 1)i3¢(1+ o) 2
weight(terms) N(d+ 1)(3d=2)(1 + o(1)) 3

+ 0o(1)
(We remark that a more careful analysis can even shav a bound of 2=3 0(1).)

3.3 Conclusions from the analysis of MIHNP

We showed that the Basic-MIHNP problem can be exciently solved whenewer
we are given more than 1/3 of the bits of (®+ x;)i * mod p. The analysisdoesnot
extend beyond 1/3. (Moreover, near 1/3 the dimension of the lattice makesit
completely infeasibleto reduce.) For this reason,we conjecturethat this problem
is hard whenwe are given lessthan 1/3 of the bits evenif a large number of ran-
dom samplesx; are given. That is, we conjecturethat the +-MIHNP assumption
holds whenewer £ < 1=3.

3.4 Other variants of MIHNP

The tools that we devisedto analyze the MIHNP can be usedalso to analyze
similar problems. For example, in Section 4 we will be interestedin a problem
where we are given pairs (Xj;” =(®+ x;) mod p); i = 1:::n, and we need to
recover both ® and . The corresponding relations that we get are

(®+ xi)(b + 2)=" (mod p) =0

Again, we have a problem with the terms ®?;, but whenwe eliminate ® asbefore,
we would getterms ™~ 2;. Hence,to be ableto setup a lattice we needto eliminate
both ® and ~. More generally we may considerrelations of the form

X
Rit (Xio* Vio%)+  (Xj +Yj2)§ =0
j=1
where the x; 's and y; 's are random and known, the ®'s are unknown and
unbounded, but commonto all theserelations, and ead 2; is an unknown unique
to relation i, but for which we have some bound. As before, the terms 2;®
cannot be handled by standard lattice reduction techniques, so we needto rst
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eliminate the ® 's. We now shaw that if we needto eliminate r such \un bounded
variables", then the lattice-reduction techniques from above can only be used
when k=m > r=(r + 2) (i.e., the number of hidden bits is lessthan m ¢%. Note
that for MIHNP we haver = 1, and indeed we got the bound k=m > 1=3. For
the caseabove of two variables, we get k=m > 1=2. Hence,this problem is harder
than MIHNP in the sensethat it can only be solved when + = k=m > 1=2.

Assumethat we are given given n+ r relations. We can seta linear systemin
the r unknowns®; :::® andr relations Rp+1 ;:::;Rn+ ¢, Solvefor the unknowns,
and then substitute the solution in all the other n relations R; ::: R, (ead time
multiplying by the common denominator, to get a polynomial relation rather
than a rational one)2

Using Cramer's rule for the solution of a linear system, it is easyto verify
that the terms that we substitute for the ®'s are multi-linear in 2,41 @112+
Hence,after eliminating the \un bounded variables”, we are left with n relations
fi = 0;i = 1:::n, wheref; is a multi-linear relation in 2;;2,+1 :::2,+,. These
relations are the oneswe useto set-up a lattice.

As we did for MIHNP, we set-up a lattice not only using the f;'s themseles,
but also using products of them. As before, we userelations that we obtain by
multiplying d distinct f;'s (for someparameter d, and under the assumptionthat
n A d). A product of d such f;'s is a relations

P(Zi, ;2,002,201 5 %04r) = 0

where p is multi-linear in the 2;;'s, and has degreed in 2p.1 11124, We want
to count the total weight of the terms and relations in this lattice. As we know,
if n A d, then it is suzcient to consideronly theseterna;s that include exactly
d distinct ¢'s, other than 2,4, :::24+,. Sothere are '; ways of choosing the
2;,'s, and for eat choice we have (d + 1) pOSS|bIecorTb|nat|ons of the degrees
of 2,41 111254 . Namely, for a speci ¢ choiceof 2;,;2;,;::;;%,, the terms that we

get are exactly all the terms in the expression
(3, ¢, ¢ee?,) ¢l(1+ 20,0 + GO0+ 29, ) GOC (1+ 2,4, + COC+ 2 +r)

This meansthat for this choice of 2;, 's, we have (d + 1)" terms, and the weight
of theseterms vary betweend and d + rd. The total weight of all theseterms is

xd xd
(d+ ki + ko + :::ky) = (d+ 1) ¢(d+ rd=2)
k1:0 k2:0 kr:O

i ¢ i.¢
Therefore, we have 'g (d+ 1) terms, of total weight "; (d+ 1) ¢d(1 + r=2).
On the other hand, we cannot have more relations than terms, and the weight
of a relation cannot be more than d, so the total weight of the relations is

2 Clearly, this is not the only way to eliminate the unbounded variables. For example,
we can solve di®erert sets of relations for these unknowns, depending on the relation
to which we want to substitute. However, tracing through the arguments below, the
method we use here seemsto give the smallest number of terms.



46 Dan Boneh, Shai Halevi, and Nick Howgrave-Graham

i ¢
at most 'g (d+ 1)" ¢d. (This bound is tighti @nce it can be shown that for
random relations, the total weight is at least g (d+ 1)" ¢(dj r).) Recall that
the determinant of our lattice is roughly 2m ®eight(relations) i (mi k)eweight(terms) Tq

get the determinant above 1, we therefore must have

Hnﬂ Hnﬂ
me , (d+1d>(mi ke o (d+ 1 dL+r=2)

which meansthat m > (m k)(1 + r=2), or k=m> r=(r + 2).

4 Cryptographic applications

The apparert intractabilit y of MIHNP, suggestghat it may be usefulasthe basis
for cryptographic applications. Indeed, we shov below how to usethe decision-
MIHNP assumption and the computational-MIHNP assumptions, respectively,
to get an excient pseudorandomgeneratorand a MAC.

4.1 Pseudorandom generator

The decision-MIHNP immediately suggestsa construction of a PRNG. The input
to this generator would be \the secret" a, and n random points X1::Xn 2 Zp.
The output would be the points x;::x,, together with (say) 1=4 of the bits of
1=(a+ x;) mod p for all i. More precisely we have the following system:

Parameters. The parametersof the systeminclude an m-bit prime p, and two
other parameters,n and k, wherek speci es how many bits of 1=(a+ x) we
output, and n speci es how many x'eswe have in the input of the generator.
These parametersare discussedin more details below.

The generator. On parametersp;n and k, the generator input is a sequence
(X1;:5%Xn;@) of n+ 1 elemerts in Z,. The output is the sequence

1

)

G(a.x ey )d_ef “X ey meK( 1 )meK( 1
s ALy ey n - 1y ==y An, a+ Xl g seny a+ Xn

The security of this generatorfollows immediately from the decision-MIHNP
assumption. We note that this is a pseudorandomnumber generator, but not
pseudorandombit generator, since the output distribution is not the uniform
one. There are standard techniques for transforming this to a pseudorandom
bit generator. Any of a number of standard extractors could be used for this
purpose[16,11].

Prop osition 1. Under the D-MIHNP assumption, G is a secure pseudoandom
geneator.

One point worth mertioning is the re-keying of the generator from the previ-
ousoutput. It is well known, see[3], that it is secureto do this, if the underlying
generator is itself secure.In our casethis meansthat we may x the xi;::; Xy
onceat the start of the whole procedure,and then usejust the mshy (1=(a+ x;))
part of the output to re-key a and form the output bits of the PRNG.



The Modular Inversion Hidden Number Problem 47

Parameters and performance The parametersm (the size of the prime p)
and k (the number of bits to output from ead 1=(a+ x;)) must be chosensud
that solving the MIHNP with k output bits modulo a prime of sizejpj = m is
infeasible. More precisely if we assumethat the threshold for feasiblesolution is
when the adversary sees, m=3 of the bits of 1=(a + x;), and we want security
level of 2", we needto make sure that our generator outputs at most m=3; r
of the bits. This meansthat we have a tradeo® betweenthe number of the bits
that we output (which is related to the expansionof the generator) and the size
of the prime that we work with.

A reasonablesetting is to setr = k (i.e., output as many bits of 1=(a + Xx;)
as our security parameter). With this setting, we should choosem sothat k -
m=3;j k, namelym , 6k. (Another constraint is that to get security level 2", we
must hide at least 2r bits of 1=(a + X;), to avoid birthday-type attacks. In the
current setting, however, this constraint is subsumedby the previous one.) An
invocation of the generator G stretchesa random input of length (n + 1)m bits,
into a pseudorandomoutput of length n(m + k) bits. Hence, ead invocation
generatesnk | m pseudorandombits.

For a numerical example, assumethat we want to get security level of 28°.
We then setm = 6¢80= 480and k = 80 (i.e., we work with a 480-bit prime,
and output 80 of the bits of 1=(a+ x;)). With theseparameters,ead invocation
of G generates80n j 480 pseudorandombits (so we must choosen > 6 to get
any expansion).In our example belov we usen = 10.

A naiveimplementation of this generatorwould require n modular inversions
to compute msm(ﬁ);i = 1::n. Therefore, the cost of this implementation
is roughly k bits per inversion (for a suzciently large n). Keeping with the
numerical example above, choosing, for example, n = 10, the size of the seed
(which is the amount of state we keep) is 4800 bits (= 600 bytes), and we get
nk i m = 320 pseudorandombits at the cost of 10 inversions, or 32 bits per
modular inversion. Keeping a larger state results in more bits per inversion. For
example, setting n = 20, we have 9600 bits (= 1200bytes) of state, and we get
1120bits at the cost of 20 inversions,which is 56 bits per inversion.

Even this naive implementation is already quite fast. With a careful imple-
mertation, the cost of modular inversion can be as small as only a few multi-
plications [1]. Moreover, sincewe work in a relatively small eld, the operations
can be quite fast. Finally, we note that the modular inversionsare independen
of eat other, soit is trivial to parallelize this computation.

Speedup via batc hing. One way to speed up the computation, is to trade
modular inversionsfor multiplications by using batching. The idea, rst discov-
ered by Peter Montgomery, is & follows: To compute 1=(a + x;);i = 1::n, we
‘rst compute the product 4= =, (a+ X;), then irwert only this product to get
it mod p, and nally compute 1=(a+ x;) = ¥ 1¢~ . (a+ x;). It isnot hard to
seethat onecan compute all the values1=(a+ x;) usingonly 3(nj 1) multiplica-
tions and one modular inversion. (For this, one needsto keepin memory up to n
intermediate valuesduring the computation.) If inversionis more expensive than
three multiplications (as is the casefor all the multi-precision software libraries
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that we know), then this implementation will be more excient than the na&ve
one.

Back to our numeric example,with n = 10 we get 320 bits for one inversion
and 28 multiplications, which is about 11 bits per multiplication. With n = 20
we get 1120 bits for one inversion and 58 multiplications, which is roughly 19
bits per multiplication. Hence, our generator is more excient than other alge-
braic generators, e.g. the pseudorandomgenerator due to Gennaro [9] which is
basedon the problem of discrete-logwith small exponert. The generator of [9]
generatesapproximately one pseudorandombit per multiplication. Furthermore,
Gennaro's generator usesa much larger prime “eld. Other algebraic generators,
such asthe Blum-Blum-Shub generator [2], generatea small number of pseudo-
random bits per multiplication modulo a much larger modulus than the one we
use. The exact comparison of our generator to BBS dependson the number of
bits per round output by the BBS generator.

Even faster variants We canincreasethe speedeven further by slightly mod-
ifying the generator itself. Below we describe two such modi cations.

Re-de ning the output. To speedthe batching implementation, we change the
output of the generator, sothat it would be easierto compute this output from
the intermediate value ¥ ! that we get during the computation. Speci cally, we

set u . LT
GYa;x1; 1 %n) & X135 X0 MSbi(30); 21 msbi ()

wherethe %'s are de ned by % = Qigj (a+ x).

We stressthat the security of G° does not seemto be equivalert to our
original D-MIHNP problem. Rather, this generatorde nesyet another variant of
D-MIHNP . Still, the analysisfrom Section3 appliesin exactly the samemanner
to this variant too.

Implementing G° using the batching technique takesonly 2mj 1 multiplica-
tions and oneinversion (and can also be parallelized easierthan with G). Hence,
in our numerical examplewe get 10 bits per multiplication for n = 8, or 28 bits
per multiplication for n = 20.

Using a harder MIHNP problem. Another possibility is to use harder variants
of MIHNP . For example, instead of using f ¢(x) = 1=(®+ x) as our underlying
function, we can usefg—(x) = ~=(®+ x) whereboth ® and ~ are secret.

(We mention in passingthat just like the original MIHNP, this variant too
has limited random self-reducibility (in ® and ). This is becausewe can set
yi = (x; + s) ¢ri * and then we have &y - W. For any xed ®;, (with
" 6 0), if we chooser;s uniformly at random (with r 6 0) then ®r + s; 1 are
uniformly random and independert.)

From the analysisin Section 3.4, it follows that this problem is infeasibleto
solve when the number of \missing bits" is more than m=2 (as opposedto 2m=3
for the original MIHNP). This meansthat we may be able to output as many
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asm=2; r bits for security level of 2". Assuming that we still setr = Kk, this
argumert suggestghat we must setm (the sizeof our prime) sothat k - m=2; Kk,
orm , 4k.

Each invocation of the generator now stretches m(n + 2) random bits into
n(m + k) pseudorandombits, sowe get nk j 2m pseudorandombits per invoca-
tion. For a numerical example,to get security level of 28°, we choosem = 320,
and k = 80 (i.e., work with a 320-bit prime and output 80 bits of =(®+ X;)).
Working with n = 10, we have 3840 bits of state and 160 bits per invoca-
tion (same as for the n = 8 example from above). Howewer, this generator
doesroughly 25% more operations, but in a smaller eld (jpj = 320 instead of
ipi = 480), sowe expect it to be nearly twice asfast. Similarly, usingn = 22 we
get 1120bits per application with state of 7040bits, which is the samenumber
of bits per invocation, and somewhat smaller state than the n = 20 example
above. Again, we do 10% more operation over a smaller "eld, sowe expect the
overall running time to be roughly twice as fast.

4.2 Message authen tication code

The computational-MIHNP directly implies an etcient \w eak MAC", secure
under known (random) messageattacks. The parameters p and k are chosen
just as for the generator, and the secret MAC key is an elemen ® 2 Z,,. To
authenticate a messageA, one adds the authentication tag

1

MA Ce(A) = msbK(®+ <

)

Prop osition 2. Supmsethe +-Computational MIHNP assumptionholds. Then
when k < #log, p) the alove MAC is secure under known (random) message
attacks.

The proof is immediate. The cost per MAC computation is thus just one
modular inversion. Moreover, if we needto compute MAC for many messages
X1::Xn, We can usethe samebatching trick from the previous sectionto speed
up this computation.

The \weak MAC" above can be converted to a MAC secureagainst chosen
messageattack, using standard techniques. For example, one could apply the
MAC to a random string r and then use a one-time signature basedon r to
sign the messagex. However, thesegenericcorversion techniques (from security
against a known messageattack to security against a chosen messageattack)
make the MAC much lessezxcient. We do not know whether the MAC from
above is by itself secureagainst chosen messageattack. This would require a
version of the computational MIHNP assumption, where the x;'s can be chosen
by the attacker. Currently we cannot tell whether this chosenmessageMIHNP
problem is intractable.
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5 Conclusions and open problems

In this paper we proposedthe MIHNP , and variants thereof, as new and poten-
tially hard mathematical problems. We preserted a few excient cryptographic
constructions basedon these problems. To justify the hardnessof these MIHNP

problems we used the most up-to-date lattice analysis techniquesto solve MI-

HNP and even allowed the attacker the power to reduceinfeasibly large lattices.
Our bestalgorithm works whene\er the fraction of given bits is greater than one
third of the length of the modulus. However, the lattice basedapproac does
not extend to solve the MIHNP when lessthan a third of the bits is given. We
therefore conjectured the MIHNP is hard in this case.MIHNP is an interesting
and excient building block for cryptographic systems.It clearly desenesfurther
study.

One particularly interesting question to answer is how much easierthe MI-
HNP problem becomesif the x; are not randomly chosen, but adversarially
chosen. If the Computational-MIHNP remains hard when the x;'s are chosen
adversarially then we obtain an excient MAC from MIHNP. Also, it is very
interesting to see whether any non-lattice approaces shed any light on the
hardnessof these MIHNP problems.

Lastly we mertion that the analysiswe have usedfor MIHNP, can be heuris-
tically applied to certain modular polynomials arising from using the Dite{
Hellman protocol with elliptic curves (ECDH). As wasrecertly donein [5], we
may apply our resultsto proving statemerts on the bit security of ECDH. Specif-
ically, to prove the bit security of ECDH on a speci ¢ curve E, it is suzcient to
solve the following hidden-number problem (called ECHNP): We are given

i M % [P *
(xi;yi); msby(

Aj X

for many random points (xi;yi) 2 E, and we needto nd the hidden point
(A;A) 2 E. The (heuristic) analysis from Section 3.4 can be applied to this
problem too, and it suggestsghat ECHNP can be solved for + > 3=5. This would
meanthat given an algorithm that computesthe top 3=5 fraction of bits in (the
x-coordinate of) the ECDH secret, one can devisean algorithm to compute all
the bits. Howewer, sincethe analysisin Section 3.4 is only a heuristic, one does
not immediately get a proof of bit-security for ECDH.

We leave further details to a subsequeh paper, but mention that while we
were able to cornvert the heuristic analysisinto a formal proof in somecasesthe
result that we get is very weak: We can only prove that for somesmall constart
21/,0:02,computing a (1 2) fraction of the bits in the ECDH secretis ashard as
computing them all. This is related to a recert result of Boneh and Shparlinksi
[5] which shaws that if ECDH is hard on somecurve E then there is no single
excient algorithm that predicts one bit of the ECDH secret for many curves
isomorphic to E. Our result appliesto blocks of bits (rather than a single bit),
but is stronger than [5] in the sensethat it applies to a speci ¢ curve rather
than a family of curves.We show that if ECDH is hard on a speci ¢ curve then
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the top (1 2) fraction of the bits of the ECDH secreton that curve cannot be
exciently computed.
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