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Abstract. In 1996, a new cryptosystem called NTR U was intro duced,
related to the hardnessof nding short vectorsin speci ¢ lattices. At Eu-
rocrypt 2001, the NTR U Signature Scheme (NSS), a signature scheme
apparently related to the samehard problem, was proposed.In this pa-
per, we show that the problem on which NSS relies is much easierthan
anticipated, and we describe an attack that allows etcient forgery of a
sighature on any message Additionally , we demonstrate that a transcript
of signatures leaks information about the secretkey: using a correlation
attack, it is possibleto recover the key from a few tens of thousands of
signatures. The attacks apply to the recertly proposed parameter sets
NSS251-3-SHA1-1,NSS347-3-SHAL-1,and NSS503-3-SHAL-1in [2]. Fol-
lowing the attacks, NTR U researders have investigated enhancedencad-
ing/v eri cation methods in [11].

Keyw ords: NSS, NTRU, Signature Scheme, Forgery, Transcript Analysis,
Lattice, Cryptanalysis, Key Recovery, Cyclotomic Integer.

1 Intro duction

Recerily, Ho®stein, Pipher, and Silverman introduced a public-key signature
schemecalledNSS(the \NTR U Signature Scheme") [9]. This schemeis related to
the NTRU cryptosystem, which was rst introduced at the CRYPTO 96 rump
session.An attack on NTRU was quickly found by Coppersmith and Shamir
(see[4]), which led the authors to adopt larger parameters, and reformulate the
underlying hard problem as a lattice problem. The current version of NTRU,
as published in [6], remains unbroken. NSSis also related to the problem of
“nding short vectors in certain lattices, and is an improvemert over an early
version [7] preseried at the CRYPTO 2000rump session.This version proved
to be insecure, which the designersobsened at an early stage. llya Mironov
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[14] made the sameobsenation independertly a few months later. Basically, it
appearedthat signaturesleakedinformation about the private key, which allowed
for statistical attacks.

To eliminate the disclosedweaknessesgertain adaptations were made, yield-
ing the schemedescribed in [9] and [8]. Unfortunately, thesesignaturesstill leak
information about the private key. More precisely it turns out that correlations
betweencertain coexcients in the signature and the private key are suxcient to
recover the ertire public key.

Moreover, and even more dramatic, is a direct forgery attack which enables
an adversary to sign arbitrary messagesvithout any knowledge of the private
key. While the °aw does not rule out potentially securefuture revisions, our
analysis shows that the scheme as preseried in [9], [8] and [2] is completely
insecure.

This paper is organized as follows. In section 2 we provide badkground and
describe NSSin more detail. In section 3 we describe the excient forgery proce-
dure. Next, in section 4 we explain how to recover the key by examining valid
signatures. In section 5 we discusssome revisions suggestedby the authors of
NSSto repair the signature scheme.

2 Description of NSS

Herewe review somemathematicsthat underlie NSS,and give a brief description
of the scheme. We refer readersto [9] and [8] for more detailed information.

2.1 Background Mathematics

The key underlying mathematical structure of the schemeis the polynomial ring
R=ZgX]=(X" i 1) )

where N and g are integers. In practice, N is prime (e.g., 251) and q is a power
of 2 (e.g., 128). Elements in R are polynomials of degree(at most) N j 1 and
with coexcients in the range (i g=2; g=2].

Multiplication in this ring is like ordinary polynomial multiplication, but
subject to the relations X N**k = Xk for any k , 0. This meansthat the co-
excient of X* in the product asbof a = ap+ ayX + :::+ ay; 1 XN ! and
b=lp+ X + i+ by, 1 XNilis

X
(amb) = alby: (2)

i+j=k mod N

The multiplication of two polynomialsin R is also called the convolution product
of the two polynomials. For any polynomial a 2 R, it is also cornveniert to intro-
ducethe convolution matrix of a asfollows: Let M4 bethe N £ N matrix indexed

With this represenation, the product of a and b can be also expressedas the
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will freely identify any polynomial with its corresponding row vector.
While the ring (1) may seemunnatural at rst, it is directly related to the
ring of integersin the cyclotomic “eld

QCn) = QIXJ=(X M1 1+ i+ X + 1): ®3)

This eld Q(3n) isa eld extention of the rational numbersQ, and hasa subring
of Algebaic Integers Z(3y ), analogousto the ordinary integersZ %2 Q. In fact,
the setof polynomials p 2 R with p(1) = 1isisomorphicto the integersZ(3y) %
Q(3n ), and the convolution product described abovein (2) is simply the ordinary
multiplication operation in this “eld.

This "eld has been extensiwely studied and has been proposed for use in
other cryptographic applications suc as factoring and as basisfor a public key
cryptosystem (e.g. [17]), and is likely to appear in further analysis of NTRU
related cryptosystems.However, further familiarit y with this “eld is not required
for the rest of this paper.

2.2 The NSS Signature Scheme

The public key of NSSconsistsof a polynomial h of degreeN j 1, and the private
key of the scheme consistsof two polynomials f and g with \small coexcients"
such that f oh = g, wherethe polynomials are elemerts of R = Z4[X]=(XN i 1),
and g and N are typically 128 and 251.

In order to describe the scheme further, additional parameters are needed.
Theseparametersinclude the integer p, which is typically chosento be 3, and the
integersds , dy and dn, whose suggestedvalues are respectively 70, 40 and 32.
The latter parametersare usedto de ne seeral families of polynomials denoted
by L(d1;dy), a notation that refersto the set of polynomials of degreeat most
N i 1 with d; coezxcients 1, d, coexcients | 1 and all other coezcients 0.

Key generation: Two polynomialsf and g are de ned as

f = f0+ pfl

g= 0ot PG

where fo and go are publicly known small polynomials (typically fo = 1 and
O = 1j 2X). The polynomial f; is randomly chosenfrom L(ds ;d;) and sim-
ilarly g; is randomly chosenfrom L(dg;dg). It is required that f be invertible
(i.e., there exists somefi ! with f afil = 1 mod ). This is true with very
high probability; in any casethe precedingstep may be repeated by choosing a
di®erert polynomial f;.
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Signature generation: To sign a messagepne transforms the messageo be
signedinto a messageepresenativ e according to a hash function-based proce-
dure sudh asthat described in [2]. This messagerepresettativ e is a polynomial
in L(dm;dm). The signer rst computes

W= m+ W+ pws

where wy; wy are two polynomials with small coexcients generatedat random
in a rather complex manner that is described in Appendix B. The signer next
computesthe convolution

s=f owmodq

and outputs the pair (m; s) asthe signature of m.

Signature veri cation: A signature (m; s) consistsof the messagen together
with the polynomial s of degreeN | 1, with coexcients reducedmodulo g. Signa-
ture veri cation dependson two further parametersD i, and Dnax (paper [9]
suggestsDmin = 55 and Dmax = 87, together with the parameters suggested
above), and upon the concept of Deviation. Given two polynomials, A and B

of degreeN | 1, the deviation Dev(A; B) is the function that courts the num-

ber of coexcients where (A mod gq) mod p and (B mod g) mod p di®er. Here,
modular reduction computes the coezcients in the interval (i g=2;g=2] (resp.
(i p=2;p=2)). If A and B are two random polynomialsin the ring Zq[X [=(XN i 1)

and p equals 3, we would expect Dev(A; B) to be about %N Y4 167, since the

probability that A; and B; di®er modulo 3 is about 2.

To verify a signature, rst it is chedked that s 6 0. Then the polynomial
t = soh (mod ) is computed, and the two conditions

Dmin ) DeV(S;fOQm)' Dmax
Dmin - Dev(t;goam) - Dmax

are cheded. If both conditions hold, the signature is acceptedas valid.

The soundnesof the schemefollows from technical estimates,which we omit.
It should be noted that signature generation doesnot necessarilyproduce valid
signatures. With the above parameters, signature veri cation fails in twenty
percert of the casesand, when this happens, the signer has to create another
signature.

3 Forgery Attac ks

Paper [9] claims that a signature essetially provespossessiorof the secrettrap-
door. Further, it ervisions seweral potential attacks and concludesthat the se-
curity of the system, with the above parameters, is comparable to RSA with
1024bit moduli. We show that an attacker can generateforgeries (with slightly
fewer than Do« = 87 deviations) almost as quickly asthe signer can generate
signatures,without any knowledgeof the private key. Furthermore, the attacker
can generateforgerieswith substartially fewer than D5« deviations by using
lattice reduction.
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3.1 Basic Forgery Attac k: The Principle

In [9] and [8], NSSand NTRU are described as being basedon essetially the
samehard lattice problem. In fact, the problem underlying NSSis more of an
error correction problem and, as demonstrated in many papers (seee.g. [16]),
such problems take much larger dimensionsto becomehard.

The attack is very simple, once the perspective has been changed, as just
indicated. The attacker's task is to nd a pair of polynomials (s;t) that satisfy
t = sah (mod g), aswell asthe deviation requiremerts:

55. Dev(s;fgam) - 87,

55- Dev(t;goem) - 87

Sinces and t have 2N coezxcients altogether, and the equationt = sah (mod q)
imposesN linear constraints, the attacker has N degreesof freedom remaining
in s and t with which he can try to satisfy the deviation requiremerts. With
theseN degreesof freedom, he sets

si~ (foem); mod p

and
ti © (go@m); mod p

for bN=2c coezcients of s and dN=2e coezcients of t | i.e., he choosesabout
half the coexcients of s and half of t to be non-deviating. The remaining halves
of sandt are left to chance.Sincethe chosenhalf of s (resp.t) hasno deviations,
and the remaining half will probabilistically deviate in about % of the positions,
overall about % of the coetcients of s (resp. t) will deviate. Since %N Y, 84 -
D max for (N; Dmax) = (251; 87), this processwill usually generatea valid forgery
after only a few iterations. In general,if p= 3 and D nax , %N , then this attack
will generateforgeriesregardlessof the sizeof N .

3.2 Basic Forgery Attac k: The Details

In practice, the attack is slightly more complicated than the above, becauseit
is possiblethat the constraints on s and t are incompatible. In this case,we
say the attacker is unlucky. To avoid being unlucky, the attacker constrains only
k < N=2 coexcients eat of s and t. By setting up linear equations basedon
the constraints on t, we obtain a systemof k linear equationsmodulo q over the
(N j k) free unknowns. The coezcients of the unknowns in this systemform a
k£ (N j k) submatrix M of M, whosecoezcients are modulo g integers. We
make the heuristic assumption that these coexcients are independert random
bits, when reducedmodulo 2.

Lemma 1. Basal on the heuristic assumption, the attacker is unlucky with
probability at most2 = iy
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Pro of of lemma: We shaw that, with probability at least 1 2, the columns
of M mod 2 generatethe entire k-dimensional spaceover the two-elemen "eld.
If this holds, the systemhasrank k and it has solutions modulo 2 and modulo
g as well, since q is a power of 2. Now, for ewvery k-bit vector x, a column
vector v is suc that the inner product (v;Xx) is zerowith probability 1=2. Since
there are N j k independert columns, x is orthogonal to all column vectors
with probability -+ . Sincethere are 2¢ possiblevaluesfor x, we get that, with
probability at least 1; ﬁ there is no vector orthogonal to all column vectors
of M mod 2. This meansthat these column vectors spanthe ertire space. t

Setting k = 121, the attacker will be lucky with probability at least1j 21 °.
Assuming he is lucky, the attack now amourts to solving a system of 121 equa-
tions with 130 unknowns. Howewer, a closerlook shows that the matrix corre-
sponding to this systemdoesnot depend on m, provided the attacker keepsthe
same selection of coordinates for his constraints; only the \righ thand side" of
the linear systemdoes. This makespossiblestandard preprocessingof the linear
system. To keepthings simple, assumethat, by suitably reindexing coezcients,
one has brought the constrained coexcients of s in front and made the con-
strained coezcients of t the trailing block. Then, the matrix M of the system
that the attacker hasto solve is at the right bottom corner of My, de ned by
the last k rows of My, and its last N j k columns. Further relabeling makesthe
last k columnsof M an invertible submatrix U. Again U lies at the bottom right
cornerof My. Thus, oncethe attacker precomputesthe inverseUi ! of U, he may
thereafter generatesolutions to the linear system by choosingthe N j 2k = 9
middle coordinates of s arbitrarily and obtaining the k last onesby a single mul-
tiplication by Ui 1. For k = 121, one readily cheds that the obtained solution
will satisfy the deviations requiremert with probability , 1=4, so the attacker
can expect to obtain the desiredforgery after only 4 such multiplications. This
makesforgery almost as fast as regular signature generation.

Alternativ ely, the attacker may seart for a solution whosenumber of devia-
tions lies closerto the middle of the interval (D min ; Dmax ), Simply by searding
through the 128 solutions to his linear equations. In a relatively short time, he
can expect to nd a solution (s;t) for which s and t have, for example, only 75
deviations.

A computer program written in C con rms the above analysis. Speci cally,
we have carried out the following two experimerts:

1. The rst with a public key that we manufactured, corresponding to the
parametersfrom [9].

2. The secondwith a public key coming from one challenge from the NTRU
web site. This challengeis for the encryption scheme.Unfortunately, there is
no challengefor the signature scheme,but we wishedto makeit clearthat we
were working without the secretkey. The challengeusesN = 263 instead of
N = 251.We left the other parametersunchangedand obsene that raising
N only makesthe forgery slightly more ditcult.
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We found forgeries whose distance pairs are respectively (75;74) and (79;79),
closeto the middle of the interval (D min ; D max)-

3.3 Forgery Attac k with Lattice Reduction

In this sectionwe make useof lattice reduction, a technique to nd usefulZ bases
of lattices (discrete subgroupsof R"). The celebrated LLL algorithm [13]is one
of a family of algorithms that nd basescortaining short vectors in a lattice,
and has found many usesin cryptology. The contemporary survey [15] provides
an overview of lattice techniquesand [1] provides detailed descriptions of many
forms of the LLL reduction algorithm. In this paper, we useLLL asa black box
algorithm to 'nd a vector of short Euclidean norm in a lattice de ned by the Z
span of the rows of a matrix.

We can strengthenthe basicforgery attack described above by supplemerting
it with a lattice reduction technique. We exploit the fact that we have consider-
able freedomwhen choosingthe constrained coetcients of s and t and make the
obsenation that all possiblesimple forgeries di®er from a given one by a 2N -
dimensional vector from an easily de ned lattice. In other words, the idea here
is (1) to generatean initial (s°°t% using the basic forgery attack, and then (2)
to correct someof the initial signature's deviations using lattice reduction. This
hybrid approadc allows usto generateforgeriesaveraging about 56 deviations in
a few minutes.

Let (s%t% be the initial signature obtained using the basic forgery attack.
Sincet®= s%% h (mod @), the vector (s*°t% is in the lattice generatedby the
rows of the following matrix 1:

where | () denotesthe N -dimensional identity matrix. In the basic forgery at-
tack, to describe it in a slightly di®erert fashion than previously, we found an
invertible k £ k submatrix U of M}, and then reordered the rows and columns
of Lcg to obtain

2
I(Ni k) 0 R S
B 0 1w T U Z _
LCS:Z_ 0 0 ql(Ni k) 0 )

0 0 0 ql (k)

where the invertibilit y of U madeit easyto setthe rst k (actually, rst N j k)
and last k columnsto whatever valueswe desired, modulo g. So, without lossof
generality, we assumethat in our initial signature (s°°t%, the rst k coexcients
of sand last k coexcients of t®are chosento be non-deviating (understanding

! Coppersmith and Shamir intro duced this lattice in their attack on NTR U [4]. Since
that time, the inventors of NTR U have hypothesizedthat the security of NTRU and
NSSis related to the apparently hard problem of "nding short vectorsin this lattice.
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that sincethe rows and columns of Lcs were reordered, s®®and t% have been
relabeled).

The attacker now would liketo "nd someway of correctingthe N j k deviating
coezxcients of s%(resp. t% without touching the k non-deviating coexcients of
sP(resp. t%. To this end, the attacker would like to 'nd a set of harmlessrow
vectorsin the lattice generatedby L cs:, that cortain zerosin the rst k and last
k positions, sothat, for any vector (vs;V;) in this set, the pair (s%%+ vs;t%%+ v;)
will still be non-deviating in its rst k and last k coezcients, while possibly
having fewer deviations in its other positions.

We obtain the set of harmless vectors by making a slight modi cation to
Lcs.2, obtaining a di®erent lattice basisfor the samelattice:

0 lgy T U %
0 Q|(k) 0 0 ;
0 0 qI(Ni k) 0

Lcsz =

whereV = SUi ! (mod ). To ched that both generatedlattices are indeed the
same,onesimply considersa linear combination of the ‘rst N rowsof L cs:2, cor-
responding to the sequenceof coexcients (®;; ¢¢¢; ®y ). Writing the coexcients
blockwise as (A1; Az), we seethat exactly the samevector modulo q is obtained
from the rows of L ¢ s.3 by alinear combination correspondingto (A1; A2+ VAj).
The result follows. Notice that the rowsk+ 1to N j k androws N + 1to 2N
of Lcs:.3 have no nonzero coetcients in the rst k or last k positions. We let
Lhar miess b€ the lattice generatedby these (2N | 2k) harmlessvectors. These
vectors are clearly linearly independent, so we conclude that the dimension of
L har mi ess IS exactly (2N j 2K).

Now, how do we usethe lattice of harmlessvectorsto improve upon (s% t°§?
We will construct a lattice in which short vectors correspond to vectors with
small deviations. Then we can seard for a harmlessvector, which, when added
to (s°°t% is a very short vector. This problem is an example of a closestvector
lattice problem (CVP), related to the shortestvector lattice problem (SVP). See
[15] for somecommerts on the relationship of the CVP to the SVP. To this end,
we considerthe lattice

L — pl—har ml ess ’
SN C1

where (s%t9) is the row vector with coexcients modulo pqsatisfying s®” s°°mod
gand t® t®°mod g, aswell ass®” (fo@am) modp and t°” (go @ m) mod p
(again, and hereafter, keepingthe relabeling in mind). For any row vector (vs; Vi)
in this lattice, vs oh = v; (mod ). Moreover, vs and v; will satisfy one of three
equations modulo p, depending on the value of the scalar coexcient of (s%t9:

Vs~ V¢~ Omod p, or

Vs~ (form)modpandv; ~ (go@m) mod p, or
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iVs  (foem)modpand j vi~ (goem) modp :

If we could nd a (vs;v;) with small coetcients | for example, in the range
(i 72;0=2]| that doesnot satisfy the rst condition® vs ~ v; ©~ 0mod p, then
either (vs;vy) or (i Vvs;i V¢) would be a valid forgery having zero deviations.
Unfortunately, "nding a short (vs;v;) appearsto be a hard lattice problem that
cannot be solved in any reasonabletime for lattices aslarge asL pq.

So, instead of attempting to reducelL ,q, we selectc columns of Lq, corre-
sponding to unchosen coexcients of (s%0t%, and de'ne L¢iny to be the sub-
matrix of Lpy consisting of these ¢ columns. The lattice generated by L ina
is only c-dimensional. We then apply lattice reduction to Lty , Obtaining a
c-dimensional output vector. Every coexcient of the output vector that falls in
the interval (j g=2; g=2] is now non-deviating. In general,the expected number
of deviations for s (resp. t) after this processis 2N j 2k j ¢)=3+ ¢=2, where
¢ is the expected number of coexcients of the c-dimensional output vector that
are outside the interval (i g=2; g=2].

For concretenesswhen attacking the \practical implementation of NSS," the
attacker might setk to be 95and cto be 150and reducethe resulting lattice using
a blocksize of 20. The lattice reduction algorithm is completed a few minutes,
and empirically, the resulting s and t typically ead deviate in about 56 positions.
For NSSto be secure,D max Would, of course,have to be set much lower than 56
to ensurethat the hybrid forgery attack fails with high probability.

4 Transcript Attac ks

4.1 Description of the Attac k

In this section we shov how to recover the private keysf and g by examining
a transcript of signatures. A transcript consistsof somenumber of pairs (m; s)
of messagewith valid signatures created by the NSS signature algorithm. We
also obtain t for eath messagevia the relation t = seh (mod g). The basis of
the attack is to examinethe distributions of the s or t coe+cients for a subsetof
messagesn. By setting one coetcient of m to a xed value, the distributions of
the coexcients of s and t convergeto a limiting distribution which dependson a
chosencoezcient of the secretkey f or g. Thus we comparesampledistributions
of sort to precomputedestimations of the limiting distribution for ead possible
value of f or g's coezcient.

As mertioned above, both the NTR U corporation researt team and Mironov
obsened that if the averagesof these distributions were dependert on the key
coezxcients, the private keyswould be extremely rapidly recoveredby essetially
averaging the signatures. This problem was quickly corrected in the following
version of NSS [8], by altering the signature algorithm to guarantee that the
average of these distributions would be indeed independert of the private key

2 We obsene in practice that this st condition may be avoided empirically with high
probabilit y via a small modi cations of the lattice L pq.
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coezcients. Howewer certain s and t distributions do depend on the possiblef
and g coexcient valuesand are still quite distinct from one another. Comparing
these distributions to one another or to a precomputed distribution leads to
an exposure of the private key. One interpretation of the attack is that it is an
exploitation of information leaked through the higher momerts of the signatures.

The signature of a messages is obtained via an algorithm which choosesw;
and w, accordingto an intricate algorithm (see[8]), and sets

s=fa(m+ wy + pws):

This algorithm to choosew; and w; is described in Appendix B and it is easily
obsened to be constructed so asto avoid the simple averaging attack.

All of our experiments have usedthe suggestedparametersq= 128,p = 3,
and N = 251, although the technique is generally applicable. For this parameter
set, the polynomials w; and w, have approximately 25 and 64 nonzero entries
ead, and m is set to have 32 coexcients equalto 1 and 32 equalto j 1. The
coexcients of s thus depend on the private key f , the messagen and the ran-
domly generatedpolynomials w; and wy. The situation is entirely similar with
g and t since

t=ge(m+ wy+ pw):

In order to obtain the coexcient fy, we x indicesip and jo with ig =
jo+ k mod N, and examinethe distribution of s;, over a transcript of messages
with m; =1. Unraveling the convolution arithmetic, we have

X
Siy = fr(mj + wyj + pwyj):

j+k=io

We note that the quantity W; = m; + wyj + pws; is nearly (but not exactly, due
to a quirk of the w; generation) identically distributed for ead index j, when
the distribution is taken over random valuesof m. We considers;, to be the sum
of the random variablesW; , and because hasexactly 140nonzeroertries, s;, is
nearly a sum of 140identically distributed random variables drawn from a xed
distribution. Howevwer, requiring that m;, = 1 (or 0 or j 1) distinguishes the
random variable W, from the others. Our obsenation is that the term f, W,
in the sum de ning s;, will cortribute di®ererlly depending on the value of fy.
Since an explicit calculation of the distribution of s; would necessarilyrely
on the complex formulas for w; and w,, we tested the heuristic reasoningabove
with seweral numerical experiments. There are many possible variants of this
approad. For example, one could also setm; = 0 or m; = j 1 for the appro-
priate coexcient, and thereby extract additional information from a given size
transcript. We mertion here only one key optimization. Although we xed the
index ig above, in fact every coetcient of m may be potentially usedto obtain
information about ead coexcient of f . Namely, for a single message-signature
pair, examining s; for all indicesi sud that mj = 1andi+ j = k speedsup
the convergenceby a factor of 32, sincem has 32 coezcients equalto 1. Thus
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we essetially examinethe distribution
X

Sij = fi(mj + wy;j + pwy;)
j+k=im;j=1
over a large set of transcripts. We performed sewveral computer experiments which
implemented the above optimized statistical analysis. Our programs, written in
C, were able to recover the private key with a very high degreeof accuracy

4.2 Ezxciency of the Attac k

To create the estimated badkground limiting distribution, we simply created
seweral million messagesead signed by a di®eren private key, and calculated
the distributions of si conditional on m; = 1, and fy assuminga particular
value in the setfj 3;0;3g. These statistics were gathered individually for eadh
coezcient of fy, but for simplicity of exposition we combine them, and de ne
the three probability distributions Fg, F3, F; 3, to be the limiting distributions
of s; givenm; = 1, and the prescribed f value.

Given a valid transcript of signed messagesfor ead coezcient index i, the
sampledistribution of s; is formed, and denotedS;. Next S; is comparedto eah
of the distributions Fo, F3, F; 3, according to some distribution comparison
method. To do this, we de ne Sj(x) be the probability that s; = x for some
x mod g. Similarly de ne Fg.(x), Fsi(x), and F, 3 (x) to be the respective
probabilities that s; = x (conditional on the prescribed value of f, and m; = 1
for i = j + k). One simple, e®ective measure useful for distinguishing these
distributions is de ned as

¢i(v) = (Fui(®)i ACOSI(X)i Ai(x));
X
where A;(x) is the average of the frequencies(Fo; (x), Fs;i(x), and F; 3. (x)).
Thus for ead coezxcient i of f, we calculate ¢ ;(v) for v2fj 3;0;3g. Next, we
orderedthe values¢ ;(3) and ¢ ;(j 3) and selectthe smallest70valuesto identify
the coexcients with f = 3, and f = j 3 respectively.

There are clearly many other ways in which the distributions could be com-
pared, for examplewith the L, norm. The corvergenceobtained with the above
metric exciently recovered the key coexcients, and alternative measureswere
only usedin subsequeh con rming experiments. We brie°y note that the Trst
coexcient of f has a slightly di®eren distribution than the other indices, but
this may be easily adjusted for, and is of minimal importance asit is just a single
index.

After predicting the private key, we comparedit to the actual private key,
and chedked our results. Here we summarize the number of mistakes made for
seweral applications of this technique to transcripts of di®eren lengths.

Signatures Trials  AverageErrors
100,000 31 7.3
300,000 16 2.6
400,000 5 1.2
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The incorrectly predicted coetcients all correspond to indices which were
near the end of the 70 minimal valuesin the orderings of ¢ ;(3) and ¢ ;(j 3).
In fact, in ead trial, we identi ed a subsetof 40 such “dubious' indices before
comparing to the private key, and veri ed that all of the errors were located at
sud indices. Given this localization of the errors, we concludethat it is feasible
via direct seard to obtain the exactprivate key given our estimated private key.

Depending upon the size of the index subsetto examine, we estimate that
it is possibleto obtain the exact key via direct seard, even if the guesshas up
to 10 errors 3 Thus with our method of examining the s distribution, the key
f may be completely deducedwith aslittle as 100,000signatures.We note also
that signi cant partial information about a key's valuesmay be usedto greatly
speed up certain lattice attacks, and in particular lattice reduction techniques
may alsobe usedto correct the estimated keyswith a larger error tolerancethan
the brute force seard method described above. These optimization techniques
are not described further in this paper.

We note that it is likely that examiningt rather than s would yield improved
convergencerates. This conjecture is basedon the fact that g is de ned to have
80 nonzero entries rather than 140. We did not test this hypothesisdirectly in
the above situation, but rather in the subsequen statistical attack on an NSS
variant which we now describe.

4.3 An NSS Variant

Although the NSSversion published in [8] was the subject of our “rst analysis,
seweral variants proposedfor the recert EESS standard [2] use a di®erert pri-
vate key structure. Thesekey structures were proposedto increasethe signing
exciency. Recall that the key spacenotation L (d;d) indicates a polynomial with
d coezcients equalto 1 and d coexcients equalto j 1. In the original versionf
was chosento bef = 1+ 3f; wheref,; 2 L(70;70),andg= 1j 2x + 3g; where
01 2 L(40; 40).

The optimized key spaceis formed as follows. f = 1+ 3f; af, and g =
1+ 2x+ 391002, Wheref, 2 L(7;7),f22 L(5;5), g1 2 L(5;5), and g, 2 L(4;4).

Becauseof cancelationor correlation in the product, f and g typically contain
fewer nonzero elemers and contain seweral coexcients equalto 6 or j 6. Thus
while the original scheme has private keyswith a known number of coexcients
that assumevaluesin the setf3;0;i 3g, the new key have di®ering numbers of
coezxcients which typically assumevaluesin the setf6; 3;0;; 3;i 6g. (Weignore
the “rst few indicesof f and g for simplicity).

At “rst glancethis appearsto make the creation of the precomputed limiting
distributions ditcult. However, there are actually very few possible casesto
consider. For example, a typical g has 62 coetcients equalto 3 or j 3 and 5
equalto 6 or j 6. The various other possibilities may be tried sequetially, in
order of probability. Alternativ ely, we note that it is alsotrue that the limiting

8 Assuming the 10 errors are so localized, an upper bound on the number of potential
corrections to f is equal to the binomial coexcient (40;10), or lessthan 2%°.
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distributions of s and t distinguish between the key structures with fewer or
greater numbers of 6 and j 6 coexcients very rapidly, without a needto x
valuesof m; .

We found that the new private key structures led to even faster convergence.
Se\eral factors were changed simultaneously in the following experimert. First,
we analyzedthe distribution of t instead of that of s. Secondly we assumedthe
number of coexcients in 6,j 6 and 3,j 3 was known, and did not attempt to
deduceit. Thirdly, we usedthe L, norm to comparethe distributions. Finally,
a two-stage algorithm “rst found the 6 and j 6 coexcients (very easily), and
the remaining indices were ordered by the L, distancesto the precomputed
distributions. The valuesof f were predicted accordingto this order. We found
few errors in these predictions, with a smaller number of signatures.

Signatures Trials  AverageErrors
30,000 10 5.6
50,000 10 4.8
100,000 5 1.8
200,000 5 1.0

As with the standard keys, it is possibleto identify a subset of questionable
indices for which the guessmay be in error. Therefore even a direct seard is
feasibleto obtain the exact private key. Thus we concludethat this last technique
would 'nd the exact private key with a transcript of size 30,000.

Further optimizations are possible.For example,for a hybrid attack one may
estimate both keysf and g via a method described above, and then assign
con dence measuresto ead index. We then assumethat the N=2 coezcients
of f and N=2 coezcients of g that have the highest con dence measuresare in
fact correctly chosen.The remaining coezcients are determined by the relation
g= f oh asin section3, and nally we chedk that the deducedkey pair (f; g) is
correct. Only enoughsignaturesneededto provide half of eat of f and g would
be neededto obtain the exact key. Another promising optimization would be to
use the value of the messagecoexcients m; to make an educated guessto the
valuesof m; beforethey werereducedmodulo g, and comparethesedistributions.
Re nements of this strategy might reduce the number of signaturesto ten or
twenty thousand. However, in light of our excient forgery and the fact that the
NSSstemehasrecertly beenreplacedwith arevisedversion,suc optimizations
are not pursued further in this paper.

5 Countermeasures

Subsequento the discovery of theseattacks, the authors of NSSbegansearding
for a securerevision of the NSS signature scheme. Je®rey Ho®stein outlined
sewral techniquesto alter the scheme at Eurocrypt 2001. These modi cations
wereformalized shortly thereafter in a technical note on the NTRU web site [11],
with further improvemerts in the seconddraft [12].
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Shortly after this paper wasinitially submitted, the authors of NSSsettled on
a revision of NSS, complete with suggestedparameter choices.The precisede -
nition of the revised schememay be found in a preliminary standards documert
[2]. Currently, the third draft of this standard is available at the Consortium for
E+cient Embedded Security web page|3].

The revisedschemedoesindeed appear to resist the attacks describedin this
paper. We do not rigorously de ne the new scheme here, but only menrtion the
revisedscheme'ssaliert featuresand how they obviate the above attacks. Further
details may currently be found in technical notes, a preprint, and a standards
documert [11,12,10,3].

The following is a partial list of the modi cations.

1. Priv ate Key Generation: In the version of NSS attacked in this paper,
f =fo+ pfiandg= go+ par Wherefg and go are public parameters.In the
revisedscheme,f = u+ pf; and g= u+ pg whereu is kept private.

2. Veri cation Criteria: Veri cation is no longerbasedon the singlecriterion
of deviations, but on multiple tests.

{ Norm Conditions: Verify that jpi *(si m) mod ¢ < B andjp' *(tj m) mod
g < B, whereB is somebound on the centered norms [11].

{ Coezcient Distribution Cheds: Perform a battery of speci ¢ cheds (in
[3]) on the distributions of the coetcients of s and t.

{ Moment Balancing: Optionally, use an alternate method of w; and w;,
creation, which alters the coexcients to include higher momert balancing.

Thesealterations weremadeto avoid the attacks preseried in this paper, and
therefore seemrather ad hoc. In particular, the veri cation protocol is strikingly
lengthy [3], consisting of 17 steps! Howewver the new key componert u, norm
conditions, and distributional criteria do appear to improve the security.

First, we discussthe new key componert u. This is a very clever method of
masking the combination of m coeztcients which determine the distribution of
wp values.Without the tool of controlling this distribution via selectingsubsets
of the messages(say with m; = 1) our transcript analysis can not e®ectiwely
directly obtain distributions which are sensitive to the private key coezxcient
values. Adding u appearsto make the distributions very close,even given mil-
lions of signatures. This renders the key recovery attack much less e®ectie.
Alternativ ely, the momert balancing techniques may also be usedto make the
distributions very closeto one another.

Although the new veri cation protocol is a much lesselegart revision than
the use of u, it appearsto serwe its purpose of making forgery more dizcult.
The norm conditions relate the forgery problem of revised NSSto a (presum-
ably hard) closestvector problem; the deviations criterion did not accomplish
this. Also, the distribution cheds appear to screenout forgeries generated by
the forgery attacks above. Howe\er, it is unclear whether these new veri cation
criteria are suzcient. It is likely that an attacker could already satisfy the norm
conditions by simply using our (unmodi ed) forgery attack with the lattice re-
duction. Further cryptanalysis may show that it is possibleto re ne our attack
to satisfy the distribution chedks, aswell.
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The authors of NSSgive someinteresting analysison how well the newsceme
resists the attacks preseried here [10]. They include a description of the new
veri cation cheds, a careful distributional analysis of the coetcients of the
signaturesin the new stcheme,and a heuristic argumert that signature forgery is
ashard asa closestvector problem, assumingthe adversaryis given no transcript
of previous signatures.

The new schemeis expected to receive renewed scrutiny, and since the key
generation, signing and veri cation processedi®er substartially, both forgery
and key recovery techniques should be re-ewaluated.

6 Conclusion

We wish to mertion that our attack does not endangerthe NTRU encryption
stheme. On the other hand, we think that it shows the bene'ts of the prov-
able security approac taken by cryptographic researt in the last few years.
NSS had no security proof at all, not even relative to a precisely described lat-
tice problem of someform. Lacking such proof, one could not easily argue that
NSS was immune to potential simple attacks, as demonstrated by the preser
work. Following the attack, NTRU researders have investigated enhanceden-
coding/v eri cation methods in [11]. It appearsthat sucdh methods can o®era
form of provable security by reducing forgery to solving a well de ned lattice
attack. This rules out the method of section 3. Howewer, such a reduction would
not apply to an attacker who takes advantage of transcripts of previously ob-
tained signatures, asin section 4. We believe that the heuristic approac taken
by NSSdesignersmakesit extremely ditcult to prevent suc transcript attacks.
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An Example of Signature Forgery

Here we give an example of how to forge signatures using the public key. Let
parameters be as de ned in NSS251-3-SHA1-1[2]; N = 251,p = 3, q = 128,
Vim = 32, Devy,, = 55,Devi,., = 87,fo= 1,0 = 1j 2X. Let the public key
h=filag(mod q) be

0 1 2 3 4 5 6 7 8 9 a b ¢ d e f

~NoO Ok~ WNEFEO

1 21-59 54 1-33 -13 -11 -21 11-30 31 -7 18 -61 85
3 41 52-39 -30 4-36 41-11 56 46 -7 -7 7 -8 16
-5 32 -3-29 59 54-25 53 48 47 32 -5 28 -9 -9
37 24 -50 17 -26 -58 10 39 4 -23 -55 63 -29 -19 0 31
10 16 -25 28 29 -62 24 27 57 31 62-61 35 39-27 5
17 -22 22 28 32 41 14 -62 -18 -58 15 61 25 9 63 -9
47 30 O 58 58-60 13 55 4 9-62 11 58 -34 -39 13
40 27 36-15 24-31 37 23 31 55-12 -20 43 -61 1 27

o
0o
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-44 -10 11 58 -63 -51 -46 -21 -6 -28 -17 -58 -28 6 21 -58
58 -3 10 -8 -26 48 12 64 2 14 -55 -20 -33 -24 40 6
-13 42 56 -23 63 26 -52 -29 -4 35 12 -19 -24 47 -21 60
-15 -17 63 62 55 17 -61 5 30 24 -32 -44 17 29 -63 57
60 -25 47 -51 2 11-35 44 -15 -5 7 -9 43 36 -18 -60
53 -2 44 33-27 -35 -17 5-17 14 0 2 -6 49 29 -48
-31 64 -8 64-46 12 36 -57 23 -9 39 45 19 54 -21 49
-7 -43 40 60 -45 20-50 5 54 -13 -45

D QO T OO0

Let the messageo be signedbe

0123456789abcd
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oo ' oooo!
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OPrPrPO0OO0OPFr OO0
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N eoNeoNeol e NeNe)
OFRPPFRPRFPOOOO
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[eNeoNeoNoNolNeNe]
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POPFPOOOOO
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OO ' OO0 o
oOoocoo!

0000 0

(i denotesthe integerj 1). Wenow nd aninitial signature (s";t") by imposing
k = 95 constraints on both s and t. For clarity in this example,we imposethese
constraints on the rst 95 coexcients of s" and last 95 coetcients of t". Then,
from the many possible(s";t"), we may gets" equalto

0 1 2 3 4 5 6 7 8 9 a b ¢ d e f

o o o o o o o o0 1 0 O O-1 0 0 1
o o o o o 0 0-1 121 1 0 0 0 0 -1 1
o o o o 0 0 01 0 O O 1 0 1 0 O
o o o o-1 0 O O O 1T O-1 -1 0 01
o o o0-1 -1 -1 0 O0-1 0 O 0O O0O 1 0 O
o 01 -1 1 0 1 0 O O O O 1 05 O

-2 38 32-41 -32 38 -4 -21 -4 8 -47 -57 -40 27 3 39
-44 14 33 52 -5 34 57 4 16 -4 -45 -18 -23 -58 -22 6
56 59 5-57 -33 -55 19 -41 52 26 50-54 2 57 -27 -30
47 9 36 -42 -17 -50 -7 -44 55 -47 -30 45 -39 34 36 7
-32 -19 4 23 43 -40 -3 59 22-52 46 42 24 -12 -19 7
24 -43 64 -41 54 -31 -13 -31 -49 -55 57 -54 -56 -60 -48 -20
-36 26 4 18 16 -61 33 45-16 53 59 64 -60 -13 35 -47
-23 50 45 44 -52 53 49 -29 -52 35 54 53 -15 50 -18 26
-7 -1 30-50 -17 -14 -54 31 -59 35 -21 -44 -14 62 -15 -5
36 27 -6 6 36 29-12 1 58 19 21

T D QOO0 T Y ©OO~NOOOMAWNREO

and t" equalto

o 1 2 3 4 5 6 7 8 9 a b ¢ d e f

0: 25-30 15 62 49 -24 -24 -12 15-17 33 24 -61 64 -16 -57
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1: -31 18 23-29 27 39-20 -35 -13 2 -54 39 36 -33 16 -13
2: -20 45 -20 -3 25 10 54 -37 -33 41 -41 -47 -31 -15 31 -14
3: -52 16 45 -10 -56 -22 -42 52 8-20 55 13 30 32 -28 41
4: 57 25 49 -14 52 -38 -41 -35 22 -36 -27 -13 36 35 45 -10
5: 54-31 -9 3-57-37 9 -9 -16 -60 -59 14 18 26 -45 25
6 : 12 40 11 31 41 5-37 9 12-21 -45 4 42 -18 -2 -29
7: 52 4 19 54 57 52 -23 -34 -31 -63 -60 -51 -14 42 2 13
8 : 56 -16 30 44 14-37 -8 51 33 26 9-12 -62 47 14 3
9: -50 18-10 -33 2448 -4 60-50 26 60 26 O O -1 -1
a: o o 1 o 1-1 0 0O O O O-1 1 1-1 0
b: 601 1 0 0 1 1 o 0 O 1 -1 1 -1 -1 O
c: o o o o 01 -1 0 0O O0O O OO O 1 1
d: 11 0-1 -1 -1 O0 O-1 -1 0 1 1 0 0 O
e: o6 1 1 0 0 0O O O O O O O O o o0 1
f 0-1 0 0 1 1 0 O 0 0 1

The pattern of deviations betweens" and (f o @ m) looks as follows (each star
denotesa deviation):

*kk kkkkkkk *k  kk Khkkkkk  kkkkk Kk *kk *

*k Kk kkkk kk kkkk kkk ok ok ok kkk kkk kkk kkk ok Kk kkkk

For t" and (go @ m) the pattern is:

*%k % kkkk kk kkk k  kkk k kk kkk kk kkk kk k% k% %

kkhkk  kkkk Kk kkk kkk kkkk khkk Kk kkkhkkk kkk *%k k  kkkkkk kkkk

*kkk kkkk kkk kkk * k% %

At this point s" and t" have 108 and 98 deviations, respectively. We now apply
lattice reduction to coezcient positions 95 through 169 in s" and 81 through
155in t" (the 75 leftmost coexcients in s" and 75 rightmost coezxcients in t"
that have not yet beenconstrained, for a total of 150 columns). For s, we get:

0 1 2 3 4 5 6 7 8 9 a b ¢ d e f
0: o o o o O O O O 4 o o0 o0 -4 0O 0 4
1: 0O 0 0 0O 0O O O -4 4 4 0 O O 0 -4 -4
2 O 0O O O O O o -4 o 0O O 4 O 4 0 O
3: 0O 0O 0O 04 O O O O 4 0 -4 4 0 0 -4
4 : 0O 0 0 4 4 4 0 04 0 O O O 4 0 O
5: 0 0 4 -4 4 0 4 O O O O 0O 4 0-3 0
6 : 9-26 21-54 39 33 21 -6 -47 9 43 -42 12 33 -50 -49
7: 13-24 3 6-63 -19 12 33 6 7-30 -36 -28 -12 -12 O
8 : 9 57 28 24-52 12 18 20 6-33 15 51 9-33 -3 -9
9: -30 -17 27 -21 6 9-27 0-36 -18 42 -9 57 3 38 36
a: 36 -18 -47 35 47 -15 27 63 3 -12 -30 -22 -56 -40 10 57
b: -49 -16 58 20 -53 -26 -19 29 -46 51 0 -49 -36 -29 15 -47
c: -42 12 -52 51 40 47 42 -30 51 -53 -11 6 -39 51 13 -9
d: -40 51 29 26-32 44 3 27-35 -9 55-58 -60 0 -62 -17
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e: 51-26 30-43 -50 7-10 -8 -29 5 36 18 -30 -46 -21 42
f: 61 25 39 56 5 27 56 29 51 19 59

For t we get:

0o 1.2 3 4 5 6 7 8 9 a b c¢c d e f

0: -37 41-52 21 57 -57 -56 63 -53 -2 5 40 -38 57 -62 18
1: 7 57-61 -32 18 -6 32 33 37-30 36 62 -27 -15 54 -4
2: -34 31 51 24-25 -8 62 57 38 28 -1 25-50 -63 -63 -12
3: 18-10 6 2-39 -29 54 -13 -62 55 34 -35 -28 -60 -26 39
4 -2 -17 -44 -53 -38 -63 1-19 -54 52 53 -61 50 10-36 33
5: -27 -21 53 19 3 40 25 31-33 -12 -54 -27 58 4 36 -15
6 : 21-20 -5 48 36 21-30 42 4 -5 16-56 0-33 41 -21
7: -39 1 30 18 -6 11-43 6-27 64 4 6 -10 2 59 -3
8 : 30 6 -8 -20-31 20 3 17 -43 -15 -6 -15 15 -9 30 -3
9: -36 52 19 -3 -12 -9 -48 48 27-18 12 15 O O -4 -4
a: 0O 0o 4 0 44 0 O O O 0 -4 4 4 -4 0
b : 0 4 0 0 4 4 0 O O 4 -4 4 -4 -4 O
c: 0o o 0o o 04 4 0 O O O O O O 4 4
d: 4 4 0 -4 4 4 0 0 -4 -4 0 4 4 0 0 O
e: o 4 4 0 0 0 O O O O O O O o o 4
f 04 0 O 4 4 0 O 0 0 4

The deviation pattern for s is:

Thus, we have producedan s and t that have 47 and 54 deviations from (f g @m)
and (go @ m) respectively. These values are indeed even below the suggested
parameter value of Dev,;,, = 55, which shows that our forgerieswould passeven
stricter deviation requirements.

Obviously the s and t of this example have highly unusual coe+cient distri-
butions modulo g, which the veri er could easily detect, but this neednot be the
casein general.We can make the coezxcient distribution of s andt more ordinary
by 1) constraining random coezcient positions and 2) distributing the valuesof
the constrained coetcients of s" and t" more randomly modulo g, rather than
setting them all equalto j 1, 0 or 1.
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B Determination of w; and w,

The following pseudaode may also be found the appendix of [8]
let w2 have 32 +1's and 32 -1's

set wi[] to O

compute s = f * (mes + 3 w2)
computet =g * (mes + 3 w2)

reduce s and t modulo g
reduce s and t modulo p

/lcreate w1, first try

for(i=0;i<N;i++)
if(s[i] I= mes[i] AND t[ii !'= mes[] AND s[i] =={[i])
wl[i] = (mes[i] - s[i) modp

if(s[i] I= mes[i] AND t[ii] != mes[i] AND s[i] != f[i])
wl[i] =1 or -1 with 50% probability
loop
/lcreate w1, second try
for(i=0;i<N;i++)
if(s]i] I= mes[i] AND t[i] == meg]i])
wlfi] = (mes[i] - s[i]) modp with 1/4 probability

if(si] == mes[i] AND t[i] !'= mes]i])
wil[i] = (mes[i] - t[i]) modp with 1/4 probability

iflwl has more than 25 nonzero coefficients)
break out of the loop
loop

/I modify w2 to prevent averaging attack

for(i=0;i<N;i++)
with probability — 1/p, w2[i] = w2[i] - (mes[i] + wil]i])

w=wl+ 3 w2



