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Abstract. In 1996, a new cryptosystem called NTR U was intro duced,
related to the hardnessof ¯nding short vectors in speci¯c lattices. At Eu-
rocrypt 2001, the NTR U Signature Scheme (NSS), a signature scheme
apparently related to the samehard problem, was proposed. In this pa-
per, we show that the problem on which NSS relies is much easier than
anticipated, and we describe an attack that allows e±cient forgery of a
signature on any message.Additionally , we demonstrate that a transcript
of signatures leaks information about the secret key: using a correlation
attack, it is possible to recover the key from a few tens of thousands of
signatures. The attacks apply to the recently proposed parameter sets
NSS251-3-SHA1-1,NSS347-3-SHA1-1,and NSS503-3-SHA1-1in [2]. Fol-
lowing the attacks, NTR U researchers have investigated enhancedencod-
ing/v eri¯cation methods in [11].

Keyw ords: NSS, NTRU, Signature Scheme, Forgery, Transcript Analysis,
Lattice, Cryptanalysis, Key Recovery, Cyclotomic Integer.

1 In tro duction

Recently , Ho®stein, Pipher, and Silverman intro duced a public-key signature
schemecalledNSS(the \NTR U SignatureScheme") [9]. This schemeis related to
the NTRU cryptosystem, which was ¯rst intro duced at the CRYPTO `96 rump
session.An attack on NTRU was quickly found by Coppersmith and Shamir
(see[4]), which led the authors to adopt larger parameters,and reformulate the
underlying hard problem as a lattice problem. The current version of NTRU,
as published in [6], remains unbroken. NSS is also related to the problem of
¯nding short vectors in certain lattices, and is an improvement over an early
version [7] presented at the CRYPTO 2000 rump session.This version proved
to be insecure, which the designersobserved at an early stage. Ilya Mironov
? This work has been partially supported by the French Ministry of Research under

the RNRT Pro ject \T urbo-Signatures"
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[14] made the sameobservation independently a few months later. Basically, it
appearedthat signaturesleaked information about the private key, which allowed
for statistical attacks.

To eliminate the disclosedweaknesses,certain adaptations weremade,yield-
ing the schemedescribed in [9] and [8]. Unfortunately, thesesignaturesstil l leak
information about the private key. More precisely, it turns out that correlations
betweencertain coe±cients in the signature and the private key are su±cient to
recover the entire public key.

Moreover, and even more dramatic, is a direct forgery attack which enables
an adversary to sign arbitrary messageswithout any knowledge of the private
key. While the °aw does not rule out potentially secure future revisions, our
analysis shows that the scheme as presented in [9], [8] and [2] is completely
insecure.

This paper is organizedas follows. In section 2 we provide background and
describe NSSin more detail. In section 3 we describe the e±cient forgery proce-
dure. Next, in section 4 we explain how to recover the key by examining valid
signatures. In section 5 we discusssomerevisions suggestedby the authors of
NSSto repair the signature scheme.

2 Description of NSS

Herewereview somemathematics that underlie NSS,and givea brief description
of the scheme.We refer readersto [9] and [8] for more detailed information.

2.1 Background Mathematics

The key underlying mathematical structure of the schemeis the polynomial ring

R = Zq[X ]=(X N ¡ 1) (1)

where N and q are integers. In practice, N is prime (e.g., 251) and q is a power
of 2 (e.g., 128). Elements in R are polynomials of degree(at most) N ¡ 1 and
with coe±cients in the range (¡ q=2; q=2].

Multiplication in this ring is like ordinary polynomial multiplication, but
subject to the relations X N + k = X k for any k ¸ 0. This means that the co-
e±cient of X k in the product a ¤ b of a = a0 + a1X + : : : + aN ¡ 1X N ¡ 1 and
b = b0 + b1X + : : : + bN ¡ 1X N ¡ 1 is

(a ¤ b)k =
X

i + j = k mo d N

ai bj : (2)

The multiplication of two polynomials in R is alsocalled the convolution product
of the two polynomials. For any polynomial a 2 R, it is alsoconvenient to intro-
ducethe convolution matrix of a asfollows: Let M a be the N £ N matrix indexed
by f 0; : : : ; N ¡ 1g, where the element on position (i; j ) is equal to a( j ¡ i ) mo d N .
With this representation, the product of a and b can be also expressedas the
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product of the row vector (a0; : : : ; aN ¡ 1) with the matrix M b. From now on, we
will freely identify any polynomial with its corresponding row vector.

While the ring (1) may seemunnatural at ¯rst, it is directly related to the
ring of integers in the cyclotomic ¯eld

Q(³N ) = Q[X ]=(X N ¡ 1 + ::: + X + 1): (3)

This ¯eld Q(³N ) is a ¯eld extention of the rational numbersQ, and hasa subring
of Algebraic Integers, Z(³N ), analogousto the ordinary integersZ ½ Q. In fact,
the set of polynomials p 2 R with p(1) = 1 is isomorphic to the integersZ(³ N ) ½
Q(³N ), and the convolution product describedabove in (2) is simply the ordinary
multiplication operation in this ¯eld.

This ¯eld has been extensively studied and has been proposed for use in
other cryptographic applications such as factoring and as basis for a public key
cryptosystem (e.g. [17]), and is likely to appear in further analysis of NTRU
related cryptosystems.However, further familiarit y with this ¯eld is not required
for the rest of this paper.

2.2 The NSS Signature Scheme

The public key of NSSconsistsof a polynomial h of degreeN ¡ 1, and the private
key of the schemeconsistsof two polynomials f and g with \small coe±cients"
such that f ¤h = g, wherethe polynomials are elements of R = Zq[X ]=(X N ¡ 1),
and q and N are typically 128 and 251.

In order to describe the scheme further, additional parameters are needed.
Theseparametersinclude the integer p, which is typically chosento be 3, and the
integers df , dg and dm , whosesuggestedvalues are respectively 70, 40 and 32.
The latter parametersare usedto de¯ne several families of polynomials denoted
by L (d1; d2), a notation that refers to the set of polynomials of degreeat most
N ¡ 1 with d1 coe±cients 1, d2 coe±cients ¡ 1 and all other coe±cients 0.

Key generation: Two polynomials f and g are de¯ned as

f = f 0 + pf 1

g = g0 + pg1

where f 0 and g0 are publicly known small polynomials (t ypically f 0 = 1 and
g0 = 1 ¡ 2X ). The polynomial f 1 is randomly chosenfrom L(df ; df ) and sim-
ilarly g1 is randomly chosenfrom L(dg; dg). It is required that f be invertible
(i.e., there exists some f ¡ 1 with f ¤ f ¡ 1 = 1 mod q). This is true with very
high probabilit y; in any casethe precedingstep may be repeated by choosing a
di®erent polynomial f 1.
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Signature generation: To sign a message,one transforms the messageto be
signed into a messagerepresentativ e according to a hash function-based proce-
dure such as that described in [2]. This messagerepresentativ e is a polynomial
in L (dm ; dm ). The signer ¯rst computes

w = m + w1 + pw2

where w1; w2 are two polynomials with small coe±cients generatedat random
in a rather complex manner that is described in Appendix B. The signer next
computesthe convolution

s = f ¤ w mod q

and outputs the pair (m; s) as the signature of m.

Signature veri¯cation: A signature (m; s) consistsof the messagem together
with the polynomial s of degreeN ¡ 1, with coe±cients reducedmodulo q. Signa-
ture veri¯cation depends on two further parameters D min and Dmax (paper [9]
suggestsDmin = 55 and Dmax = 87, together with the parameters suggested
above), and upon the concept of Deviation. Given two polynomials, A and B
of degreeN ¡ 1, the deviation Dev(A; B ) is the function that counts the num-
ber of coe±cients where (A mod q) mod p and (B mod q) mod p di®er. Here,
modular reduction computes the coe±cients in the interval (¡ q=2; q=2] (resp.
(¡ p=2; p=2]). If A and B are two random polynomials in the ring Zq[X ]=(X N ¡ 1)
and p equals 3, we would expect Dev(A; B ) to be about 2

3 N ¼ 167, since the
probabilit y that A i and B i di®er modulo 3 is about 2

3 .
To verify a signature, ¯rst it is checked that s 6= 0. Then the polynomial

t = s ¤ h (mod q) is computed, and the two conditions

Dmin · Dev(s; f 0 ¤ m) · Dmax

Dmin · Dev(t; g0 ¤ m) · Dmax

are checked. If both conditions hold, the signature is acceptedas valid.
The soundnessof the schemefollows from technical estimates,which weomit.

It should be noted that signature generation doesnot necessarilyproduce valid
signatures. With the above parameters, signature veri¯cation fails in twenty
percent of the casesand, when this happens, the signer has to create another
signature.

3 Forgery A ttac ks

Paper [9] claims that a signature essentially provespossessionof the secrettrap-
door. Further, it envisions several potential attacks and concludesthat the se-
curit y of the system, with the above parameters, is comparable to RSA with
1024bit moduli. We show that an attacker can generateforgeries(with slightly
fewer than Dmax = 87 deviations) almost as quickly as the signer can generate
signatures,without any knowledgeof the private key. Furthermore, the attacker
can generate forgeries with substantially fewer than D max deviations by using
lattice reduction.
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3.1 Basic Forgery A ttac k: The Principle

In [9] and [8], NSS and NTRU are described as being basedon essentially the
samehard lattice problem. In fact, the problem underlying NSS is more of an
error correction problem and, as demonstrated in many papers (seee.g. [16]),
such problems take much larger dimensionsto becomehard.

The attack is very simple, once the perspective has been changed, as just
indicated. The attacker's task is to ¯nd a pair of polynomials (s; t) that satisfy
t = s ¤ h (mod q), as well as the deviation requirements:

55 · Dev(s; f 0 ¤ m) · 87;

55 · Dev(t; g0 ¤ m) · 87:

Sinces and t have 2N coe±cients altogether, and the equation t = s¤h (mod q)
imposesN linear constraints, the attacker has N degreesof freedom remaining
in s and t with which he can try to satisfy the deviation requirements. With
theseN degreesof freedom,he sets

si ´ (f 0 ¤ m) i mod p

and
t j ´ (g0 ¤ m) j mod p

for bN=2c coe±cients of s and dN=2e coe±cients of t | i.e., he choosesabout
half the coe±cients of s and half of t to be non-deviating. The remaining halves
of s and t are left to chance.Sincethe chosenhalf of s (resp. t) hasno deviations,
and the remaining half will probabilistically deviate in about 2

3 of the positions,
overall about 1

3 of the coe±cients of s (resp. t) will deviate. Since 1
3 N ¼ 84 ·

Dmax for (N ; Dmax ) = (251; 87), this processwill usually generatea valid forgery
after only a few iterations. In general,if p = 3 and D max ¸ 1

3 N , then this attack
will generateforgeriesregardlessof the sizeof N .

3.2 Basic Forgery A ttac k: The Details

In practice, the attack is slightly more complicated than the above, becauseit
is possible that the constraints on s and t are incompatible. In this case,we
say the attacker is unlucky. To avoid being unlucky, the attacker constrainsonly
k < N=2 coe±cients each of s and t. By setting up linear equations basedon
the constraints on t, we obtain a systemof k linear equationsmodulo q over the
(N ¡ k) free unknowns. The coe±cients of the unknowns in this system form a
k £ (N ¡ k) submatrix M of M h whosecoe±cients are modulo q integers. We
make the heuristic assumption that these coe±cients are independent random
bits, when reducedmodulo 2.

Lemma 1. Based on the heuristic assumption, the attacker is unlucky with
probability at most ² = 1

2N ¡ 2k
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Pro of of lemma: We show that, with probabilit y at least 1 ¡ ², the columns
of M mod 2 generatethe entire k-dimensional spaceover the two-element ¯eld.
If this holds, the system has rank k and it has solutions modulo 2 and modulo
q as well, since q is a power of 2. Now, for every k-bit vector x, a column
vector v is such that the inner product (v; x) is zero with probabilit y 1=2. Since
there are N ¡ k independent columns, x is orthogonal to all column vectors
with probabilit y 1

2N ¡ k . Sincethere are 2k possiblevaluesfor x, we get that, with
probabilit y at least 1¡ 1

2N ¡ 2k , there is no vector orthogonal to all column vectors
of M mod 2. This meansthat thesecolumn vectors span the entire space. ut

Setting k = 121, the attacker will be lucky with probabilit y at least 1 ¡ 2¡ 9.
Assuming he is lucky, the attack now amounts to solving a system of 121 equa-
tions with 130 unknowns. However, a closer look shows that the matrix corre-
sponding to this systemdoesnot depend on m, provided the attacker keepsthe
same selection of coordinates for his constraints; only the \righ thand side" of
the linear systemdoes.This makespossiblestandard preprocessingof the linear
system. To keepthings simple, assumethat, by suitably reindexing coe±cients,
one has brought the constrained coe±cients of s in front and made the con-
strained coe±cients of t the trailing block. Then, the matrix M of the system
that the attacker has to solve is at the right bottom corner of M h , de¯ned by
the last k rows of M h and its last N ¡ k columns. Further relabeling makesthe
last k columnsof M an invertible submatrix U. Again U lies at the bottom right
corner of M h . Thus, oncethe attacker precomputesthe inverseU ¡ 1 of U, he may
thereafter generatesolutions to the linear system by choosing the N ¡ 2k = 9
middle coordinates of s arbitrarily and obtaining the k last onesby a singlemul-
tiplication by U ¡ 1. For k = 121, one readily checks that the obtained solution
will satisfy the deviations requirement with probabilit y ¸ 1=4, so the attacker
can expect to obtain the desired forgery after only 4 such multiplications. This
makesforgery almost as fast as regular signature generation.

Alternativ ely, the attacker may search for a solution whosenumber of devia-
tions lies closer to the middle of the interval (D min ; Dmax ), simply by searching
through the 1289 solutions to his linear equations. In a relatively short time, he
can expect to ¯nd a solution (s; t) for which s and t have, for example, only 75
deviations.

A computer program written in C con¯rms the above analysis. Speci¯cally,
we have carried out the following two experiments:

1. The ¯rst with a public key that we manufactured, corresponding to the
parameters from [9].

2. The secondwith a public key coming from one challenge from the NTRU
web site. This challengeis for the encryption scheme.Unfortunately, there is
no challengefor the signature scheme,but we wishedto make it clear that we
were working without the secretkey. The challengeusesN = 263 instead of
N = 251. We left the other parametersunchangedand observe that raising
N only makesthe forgery slightly more di±cult.
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We found forgeries whosedistance pairs are respectively (75; 74) and (79; 79),
closeto the middle of the interval (D min ; Dmax ).

3.3 Forgery A ttac k with Lattice Reduction

In this sectionwe make useof lattice reduction, a technique to ¯nd usefulZ bases
of lattices (discrete subgroupsof Rn ). The celebratedLLL algorithm [13] is one
of a family of algorithms that ¯nd basescontaining short vectors in a lattice,
and has found many usesin cryptology. The contemporary survey [15] provides
an overview of lattice techniques and [1] provides detailed descriptions of many
forms of the LLL reduction algorithm. In this paper, we useLLL as a black box
algorithm to ¯nd a vector of short Euclidean norm in a lattice de¯ned by the Z
span of the rows of a matrix.

Wecanstrengthen the basicforgery attack describedaboveby supplementing
it with a lattice reduction technique. We exploit the fact that we have consider-
able freedomwhen choosing the constrainedcoe±cients of s and t and make the
observation that all possiblesimple forgeries di®er from a given one by a 2N -
dimensional vector from an easily de¯ned lattice. In other words, the idea here
is (1) to generatean initial (s00; t00) using the basic forgery attack, and then (2)
to correct someof the initial signature's deviations using lattice reduction. This
hybrid approach allows us to generateforgeriesaveragingabout 56 deviations in
a few minutes.

Let (s00; t00) be the initial signature obtained using the basic forgery attack.
Since t00= s00¤ h (mod q), the vector (s00; t00) is in the lattice generatedby the
rows of the following matrix 1:

L C S =
·

I (N ) M h

0 qI (N )

¸
;

where I (N ) denotesthe N -dimensional identit y matrix. In the basic forgery at-
tack, to describe it in a slightly di®erent fashion than previously, we found an
invertible k £ k submatrix U of M h and then reordered the rows and columns
of L C S to obtain

L C S;2 =

2

6
6
4

I (N ¡ k ) 0 R S
0 I (k ) T U
0 0 qI (N ¡ k ) 0
0 0 0 qI (k )

3

7
7
5 ;

where the invertibilit y of U made it easyto set the ¯rst k (actually, ¯rst N ¡ k)
and last k columns to whatever valueswe desired,modulo q. So, without lossof
generality, we assumethat in our initial signature (s00; t00), the ¯rst k coe±cients
of s00and last k coe±cients of t00are chosento be non-deviating (understanding
1 Coppersmith and Shamir intro duced this lattice in their attack on NTR U [4]. Since

that time, the inventors of NTR U have hypothesized that the security of NTR U and
NSS is related to the apparently hard problem of ¯nding short vectors in this lattice.
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that since the rows and columns of L C S were reordered, s00 and t00 have been
relabeled).

The attacker now would liketo ¯nd someway of correcting the N ¡ k deviating
coe±cients of s00(resp. t00) without touching the k non-deviating coe±cients of
s00(resp. t00). To this end, the attacker would like to ¯nd a set of harmlessrow
vectors in the lattice generatedby L C S;2 that contain zerosin the ¯rst k and last
k positions, so that, for any vector (vs; vt ) in this set, the pair (s00+ vs; t00+ vt )
will still be non-deviating in its ¯rst k and last k coe±cients, while possibly
having fewer deviations in its other positions.

We obtain the set of harmless vectors by making a slight modi¯cation to
L C S;2, obtaining a di®erent lattice basis for the samelattice:

L C S;3 =

2

6
6
6
6
4

I (N ¡ k ) ¡ V R ¡ VT 0
0 I (k ) T U
0 qI (k ) 0 0
0 0 qI (N ¡ k ) 0
0 0 0 qI (k )

3

7
7
7
7
5

;

where V = SU ¡ 1 (mod q). To check that both generatedlattices are indeed the
same,onesimply considersa linear combination of the ¯rst N rows of L C S;2, cor-
responding to the sequenceof coe±cients (®1; ¢¢¢; ®N ). Writing the coe±cients
blockwise as (A1; A2), we seethat exactly the samevector modulo q is obtained
from the rows of L C S;3 by a linear combination corresponding to (A1; A2 + VA1).
The result follows. Notice that the rows k + 1 to N ¡ k and rows N + 1 to 2N
of L C S;3 have no nonzero coe±cients in the ¯rst k or last k positions. We let
L har ml ess be the lattice generatedby these (2N ¡ 2k) harmlessvectors. These
vectors are clearly linearly independent, so we conclude that the dimension of
L har ml ess is exactly (2N ¡ 2k).

Now, how do we usethe lattice of harmlessvectors to improve upon (s00; t00)?
We will construct a lattice in which short vectors correspond to vectors with
small deviations. Then we can search for a harmlessvector, which, when added
to (s00; t00) is a very short vector. This problem is an exampleof a closestvector
lattice problem (CVP), related to the shortest vector lattice problem (SVP). See
[15] for somecomments on the relationship of the CVP to the SVP. To this end,
we consider the lattice

L pq =
·

pLhar ml ess

(s0; t0)

¸
;

where(s0; t0) is the row vector with coe±cients modulo pq satisfying s0 ´ s00mod
q and t0 ´ t00mod q, as well as s0 ´ (f 0 ¤ m) mod p and t0 ´ (g0 ¤ m) mod p
(again, and hereafter,keepingthe relabeling in mind). For any row vector (vs; vt )
in this lattice, vs ¤ h = vt (mod q). Moreover, vs and vt will satisfy one of three
equationsmodulo p, depending on the value of the scalar coe±cient of (s0; t0):

vs ´ vt ´ 0 mod p, or

vs ´ (f 0 ¤ m) mod p and vt ´ (g0 ¤ m) mod p, or
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¡ vs ´ (f 0 ¤ m) mod p and ¡ vt ´ (g0 ¤ m) mod p :

If we could ¯nd a (vs; vt ) with small coe±cients | for example, in the range
(¡ q=2; q=2] | that doesnot satisfy the ¯rst condition2 vs ´ vt ´ 0 mod p, then
either (vs; vt ) or (¡ vs; ¡ vt ) would be a valid forgery having zero deviations.
Unfortunately, ¯nding a short (vs; vt ) appearsto be a hard lattice problem that
cannot be solved in any reasonabletime for lattices as large as L pq.

So, instead of attempting to reduce L pq, we select c columns of L pq, corre-
sponding to unchosen coe±cients of (s00; t00), and de¯ne L f inal to be the sub-
matrix of L pq consisting of these c columns. The lattice generated by L f inal

is only c-dimensional. We then apply lattice reduction to L f inal , obtaining a
c-dimensional output vector. Every coe±cient of the output vector that falls in
the interval (¡ q=2; q=2] is now non-deviating. In general, the expected number
of deviations for s (resp. t) after this processis (2N ¡ 2k ¡ c)=3 + ¢= 2, where
¢ is the expectednumber of coe±cients of the c-dimensionaloutput vector that
are outside the interval (¡ q=2; q=2].

For concreteness,when attacking the \practical implementation of NSS," the
attacker might setk to be95and c to be150and reducethe resulting lattice using
a blocksize of 20. The lattice reduction algorithm is completed a few minutes,
and empirically, the resulting s and t typically each deviate in about 56positions.
For NSSto be secure,Dmax would, of course,have to be set much lower than 56
to ensurethat the hybrid forgery attack fails with high probabilit y.

4 Transcript A ttac ks

4.1 Description of the A ttac k

In this section we show how to recover the private keys f and g by examining
a transcript of signatures. A transcript consistsof somenumber of pairs (m; s)
of messageswith valid signatures created by the NSS signature algorithm. We
also obtain t for each messagevia the relation t = s ¤ h (mod q). The basis of
the attack is to examinethe distributions of the s or t coe±cients for a subsetof
messagesm. By setting onecoe±cient of m to a ¯xed value, the distributions of
the coe±cients of s and t convergeto a limiting distribution which dependson a
chosencoe±cient of the secretkey f or g. Thus we comparesampledistributions
of s or t to precomputedestimations of the limiting distribution for each possible
value of f or g's coe±cient.

As mentioned above,both the NTRU corporation research team and Mironov
observed that if the averagesof these distributions were dependent on the key
coe±cients, the private keyswould be extremely rapidly recoveredby essentially
averaging the signatures. This problem was quickly corrected in the following
version of NSS [8], by altering the signature algorithm to guarantee that the
averageof these distributions would be indeed independent of the private key
2 We observe in practice that this ¯rst condition may be avoided empirically with high

probabilit y via a small modi¯cations of the lattice L pq .
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coe±cients. However certain s and t distributions do depend on the possiblef
and g coe±cient valuesand are still quite distinct from oneanother. Comparing
these distributions to one another or to a precomputed distribution leads to
an exposureof the private key. One interpretation of the attack is that it is an
exploitation of information leaked through the higher moments of the signatures.

The signature of a messages is obtained via an algorithm which choosesw1

and w2 according to an intricate algorithm (see[8]), and sets

s = f ¤ (m + w1 + pw2):

This algorithm to choosew1 and w2 is described in Appendix B and it is easily
observed to be constructed so as to avoid the simple averaging attack.

All of our experiments have used the suggestedparameters q = 128, p = 3,
and N = 251,although the technique is generally applicable. For this parameter
set, the polynomials w1 and w2 have approximately 25 and 64 nonzero entries
each, and m is set to have 32 coe±cients equal to 1 and 32 equal to ¡ 1. The
coe±cients of s thus depend on the private key f , the messagem and the ran-
domly generatedpolynomials w1 and w2. The situation is entirely similar with
g and t since

t = g ¤ (m + w1 + pw2):

In order to obtain the coe±cient f k , we ¯x indices i 0 and j 0 with i 0 =
j 0 + k mod N , and examinethe distribution of si 0 over a transcript of messages
with m j 0 =1. Unraveling the convolution arithmetic, we have

si 0 =
X

j + k= i 0

f k (mj + w1;j + pw2;j ):

We note that the quantit y Wj = mj + w1;j + pw2;j is nearly (but not exactly, due
to a quirk of the w1 generation) identically distributed for each index j , when
the distribution is taken over random valuesof m. We considersi 0 to be the sum
of the random variablesWj , and becausef hasexactly 140nonzeroentries, si 0 is
nearly a sum of 140 identically distributed random variables drawn from a ¯xed
distribution. However, requiring that m j 0 = 1 (or 0 or ¡ 1) distinguishes the
random variable Wj 0 from the others. Our observation is that the term f k Wj 0

in the sum de¯ning si 0 will contribute di®erently depending on the value of f k .
Since an explicit calculation of the distribution of si would necessarilyrely

on the complex formulas for w1 and w2, we tested the heuristic reasoningabove
with several numerical experiments. There are many possible variants of this
approach. For example, one could also set m j = 0 or m j = ¡ 1 for the appro-
priate coe±cient, and thereby extract additional information from a given size
transcript. We mention here only one key optimization. Although we ¯xed the
index i 0 above, in fact every coe±cient of m may be potentially used to obtain
information about each coe±cient of f . Namely, for a single message-signature
pair, examining si for all indices i such that m j = 1 and i + j = k speedsup
the convergenceby a factor of 32, since m has 32 coe±cients equal to 1. Thus
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we essentially examine the distribution

si;j =
X

j + k= i;m j =1

f k (mj + w1;j + pw2;j )

over a largesetof transcripts. Weperformedseveral computer experiments which
implemented the above optimized statistical analysis.Our programs, written in
C, were able to recover the private key with a very high degreeof accuracy.

4.2 E±ciency of the A ttac k

To create the estimated background limiting distribution, we simply created
several million messages,each signed by a di®erent private key, and calculated
the distributions of sk conditional on m j = 1, and f k assuming a particular
value in the set f¡ 3; 0; 3g. These statistics were gathered individually for each
coe±cient of f k , but for simplicit y of exposition we combine them, and de¯ne
the three probabilit y distributions F 0 , F3 , F ¡ 3 , to be the limiting distributions
of si given m j = 1, and the prescribed f k value.

Given a valid transcript of signedmessages,for each coe±cient index i , the
sampledistribution of si is formed, and denotedSi . Next Si is comparedto each
of the distributions F 0 , F3 , F ¡ 3 , according to some distribution comparison
method. To do this, we de¯ne Si (x) be the probabilit y that si = x for some
x mod q. Similarly de¯ne F0;i (x), F3;i (x), and F¡ 3;i (x) to be the respective
probabilities that si = x (conditional on the prescribed value of f k and m j = 1
for i = j + k). One simple, e®ective measure useful for distinguishing these
distributions is de¯ned as

¢ i (v) =
X

x

(Fv;i (x) ¡ A i (x))( Si (x) ¡ A i (x)) ;

where A i (x) is the average of the frequencies(F0;i (x), F3;i (x), and F¡ 3;i (x)).
Thus for each coe±cient i of f , we calculate ¢ i (v) for v²f¡ 3; 0; 3g. Next, we
orderedthe values¢ i (3) and ¢ i (¡ 3) and selectthe smallest70 valuesto identify
the coe±cients with f = 3, and f = ¡ 3 respectively.

There are clearly many other ways in which the distributions could be com-
pared, for examplewith the L 2 norm. The convergenceobtained with the above
metric e±ciently recovered the key coe±cients, and alternativ e measureswere
only used in subsequent con¯rming experiments. We brie°y note that the ¯rst
coe±cient of f has a slightly di®erent distribution than the other indices, but
this may be easilyadjusted for, and is of minimal importance asit is just a single
index.

After predicting the private key, we compared it to the actual private key,
and checked our results. Here we summarize the number of mistakes made for
several applications of this technique to transcripts of di®erent lengths.

Signatures Trials AverageErrors
100,000 31 7.3
300,000 16 2.6
400,000 5 1.2
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The incorrectly predicted coe±cients all correspond to indices which were
near the end of the 70 minimal values in the orderings of ¢ i (3) and ¢ i (¡ 3).
In fact, in each trial, we identi¯ed a subset of 40 such `dubious' indices before
comparing to the private key, and veri¯ed that all of the errors were located at
such indices. Given this localization of the errors, we concludethat it is feasible
via direct search to obtain the exactprivate key given our estimated private key.

Depending upon the size of the index subset to examine, we estimate that
it is possibleto obtain the exact key via direct search, even if the guesshas up
to 10 errors 3 Thus with our method of examining the s distribution, the key
f may be completely deducedwith as little as 100,000signatures.We note also
that signi¯cant partial information about a key's valuesmay be usedto greatly
speed up certain lattice attacks, and in particular lattice reduction techniques
may alsobe usedto correct the estimated keyswith a larger error tolerancethan
the brute force search method described above. These optimization techniques
are not described further in this paper.

We note that it is likely that examining t rather than s would yield improved
convergencerates. This conjecture is basedon the fact that g is de¯ned to have
80 nonzero entries rather than 140. We did not test this hypothesis directly in
the above situation, but rather in the subsequent statistical attack on an NSS
variant which we now describe.

4.3 An NSS Varian t

Although the NSS version published in [8] was the subject of our ¯rst analysis,
several variants proposedfor the recent EESS standard [2] use a di®erent pri-
vate key structure. These key structures were proposedto increasethe signing
e±ciency. Recall that the key spacenotation L (d;d) indicates a polynomial with
d coe±cients equal to 1 and d coe±cients equal to ¡ 1. In the original version f
was chosento be f = 1 + 3f 1 where f 1 2 L(70; 70), and g = 1 ¡ 2x + 3g1 where
g1 2 L(40; 40).

The optimized key space is formed as follows. f = 1 + 3f 1 ¤ f 2 and g =
1+ 2x + 3g1 ¤g2, where f 1 2 L(7; 7), f 2 2 L(5; 5), g1 2 L(5; 5), and g2 2 L(4; 4).

Becauseof cancelationor correlation in the product, f and g typically contain
fewer nonzero elements and contain several coe±cients equal to 6 or ¡ 6. Thus
while the original schemehas private keys with a known number of coe±cients
that assumevalues in the set f 3; 0; ¡ 3g, the new key have di®ering numbers of
coe±cients which typically assumevaluesin the set f 6; 3; 0; ¡ 3; ¡ 6g. (We ignore
the ¯rst few indices of f and g for simplicit y).

At ¯rst glancethis appearsto make the creation of the precomputedlimiting
distributions di±cult. However, there are actually very few possible casesto
consider. For example, a typical g has 62 coe±cients equal to 3 or ¡ 3 and 5
equal to 6 or ¡ 6. The various other possibilities may be tried sequentially , in
order of probabilit y. Alternativ ely, we note that it is also true that the limiting
3 Assuming the 10 errors are so localized, an upper bound on the number of potential

corrections to f is equal to the binomial coe±cient (40; 10), or less than 229 .
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distributions of s and t distinguish between the key structures with fewer or
greater numbers of 6 and ¡ 6 coe±cients very rapidly, without a need to ¯x
valuesof m j .

We found that the new private key structures led to even faster convergence.
Several factors were changedsimultaneously in the following experiment. First,
we analyzed the distribution of t instead of that of s. Secondly, we assumedthe
number of coe±cients in 6,¡ 6 and 3,¡ 3 was known, and did not attempt to
deduceit. Thirdly , we used the L 2 norm to compare the distributions. Finally,
a two-stage algorithm ¯rst found the 6 and ¡ 6 coe±cients (very easily), and
the remaining indices were ordered by the L 2 distances to the precomputed
distributions. The valuesof f k werepredicted according to this order. We found
few errors in thesepredictions, with a smaller number of signatures.

Signatures Trials AverageErrors
30,000 10 5.6
50,000 10 4.8
100,000 5 1.8
200,000 5 1.0

As with the standard keys, it is possible to identify a subset of questionable
indices for which the guessmay be in error. Therefore even a direct search is
feasibleto obtain the exact private key. Thusweconcludethat this last technique
would ¯nd the exact private key with a transcript of size30,000.

Further optimizations are possible.For example,for a hybrid attack onemay
estimate both keys f and g via a method described above, and then assign
con¯dence measuresto each index. We then assumethat the N=2 coe±cients
of f and N=2 coe±cients of g that have the highest con¯dence measuresare in
fact correctly chosen.The remaining coe±cients are determined by the relation
g = f ¤h as in section 3, and ¯nally we check that the deducedkey pair (f ; g) is
correct. Only enoughsignaturesneededto provide half of each of f and g would
be neededto obtain the exact key. Another promising optimization would be to
use the value of the messagecoe±cients m j to make an educated guessto the
valuesof m j beforethey werereducedmodulo q, and comparethesedistributions.
Re¯nements of this strategy might reduce the number of signatures to ten or
twenty thousand. However, in light of our e±cient forgery and the fact that the
NSSschemehasrecently beenreplacedwith a revisedversion,such optimizations
are not pursued further in this paper.

5 Coun termeasures

Subsequent to the discovery of theseattacks, the authors of NSSbegansearching
for a secure revision of the NSS signature scheme. Je®rey Ho®stein outlined
several techniques to alter the scheme at Eurocrypt 2001. These modi¯cations
wereformalized shortly thereafter in a technical note on the NTRU web site [11],
with further improvements in the seconddraft [12].
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Shortly after this paper wasinitially submitted, the authors of NSSsettled on
a revision of NSS,complete with suggestedparameter choices.The precisede¯-
nition of the revisedschememay be found in a preliminary standards document
[2]. Currently , the third draft of this standard is available at the Consortium for
E±cien t EmbeddedSecurity web page[3].

The revisedschemedoesindeedappear to resist the attacks described in this
paper. We do not rigorously de¯ne the new schemehere, but only mention the
revisedscheme'ssalient featuresand how they obviate the aboveattacks. Further
details may currently be found in technical notes, a preprint, and a standards
document [11,12,10,3].

The following is a partial list of the modi¯cations.

1. Priv ate Key Generation: In the version of NSS attacked in this paper,
f = f 0 + pf 1 and g = g0 + pg1 where f 0 and g0 are public parameters.In the
revised scheme,f = u + pf 1 and g = u + pg1 where u is kept private.

2. Veri¯cation Criteria: Veri¯cation is no longer basedon the singlecriterion
of deviations, but on multiple tests.
{ Norm Conditions: Verify that jp¡ 1(s¡ m) mod qj < B and jp¡ 1(t ¡ m) mod
qj < B , where B is somebound on the centered norms [11].
{ Coe±cient Distribution Checks: Perform a battery of speci¯c checks (in
[3]) on the distributions of the coe±cients of s and t.
{ Moment Balancing: Optionally , use an alternate method of w1 and w2

creation, which alters the coe±cients to include higher moment balancing.

Thesealterations weremadeto avoid the attacks presented in this paper, and
therefore seemrather ad hoc. In particular, the veri¯cation protocol is strikingly
lengthy [3], consisting of 17 steps! However the new key component u, norm
conditions, and distributional criteria do appear to improve the security.

First, we discussthe new key component u. This is a very clever method of
masking the combination of m coe±cients which determine the distribution of
w0 values.Without the tool of controlling this distribution via selectingsubsets
of the messages,(say with m j = 1) our transcript analysis can not e®ectively
directly obtain distributions which are sensitive to the private key coe±cient
values. Adding u appears to make the distributions very close,even given mil-
lions of signatures. This renders the key recovery attack much less e®ective.
Alternativ ely, the moment balancing techniques may also be used to make the
distributions very closeto one another.

Although the new veri¯cation protocol is a much lesselegant revision than
the use of u, it appears to serve its purpose of making forgery more di±cult.
The norm conditions relate the forgery problem of revised NSS to a (presum-
ably hard) closestvector problem; the deviations criterion did not accomplish
this. Also, the distribution checks appear to screenout forgeries generatedby
the forgery attacks above. However, it is unclear whether thesenew veri¯cation
criteria are su±cient. It is likely that an attacker could already satisfy the norm
conditions by simply using our (unmodi¯ed) forgery attack with the lattice re-
duction. Further cryptanalysis may show that it is possibleto re¯ne our attack
to satisfy the distribution checks, as well.
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The authors of NSSgivesomeinteresting analysison how well the newscheme
resists the attacks presented here [10]. They include a description of the new
veri¯cation checks, a careful distributional analysis of the coe±cients of the
signaturesin the new scheme,and a heuristic argument that signature forgery is
ashard asa closestvector problem, assumingthe adversary is givenno transcript
of previous signatures.

The new scheme is expected to receive renewed scrutiny, and since the key
generation, signing and veri¯cation processesdi®er substantially , both forgery
and key recovery techniques should be re-evaluated.

6 Conclusion

We wish to mention that our attack does not endangerthe NTRU encryption
scheme. On the other hand, we think that it shows the bene¯ts of the prov-
able security approach taken by cryptographic research in the last few years.
NSS had no security proof at all, not even relative to a precisely described lat-
tice problem of someform. Lacking such proof, one could not easily argue that
NSS was immune to potential simple attacks, as demonstrated by the present
work. Following the attack, NTRU researchers have investigated enhanceden-
coding/v eri¯cation methods in [11]. It appears that such methods can o®er a
form of provable security by reducing forgery to solving a well de¯ned lattice
attack. This rules out the method of section3. However, such a reduction would
not apply to an attacker who takes advantage of transcripts of previously ob-
tained signatures,as in section 4. We believe that the heuristic approach taken
by NSSdesignersmakesit extremely di±cult to prevent such transcript attacks.
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A An Example of Signature Forgery

Here we give an example of how to forge signatures using the public key. Let
parameters be as de¯ned in NSS251-3-SHA1-1[2]; N = 251, p = 3, q = 128,
Vm = 32, Devi

min = 55, Devi
max = 87, f 0 = 1, g0 = 1 ¡ 2X . Let the public key

h = f ¡ 1 ¤ g (mod q) be

0 1 2 3 4 5 6 7 8 9 a b c d e f
------------------------------------------------------------------- -
0 : 1 21 -59 -54 1 -33 -13 -11 -21 11 -30 31 -7 18 -61 85
1 : 3 41 52 -39 -30 4 -36 41 -11 56 46 -7 -7 7 -8 16
2 : -58 -5 32 -3 -29 59 54 -25 53 48 47 32 -5 28 -9 -9
3 : 37 24 -50 17 -26 -58 10 39 4 -23 -55 -63 -29 -19 0 31
4 : 10 16 -25 28 29 -62 24 27 57 31 62 -61 35 39 -27 5
5 : 17 -22 22 28 32 41 14 -62 -18 -58 15 61 25 9 63 -9
6 : 47 30 0 58 58 -60 13 55 4 9 -62 11 58 -34 -39 13
7 : 40 27 36 -15 24 -31 37 23 31 55 -12 -20 43 -61 1 27
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8 : -44 -10 11 58 -63 -51 -46 -21 -6 -28 -17 -58 -28 6 21 -58
9 : 58 -3 10 -8 -26 48 12 64 2 14 -55 -20 -33 -24 -40 6
a : -13 42 56 -23 -63 26 -52 -29 -4 35 12 -19 -24 47 -21 60
b : -15 -17 63 62 55 17 -61 5 30 24 -32 -44 17 29 -63 57
c : 60 -25 -47 -51 2 11 -35 -44 -15 -5 7 -9 43 36 -18 -60
d : -53 -2 -44 33 -27 -35 -17 5 -17 14 0 2 -6 49 29 -48
e : -31 64 -8 64 -46 12 36 -57 23 -9 39 45 19 54 -21 49
f : -7 -43 40 60 -45 20 -50 5 54 -13 -45

Let the messageto be signedbe

0 1 2 3 4 5 6 7 8 9 a b c d e f 0 1 2 3 4 5 6 7 8 9 a b c d e f
------------------------------------------------------------------- -
0: 0 0 0 0 0 0 0 0 1 0 0 0 - 0 0 1 0 0 0 0 0 0 0 - 1 1 0 0 0 0 - -
2: 0 0 0 0 0 0 0 - 0 0 0 1 0 1 0 0 0 0 0 0 - 0 0 0 0 1 0 - - 0 0 -
4: 0 0 0 - - - 0 0 - 0 0 0 0 1 0 0 0 0 - - 1 0 1 0 0 0 0 0 1 0 0 0
6: 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 - 1 0 0 0 0 - 0 0 0 1 0 0 - 0 0 0
8: 0 0 1 0 - 0 0 - 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 - 0
a: 0 0 1 - - 0 0 0 0 0 0 - - - 0 0 0 1 0 0 0 1 0 0 0 0 1 1 0 - 0 0
c: 0 0 0 0 0 - 0 0 0 0 0 0 0 0 1 1 0 1 - 0 - 0 0 0 - 0 0 1 0 0 0 0
e: 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 1 - 0 0 0 1 0 0 0 0 0 1

(¡ denotesthe integer ¡ 1). We now ¯nd an initial signature (s" ; t") by imposing
k = 95 constraints on both s and t. For clarit y in this example,we imposethese
constraints on the ¯rst 95 coe±cients of s" and last 95 coe±cients of t". Then,
from the many possible(s" ; t"), we may get s" equal to

0 1 2 3 4 5 6 7 8 9 a b c d e f
------------------------------------------------------------------- -
0 : 0 0 0 0 0 0 0 0 1 0 0 0 -1 0 0 1
1 : 0 0 0 0 0 0 0 -1 1 1 0 0 0 0 -1 -1
2 : 0 0 0 0 0 0 0 -1 0 0 0 1 0 1 0 0
3 : 0 0 0 0 -1 0 0 0 0 1 0 -1 -1 0 0 -1
4 : 0 0 0 -1 -1 -1 0 0 -1 0 0 0 0 1 0 0
5 : 0 0 -1 -1 1 0 1 0 0 0 0 0 1 0 56 0
6 : -2 38 32 -41 -32 38 -4 -21 -4 8 -47 -57 -40 27 3 39
7 : -44 14 33 52 -5 34 57 4 16 -4 -45 -18 -23 -58 -22 6
8 : 56 59 5 -57 -33 -55 19 -41 52 26 50 -54 2 57 -27 -30
9 : 47 9 36 -42 -17 -50 -7 -44 -55 -47 -30 -45 -39 34 36 7
a : -32 -19 4 23 -43 -40 -3 59 22 -52 46 42 24 -12 -19 7
b : 24 -43 64 -41 54 -31 -13 -31 -49 -55 57 -54 -56 -60 -48 -20
c : -36 26 4 18 16 -61 33 45 -16 53 59 64 -60 -13 35 -47
d : -23 50 45 44 -52 53 49 -29 -52 35 54 53 -15 50 -18 26
e : -7 -1 30 -50 -17 -14 -54 31 -59 35 -21 -44 -14 62 -15 -5
f : 36 27 -6 6 36 29 -12 1 58 19 21

and t" equal to

0 1 2 3 4 5 6 7 8 9 a b c d e f
------------------------------------------------------------------- -
0 : 25 -30 15 62 49 -24 -24 -12 15 -17 33 24 -61 64 -16 -57
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1 : -31 18 23 -29 27 39 -20 -35 -13 2 -54 39 36 -33 16 -13
2 : -20 -45 -20 -3 25 10 54 -37 -33 41 -41 -47 -31 -15 31 -14
3 : -52 16 -45 -10 -56 -22 -42 52 8 -20 55 13 30 32 -28 41
4 : -57 25 49 -14 52 -38 -41 -35 22 -36 -27 -13 36 35 45 -10
5 : 54 -31 -9 3 -57 -37 9 -9 -16 -60 -59 14 18 26 -45 25
6 : 12 -40 11 31 41 5 -37 9 12 -21 -45 4 42 -18 -2 -29
7 : -52 4 19 54 57 52 -23 -34 -31 -63 -60 -51 -14 42 2 13
8 : 56 -16 30 44 14 -37 -8 51 33 26 9 -12 -62 47 14 3
9 : -50 18 -10 -33 24 -48 -4 60 -50 26 60 26 0 0 -1 -1
a : 0 0 1 0 1 -1 0 0 0 0 0 -1 1 1 -1 0
b : 0 1 1 0 0 1 1 0 0 0 1 -1 1 -1 -1 0
c : 0 0 0 0 0 -1 -1 0 0 0 0 0 0 0 1 -1
d : 1 1 0 -1 -1 -1 0 0 -1 -1 0 1 1 0 0 0
e : 0 1 1 0 0 0 0 0 0 0 0 0 0 0 0 1
f : 0 -1 0 0 1 1 0 0 0 0 1

The pattern of deviations between s" and (f 0 ¤ m) looks as follows (each star
denotesa deviation):

................................................................

..............................*.*******.**..*.**.*.***.***..***.
***.*******.*...**..******...*****...*.*********.***.*********.*
.**.*...****.**.****.***.*.*.*.***.***.***.***..*...**.****

For t" and (g0 ¤ m) the pattern is:

...**...*....****.**..***.*...***.*.**..***.**.***.**..**..**.*.
****..****.*.***.***.****.****.*.******.***....**.*..******.****
****..****..***.***...*.**.*....................................
...........................................................

At this point s" and t" have 108 and 98 deviations, respectively. We now apply
lattice reduction to coe±cient positions 95 through 169 in s" and 81 through
155 in t" (the 75 leftmost coe±cients in s" and 75 rightmost coe±cients in t"
that have not yet beenconstrained, for a total of 150 columns). For s, we get:

0 1 2 3 4 5 6 7 8 9 a b c d e f
------------------------------------------------------------------- -
0 : 0 0 0 0 0 0 0 0 4 0 0 0 -4 0 0 4
1 : 0 0 0 0 0 0 0 -4 4 4 0 0 0 0 -4 -4
2 : 0 0 0 0 0 0 0 -4 0 0 0 4 0 4 0 0
3 : 0 0 0 0 -4 0 0 0 0 4 0 -4 -4 0 0 -4
4 : 0 0 0 -4 -4 -4 0 0 -4 0 0 0 0 4 0 0
5 : 0 0 -4 -4 4 0 4 0 0 0 0 0 4 0 -30 0
6 : 9 -26 21 -54 39 33 21 -6 -47 9 43 -42 12 33 -50 -49
7 : 13 -24 3 6 -63 -19 12 33 6 7 -30 -36 -28 -12 -12 0
8 : 9 57 28 24 -52 12 18 20 6 -33 15 51 9 -33 -3 -9
9 : -30 -17 -27 -21 6 9 -27 0 -36 -18 -42 -9 57 3 38 36
a : 36 -18 -47 35 47 -15 27 63 3 -12 -30 -22 -56 -40 10 57
b : -49 -16 58 20 -53 -26 -19 29 -46 51 0 -49 -36 -29 15 -47
c : -42 12 -52 51 40 47 42 -30 51 -53 -11 6 -39 51 13 -9
d : -40 -51 -29 26 -32 44 3 27 -35 -9 55 -58 -60 0 -62 -17
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e : 51 -26 30 -43 -50 7 -10 -8 -29 5 36 18 -30 -46 -21 42
f : 61 25 39 56 5 27 56 29 51 19 59

For t we get:

0 1 2 3 4 5 6 7 8 9 a b c d e f
------------------------------------------------------------------- -
0 : -37 41 -52 21 57 -57 -56 -63 -53 -2 5 40 -38 57 -62 18
1 : 7 57 -61 -32 18 -6 32 33 37 -30 36 62 -27 -15 54 -4
2 : -34 -31 -51 24 -25 -8 62 57 38 28 -1 25 -50 -63 -63 -12
3 : 18 -10 -6 2 -39 -29 54 -13 -62 55 34 -35 -28 -60 -26 39
4 : -2 -17 -44 -53 -38 -63 1 -19 -54 52 53 -61 50 10 -36 33
5 : -27 -21 53 19 3 40 25 31 -33 -12 -54 -27 58 4 36 -15
6 : 21 -20 -5 -48 36 21 -30 42 4 -5 16 -56 0 -33 -41 -21
7 : -39 1 30 18 -6 11 -43 6 -27 64 4 -6 -10 2 59 -3
8 : 30 -6 -8 -20 -31 20 3 17 -43 -15 -6 -15 15 -9 30 -3
9 : -36 52 19 -3 -12 -9 -48 -48 27 -18 12 15 0 0 -4 -4
a : 0 0 4 0 4 -4 0 0 0 0 0 -4 4 4 -4 0
b : 0 4 4 0 0 4 4 0 0 0 4 -4 4 -4 -4 0
c : 0 0 0 0 0 -4 -4 0 0 0 0 0 0 0 4 -4
d : 4 4 0 -4 -4 -4 0 0 -4 -4 0 4 4 0 0 0
e : 0 4 4 0 0 0 0 0 0 0 0 0 0 0 0 4
f : 0 -4 0 0 4 4 0 0 0 0 4

The deviation pattern for s is:

................................................................

................................................................

............................................*.*.*****.***.**.*.*

..*.*....**....*******..*.**..**...*******...*.***.**.**.**

The deviation pattern for t is:

***...*...******..**..******..**.*..****.**..**..*.***.**..*****
****.********.*...............................................*.
................................................................
...........................................................

Thus, we have producedan s and t that have 47 and 54 deviations from (f 0 ¤m)
and (g0 ¤ m) respectively. These values are indeed even below the suggested
parameter value of Devi

min = 55, which shows that our forgerieswould passeven
stricter deviation requirements.

Obviously the s and t of this examplehave highly unusual coe±cient distri-
butions modulo q, which the veri¯er could easily detect, but this neednot be the
casein general.We can make the coe±cient distribution of s and t more ordinary
by 1) constraining random coe±cient positions and 2) distributing the valuesof
the constrained coe±cients of s" and t" more randomly modulo q, rather than
setting them all equal to ¡ 1, 0 or 1.



20 Craig Gentry, Jakob Jonsson,JacquesStern, and Michael Szydlo

B Determination of w 1 and w 2

The following pseudocode may also be found the appendix of [8]

let w2 have 32 +1's and 32 -1's
set w1[] to 0

compute s = f * (mes + 3 w2)
compute t = g * (mes + 3 w2)

reduce s and t modulo q
reduce s and t modulo p

//create w1, first try

for(i=0;i<N;i++)
if(s[i] != mes[i] AND t[i] != mes[i] AND s[i] == t[i])

w1[i] = (mes[i] - s[i]) mod p

if(s[i] != mes[i] AND t[i] != mes[i] AND s[i] != t[i])
w1[i] = 1 or -1 with 50%probability

loop

//create w1, second try

for(i=0;i<N;i++)
if(s[i] != mes[i] AND t[i] == mes[i])

w1[i] = (mes[i] - s[i]) mod p with 1/4 probability

if(s[i] == mes[i] AND t[i] != mes[i])
w1[i] = (mes[i] - t[i]) mod p with 1/4 probability

if(w1 has more than 25 nonzero coefficients)
break out of the loop

loop

// modify w2 to prevent averaging attack

for(i=0;i<N;i++)
with probability 1/p, w2[i] = w2[i] - (mes[i] + w1[i])

w = w1 + 3 w2


